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Abstract
Chapter 1 introduced the background of the topic and identified the growing use of digital technologies in the UK hospitality industry. It also explored the significance of the study by identifying vulnerabilities that have created the problem of major data breaches including the Marriott. This chapter also explored the aim and rationale for the research to determine the increasing number of cyberattacks on the different hotel chains.
The second chapter had evaluated the themes in which where different scholars have opined their findings. It was observed that despite cybersecurity measures, many firms are still exposed to threats. Cybersecurity threats were observed to have a negative impact on customer engagement and trust. Mitigation strategies for cybersecurity threats were also discussed.
Chapter 3 highlighted the strategies adopted in the research. It highlights the use of keywords, Boolean operators, and search strategies, including exclusion and inclusion criteria. Participants were given consent forms before the survey.
The fourth chapter has stated that the cybersecurity threats impact the hospitality sector of the UK by disrupting the delivery of services. Various hotel chain has demonstrated a strong readiness to structure their policies. However, SMEs have remained vulnerable to these threats due to their constraints in resources.
Chapter 5 has highlighted the effect of cybersecurity threats on the UK hospitality industry in both SMEs and hotel chains. This study concluded that cybersecurity must have a strategic undertaking. Some recommendations of this study suggested staff training, adopting the cybersecurity Framework, and real-time monitoring.


Abbreviations
DDoS: Distributed Denial of Service
TAM: Technology Acceptance Model
TRA: Theory of Reasoned Action
CAGR: Compound Annual Growth Rate
GDPR: General Data Protection Regulation
MFA: Multi-Factor Authentication
NCSC: National Cyber Security Center
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[bookmark: _tb6jznlveiqo][bookmark: _Toc214559885]Chapter 1: Introduction
[bookmark: _nro9roq4fp1t][bookmark: _Toc214559886]1.1 Introduction
The UK hospitality business is an important sector of the national economy, which involves hotels, resorts, and other accommodation businesses that accommodate millions of local and international tourists. Over the last 6 years, the hospitality sector has contributed £90 billion to the UK economy, generated £20 billion in exports since 2022, and is expected to reach up to 3.51% CAGR by 2030 (UK Hospitality, 2024).
[image: ]
Figure 1: UK Hospitality Market
(Source: Motor Intelligence, 2025)
With the digitalisation of processes and online booking services, client databases, payment systems, and connected devices of the IoT have become increasingly more integrated; this industry has undergone considerable improvements in its operations (Anwar et al. 2024). However, this online reliance has opened hospitality enterprises to a growing category of cybersecurity risks, which have grown more advanced and expensive. 39% of the UK businesses identified cyberattacks via phishing (GOV.UK, 2022).
This study seeks to identify the major cybersecurity threats across famous hotel chains in the UK, particularly in Marriott. It will also explore the defensive strategies against the common vulnerabilities that affect millions of global customers.
[bookmark: _39clgtu42cj2][bookmark: _Toc214559887]1.2 Background
Marriott International is one of the largest and most well-known chains in the industry, which illustrates the cybersecurity issues that the industry is exposed to. In 2018, Marriott revealed a data breach which affected the personal data of around 339 million customers across the globe. It was observed that the violation had resulted in a fine of £18.4 million under the GDPR regulations (BBC, 2020). This cyberattack was caused by vulnerabilities in the hotel systems that was acquired by Marriott without proper cybersecurity audits (BBC, 2020).
[image: ]
Figure 2: Total average cost of Marriott's data breaches
(Source: Dignan, 2018)
It has been observed through a survey that over 50 million records of customers, which included personal data of customer, have been revealed due to breaches in cybersecurity (Dignan, 2018). Such cyber breaches have a negative effect on the brand reputation by minimising the trust of customers.
Various hotel chains in the UK have reported cases of cybersecurity beyond Marriott. For instance, it has been observed that Radisson Hotel has experienced a data breach that had affected its global turnover by over 2% (GDPR Register, 2019). Phishing scams, malware, and ransomware still pose a significant threat to smaller chains and independent hotels that have fewer resources to address cybersecurity concerns. For example, in 2014, Choice Hotels faced data breaches of their 700000 customers, including their names, emails, and phone numbers, and the hackers demanded 0.4 Bitcoin as a ransom note. In addition, this personal data breach affected the payment card data of up to 340 million people (Jowitt, 2019). The attackers attack the hospitality industry by taking advantage of poor system patching, poor use of passwords, and a lack of knowledge among staff. A 2024 UK government survey of Cyber Security Breaches claimed that 28% of hospitality companies had encountered a cyberattack in the last year, leading to financial losses, disrupted operations, and exposures of personal data (GOV.UK, 2024). Common attack types were Distributed Denial of Service (DDoS), phishing, malware, and cyberattacks via third-party vendors.
[bookmark: _t7399zypyndw][bookmark: _Toc214559888]1.3 Rationale of the research
Cybersecurity in the UK Hospitality sector is an urgent and expanding matter. UK hotels have different levels of IT infrastructure, including global chains that have centralised data repositories, and independent hotels that depend on third parties. This research is significant as the UK hospitality sector is progressively depending on online infrastructure in its operations and customer retention. As this digitisation contributes to efficiency, it makes hotels vulnerable to major cybersecurity risks. UK hospitality giant Marriott faces financial losses, reputational damage, and a GDPR fine.
The current research aims to examine the topic of cybersecurity threats and their effect within the context of various UK hotel chains, such as Marriott, to reveal general vulnerability, effect, and network mitigation measures. This is because Marriott has a wide customer base in the UK. Hotels present lucrative victims to cybercriminals because of the personal and financial information that they contain and the intricacy and interdependence of IT systems. Besides causing legal, financial, and reputational damage, data breaches also pose risks to the business's survival in terms of continuity and customer confidence, which are the main drivers of business success in the hospitality industry. The UK Information Commissioner's Office (ICO) has fined Marriott PS18.4m because of breaching the regulations of GDPR. The total of recovery costs was nearly 30 million, including forensic investigations, notification to customers, and security upgrades. In addition to the money front, Marriott lost its image and an estimated of around $1 billion of customer loyalty-related revenue was lost.
This study is expected to address the skill gaps by carrying out a comparative study to offer insights to the hotel managers, policymakers and cybersecurity practitioners to develop a better defence.
[bookmark: _mgniu0lhee3s][bookmark: _Toc214559889]1.4 Research Aim
This research aims to evaluate the impact of cybersecurity threats on the UK and hospitality industry. The research seeks to evaluate how cyber risks affect customer confidence and operational efficiency. Moreover, the research aims to identify gaps in current security measures, ensuring long-term sustainability in the UK hospitality sector.
[bookmark: _z5b907we7l44][bookmark: _Toc214559890]1.5 Research Objectives
· To identify and analyse the main cybersecurity threats affecting the UK hospitality industry.
· To compare responses to cyber risks between large hotel chains and small independent businesses.
· To highlight similarities and differences in levels of preparedness across organisations.
· To evaluate the effectiveness of existing cybersecurity strategies.
· To assess the impact of cyber threats on financial performance.
· To recommend practical measures to enhance resilience in the hospitality sector.
[bookmark: _z6cfi02s5ru6][bookmark: _Toc214559891]1.6 Research Questions
· What are the common cybersecurity threats affecting the hospitality industry in the UK?
· How do these threats impact customer trust and service delivery in hospitality businesses?
· What differences exist between large hotel chains and SMEs in addressing cybersecurity risks?
· Which strategies and technologies are most effective in mitigating these risks?
[bookmark: _jqhwc6zcanh3][bookmark: _Toc214559892]1.7 Dissertation structure
This research includes 5 chapters, including introduction, literature review, methodology, results, and discussion, and finally, recommendations and conclusion.
[image: ]
Figure 3: Dissertation Structure
[bookmark: _vf3qiqjh931y][bookmark: _Toc214559893]1.8 Chapter Summary
This chapter has identified the background and significance of the cybersecurity threats in the hospitality segment of the UK and critically analyses its impact on Marriott and other major hotel chains. It also identified objectives, research questions, and the aim of the study.

[bookmark: _6gln4vmeszou]

[bookmark: _15ercnld9zc9][bookmark: _Toc214559894]Chapter 2: Literature Review
[bookmark: _hmm0we33bnv][bookmark: _Toc214559895]2.1 Introduction
Chapter 2 critically examines the previous research on cybersecurity risks affecting the UK hospitality industry and verifies digital systems for improving the system. The key themes include the financial and reputational risks, impact on service delivery, and consumer trust. This review includes empirical and case study examples from Marriott and other UK-based hotel chains and assesses the effectiveness of different mitigation strategies against cyberattacks.
[bookmark: _o5bryxxbvgg3][bookmark: _Toc214559896]2.2 Themes
[bookmark: _yfen93qrpvqo][bookmark: _Toc214559897]2.2 1 Cybersecurity threats affecting the UK hospitality industry, such as finance and reputation
According to the interpretation of Panditharathna et al. (2024), the digital transformation has introduced certain threats, including cybersecurity within the hospitality sector, due to increased exposure of firms' systems and data to hackers. Cybersecurity risks are the threats that can significantly compromise the systems and data of an organisation. All service networks, such as distributors, suppliers, customers, and service providers, are threatened by these risks. Cybercriminals often attack hotels through phishing, Distributed Denial of Services, ransomware, and DarkHotel hacking. Cybercrime can cause significant loss to the economy. As of 2025, cyberattacks cost the UK economy 61 billion US dollars, and this figure is estimated to increase to 1.82 trillion USD by 2028. Furthermore, among the European markets and the US, the UK has experienced the highest loss, for the third consecutive year, accounting for 4.53 million USD for data breach (Statista, 2025). According to Florido-Benítez (2024), the complexity of systems that connect staff, guests, vendors, and multiple devices opens up entry points for attackers. For instance, Online travel Agencies deal with commissions for services and products hosted by different suppliers such as hotels, airlines, and travel insurance companies, making it challenging to assess potential vulnerabilities and threats. As reported, IHG also experienced a system outage due to ransomware attacks, which disrupted their bookings as a result of poor customer experiences due to disconnected payment systems where customers' data and personal information were captured by hackers (UK Hospitality, 2025). These events hurt the firm's reputation. Scholars like Tariq (2024) in his studies argued that a significant weakness of the hospitality firms stems from being reliant on digital platforms. As stated by Perera et al. (2022), they have demonstrated that after cyberattacks, firms experience significant financial loss, damage to brand identity, and legal complexity, such as fines. As reported, a hotel chain like Marriott was fined $52 million due to security breaches and failing to protect customers' privacy. This breach exposed more than 500 million customers' data globally (Securitymagazine, 2024). As elaborated by Wang et al. (2022), many organisations have started to incorporate technologies that could help them mitigate cyber threats. Despite their efforts, still cybersecurity is one such issue that persists among the small and medium-sized enterprises as they have limited resources and funds. According to Bovsh et al. (2023), the hotel and tourism sector is reliant on trust and reliability of the customers. However, weaknesses like such huge cybersecurity issues are enough to hinder the trust of clients that further lead to loss of reputation of the brands. Furthermore, economic sustainability within hotels is highly risked by the data breaches that further result in direct or indirect costs like legal fines, huge regulatory fees and in some cases, hotels have to pay hefty compensation to clients for such a theft. It is also seen on the other hand that indirect costs are highly linked with loss of loyal customers who would not purchase the same services from the particular hotel again, degrading sales as well as reputation. These are enough for a hotel to experience a loss in its practices. Hotels such as the Marriott's Starwood division database had a data breach in 2014 and discovered it in 2018. This not only compromised data of over 339 million customers but also resulted in over 16.4 million fines to the ICO for not being able to keep up with ethical standards to safeguard privacy (UK Hospitality, 2025). Thus, it is imperative for hotels of all sizes to ensure data protection.
[bookmark: _nsf0uag6x3j9][bookmark: _Toc214559898]2.2.2 Impact of cybersecurity threats on service delivery and customer trust
According to Wahab et al. (2023), the hotel industry, with a large volume of credit card transactions, loyalty programs, online payments, and Wi-fi usage at the property, offers a considerable space for cyberattacks. While data is attacked, it not only impacts reputation, but also raises concern around customer privacy, as well as damages hotel and guest relationships. When customers feel vulnerable to attacks and breaches as severe, it becomes more difficult for stakeholders to build their trust towards the organisation. Hotel company like Holiday Inn in 2022 was affected by unauthorised access to their technology systems, which led to disruption of their booking services. This hotel chain was also targeted in the year 2017, when more than 1200 of its franchisees’ hotel services were disrupted. This resulted in negative customer complaints (BBC, 2022). Kaul (2021) also stated that breaches can force organisational systems and processes to shut down, which, as a result, can cause cancellations and service delays. In a fast-paced environment, an hour of disruption can result in huge revenue loss, customer loss, and compensation. Karadayi-Usta (2024) furthermore argues that hotels are often victims of insider attacks, which are a result of insufficient awareness and training. Many companies often fail to pay attention to weak passwords or phishing. Risk of cybersecurity can also come from an organisation. For example, many times, staff, due to a lack of awareness or skills or intentionally, assess the company's data. This issue requires the organisation to ensure cybersecurity measures and training to reduce the chances of external and internal attacks that can impact brand image. It is stated by Florido-Benitez (2024) that customer loyalty is significantly aligned with their level of security and trust towards the company. Moreover, it focused on how their preferences tend to differ based on their level of security. Saputra and Paranoan (2024) had stated that customer trust is important for organisational sustainability. Hence, hotels rely on customer data that requires organisations to ensure security. In the UK, around 66% of customers are likely to avoid brands that break their trust. It is also noted that around 45% of customers target brands based on how they respond to the concerns (YouGov, 2025). This indicates that brands are required to ensure trust to sustain in a highly competitive market.
[bookmark: _ozkj5m37cxkc][bookmark: _Toc214559899]2.2.3 Differences in challenges faced by large hotels and SMEs
According to Alharbi et al. (2021), an organisation's response to cybersecurity attacks is greatly influenced by its recovery plans, the availability of resources, and organisational features. However, prominent multinational hospitality companies are more vulnerable to cyberattacks. According to the survey by Security Breaches, 31% of startups and 74% of big enterprises have more comprehensive and organised strategies for preventing online attacks (Gov. UK, 2024). Bigger hospitality chains like Marriott International are entitled to more extensive financial resources, sophisticated cyberprotection teams, and technological facilities. The Marriott cyber hack in 2018 exposed flaws in the Starwood systems that Marriott had bought, and these were caused by out-of-date software and neglected security checks during integration of the systems (Denuwan, 2023). This incident demonstrates how larger businesses use outdated systems and complex networks which impacts their uniform cybersecurity throughout their international branches.
In comparison to that, according to Chidukwani et al. (2024), small and independent hotels lack funding and skilled employees to improve cybersecurity measures. According to the Institutional theory, SMEs have usually been subjected to external forces such as regulatory compliance, industrial norms, without the internal ability to adequately respond. Cybersecurity is not adequately addressed by most SMEs because of the lack of financial resources, lack of priority, and awareness. For example, Dalmahoy Hotel and Country Club in Edinburgh fell victim to a ransomware attack that was attributed to the infamous Hunters International group (Khaitan, 2024). In 2023, around 950 GB of sensitive information of clients was breached, which underlines the fact that smaller-scale establishments are still viewed as easy targets by cybercriminals who manage to exploit the lack of cybersecurity preparedness (Khaitan, 2024). The attack has affected the operations and has revealed customer and financial information, showing that SMEs without strong security measures may suffer serious impacts. Equally, phishing attacks have been reported by other small hospitality businesses around the UK, with employees unknowingly allowing attackers impersonating as customers or vendors to access credentials to the hospitality business. According to Alabdan (2020), the impact of phishing attacks is usually in data leakage or financial fraud, which further strains the low capacity of the SMEs to establish effective cybersecurity training or surveillance within their companies.
[bookmark: _l7iox6rolo7][bookmark: _Toc214559900]2.2.4 Mitigation strategies adopted by firms
The UK hospitality sector faces increasing rates of data breaches between 2018 to 2024. Due to this reason, hospitality companies enhanced their cybersecurity mitigation techniques. According to the Resource-Based View (RBV) theory, bigger hotel chains like Marriott use their substantial internal resources, including financial capital, technology, and efficient cybersecurity teams, to create a defence against cyberattacks. In order to secure information about consumers and stop future invasions, Marriott International, for instance, implemented encryption techniques, multi-factor authentication, regular system audits, and an independent Incident Response Team after the 2018 malware attack. After this attack, Marriott has included advanced encryption and a network segmentation process to reduce the risks of lateral movements. Marriott International implemented MFA to reduce access to its core customer data by third-party vendors and collaborators. In addition, they have deployed a 24/7 security operations center (SOCs) to respond to risks (Marriott, 2021).
Kosutic (2021) stated that large companies might be able to build strong and scalable defence systems because of their huge resource infrastructure. This reinforces the way RBV theory views cybersecurity as a strong tactical strength. Businesses have taken huge strides like to implement multi-factor authentication at their hotels to prevent third-party access, encrypting data of clients, and even segmenting networks for isolating visitor devices. For regulatory monitoring, multiple independent hotels started to use endpoint detection and Response (EDR) systems (Fortinet, 2024). For example, the TUI group has deployed an EDR system named ‘CrowdStrike Falcon’, which has almost 50000 endpoints across the globe (CrowdStrike, 2025).
The UK hospitality sector is heavily dependent on third-party systems like property management software and online booking platforms. For this reason, firmware upgrades, access restrictions, and device isolation have become more important as hotels deploy automated systems and Internet of Things (IoT) devices more often. Additionally, Karadayi-Usta (2024) suggests that a lot of hospitality businesses purchased cyber insurance to lessen monetary damages and aid in recuperation. As per Institutional Theory, organisations largely react to external pressures like the GDPR, along with business standards, many UK-based hospitality organisations find it difficult to apply complex procedures due to funding restrictions.
[bookmark: _djoh2lldex1c][bookmark: _Toc214559901]2.3 Theoretical underpinning
According to institutional theory, businesses adopt cybersecurity policies mostly for compliance. However, they adopt those as a result of external constraints like the GDPR, industry standards, and client demands. RBV theory highlighted how bigger hotel chains, such as Marriott, use their internal resources, such as their funds, trained workforce, and technology infrastructure, to create extensive cybersecurity defences, which gives them a competitive edge. Both TRA and TAM theory provides detailed critical insights regarding the influence of the behavioural factors on cybersecurity measures for staff adoption. TAM identified the usefulness of technological acceptance and its impact on cybersecurity.
[bookmark: _bnw472vi2782][bookmark: _Toc214559902]2.4 Conceptual framework
[image: ]
Figure 4: Conceptual Framework
[bookmark: _iur43ebhrino][bookmark: _Toc214559903]2.5 Literature Gap
This research lacks a detailed theoretical analysis regarding cyberattacks and the experiences of SMEs and bigger hotel chains. There is also a dearth of empirical data on how behavioural elements like employee cybersecurity knowledge and technological adoption affect security results and different organisational levels. The fundamental causes of new cybersecurity problems in the corporate sector have not been thoroughly identified by this literature review. Although the specific methods of problem resolution and mitigation are not adequately addressed, the detrimental consequences of risks to cybersecurity are discussed thoroughly. In addition, this research did not explore how to determine the prevalence of related problems. Lastly, even if the research mentions mitigation techniques, this section does not adequately identify the implementation methodologies.
[bookmark: _9uy77n344mrl][bookmark: _Toc214559904]2.6 Summary of the chapter
This chapter has explored several existing literatures regarding cyberattacks on the UK hospitality industry and their mitigation strategies while using theories analytically. These viewpoints were combined in the conceptual framework, which connected organisational behaviour-mediated cybersecurity from both internal and external ends.

 
[bookmark: _jrf0ksi72ezy]

[bookmark: _uxzk7zs9h2rl][bookmark: _Toc214559905]Chapter 3: Methodology
[bookmark: _s2dt8vzakw57][bookmark: _Toc214559906]3.1 Systemic LR
This research has incorporated a systematic literature review to deepen understanding of cybersecurity threats. As defined by Carrera-Rivera et al. (2022), a systematic literature review is a strategy that analyses resources and studies in a systematic process. Integrating these methods within the research helped in ensuring accessibility to resources for the project through a robust search strategy.
[bookmark: _adh8fj124u0m][bookmark: _Toc214559907]3.2 Search Strategy
The research has used relevant keywords to search data that are available online. The research has used Boolean operators to search for topics that are relevant to the research. Furthermore, to find the relevant participants, the participants were approached to take part in the research through social media platforms. The participants were targeted based on their professions within the hospitality industry that aligns with the purposive sampling strategy. According to Shaffer et al. (2021), this strategy is considered as a process in which investigators look for individuals to participate in research relevant to the field of the topic.
[bookmark: _o1ti0hgkgvq0][bookmark: _Toc214559908]3.3 Terms
The key terms used for this research had contributed positively to collect the resources. The keywords used within the search process were optimised to generate information based cybersecurity challenges.
[bookmark: _1rs9xjron56i][bookmark: _Toc214559909]3.4 Keywords
	Category
	Keywords and Phrases

	Core Topic Keywords
	Cybersecurity threats, cybercrime, data breaches, hacking, ransomware, phishing attacks, digital risks, information security, data protection, network security

	Industry-Specific Keywords
	Hospitality industry, tourism sector, hotel management, restaurants, travel and accommodation, guesthouses, hotel operations, service delivery, customer experience

	Geographical Focus
	United Kingdom, UK hotels, UK hospitality sector, British tourism, UK service industry

	Impact and Consequences
	Customer trust, brand reputation, business continuity, financial loss, data privacy, customer confidence, digital vulnerability

	Organisational Focus
	Large hotel chains, SMEs, independent hotels, organisational preparedness, cyber resilience, digital transformation, operational efficiency

	Technology and Strategy
	Cyber defence, firewalls, encryption, employee training, security awareness, IT governance, risk mitigation, data recovery, incident response

	Research and Comparative Terms
	Comparative analysis, case study, survey research, qualitative interviews, quantitative assessment, UK vs SMEs comparison


Table 1: Keywords used in research
[bookmark: _1h7hw0qkuy1][bookmark: _Toc214559910]3.5 Databases
The research used of reputable databases available on search engine to analyse the contemporary literature. Moreover, to access the secondary data, the research has evaluated articles that were available on cybersecurity measures.
[bookmark: _x8sh2pu3g574][bookmark: _Toc214559911]3.6 Inclusion/Exclusion
[bookmark: _vkg75x1u44lh][bookmark: _Toc214559912]3.6.1 Inclusion
	Category
	Criteria for Inclusion
	Rationale

	Secondary Data (Literature Review)
	Peer-reviewed academic articles published between 2020 and 2025
	To ensure current and relevant findings

	
	Research focusing on cybersecurity threats in hospitality, tourism, or service industries
	Aligns with study scope

	
	Studies in the English language
	Accessibility and accuracy

	
	Industry/government reports (e.g., NCSC, ICO, BHA)
	Adds practical insights and real-world evidence

	
	Empirical studies discussing cybersecurity impact, prevention, or digital risk
	Supports comparison of findings

	Primary Data (Survey/Interview)
	Participants aged 18 or above working in the UK hospitality sector
	Ensures ethical and professional participation

	
	Hotel managers, IT/security staff, or senior restaurant supervisors
	Possess relevant operational knowledge

	
	Employees from both large hotel chains and small/medium enterprises
	Enables comparative analysis

	
	Participants with prior experience or awareness of cybersecurity threats/incidents
	Provides valuable insight and authenticity

	
	Participants who provide informed consent voluntarily
	Ethical compliance and validity


Table 2: Inclusion
[bookmark: _86olagfn6af0][bookmark: _Toc214559913]3.6.2 Exclusion
	Data Type
	Exclusion Criteria

	Secondary Data
	Studies published before 2020.
Research unrelated to the UK hospitality sector.
Non-empirical or non-peer-reviewed sources (e.g., blogs, opinion pieces).
Non-English publications.
Inaccessible full texts or duplicate studies.

	Primary Data (Surveys and Interviews)
	Participants not employed in the UK hospitality sector.
Incomplete or invalid survey responses.
Interviewees who withdraw consent or provide insufficient information.


Table 3: Exclusion
[bookmark: _pp77mrgvxg6q][bookmark: _Toc214559914]3.7 Search results
The research used a contemporary search approach to select the materials that are relevant to its objectives. Considering this, the search results highlighted the data which had helped in comparing these findings. As stated by Nagpal et al. (2021), combining different methods is also known as mixed methods, which allows the researcher to gain a well-rounded overview of the topic. The research has facilitated triangulation through comparing and contrasting the gathered data. This has helped in maintaining research depth and credibility. Moreover, to present the primary data, both numerical and non-numerical data were used, which helped in exploring the financial loss, brand identity, and loss of customer trust due to cyberattacks.
[bookmark: _ra1thxxon5qk][bookmark: _Toc214559915]3.8 Ethical considerations
Ethical considerations were deemed important during the research work. The researcher has maintained academic integrity through accurate referencing under the university guidelines. Furthermore, participants were safeguarded and stayed compliant with the data protection regulations, such as GDPR. Personal information such as their name, place of work or addresses was not collected or stored in order to maintain confidentiality and anonymity. It can also be inferred that survey and interview questions were developed by focusing on the topic, rather than on the personal data of stakeholders.
[bookmark: _fxraolgg14s2][bookmark: _Toc214559916]3.9 Summary
The research has been focused on using primary and secondary data. It also included qualitative and quantitative data, which were further compared with the secondary data. The researcher highlighted the key terms and search strategies used in this research. Therefore, it can be concluded that ethical considerations would include to offer a consent form to the participants before participating and the confidentiality and anonymity of the participants would be of sole priority throughout the study. Furthermore, this section 3 has also started the inclusion and exclusion criteria so that the credibility of the research can be followed such as studies before 2020 were excluded whereas the studies focusing only on the hospitality sector and cybersecurity were chosen. This chapter has also outlined the usage of mixed data to be able to compare both the findings.

[bookmark: _bme71wt02v5m][bookmark: _Toc214559917]Chapter 4: Results and Discussion
[bookmark: _we6uha6ykssj][bookmark: _Toc214559918]4.1 Results
[bookmark: _xv4iaycnzhvc][bookmark: _Toc214559919]4.1.1 Presentation of Data
Primary Survey
[image: Forms response chart. Question title: The UK hospitality industry treats cybersecurity as a critical business priority.. Number of responses: 20 responses.]
Analysis: Considering the responses of the survey, the findings had underscored that 35% of the respondents agreed on the fact that cybersecurity is a prominent priority for business. On the other hand, it was observed that 20% of the respondents disagreed while 15% of the respondents had strongly disagreed on this fact. This underscores the increasing importance of cybersecurity among large hotel chains within the UK. However, it also notes that the SMEs can lag due to the limited availability of resources 
[image: Forms response chart. Question title: Employees across hospitality businesses receive sufficient training to recognise and respond to cyber threats.  . Number of responses: 20 responses.]
Analysis: The survey result has interpreted that a total 65% of the respondents have both agreed and strongly agreed on the factor that employees have received sufficient training on cybersecurity measures. On the other hand, 20% of the respondents had disagreed while 15% of the respondents had strongly disagreed on this factor. The findings had suggested that SMEs could rely significantly on the inconsistent practices of prioritising training of staff. Hence, there is a prominent need for a standardised training to ensure that employees can respond to the potential threats effectively.
[image: Forms response chart. Question title: Many hospitality organisations in the UK have experienced cybersecurity incidents in recent years.  . Number of responses: 20 responses.]
Analysis: It was observed that an average of 75% (55% agreed while 20% strongly agreed) of the respondents had agreed on the fact that hospitality businesses in the UK have faced issues related to cybersecurity incidents. On the other hand, it was observed that 15% of the respondents had disagreed while 10% had strongly disagreed on this factor. This underscores the prevalence of threats to cybersecurity within this industry as it reflects on the exposure to digital risks as organisations are exposed consistently to online systems.
[image: Forms response chart. Question title: Cybersecurity incidents commonly disrupt operational efficiency in hospitality businesses.  . Number of responses: 20 responses.]
Analysis: Through the response of the survey, it was observed that 40% of the respondents had agreed on the factor that the incidents of cybersecurity breaches tend to disrupt the operational efficiency. On the other hand, 15% of the respondents had strongly disagreed and 15% of the respondents had strongly disagreed on this factor. Considering this, the findings had indicated that digital disruptions is a common instance within the hospitality sector of the UK.
[image: Forms response chart. Question title: Cybersecurity breaches negatively affect customer trust and satisfaction across the UK hospitality sector.  . Number of responses: 20 responses.]
Analysis: Considering the responses of the survey, it was observed that 75% of the respondents had agreed to the fact that the breaches in cybersecurity damages the trust of customers. On the other hand, 15% of the respondents had strongly disagreed while 20% of the respondents had disagreed on this motion. This disagreement suggests that some of the businesses have strategies for effective recovery that influences the credibility of the brand. 
[image: Forms response chart. Question title: The majority of hospitality organisations in the UK have effective cybersecurity policies and procedures in place.  . Number of responses: 20 responses.]
Analysis: It was observed that a total of 70% of the respondents had agreed and strongly agreed on the fact that most of the hotels within the UK have implemented an effective policy to strengthen their cybersecurity measures. On the other hand, 30% of the respondents in total had disagreed on this motion. This underscores a prominent trend towards a formalised management of digitised security. The responses have underscored a significant progress in the governance of digitised assets. However, businesses are still required to develop a comprehensive procedure.
[image: Forms response chart. Question title: Hospitality organisations generally allocate sufficient financial and human resources to address cybersecurity issues.  . Number of responses: 20 responses.]
Analysis: It was observed that 75% of the respondents had agreed on the fact that the human resources are significantly dedicated by organisations towards cybersecurity. On the other hand, 35% of the respondents had disagreed that finances are strongly dedicated to this factor. However, the lack of expertise in cybersecurity have continued to hinder the implementation of cybersecurity expertise. Various businesses undermine the levels of investments that are required to maintain a secure system to protect information of customers. 
[image: Forms response chart. Question title: Small and medium-sized hospitality businesses are more vulnerable to cyberattacks than large hotel chains.  . Number of responses: 20 responses.]
Analysis: Through the survey responses, it was observed that 70% of the respondents had agreed on the factor that SMEs are vulnerable to attacks on cybersecurity in comparison to the 30% who had disagreed on this factor. This reflects on the disparity in technological infrastructure among the hospitality sector of the UK SMEs rely on outdated systems that increase their exposure to cyber threats. 
[image: Forms response chart. Question title: Hospitality organisations in the UK regularly update their cybersecurity systems, software, and infrastructure.  . Number of responses: 20 responses.]
Analysis: It was observed that 65% of the respondents had agreed on the factor that hospitality organisations regularly updated their cybersecurity systems. However, 35% of the respondents had disagreed on this factor. This caters to the increasing commitment to the system maintenance within this system. The SMEs lack the technical support that are required for regular updates to mitigate the evolving cyber threats.
[image: Forms response chart. Question title: Improved cybersecurity practices would strengthen the overall reputation and customer confidence in the UK hospitality industry.  . Number of responses: 20 responses.]
Analysis: It was observed that 70% of the respondents had on the factor that a prominent cybersecurity practice could enhance the confidence of customers. On the other hand, 30% of the respondents had disagreed on this factor that underscores cybersecurity as an important factor to enhance reputation. The respondents have recognised the need for strong data protection laws to differentiate itself from its competitors.
Primary Interview
	Interview Question
	Hotel Manager
	IT Security Officer
	Restaurant Supervisor

	1. What are the most common cybersecurity threats faced in the UK hospitality industry?
	At JW Marriott, I often deal with phishing emails and fake booking websites that target our guests and staff.
	From my experience, ransomware and phishing are the biggest challenges.
	In my role, I’ve seen fake supplier emails and card payment scams aimed at our restaurant’s point-of-sale systems. These are the most common threats we face.

	2. How have cybersecurity incidents affected business operations and customer trust?
	I remember a minor data breach that disrupted our online reservation system, causing temporary delays among guests.
	Even a small incident can cause operational disruptions and damage customer confidence.
	When our payment system was affected by a cyber issue, some guests hesitated to pay by card.

	3. What measures have been implemented to prevent or respond to cyber threats?
	We conduct regular cybersecurity training and limit data access to authorised staff. activity and report it immediately.
	I have implemented multi-factor authentication, continuous network monitoring, and advanced firewalls to detect and prevent cyber intrusions. We also perform regular system audits.
	I always remind my team to update passwords regularly and follow company guidelines.

	4. How can the hospitality sector strengthen its cybersecurity resilience?
	I believe consistent staff training and a strong awareness culture are essential. Everyone in hospitality should treat cybersecurity as part of their daily responsibility.
	I think more collaboration with cybersecurity experts and government agencies would help. Sharing real-time threat information could protect the entire industry more effectively.
	From my point of view, smaller businesses need better access to cybersecurity support. They often lack the resources that big hotel chains like ours have.


Table 4: Primary Interview
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Theme 1: The Growing Importance of Cybersecurity in the Hospitality Industry
The hospitality sector in the UK has seen a prominent transformation during the last decade, with the increase in importance of cybersecurity as a strategic concern. It has been observed that the hotel industry in the UK has been valued at over 24 billion Pounds, consisting of 9804 companies (Statista, 2025). Moreover, it has been estimated that the hospitality market in the UK is projected to grow at a rate of 4.51 CAGR by 2033 (IMARCGroup, 2025). With the increased dependency of the hotel on online bookings, the volume of transactional infrastructure has exposed them towards higher risks within the industry. This can be inferred by the fact that over 69% of the businesses in the hospitality sector in the UK have viewed cybersecurity as a prominent concern towards their efforts of digital transformation (Security Brief, 2025). Furthermore, it has been observed that the majority of the brands plan to increase their investment in technology within 2 years of their presence. This underscores how the digitised operations within their infrastructure are integrated strategically. These trends assert that cybersecurity is an integral part of the continuity of the business to enhance the trust of customers. However, it has been observed that only 58% of the hospitality businesses in the UK have considered cybersecurity as a priority within their operations (HOSPA, 2024). In comparison to the other business dynamics of the UK, the hotel sector of the country is exposed to vulnerabilities. With the growth of digital dependency, businesses within the hospitality sector are exposed to cyberattacks. These attacks are meant to collect sensitive data of guests from large hotels to process them illegally. However, the digital infrastructure for large companies such as JW Marriott is complex, which helps in increasing the opportunities for cybersecurity failures. 
Theme 2: Common Cybersecurity Threats Affecting the Hospitality Sector
The threats within the hospitality sector in the UK have been subjected to intrusions due to the overreliance on the integrated payment system. It has been observed that phishing is one of the most prevalent parameters within the hotel industry, which is reported to be a prominent form of cybercrime that is reported by the UK government (Somanaic Security, 2025). Moreover, the accessibility to unauthorised has been considered as a prominent concern for large hotels operating within the country. For example, the disruption that was reported by InterContinental Group after they had faced unauthorised access to their technology stack had affected their booking channels significantly (IHGPLC, 2022). Furthermore, a higher exposure to ransomware attacks has impacted 66% of the businesses in the UK (AAG, 2025). This underscores how the state of encryption attacks can increase the cost of their recovery. The scale of risks can further be examined by the illustrations of global operators. For instance, Marriott, operating on a global scale, has an extensive footprint of customer records that spans to over 9000 properties (Skift, 2024). This extensive record can necessitate an increase in cybersecurity measures due to the potential impact of negligence towards their digital infrastructure. On the other hand, Hilton has listed 206 properties in the UK, which makes the brand vulnerable to similar patterns of attacks (Channel Futures, 2025). The weaknesses in the third-party supply chain could further be considered as the prominent threats, considering the incidents that have affected the systems of payment processes within large businesses. This underscores how the parameters of attacks increase, considering the size of an organisation. Considering the modern business situations, the increased role of third-party services underscores that with increased internal control, the systems can be exposed through third-party vendors. 
Theme 3: The Impact of Cybersecurity Breaches on Business Performance
The breaches in cybersecurity have a prominent impact on the trust of customers within the hospitality sector. The overall scale of their effect differs across different groups of hotels that have verified bases of customers within the market. For instance, it has been observed that Marriott’s Loyalty Scheme has led to surpassing 200 million members in 2024. This provides the organisation with a large amount of identifiable data that could erode the confidence of customers if cybersecurity measures are compromised (IFAC, 2025). On the other hand, businesses with small loyalty programs face different exposure to profiles having similar consequences. This could also lead to a loss of direct revenue in case of unprotected customer data. Considering the aspects of commercial vulnerability, it has been observed that 75% of the customers avoid purchasing from businesses they do not trust to protect their data (Vercara, 2025). This underscores that businesses can risk their revenue if the trust of their potential customers is hampered. Moreover, the overall lifecycle of a data breach is a long-term process considering that it takes over 194 days to identify a breach and then mitigate it. Considering the financial aspect, the cost of breaches has increased in recent years, considering the incidents of cyberattacks, when the recovery costs are included. These costs can force an increase in marketing spending for restoring the bookings. Furthermore, the uneven distribution of technical resources further governs the speed of recovery. For instance, the Bonvoy Membership of Marriott can increase the risk of cybersecurity breaches. Hence, the operators with a dense footprint in the UK could suffer a scale of large losses.
Theme 4: Organisational Preparedness and Cybersecurity Strategies in Hospitality
The hospitality sector of the UK has recognised the importance of preparedness as an important business initiative. However, the readiness levels can significantly differ among brands aligned with the scale of operations. For instance, Marriott has significantly invested in their upgradation of its infrastructure across all the hotel chains in the UK. Marriott has allocated over 25 million Pounds towards modernising their IT infrastructure, which includes their enhanced security awareness (Cyber Security Dive, 2025). On the other hand, Hilton is reported to have invested over 40 million Pounds in the upgrades in the digitised system. This further the rollout of a centralised connected room platform that integrates the operational data through a cloud framework. Moreover, IHG hotels have also implemented a prominent framework for cybersecurity measures to ensure compliance with the standards of GDPR. However, there is an inconsistent preparedness that is inconsistent within the hospitality sector in the UK. Considering this, it has been observed that 46% of the operators within the SME hotels conduct a regular audit for cybersecurity (Hotel Tech Report, 2025). Various SMEs lack a dedicated team for cybersecurity, instead of relying on the outdated services of IT. This leaves them vulnerable to the delayed detection of threats that are aligned with their inadequate procedure for recovery. However, the major businesses such as Marriott, cater to a prominent organisational resilience through a dedicated staff training facility. However, the increased concern for cyber threats asserts that these organisations should evolve their defenses to maintain continuity in their operations that are driven by the competitive market of the UK.
Theme 5: Cybersecurity Practices Between Large Hotel Chains and SMEs
The overall disparities among the businesses within the hotel sector could be considered as one of the most prominent issues towards managing the cybersecurity measures. Businesses have adopted a multi-mode security level that has introduced a dedicated department for cybersecurity. However, the SMEs have been struggling due to their fragmented practices of digital adoption. Marriott had allocated over 10000 pounds to every employee towards the upgrade of data security (Csoonline, 2020). On the other hand, it has been observed that over 70% of the SMEs in the UK have spent less than 1000 Pounds on an annual scale towards cybersecurity measures (Gov.UK, 2025). They tend to over-reliance on the traditional antivirus software to safeguard against cybersecurity issues. Moreover, it has been observed that Hilton manages a prominent digital infrastructure across all of their properties in the UK by conducting vulnerability assessments every month. On the other hand, IHG has introduced mandatory training for cybersecurity for all their workforce in the UK. However, the majority of the SMEs within the hotel sector have reported having limited accessibility to the expertise of cybersecurity measures. Due to this, over 43% of the SMEs within the UK have experienced threats to their cybersecurity facilities (Gov.UK, 2025). On the other hand, the majority of the large businesses in the UK have implemented dedicated threat intelligence which are shared with the National Cybersecurity Centre in the UK. This has led to a digital divide within the organisations in the UK, as these initiatives are relatively unknown to the SMEs within the country. 
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The findings have evaluated a significant response towards the awareness of cybersecurity within the UK. This signifies a prominent difference between the hotels operating within the hospitality business. The results from the survey have derived that 65% of the respondents had agreed on the fact that cybersecurity is considered an important priority. This showcases an inconsistency within the strategic focus within the businesses. This aligns with the findings of the secondary research highlighting that SMEs have treated cybersecurity as a technical challenge. One of the prominent patterns that was derived from the results aligns with the training of employees. Considering this, 65% of the participants had agreed on the fact that the workforce receives training on cybersecurity measures to support businesses that underestimate the role of data protection. This can be further explained by the interview of the IT manager at Marriott, explaining that, “We significantly invest in employee awareness programs as this could expose the data of customers”. This aligns with the secondary finding that Marriott has integrated their compliance to cybersecurity compliance within their compliance functionalities, while SMEs lack a structured process, which makes them vulnerable to cyberattacks. The results from the survey have further determined that 75% of the respondents agree on the fact that breaches to cybersecurity affect the customer’s trust negatively. This underscores that data protection is aligned with the reputation of a brand. Moreover, this statement could be confirmed by the interview of Marriott’s operations manager, stating that the confidence of customers within the digitised system is important for maintaining the quality of accommodation. The overall responses could be aligned with the cybersecurity breach, considering that various businesses have experienced similar incidents. In consideration of the preparedness of an organisation, the research has identified prominent disparities in the allocation of resources. It was further observed that over 70% of the SMEs operating within the hospitality sector spend less to enhance their cybersecurity systems. This can be further asserted by the interview with the executive of Marriott, who had stated that, “We have a dedicated team for cybersecurity working 24/7 on eliminating these risks”. Furthermore, the analysis of these data sets underscored those investments in technologies do not ensure resilience. It was observed that large businesses face the risks of evolving cyber threats. For example, despite the integrated infrastructure of Marriott, there was a breach faced by the organisation in 2018. The organisation has adopted threat analysis in real-time within the properties of the UK. On the other hand, Hilton Hotels focus on their centralised encryption of data through their AI-driven detection system.
[bookmark: _lnqkdwpmf79p][bookmark: _Toc214559923]4.2.2 Comparison with Existing Literature
The alignment of the findings of the research addresses the management of threats for cybersecurity within the hospitality sector of the UK. The findings had focused on the gaps among the hospitality businesses that lay a foundation for the conclusion prior to the research. As per the views of Florido-Benítez (2024), hospitality businesses have a prominent level of engagement within their strategy to mitigate the threats of cybersecurity. This is consistent with the results, in which 65% of the respondents agreed that cybersecurity has been treated as an important priority for businesses. This asserts the trend within the hospitality sector in which cybersecurity is considered a widely implemented practice. As per the views of Chidukwani et al. (2024), the role of organisational resources play an important role in determining the resilience of cybersecurity measures. This could be determined by the example of businesses such as Marriott adopting a robust framework for cybersecurity to ensure proactive threat detection. This aligns with the findings from the interview results of Marriott, highlighting an investment in employee training programs. However, the results further determine that SMEs rely significantly on the informal IT practices for SMEs lacking the expertise to adopt a prominent framework for cybersecurity (Chidukwani et al., 2024). Moreover, the awareness of employees has emerged to be important, which supports the survey results stating that 40% of the respondents disagree on the fact that employees receive prominent training to control the cyberthreats. Asserting this, Karadayi-Usta (2024) had stated that human factors are considered as one of the most common vulnerabilities of increased cyberthreats within the service sectors. The trust of customers towards a brand could further be considered as one of the pressing consequences that stem from breaches in cybersecurity. As per the views of Alharbi et al. (2021), hotels that experience a breach suffer from decreased retention. This was evaluated in the survey results where 75% of the respondents agreed that data breaches reduced confidence among customers. These results derived that the reputational risks are important for an organisation to gain profitability in the long run. However, Aydogan et al. (2024) had stated that hotel chains are resistant to large-scale disruptions as they have a structured unit. The analysis of the findings has derived that businesses could face challenges due to the sophistication of these technologies. These processes require organisations to investments within systems are valuable.
[bookmark: _46bnor6jkpyw][bookmark: _Toc214559924]4.2.3 Answering the Research Questions
The research has identified data breaches among the primary threats to security within the hospitality businesses. These findings align with the research that identifies the poor training of employees as the vulnerabilities within the hospitality sector. Businesses store a large amount of data sets from customers which makes them a primary target for the attackers. This further results in demonstrating that this sector lacks the protection levels against these threats. The trust of customers on a brand can get hampered due to the incident of cybersecurity. Moreover, it was observed that when there has been a breach in data, it could lead to a downtime of operation. The established businesses protect themselves against this risk through their contingency funds. However, the SMEs having limited resources fail to comply with the added risks to become proactive against these risks. The findings of this research is consistent with the research that aligns with the loss of public credibility throughout the hospitality sector. Considering this, hotel chains in the UK have a prominent governance system that train their employees regarding the practices to mitigate the cyberthreats. Organisations further engage in monitoring the threats to foster a reactive approach to prepare them against these threats. The interviews conducted as part of this study support this conclusion by confirming that both financial and technological limitations prevent SME establishments from developing the necessary level of resiliency needed against cyber-attacks. 
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The research has demonstrated the risks of cybersecurity within the hospitality businesses in the UK. Primarily, the findings have identified that cybersecurity measure as a prominent element of modern business ethics. Furthermore, the research has demonstrated that there has been an increased digital divide among the businesses operating under the hospitality sector to respond to these threats. Considering the case of established hotel chains, they have a strong financial stability which helps them to implement a robust cybersecurity infrastructure. However, the SMEs relies on the governmental support due to limited resources available. The research further focuses on the awareness of employees as a prominent source of vulnerability. This asserts the SMEs should cater to a cultural change through training their employees as an important element for organisational resilience. Hence, cybersecurity should become an important part of business operations at every levels of an organisation.
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The research has found that the issue of cybersecurity threats has emerged as a priority in the UK hospitality industry, with large and small-scale businesses exposed to a high level of risks, including phishing, ransomware, and data breaches. The findings of this study showed that big hotel chains such as Marriott have made significant progress in developing strong cybersecurity systems. For example, the use of encryption, multi-factor authentication (MFA), and round-the-clock monitoring, the UK-based small independent hotels continue to suffer because of the lack of fiscal and technical capabilities. The main survey findings have indicated that, despite the fact that most of the surveyed individuals tend to identify cybersecurity as a major business priority, there is still a significant number of individuals who undervalue it, especially among SMEs. The interview with Marriott employees showed that cybersecurity has a direct impact on the confidence of customers, efficiency, and the image of the company. The problem of phishing and fraudulent booking sites was reported by the employees at all levels, and the cases of the breach were associated with the short-term disruptions and the loss of the option. The multi-layered strategy of Marriott, which includes employee training, rigorous access to information, and high network security, might not be able to maintain the consistency of the sector-wide requirements. The findings of the study highlighted the idea that cybersecurity in hospitality is a non-technical, but cultural and managerial problem that needs to be addressed and actively invested in to achieve long-term business viability.
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This research is relevant to existing literature on the topic, as it provides comparative insight into the issue of cybersecurity between large hotel chains and smaller independent hotels in the UK hospitality industry. Although multiple studies have been conducted in the past to deal with individual cyber-attacks, this research incorporates primary and secondary data to give a comprehensive outlook of how the threat levels influence operations, trust, and reputation. It contributes to the conceptual understanding of organisational resources and external pressures on cybersecurity responses by using such theoretical frameworks. 
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The results have implications mainly for the SMEs operational within in the UK hospitality industry. SMEs focus on ongoing employee training program due to the major risk of breaches in human error. Cybersecurity systems that are ingrained into the operations can help to reduce vulnerabilities significantly. It is important to become vigilant for advanced tools that are available in the market. However, in the case of SMEs, the research proposes the implementation of scalable and affordable measures, including cyber insurance, joint ventures, and shared cybersecurity services with industry-led or government-led efforts. This can be assisted by the policymakers through the provision of easy guidance and financial assistance to the small businesses in fortifying their defenses. Moreover, transparent communication and reassuring the customers after any breach is an area that hospitality organisations should pay attention to because it is essential to recover customer trust for brand sustainability. 
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Improving multi-layered defense: The human factor is the major weakness because it can be mitigated through regular staff training programs to teach employees about phishing, data handling, and password management (Bovsh et al. 2023). The bigger hotel chains, such as Marriott, must keep improving their multi-layered defense systems, such as MFA, endpoint identification, encryption, and network segmentation, with a uniform application in all their branches and subsidiaries.
Adopting a tokenised payment system: For better staff engagement, SMEs need to implement phishing simulation exams to check the readiness of the workers and design training according to their performance. Moreover, to protect the data of their customers, SMEs need to adopt a tokenised payment method with a zero-trust network structure that will lower the unauthorised access (Dhanorkar et al. 2024).
Establishing a collaboration with cybersecurity organisations: In the case of SMEs, the lack of resources can be addressed by the use of affordable alternatives like cloud-based security systems, cyber insurance services, and outsourced cybersecurity services (Rawindaran et al. 2023). SMEs should foster collaboration with government programs in the UK to get assistance in the long run.
[bookmark: _seo29bsyve75][bookmark: _Toc214559931]6.5 Linking with objectives
Linking with objective 1: To explore the primary cybersecurity risks impacting the hospitality industry
The research have analysed that the biggest cybersecurity risks within the hospitality sector include data breches. Due to the industry’s growing dependence on digital technology and the interconnectedness of booking and payment systems, such assaults may harm the brand image.
Linking with objective 2: To evaluate the response of big hotel chains and independent small hotels to cyber threats
This research compared the responses from the premium hospitality chains like Marriott International and small independent hotel staff regarding cyber risks and their impact. Greater hotel chains may use high-end security chains and security teams, and smaller businesses use simple security measures, constrained resources, and a lack of security infrastructure, which indicates a difference in the amount of preparedness and investment abilities in the hospitality sector.
Linking with objective 3: To highlight similarities and differences in levels of preparedness across organisations.
This study has found that there were notable differences in the level of preparedness for large hotels and well-organised cybersecurity systems and periodic training, and SMEs that have disjointed responses and lower awareness. 
Linking with objective 4: To evaluate the effectiveness of existing cybersecurity strategies
It was determined that current measures, such as encryption, MFA, and staff training, can be effective provided they are implemented consistently. However, multiple organisations lack persistent monitoring, vendor risk management, and collaboration across sectors, which is influenced by organisational culture.
Linking with objective 5: To assess the impact of cyber threats on financial performance
This study has identified that the financial performance of a hospitality organisation imposes recovery expenses, fines, and also hampers the loyal customer base.
Linking with objective 6: To suggest feasible actions for improving resilience
This research has revealed that by collaborating with different cybersecurity providers SMEs could adopt scalable solutions which will strengthening customer trust.
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Figure 34. A more precise range of the total average cost of mega breaches.
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