Enterprise Core Networking Written Exam – 11th May 2021
Question 1 
A) What is ISP Redundancy?
i. Single-homed 
A single homed network is a network that has only one connection to an Internet Service Provider.   Having only one single point of connection to the ISP is a disadvantage of using a single homed connection. This mean that there is no redundancy available. 	Comment by Kapilan Radhakrishnan: 4 marks

ii. Dual-homed
A  Dual homed connection to the ISP adds some redundancy to the network. The dual homed connection uses to two links to the ISP instead of just one. This can be done in many ways.  
One of the ways this can be achieved is using a second router, the second router can be connected at either the customers side or at the ISP’s side. 
Another of the ways that redundancy can be achieved is by adding a second router at both ends, one at the customers side and one at the ISPs end. 	Comment by Kapilan Radhakrishnan: 4 marks
These options give better redundancy as there is more the one link to the ISP. 

iii. Multihomed
A multihomed Network is where the network is connected to more than one ISP, this in turn results in the user receiving a number of IP addresses. This means that the router needs to be programmed to use the Border Gateway Protocol (BGP). This protocol is used to manage the multiple ISP IP addresses.  
This design has redundant ISPs, routers, and links. Both customer routers are connected to both ISPs. This design does offer the highest redundancy, but it is also an expensive option. [1]	Comment by Kapilan Radhakrishnan: 4 marks 

Where possible use diagrams to aid explanation. 


B) [image: ]Identify RSTP port roles and explain them. 	Comment by Kapilan Radhakrishnan: You were asked identify ports but did not answer?


                                                






RSTP roles: 	Comment by Kapilan Radhakrishnan: Partial answer, would have been good if went little bit in detail to explain the function/role of each port

8 marks
Root
The role of a Root port is a forwarding port that is selected for the spanning tree protocol. 
Designated 
The role of the designated port is a port this is selected for forwarding on each LAN segment. 
Alternate
The role of the alternate port is to create an alternative path to the root bridge, this means that it will take a different path from the switches compared to the root port. 
Backup 
The role of Backup is that it provides a redundant path to other segments of the network. 
A backup path that provides a redundant (but less desirable) connection to a segment to which another switch port already connects. Backup ports can exist only where two ports are connected in a loopback by a point-to-point link or bridge with two or more connections to a shared LAN segment. [2]
Disabled
The role of Disabled relates a port that has no use with the spanning tree protocol. 	Comment by Kapilan Radhakrishnan: Q1: 20/25





Question 2
A) Explain the Functionality of the routed port and how it can be enabled on a switch 
A routed port is a physical port on the switch.  The port needs the switching feature disabled to allow the port to be used as routed port. The routed port is used just like a router interface. This means that the switch port can be used as a router. 
To enable the routing feature on a switch, you would need to first configure IP routing, this is done by using the ‘ip routing’ command.  Next you will need to create the routed port here you need to turn of the switching feature using the ‘no switchport’ command. The next step is to assign an IP address to the routed port, this is done by using the following command ‘ip address 192.168.0.1 255.255.255.0’ as an example. The next step would be to configure the IP Routing Protocol, this is done by using the ‘router ip_routing_protocol’ command. [3]	Comment by Kapilan Radhakrishnan: 6 marks
B) Briefly explain OSPF packet types
There are a number of OSPF Packet types some of these include:
Hello Packet
The Hello packet is sent out to the network to discover the OSPF Neighbor routers, which is used to determine the communication between them. 
When several systems or routers that run OSPF have interfaces attached to a common network, the Hello protocol determines the designated router [4]
The Designated router is responsible for maintaining the network topology database that is replicated at all other routers that are within the same OSPF area on the network.
Database Description Packet
The database description packet is sent once the Hello packets have been exchanged. This packet is used to synchronise the databases between routers that are part of the OSPF network. 
The database description packets are sent using the exchange database protocol. The exchange database protocol exchanges a description of the link-state databases between adjacent partners, using the database description packet. [4]
Link-state update Packet
The link-state update packets are used until the databases are fully synchronised. They are uses to request and exchange information from adjacent routers. 
The router whose router identifier is numerically higher, assumes the primary role and the other assumes the secondary role. The primary router sends its database descriptions, one at a time. The secondary router acknowledges each one and includes in the acknowledgement its own database descriptions. The records are compared according to the type, advertising router, and link-state ID. [4]

Link-state Request Packet	Comment by Kapilan Radhakrishnan: 5 marks
The link state request packet is used to collect more information to fill the database with information about each router. 
After all descriptions are received, the neighbors send out database requests for more complete information about the records that were requested. These requests are followed with a flooding of Link-state updates containing the requested information. [4]
Link-state acknowledgement Packet
The link-state acknowledgement packet is a form of response to the link state request packet. This packet will be sent to verify the delivery of the request packet. The acknowledgement packet is usually sent immediately. 







C) With reference to EIGRP, explain the following:
I. Fast convergence
EIGRP fast convergence capability is only useful in the presence of a feasible successor. To achieve the best of the EIGRP fast convergence is to make sure the network is designed and set up effectively. 
II. Partial Updates 
III. Multi network layer support
EIGRP has multi network layer support. This means that EIGRP support the connection with multiple different network standards such as AppleTalk, IPV4 and IPV6.  
IV. Successor and feasible successor
A Successor is a route that has the best metric of reaching a particular network. This route will be part of the routing table. 
A feasible successor is an alternative route to the network, this would be used if the successor route failed. The feasible successor route would be used immediately in case of a failed Successor route without causing any problems, the feasible successor route is stored in the EIGRP topology Table. 	Comment by Kapilan Radhakrishnan: Partially correct answer. 

9 marks



Q2: 20/25




Question 3 
The University is planning on merging all its locations and bringing it under one network. You have been hired as an IT Infrastructure consultant by UWTSD. Your task is to lead and work with the IT&S team to successfully complete this migration. The key objectives of this migration are design and implement:
· Secure scalable network 
· Network management
· High Availability 
· Support Digital Transformation 				
Objectives
The network needs to be secure, scalable. It also needs to have a high availability rate. 
The network needs to have a good management system in place. 
The plan also needs to support the digital transition of services.

The first stage in this process would be to plan out the move and look at designing the new network. 
The Merging of all the locations, will need a great deal of planning, this will include looking at what devices, will be needed, what devices are already in place that can be used. How the network is going to be setup. 
The design of the network will be the next stage this, will include looking at a topology that best suits the network, this topology will need to be capable of providing the university with a LAN and a WAN design. Redundancy would need to be taken into account when designing the topology of the network. 
The choice of devices would be the next stage, these devices, would need to be suitable for the capacity of the network. The capacity of the network would be very large. Redundancy would also need to be taken into account when choosing the devices. 
One of the next stages would be the implementation stage, in the implementation stage all of the planning, creating of the topologies and choice of devices become physical. This means that the topology that has been designed will start to take place physically. 
Before the implementation stage can take place a number of things needs to happen, one of these is undertaking risk assessments both of the physical aspects and the digital aspects.	Comment by Kapilan Radhakrishnan: OK, you outlined the steps but how would you do it? You were asked to complete the migration and achieve the objectives required but your answer did not include how would meet the objectives. Technical discussion, choice of devices, architecture, analysis and evaluation of your choice. 

10/50 


Total: 50%
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