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Evaluate the impact of innovation on criminal investigations. Use your discussion to analyse the benefits and drawbacks of these innovations.
During this essay, I will be discussing the impact of innovation in criminal investigation, and how the development, and process of these methods help the police and other emergency services do their jobs, to reduce crime in an area. This essay will be aimed more at the Police more than other public services, as their job is to deal with criminal activity, and protect people who may be vulnerable to it. I will also be discussing advantages and disadvantages to these innovations, to gather a complete understanding of how each innovation works, and how they are not effective in areas, that should be considered important, and are probably not as important as they should be

Innovation in Criminal Investigation is crucial, within the police, as according to (The Police Foundation, 2018), “It solves problems before they happen”. This shows that the main premise of innovative ideas in the police is to prevent crimes from being committed. However, if crimes are committed, it is important for the police to consider innovation in investigating these crimes, as it will help them solve these investigations in the fastest, cost effective, and safest way. Due to the technological enhancement in the police over the last 20 years, there have been major developments in criminal investigation. Some of these technological methods include: facial recognition, voice technology, drones, biometrics, along with many other forms of innovation (Fritzvold, 2023). There are many advantages to all of these innovations in terms of finding someone responsible for a crime, such as being to successfully, and consistently identify a criminal’s face and DNA, being able to identify vehicles, and even in apprehending them through the use of drones, however there are some shortcomings and disadvantages to them as will be discussed later in this essay. 

To begin, Facial Recognition Software is a very useful tool, when trying to identify and find a criminal responsible for a crime. According to (Metripolitan Police, 2023), it can be used for ‘finding wanted criminals’, safeguarding ‘vulnerable people’, and to ‘prevent and detect crime’. The great thing about this innovative technology, it is very effective, as the software can automatically scan civilians faces from CCTV cameras located in highly populated places, and most places in a community, and area. This makes the job of the police easier, as they themselves, do not need to actively search these areas themselves. The article talks about the use Live Facial Recognition (LFR). The article states LFR’s “contain a watchlist: a list of offenders wanted by the police and/or the courts, or pose a risk of harm to themselves and others”. This proves that the software is effective in identifying suspects, and is useful in finding them. However, there are some advantages, regarding privacy of civilians, and how new it is. According to (Senstar, 2023), some of the disadvantages include the fact that it ‘Threatens privacy’, ‘Violates personal rights’ and freedom, there could be ‘Data vulnerability’. This shows that the data these cameras collect, invades personal privacy, that people may not want the police to see. Other issues include the fact that some of the evidence they collect may be illegal. The article mentions that ‘Misuse’ could lead ‘fraud and other crimes’. On top of that, the software is not perfect, as the article also states the technology is still ‘new’, meaning ‘errors’ could implicate innocents’, as it may not consider factors such as race, and evidence could be tampered with. 

Voice/speech recognition Technology is another example of innovation in criminal investigation. It can be used as a way of recording police officers’ voices in a variety of ways that can benefit their productivity, and efficiency when recording, and finding evidence at the scene of a crime, or the reporting of a crime. According to (Profita, 2022) and (Total Voice Technologies, 2021), they state this kind of technology entails benefits such as improving ‘report management and workflows’. This means due to the amount of work, and reports officers do, it could ‘hinder’ an officer’s productivity, when analysing every factor, the cases they are working on. The article states, “With the implementation of speech recognition technology, report accuracy and completeness increases because reports are created in real time”. This shows that this technology aims to help officers increase their efficiency in their work, when investigating a crime, as they will spend less time trying to remember every detail of the case they are working on, when writing up a report for it. Other benefits include an ‘increase’ to ‘officer situational awareness’, relating to when an officer is in their vehicle, focussing more on the report rather than their surroundings. This technology will allow officers to be more aware, as instead of concentrating writing their report, they can just speak into their microphone, using a ‘TOUGHBOOK’ device to record their findings. This technology will finally allow them to spend more time with the community, as they won’t have to take as long typing their report, and can use that time to serve their community. There are few disadvantages to this, however, like the FRS, the technology is new, and could not hear certain crucial words, due to different accents, and tones of voice, therefore tampering with findings.

Drones are a very useful example of innovation that can be in criminal investigation. Specifically, drones can be used in crime scene investigation to further help police and public service staff at the scene. According to (Dely, 2022), aerial drones hold benefits such as the fact that drones have the ability to “fly around the accident or crime scene, they can collect photos at different heights and angles, allowing for complete coverage of an area”. This shows that drones have the benefit of doing things, people couldn’t do. With the ability to take photos and different heights and angles, officers, and detectives at a crime scene could get more informative evidence at the scene. For example, if someone was stabbed and the murder weapon was tossed onto a roof, with no way of getting to it, not only could drone photograph it, but if equipped correctly it could retrieve the weapon. Other example of the benefits includes some of the policing drone’s ability to ‘create digital twins’. According to the article, “Instead of only collecting still photos, drones have the power to create digital twins of any accident or crime scene to review whenever necessary”. This means courtrooms reviewing criminal cases, would be able to see the crime scene through a ‘3D’ model for a better analysis of the findings. Disadvantages to the use of drones could include, consequences due to laws they need to abide by. According to (Husain, 2022), disadvantages could include the fact that drones could accidently trespass’ into areas where they are not allowed. If found guilty of this, some evidence may be found un-usable, as that would make the activity illegal. Other disadvantages include the fact that drones/UAVs could be ‘hijacked or manipulated’. This means if someone does not want evidence to be found, reliance on its findings may affect substantial evidence found at a crime scene.

Biometrics are another very useful method when investigating crime. It can be very useful in terms of finding someone responsible for committing a crime. For example, according to (Mitek, 2022) and, Biometric identification helps find answers to “something a person has and is” and helps to ‘verify identity’. This means using this method of identifying someone through their DNA, and biology, allows police and forensics to piece together who may have been present at a crime scene, and who a victim is. DNA left at a scene, such as ‘fingerprints’ would be an example of the most common use of Biometrics to identify someone. (Saini & Kapoor, 2016) states biometrics “It holds the potential to solve the criminal activities. The augmentation of wide varieties of criminal activities and advances in biometric technology mean that biometrics will have a more marked impact in crime detection in coming future”. This shows, with further enhancement, this method of innovation will. Develop even further in time, further helping police and forensics at crime scenes. Disadvantages could include if evidence is damaged. For example, according to (M2sys, 2020), certain traits such as ‘burnt or damaged’ fingers, ‘retina transplants’, or ‘tattooed hands’, could fail to be recognised. On top of that, the process is very expensive, and software can malfunction.
Body-Worn Cameras is a very common example of innovation that helps with criminal investigations. It is a very good way of collecting, and recording evidence when an officer is on duty. Cameras are able to record video and audio data. According to (Braga, et al., 2017), body worn cameras used by “police officers improves the civility of police-citizen encounters and enhances citizen perceptions of police transparency and legitimacy”. This shows that wearing body cams, mean that citizens tend to be more co-operative. The footage captured by these cameras are the most important aspect in terms of criminal investigation, as they capture exactly what the officer what the officer sees. According to (Body Camera , 2023), “Body Worn Cameras Provide Accurate & Reliable Evidence”. This shows that evidence captured by these cameras can make what happened at a crime scene, if an officer witnessed the crime, “clearer to see what happened, when, where and who was involved”. On top of this, other benefits involve less time spent on paperwork and evidence, and it increases the rate of an ‘early guilty’ plea, as offenders are told of the video evidence against them. There are disadvantages of relying on body worn cams in criminal investigations, such as the issue of theft hacking. According to (IFSEC Global, 2022), “If the footage is not encrypted or held securely, it can be extremely vulnerable to theft or hacking”. This means if it is not secured, crucial evidence is lost. Other examples of disadvantages may include the same as FSR, in the fact that it can intrude on privacy and could violate personal rights.

License Plate Recognition, also known as Automatic Number plate Recognition, is very similar to FRS, and is also a very good use of innovation in crime investigation. It involves software, that is able to automatically scan vehicles number plates, and identify criminals based off of a list of criminals and their vehicle’s number plate. According to (Police.UK, 2023), police use this software to “help detect, deter and disrupt criminal activity at a local, force, regional and national level”. This is important in criminal investigation, as it allows police to apprehend criminals in their vehicles, or wherever it is being kept, based from cameras around the UK. Police.UK also state “ANPR has proved to be important in the detection of many offences, including locating, for example, people wanted for arrest or missing, witnesses, stolen vehicles, uninsured vehicles and uncovering cases of major crime. Disadvantages may include vehicle cloning. According to (Tooze, 2022), London has seen a ‘857%’ rise in car cloning. This means that it is possible that people have been found criminally viable, based off the vehicles number plate being cloned. The system does not consider this and should.

Finally, Hot spots are a very good method of pinpointing areas of interest in criminal investigation. According to (College of Policing, 2022), they can be identified as a way for police to pinpoint where to designate their resources such as officers, based from data such as crime rates, and density of crime in an area. This can be used in criminal investigation as a way of identifying where the most common types of crime happen in each area of a community, city, or town. An example of this would be that of knife crime apprehension. According to (Hughes, 2021), after investigation into knife crime rates, police in Reading are using hotspots, to identify the most common areas of knife crime. Already, they have found ”a quantity of both Class A and Class B drugs” after a raid along with “three banned knives - including two with large machete-like blades” which help with investigating further with the issue. According to (Rosenbaum, 2006), disadvantages include the fact that hot spot policing may be “potentially damaging the communities it targets”. By this it means communities could be labelled to stigma such as ‘uninhabitable’ and ‘lawless’. 

Overall, Innovation in Criminal investigation has had a mixed, but mostly positive impact, when helping police solve crimes, that they may have struggled to solve without it. It has led to the form of new innovations as inspiration for these advancements, and with time, these current innovations will either be replaced, or resolved with further improvement, and thought into the factors that may affect their usefulness, and legality issues in what they are able to do. 
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