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TASK 1:

Introduction

Virtualization is a technique that allows multiple operating systems or applications to run on
a single computer by simulating various independent machines.
That way it’s like creating multiple “virtual” computers inside only one computer.

— Where does it come from ?

In the 1960s, IBM introduced virtualization for their central computers called “mainframes”.
The objective was to optimize the use of expensive resources of mainframes by allowing
simultaneous processing of multiple tasks.

Virtualization experienced a revival only in the 1990s with the emergence of personal
computers. Companies like VMware have developed solutions to run multiple operating
systems on x86 machines, making virtualization more accessible to businesses and
individuals.

— So how does it work ?

Instead of installing an operating system directly on a computer, we use a software called a
“hypervisor” that allows us to create and simulate those virtual machines (or VMs).

Each VM is an entire computer with its own operating system (Windows / Linux /
MacOS...), but they share the same hardware (processor, memory, storage...).

— Here are some common use cases for virtualization

- Can host multiple servers on a single computer. Rather than purchasing 3 physical
servers for example, a company uses a single powerful server and creates 3 virtual
machines on it, each assigned to a specific task.

- Cloud computing and website hosting. When we create a website on OVH, AWS or
Google Cloud, the site does not run on a real computer dedicated only to us. These
platforms use virtualization to run thousands of sites on a few servers.

- Gaming and emulation. If we want to play an old game that only runs on Windows
XP. We can create a virtual machine with Windows XP and play on it without
modifying our main PC.

— Benefits & Advantages

e A single server can host multiple virtual machines, reducing purchasing costs and
energy consumption.

e A single computer can run multiple OS and applications in parallel, without wasting
power.

e Each virtual machine is isolated from the others, so an attack or crash does not affect
the main machine.

e A virtual machine can be backed up to a single file and restored in minutes.
(snapshots)

e We can clone a virtual machine and instantly deploy it to multiple computers.

e Reducing the number of physical servers leads to lower electricity consumption and
less electronic waste.

" Source : Hewlett Packard Enterprise. Credits on resources page.
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Hypervisor

As previously stated a hypervisor is a software that creates and manages Virtual Machines
(VMs) by separating the physical hardware from the operating systems.

There are two main types of hypervisors:

To begin, there is Type 1, called “bare metal” which runs directly on Hardware, without an
OS. It directly manages VMs and allocates resources (CPU, RAM, storage, network).

— How does it work ?
The hypervisor controls the physical hardware, with each VM running independently
on its own OS. It acts as a manager, it distributes resources as needed.

— Advantages

Type 1 hypervisors provide near-native performance by interacting directly with
hardware, reducing latency and optimizing resource use. Their lack of a host OS
minimizes attack surfaces, making them ideal for high-security environments. They
also support a lot of VMs by dynamically managing CPU, memory, storage, and
network resources, ensuring scalability and reliability in large cloud infrastructures.

— Disadvantages

Their complex setup requires advanced expertise, limiting accessibility for small
businesses and non-technical users. Additionally, some need specific hardware
configurations, restricting their deployment on existing systems.

— Hardware Requirements

Type 1 needs CPUs with virtualization (Intel VT-x, AMD, AMD-V) for hardware
acceleration. High-speed storage (NVMe, SSDs) and enterprise-grade network
interfaces are recommended to optimize VM performance.

That leaves us with Type 2, called “hosted”. It runs on top of an existing OS, like a standard
application, enabling VM execution.

— How does it work ?

The host OS (Windows / Mac / Linux) manages hardware resources, while the
hypervisor runs as software (examples: VirtualBox, VMware Workstation). VMs
share resources with the host OS.

— Advantages

Type 2 hypervisors are easy to install and use, requiring no technical expertise. They
work on any PC or Mac, offering flexibility for OS testing. Developers can quickly
set up isolated test environments without impacting their main system.

— Disadvantages

Because they rely on a host OS, performance is lower than Type 1 due to additional
resource management overhead. Security is weaker since host OS flaws can expose
VMs.

2 Sources from : TechTarget / StarWind Blog / IONOS Digital Guide. Credits on resources page.
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— Hardware Requirements

Unlike Type 1, Type 2 hypervisors don’t require specialized hardware. However, a
multi-core CPU, sufficient RAM, and SSD storage improve VM performance.

Here are some examples of hypervisors:
Type 1 : VMware ESXi, Microsoft Hyper-V (server mode), KVM, Xen...
Type 2 : VirtualBox, VMware Workstation, Parallels Desktop.

— Critical Analysis
Despite their importance, hypervisors have challenges. Fair CPU sharing between VMs is
hard in busy systems. Even Type 1 can face security risks, needing regular updates and

monitoring.

While Type 1 is best for enterprises, Type 2 is more useful for testing and research. The
choice depends on performance, security, and ease of use.

Type 1 Hypervisor Type 2 Hypervisor

HARDWARE H HARDWARE

A 4
HOST OS
—

v

HYPERVISOR

|
:‘ﬂ: HYPERVISOR
[ v 4 : [ v A
‘GUEET 0os ‘GUEST 0S GUESTOS © | GUESTOs ‘ GUEST &S‘ ‘ 'GUEST OS5

@& LINUX HANDBOOK

3 - Comparison of Type 1 and Type 2 Hypervisors in Virtualization -

3 Source from : Linux Handbook. Credits on resources page.
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IP Addressing

Ever wondered how devices communicate seamlessly ? Each laptop, smartphone, or virtual
machine relies on a unique IP address to connect. This identifier allows recognition and
interaction and without it, a device stays isolated.

Addressing ensures connectivity, security, and efficiency. For example, Microsoft Azure uses
private IPs for secure communication between virtual networks and on-prem systems.

— How Does Data Flow on the Internet ?
According to Kaspersky”, the Internet follows a structured data exchange, breaking
information into small packets for efficient transmission from A to B.

Each packet contains :
e A data fragment,
e Sender & recipient IPs,
e Metadata for routing.

As Lifewire’ explains, IP manages addressing / routing, while the Transmission Control
Protocol (TCP) ensures complete, ordered delivery.

For example, when visiting a website, a device requests the server’s IP. The server replies
with data in packets, reassembled to display the page.

— IPv4 vs. IPv6: Why two versions ?
IP addresses exist in two formats:
e IPV4(1981):
o 32-bit system, typically represented in decimal notation. (E.g.,: 192.168.1.1)
o It’s divided into a network prefix and a host identifier.
o Limitation: Supports only 4.3 billion unique addresses, which is no longer
enough for modern networking needs.

e IPV6 (1998):
o 128-bit system, represented in hexadecimal notation.
(E.g., 2001:0db8:85a3::8a2¢:0370:7334)
o Addresses 1Pv4 address exhaustion and improves security and speed®.
o Uses a network prefix + interface identifier, similar to IPv4.

— Subnetting (Optimizing IP Allocation)
Subnetting’ divides a network into smaller subnets for efficiency and easier management.
- IPv4: Uses subnet masks to separate network/host. A /24 mask (255.255.255.0)
allocates 24 bits to the network, 8 bits to hosts.
- IPv6: Uses a 64-bit prefix, leaving 64 bits for hosts, simplifying auto-configuration
and network hierarchy.
Subnetting helps improve network efficiency, reduce congestion, and enhance security.

* Source from : Kaspersky. Credits on resources page.

* Source from : Lifewire. Credits on resources page.

¢ Source from : Jandl Digital. Credits on resources page.
" Source from : Techtarget. Credits on resources page.
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8 - Before and After Subnetting: Network Segmentation -

— Detailed Structure of IP Addresses

As said, an IP address consists of two parts :
- Network Prefix : Identifies the network to which the device belongs.
- Host Identifier : Identifies the device within the network.

= For example, in the address 192.168.1.10 192.168.1. represents the network, and .10
represents the host (device) within that network.
This distinction matters because routers use the network prefix to direct packets efficiently.

While private IPs secure internal communication, public IPs enable access to web services
and APIs.

~ IPv4 Address Classification :
IPv4 addresses were initially divided into classes based on network size:

Class Range Usage

Class A | 1.0.0.0 - 126.255.255.255 Very large networks (ISPs, entreprises)

Class B | 128.0.0.0 - 191.255.255.255 | Medium-sized networks (businesses)

Class C | 192.0.0.0 - 223.255.255.255 | Small networks (home networks, small businesses)

Class D | 224.0.0.0 - 239.255.255.255 | Multicast (data sent to multiple devices)

Class E | 240.0.0.0 - 255.255.255.255 | Experimental and reserved

— Applications of IP addressing
e Web hosting : Public IPs make websites accessible, ensuring load balancing.
e Cloud computing : Dynamic IP allocation enables scalability.
o Internet of Things (IoT) : Each device needs a unique IP. IPv6 is key for handling
many devices securely.

— Security Risks

A\ TP Spoofing — Attackers disguise their identity.

/\ DDoS Attacks — Overloading a server with requests.
= Firewalls and IP filtering help mitigate these threats.

8 Source from : CsPs Protocol. Credits on resources page.
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Routing

Once IP addresses are assigned, data needs to reach its destination. Routing optimizes this
process by selecting the most efficient paths. Routers use protocols to automate the process :
either the static or dynamic protocols. This choice influences performance, security, and
scalability differently.

— The fundamental concepts of routing protocols

e Static routing : Routes are manually configured by the network administrator.
defining fixed paths for data transmission. This method is precise and reliable but
lacks flexibility in case of network changes. It is ideal for small infrastructures with
stable and predictable data paths.

e Dynamic routing : Routers use specific protocols to automatically exchange
real-time information about network topology. This enables fast adaptation to
changes, such as adding or removing routes, without human intervention.

Dynamic routing are divided into several categories like :
= Distance Vector Routing Protocols : Each router informs its neighbors
about distances to various destinations, usually measured in the number of
hops.
The Routing Information Protocol (RIP) is an example of a simple protocol,
but it is limited (15 hops max). As it uses less resources, it is less suitable for
large networks and is mainly used in small local networks such as those of
small businesses or home routers.
= Link State Routing Protocols : Each router has a complete view of the
network topology and calculates the shortest paths to each destination.
Open Shortest Path First (OSPF) is often used in enterprise networks such as
banking networks or large universities for its speed and ability to recalculate
routes in case of changes. Big companies like Microsoft for instance use this
protocol to interconnect across the world.
= Hybrid Routing Protocols : These protocols combine elements from both
categories to optimize routing.
The Enhanced Interior Gateway Routing Protocol (EIGRP), developed by
Cisco, offers a compromise between speed and low resource consumption,
making it suitable for complex infrastructures. These protocols optimize paths
based on metrics like latency and bandwidth. It is primarily used in enterprises
with Cisco hardware, especially for internal cloud services.

? Static vs dynamic routing protocols. Credits on resources page.
1 Different categories of dynamic routing & image : Credits on resources page.
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10 - Different categories of dynamic routing -

— Comparison between static and dynamic routing

Criteria Static routing

Configuration PEGEE

Dynamic routing

Automatic

Simplicity Easy to configure

Complex, requires expertise

Resource Low (no background processing)

Consumption

High (continuous calculations and route
updates)

Flexibility None, must be updated manually

High, adjusts routes automatically

Adaptability

Not suitable for evolving networks

Ideal for complex, dynamic networks

Use Cases Small networks, fixed connections

Large infrastructures, Internet, enterprises

— Benefits and Challenges of Routing Protocols

Routing protocols help optimize data paths, adapt to breakdowns and improve traffic

management. However they come with challenges like complex configuration,

higher

resource usage and some potential vulnerabilities regarding security. For example, dynamic
routing needs a good understanding of commands and is less secure since updates are shared

through protocol-identified interfaces.

' Information of the table found on Indeed. Credits on resources page.
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Network Services

VPN

A Virtual Private Network (VPN) is a technology that establishes a secure and encrypted
connection over a less secure network, such as the internet. A VPN hides the user's IP
address, protecting personal data and online activity from interceptions. It can also bypass
geographic restrictions and access blocked content. Using a VPN is like sending a letter in a
sealed envelope instead of a postcard that everyone can see.

There are several types of VPNs adapted for different uses. For example, Remote Access VPN
allows employees to connect securely to their company network from anywhere, whereas
Site-to-Site VPN connects multiple offices of the same company via a secure tunnel.

Dynamic Host Configuration Protocol

Dynamic Host Configuration Protocol (DHCP) is a network protocol that automatically
assigns [P addresses and other configuration parameters to devices all connected to the same
network, simplifying IP address management. This eliminates the need for manual
configuration and makes it easier to add or remove devices from the network. However, if the
DHCP server goes down, new devices will no longer receive an IP address, creating a
dependency on the server.

Active Directory

Active Directory Domain Services (AD DS) is a system used by businesses to manage
employee access to computers, files, and applications. It defines who can access what and
ensures the security of user accounts. In a large company like Microsoft, Active Directory is
used to manage employee logins, which means that an employee can log in to any
workstation in the company with their ID. Additionally, managers have access to confidential
documents, while regular employees can only access files related to their department.

Certificate Authorities

Certificate Authorities (CAs) issue digital certificates that verify the authenticity of websites
and organizations. This helps secure data exchanges and ensure that users are communicating
with legitimate entities.
The most well-known certificate authorities include:

- Let's Encrypt (free certificates for websites)

- DigiCert (premium certificates for large companies)

- GlobalSign (used by banks and government services)
When accessing an HTTPS site, the padlock in the address bar indicates that the site has a
valid certificate issued by a trusted certificate authority.

Sarah LEVY - 2422988 8
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TASK 2:

Choice of Hypervisor

A type 2 hypervisor was selected because virtualization was new, and it appeared more
accessible. With no prior knowledge in this area, research and external advice pointed
towards this option, as it is easier to manage for a first experience. However, this choice also
meant that running the project on a personal computer (a MacBook Pro M4) was not possible,
as it cannot support some OSs such as Windows Server 2022 (x64 architecture only). As a
result, the project was carried out on the university’s computer.

Installing operating systems

The process began with downloading ISO files from their official websites.

¥ | [4 [ = | Downloads
Home Share View
1+ & 5 ThisPC > Windows (C) 5 Users 5 2422988 » Downloads +[0| [ search Downloads »
Name Date modified Trpe Size
~ Today (3)
7] Unconfirmed 151508.crdownload

| ubuntu-24.04.1-live-server-amd64
7] ubuntu-24.04.1-desktop-amd64

CRDOWNLOAD File

~ Earlier this week (3)

7] en-gb_windows_11_24H2 0
<) SW_DVD3_Win_Pro_10_22H2.12 64BIT En.. 04,
<] SERVER_EVAL xB4FRE_en-us

~ Last week (4)
05 Lab2
ransom-letter-2-1643608985174
62 Sample-Chain-of-Custody-Form

05 Labl

- All files were downloaded - **

Once the files were recovered, virtual machines were created in VirtualBox, the chosen Type
2 hypervisor. During the creation process, the disk size, amount of RAM, and number of
cores allocated to each VM were defined. The corresponding ISO files were then mounted
for each machine. It was observed that Windows 10 and Windows Server 2022 were already
connected to the internet by default, which made the installation easier.

After launching the virtual machines, the installation of the operating systems was carried
out. During this step, the basic settings were configured, particularly the language (English
US), the time zone (UK), and the keyboard layout (UK). The same username and password
were used for each VM to simplify management.

12 Note that after taking this screenshot, we later switched the Ubuntu server to a Debian server.

Sarah LEVY - 2422988 9
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¥ Create Virtual Machine

Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be
used throughout VirtualBox to identify this machine. Additionally, you can select an 1SO image which may be used
to install the guest operating system.

Name: [windows 10 (SWANSEA)
Folder: | | | Cr\sers\52422988\irtuslBox Ms -]
’ 150 Image: | |2] C:...s\SW_DVDS_Win_Pro_10_22H2.12_64BIT_English_Pro_Ent_EDU_N_MLF _%23-61353.150 ~|
T Ecition: | Windows 10 Education (10.0.19041.3570 / x64 / en-Us) v
Type: | Microsoft Windows
Version: |Windows 10 (64-bit)

[] 5kip Unattended Installation

<

-

(@) Detected OS type: Windows 10 (54-bit). This O type éan beinstalied unattendedly. The install wil
start after this wizard is dosed.

Help Expert Mode Back Cancel

What Makes M.

¥ Create Virtual Machine

Unattended Guest 0S Install Setup
You can configure the unattended guest 05 install by modifying username, password, and hostame.

Additonally you can enable guest additions install. For Micresoft Windows guests itis pessible to
provide 2 product key.

Username and Password Additional Options
ProductKey: |s##s#-sssss-sasss-a34s
Hostname: [\indows]| &

I

<

¢

Domain Name: |y quest.virtualbox.org

[ tnstallin Background

Repeat Password:

.
.
!!

[ Guest Additions

Guest Additions ISO: | @] C:\Program Files\Orade WirticBo%

2 6°C Mostly cloudy

¥ Create Virtual Machine

Hardware

You can madify virtual machine’s hardware by changing amount of RAM and virtual CPU count.
Enabling EF1 is alsa possible.

Base Memory: ]
418 65536 MB
A— ]
- ’ 1CPU 24CPUs
[] Enable EFT (special OSes only)

==

¥ Create Virtual Machine

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new hard disk
file o select an existing ane. Alternatively you can areate a virtual machine without a virtual hard disk.

(@ Create a Virtual Hard Disk Now
Disk Size: L
4.00 MB 2.00TB
’ [ pre-allocate Full Size
'
() Use an Existing Virtual Hard Disk File
Windows Server 2022.vdi (Normal, 50.00 GE)
() Do Mot Add a Virtual Hard Disk

<.

- VM Installation Process -
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U B E]

) b &
B35 voa
New Add | Seings Dicard Show
T
B8] Windows Server 2022 (Swansea) = General = Preview
%22)

© Powered Off Name: Debian CLI (CARDIFF)
Operating System: Debian (64-bit)

4] Windows 10 (SWANSEA) (] system
B © powered of
Base Memory: 12288 MB
Processors: 4
9L Computer forensic (cesn) Boot Order:  Floppy, Optical, Hard Disk
(2 © Powered OFf Acceleration:  Nested Paging, KVM Paravirtualization
BEIN Debian CLI (CARDIFF) =
0 Running = ™ Display
Video Memory: 16 M8
BEJP) Ubuntu (CARDIFF) Graphics Controller.  VMSVGA
Pl & fumiog RemoteDektop Seve: Disaled
Recording: Disabled
@ storage
Controller: DE

1DE Secondary Device 0: [Optical Drive] Empty.
Controller SA

Th Port 0 Debian CLI (CARDIFF)vdi (Norme, 20.00 GB)
(02 Audio
Host Diver: Defauit
Controller: ICH ACS7
& Network
Adopter 1:Intel PRO/1000 T Desktop (intemal Network, 'LAN CARDIFF)
Adspter2:Intel PRO/1000 MT Desktop (itenal Network 'WAN)
Adapter 3;Intel PRO/1000 MT Desktop (NAT Network,'NetNetwork)
5 use
USB Controller: OHCI EHCI
DeiceFites: 0 (0 active)

(] Shared foders
None

® Description
None

L Type here to search

21Feb 14:23 )

sarah@debian-cli-cardiff:

# nano twork/in
/home/sarah# nano /etc/network/intexrfaces

> >
L@ o168 UG g e L@ o 188 UG 6 righ crl
[ Windows 10 (SWANSEA) [Running] - Oracle VirtualBox - a x o

File Machine View Input Devices Help

Type here to search = ype here to search

< <

>
BOHNSE 16 RUGE g

21/02/2025

- All 4 VM are working -
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Choosing and implementing network topology

Next, the network topology was set up by creating the Swansea LAN (10.14.27.0/24),
Cardiff LAN (192.168.14.0/24), and the WAN (198.51.100.0/30) networks.

These addresses were selected in accordance with best corporate addressing practices. The
10.14.27.0/24 & 192.168.14.0/24 addresses belong to the private address ranges defined by
RFC 1918, which are specifically intended for internal networks. Using separate subnets
ensures proper segmentation of the Swansea and Cardiff sites and allows for efficient routing
management.

For the WAN, 198.51.100.0/30 was chosen, as it falls within the documentation range defined
by RFC 5737 and simulates a point-to-point link between the two networks. Using a /30
subnet mask optimizes address allocation by providing only two usable addresses
(198.51.100.1 and 198.51.100.2), assigned to the routers at each site.

For NAT, IP addresses are automatically assigned by VirtualBox, which functions as a
gateway between the virtual machines and the Internet. In this project, both Windows Server
and Debian Server have an interface connected to a NAT network (the UWTSD one). Clients
on the Swansea LAN and Cardiff LAN can access the Internet through their respective server,
which acts as a NAT gateway.

198.51.100.1 § 10.14.27.1
10.14.27.10

Windows Server Windows 10

LAN Swansea

WAN
192.168.14.10
Ubuntu
198.51.100.2 | 192.168.14.1 LAN Cardiff

- Diagram of the Network Topology -

Sarah LEVY - 2422988 12
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In VirtualBox, the network cards of the machines were configured as follows:

. .
e Windows Server is connected to three networks: LAN Swansea, WAN, and NAT.
9 9
. .
o Windows 10 is connected to LAN Swansea.
e Debian Server is connected to three networks: LAN Cardiff, WAN, and NAT.
e Ubuntu is connected to LAN Cardiff.
€3 Windows Server 2022 (Swanses) - Settings — O X 3 Windows Server 2022 (Swansea) - Settings - o x
wic L SN .. 4 Seurch setings D
B Generat ET ] General Network
o Adapter1  Adapter2  Adapter3  Adapterd Symtem Adapter | Adapterd | Adapter3 | Adapterd
D Display Attached tor [[REEETE— o ] Dispay 7 Anachadt;a: Internal Network v
@ S Name: | WAN v\ @ Storage Narme: | LAN SWANSEA v
(D: Audio Adapter Type: itel PRO/I) il Y (Dj Audio Adaptzr Type: kel ke (SR
MAC Aduires. 7459 7 MAC Addres: A62
£ seristPorts [ Cable Connected £ seriaipons B Cable Connected
ﬁ usB ﬁ UsB
|_:| Shared Folders Serial Ports |:| Shared Folders Serial Ports
Port 1 Part2 Port3 Port 4 Port1 Port2 Port3 Port4
[FT] user interface [ userinterface
Cancel Help Cancel Help
18:52 1852
21/02/2025 21/02/2025
&) Ubuntu (CARDIFF) - Settings - [m] X | Windows Server 2022 (Swansea) - Settings — [m) X
.y .. 4 ey .. 4 Searchsettings &
. eneral
E General Network @ General Network
S Adapter1 | Adapterd = Adapter3 = Adapterd System Adapter1  Adapter2  Adapter3  Adapierd

Erable Network Adapter

™ " Enable Netwerk Adapter
Display Di
Attached to: |Internal Network v e Attached to; | NAT Network v
@ Storage Name: | LAN CARDIFF v\ @ Storage Name: | NatNetwork ~

0 Audio Adupter Type: Qo audio Adapter Type: [l PR

(T Network Promiscuous Mode: | Deny - = Promiscuous Mode: | Deny 5

Z MAC Adaress: |06 :
{5 serapons Cable Connected £ seralPorts Coble Connected
£ us & s

[7] Shared Folders Serial Ports [7] Shared Folders Serial Ports

] e otrtce Pot1 Po2 Pot3  Portd rat1 TPtz | Pots | rots

E User Interface

Cancel Help T

Cancel Help

18:54 18:53

21/02/2025 21/02/2025

- Screenshot of the configuration of Windows Server and Ubuntu -
(Same process was used for the other two ones)
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Configuring IP Addresses and Routing

First, static IP addresses were configured for the servers

s General | Alternate Configuration
You can get IP settings assigned automatically if your network supports
, this capability. Otherwise, you need to ask your network administrator
eneral

for the appropriate IP settings.

*ou can get IF settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your nebwork administrator
For the appropriate IP settings

(@) Obtain an IP address automatically
) Use the following IP address:

(O btain an P address automatcaly (E——
(@ Use the folloing T adcress: fworking | snarmg (EE——
brnect using

Subnet ki 255 . 255 . 255 . 252
ubnet masf 5 intel{R) PRO/1000 MT Desktop Adapter #3 (@) Obtain DNS server address automatically
Default gateway: - Internet Protocol Version 4 (TCP/IPv4) Properties > fe following DMS server addresses:
Obtain DNS server address automatically General

® Use the following DNS server addresses: You can get IP settings assigned automatically if your network supports

Preferred DNS server: 1.1 .1 . 1| thiscapabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings. te settings upon exit
Alternate DNS server: 8 .8 .8 .8
() Obtain an IP address automatically
[ validate settings upon exit Ad (@) Use the following IP address: oK Cancel
1P address: 0 .14 .27 . 1

[s73 Subnet mask: 255 . 255 .255. 0

Default gateway:

|

Obtain DNS server address automatically

(@) Use the follolapig DNS server addresses:
Preferred DNS server: 1.1 .1 .1
Alternate DNS server: 8 .8 .8 .38

Validate settings upon exit
gs upx

Advanced.

Cancel

A2 Type here to search

Activities (3 Terminal 21Feb 13:38

sarah@debian-cli-cardiff: ~

GNU nano 7.2 /etc/network/intexfaces

auto lo
iface lo inet Ic

rite out QU Where I @l Execute @ld Location
Read File gl Replace @B Justi @l Go To Line

- Debian Static IP Address -

Sarah LEVY - 2422988 14



Next, NAT was set up on each server to allow Internet access for machines on the local

network:

e On Windows Server, Routing and Remote Access was enabled, with the interface

- NETWORK OPERATING SYSTEMS AND SERVICES -

H Routing and fc

connected to the Internet selected as the NAT gateway.

Manage

File  Action
- | Routing and Remete Access Server Setup Wizard
s ?
2 Dashboard TASKS =
IF ? NAT Intemet Connection
§ Local Servd 2 Routing an You can select an existing interface or create a new demand-dial interface for More.. X
_ 3 server client computers to connect to the Intemet
BE All Servers = WiN-S| >
12 DHCP ¥ Use this public interface to connect to the Intemet:
= S Confi
¥E File and St i cabe A aoes Onfigure oot Update Windows Activati
_ Name Deseription IP Address
e s Ethemet Intel(R) PRO/1000 MT...  198.51.100.1 _
1/02/2025 14:40:07 00454-40000-000)|
- Ethemet 2 Intel(R) PRO/1000 MT. 10.14.27 1 A2
=l Remote Ag 10.0.2.4 (DHCP)
" Create a new demand-dial interface to the Intemst
A demand-dial interface is activated when a client uses the Intemet. Select this
option i this server connects with a modem or by using the Paint+o-Point Protocol
over Ethemet. The Demand-Dial Interface Wizard will start at the end of this wizard.
TASKS ¥
« Back Next > Cancel ~
1T

WIN-SRJUCOLGESE 10020 Waming Microsoft-Windows-DHCP-Server System  21/02/2025 14:18:01
WIN-SRJUCOLGESB 1036 Error Microsoft-Windows-DHCP-Server  System  21/02/2025 14:17:57
WIN-SRJUCOLGBSB 1035  Error Microsoft-Windows-DHCP-Server  System 21/02/2025 14:17:57
WIN-SRJUCOLGE8B 10020 Waming Mlicrosoft-Windows-DHCP-Server System  20/02/2025 17:26:41
WIN-SRJUCOLGBSB 1035  Error Microsoft-Windows-DHCP-Server  System  20/02/2025 17:26:36
WIN-SRJUCOLGESE 1036  Error Microsoft-Windows-DHCP-Server  System  20/02/2025 17:26:26
WIN-SRJUCOLGEE8B 10020 Warnina Mlicrosoft-Windows-DHCP-Server Svsterm  20/02/2025 16:03:43

AL Type here to search

Manage

File  Action

Routing and Remote Access Server Setup Wizard

|z
Dashboard =
ashboard __ | Network Selection
Local Serve E_%utmg an *fou can select the network that will have shared Intemet access. !
Server
[ All Servers 3 WIN-S|

last Update

~
Select the interface for the network that will have access to the Intemet -
BE File and Su Network Interfaces: Configure
Il

Windows Activati
O Name Description IP Address
o 15 Ethemet 158.51.100.1 1/02/2025 14:40:07 00454-4000!
Remote Ad 10.14.27.1

f your network has both a NAT server and multiple private interfacss, you should
configure DHCF on al private segments

TASKS «*

Cancel -

< Back Next >

g £ Type here to search

WIN-SRJUCOLGESE 10020 Warning Mlicrosoft-Windows-DHCP-Server System  21/02/2025 14:18:01
WIN-SRJUCOLGESE 1036  Emror Microsoft-Windows-DHCP-Server  System  21/02/2025 14:17:57
WIN-SRJUCOLGESE 1035  Error Microsoft-Windows-DHCP-Server  System 21/02/2025 14:17:57
WIN-SRJUCOLGESB 10020 Waming Microsoft-Windows-DHCP-Server System  20/02/2025 17:26:41
WIN-SRJUCOLGESE 1035  Error Microsoft-Windows-DHCP-Server  System  20/02/2025 17:26:36
WIN-SRJUCOLGEEB 1036 Error Microsoft-Windows-DHCP-Server  System  20/02/2025 17:26:36
WIN-SRJUCOLGESB 10020 Warnina Mlicrosoft-Windows-DHCP-Server  Svstern  20/02/2025 16:03:43

- Routing & Remote Access configuration -
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® On Debian Server, IP forwarding was enabled, network interfaces were identified,
and the necessary Iptables rules were applied to ensure address translation.

erminal 21Feb 18:48
(] Terminal

sarah@debian-cli-cardiff: ~ Q = x

GNU nano 7.2 /etc/sysctl.conf

net.ipv4.ip_forward=1

&€ Help Y Write Out R Where @l Execute @8 Location SRV Undo W Set Mark To Bracket
F
B Exit il Read File @ g8 Justify @ Go To Line I3 Redo M-6 ew

= & | El i 81 3 right cin

Activities [ Terminal 21Feb 18:50

sarah@debian-cli-cardiff: ~ Q = x

root@ an-cli-cardiff:/ho Tah# » iptables -L INPUT -v -n --line-numbers
Chain INPUT (policy ACCEPT 119 packe 15645 bytes)
num  pkts bytes target prot opt in out source destination
5 420 DROP 1 -- enp@s3 * .0.0.0/0 198.51.100.2 icmptype 8
ebian-cli-cardiff:/home/sarah# sudo iptables -t nat -L POSTROUTING -v -n --line-numbers
TROUTING (policy ACCEPT 9 packets, 757 bytes)
pkts bytes target prot opt i out source destination
35 4438 MASQUERADE @ enp@ss @.9.0.0/0 @.0.0.0/@
debian-cli-caxdiff:/home/
b 18: 8 GMT 2825
ebian-cli-caxdiff:/home

& & =& EE ] right ca

- IP Forwarding & Iptables Rules configuration -
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Configuring DHCP Servers
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DHCP was set up at each site to ensure that clients automatically obtained their IP addresses.

Swansea LAN — Windows Server

The DHCP server was installed and configured on Windows Server. An IPv4 address range
from 10.14.27.10 to 10.14.27.100 was defined, with the server's IP address (10.14.27.1) set as
the default gateway. Once the DHCP service was enabled, Windows 10 successfully obtained
its IP address automatically.

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

B Local Server I
H& Al Servers & Add Roles and Features Wizard
18 DHCP

E File and Storage Se
e s
¥ Remote Access

Select server roles

Before Yo

Installation Ty

Select one or more roles to install on the selected server.

Roles.

[] Active Directory Certificate Services

[] Active Directory Domain Services

[ Active Directory Federation Services

] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

I

[ DNS Server

[ Fax Server

(W] File 2nd Storage Services (1 of 12 installed)
[ Host Guardian Service

] Hyper-v

[[] Netwerk Bolicy and Access Services

[] Print and Document Services

(W] Remote Access (2 of 3 installed)

[[] Remote Desktop Services

[[] Volume Activation Services

[W] Web Server (IIS) (10 of 43 installed)

[ Windows Deployment Services

[[] Windows Server Update Services

DESTINATION SERVER
WIN-SRIUCOLGESE

Description

Dynamic Host Configuration
Protocol (DHCP) Server enables you
to centrally configure, manage, and
provide temporary IP addresses and
related information for client
computers.

cle

_ 1532
T de NG s L

- DHCP installed Windows -

= | g

File Action View Help

o= @B 6= HE 8=
I

3

4 New Scope Wizard

=l Remd

Length: 8=

Subnet mask

D
locall | P Address Range | ctive =
ocal You define the scope address range by identifying a set of consecutive P addresses

[

& Al se

TE DHCH Corfiguration settings for DHCP Server

g Filea Enterthe range of addresses that the scope distributes.

fe s Start IP sddess: | 10 . 14 . 27 . 10
End IP address: | 10 . 14 _ 27 100

Configuration settings that propagate to DHCP Client

255 . 255 . 255 . 252

tus

< Back Next > Cancel

Descr|| Actions
1P

More Actions

g £ Type here to search

%] ds ENG

- DHCP IP Address Range on Windows -
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LAN Cardiff — Debian Server

The ISC DHCP SERVER package was installed on the Debian Server, the network
interface used by the service was specified, and the same address range for client distribution
was configured. After restarting the service, Ubuntu successfully obtained an IP address
automatically.

@ |

Activities &) Terminal 21Feb 18:47

sarah@debian-cli-cardiff: ~ Q il = x

GNU nano 7.2 /etc/dhcp/dhcpd. conf

¢ write out W s all Execute e Location RY Undo
@il Read File @] Rep e aste & Justify W Go To Line [ Redo

- DHCP IP Address range on Debian -

Managing Connectivity Issues

During testing, the same issue was encountered on both LAN Swansea and LAN Cardiff:
client machines were able to ping their server’s WAN IP because of the NAT configuration,
which was not intended.

e On LAN Swansea, the issue was caused by a default Windows firewall rule that
allowed ICMP requests on all interfaces. To resolve this, two specific firewall rules
were created: one to allow ping echo requests only within the LAN and another one
for only within the WAN. Those rules successfully blocked ping requests between the
two. The Windows 10 client could no longer ping the WAN IP of the server, and the
firewall was correctly filtering traffic.

e On LAN Cardiff, the issue was addressed by manually adjusting the iptables rules,
explicitly allowing or blocking certain ICMP requests based on the interface. These
configurations were then made persistent to ensure they remained after a reboot.
After testing, the Debian server was correctly filtering ICMP requests, and the client
could only communicate as intended.

Sarah LEVY - 2422988 18
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By implementing these two different approaches, both networks were properly isolated while
maintaining the necessary network isolation.

ICMP ALLOW LAN Properties X
General Programs and Services Remote Computers General Programs and Services Remote Computers
Protocols and Ports ~ Scope Advanced  Local Principals  Remote Users Protocols and Ports ~ Sc0pe  Advanced  Local Principals ~ Remote Us
Local IP address Local IP address
L O Any IP address I..i_,j- () Any IP address
u T " 1
= (®) These IP addresses: (®) These IP addresses:
10.14.271 Add. . 158.51.100.1 Add.
Remote IP address Remote IP address
B O Any IP address I..._:. () Bny IP address
Ll -
= (@ These IP addresses: (®) These IP addresses:
1014.27.0/24 Add 198.51.100.0/30 Add_
Cancel Aoply oK Cancel Aoply

- New ICMP rules -

Final Connectivity Testing and Validation

Finally, connectivity was tested by pinging all machines from each other using their
respective IP addresses and verifying their access to the Internet. Each device successfully
communicated as expected within its designated network, and all routing and firewall rules
functioned correctly. The network setup was fully operational, ensuring proper isolation
between LANs while allowing controlled access to external resources.

Sarah LEVY - 2422988 19
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loss)

imum =

dminist

minis

1

Metwork and Sharing Center
Hard Evaluation

Windows License valid for 163 days
Build 20348.fe_release.210507-1500

£ Type here to search [ . ¥ ds ENG 2113 s [
B O s =i 8@ @ right cin

ping wir

Command Prompt

- Ping Test On Windows Server and computer -
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Itt min/avg/ma
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[ Terminal

from
from

from

C . e time
332/9.441/9.697/0.130 ms
Tah# |:| ping internet successful

an-cli-cardif

ed, @% packet 1i
.338/@.399

sarah@sarah-VirtualBox: ~

:$ ping 1.1.1.1

56(84) bytes of data.
icmp_seq=1 tt1=50 time=32.4
icmp_seq=2 tt1=50 time=10.8
icmp_seq=3 ttl=50 time=9.59
icmp_seqg=4 tt1=50 time=9.58

PING 1.1.1.1 (1.
64 bytes from
64 bytes from
6A hutnce from

L App T

AC

--- 1.1.1.1 ping statistics ---

4 packets transmitted, 4 received, 8% packet loss, time 303
8ms

rtt min/avg/max/mdev = 9.581/15.582/32.402/9.722 ms
B8 D Ping internet successful

sarah@sarah-VirtualBox: ~ o}

:-$ ping 198.51.100.1
PING 198.51.100.1 (198.51.100.1) 56(84) bytes of data.
--- 198.51.100.1 ping statistics ---
3 packets transmitted, ® received, 100% packet loss, time 2
055ms

:$ ping 198.51.100.2
PING 198.51.100.2 (198.51.100.2) 56(84) bytes of data.
AC
--- 198.51.100.2 ping statistics ---
2 packets transmitted, © receilved, 100% packet loss, time 1
155ms

:$D

21Feb 18:42

time 3207ms

time 4130

time 1043

G o o 5 1 0l 2 (S (] ikt el

sarah@sarah-VirtualBox: ~

: S ping 192.168.14.1
PING 192.168.14.1 (192.168.14.1) 56(84) bytes of data.
bytes from 192.168.14. icmp_seq=1 tt1=64 time=0.653
bytes from 192.168.14.1: icmp_seq=2 ttl=64 time=0.272
bytes from 192.168.14. icmp_seq=3 ttl=64 time=0.291
bytes from 192.168.14.1: icmp_seq=4 ttl=64 time=0.273
AC
--- 192.168.14.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 342
3ms
rtt min/avg/max/mdev = 0.272/0.372/0.653/0.162 ms
1~$ D
ygh LAN Cardiff successful (

Ping Debia rking)

PING 10.14.27.10 (10.14.2

aC

--- 10.14.27.10 ping statistics ---

4 packets transmitted, © received, 100% packet loss, time 3
292ms

Ping w king)

&2 =BG E right e

- Ping Test on Debian Server & Ubuntu Computer -
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TASK 3:

During the deployment and testing of the network, two main issues were encountered:
network isolation and NAT configuration. At first, LANs were not properly separated,
allowing clients to ping the servers' WAN IPs. To fix this and after much research, firewall
rules and Iptables settings were adjusted to block unwanted connections.

Another problem found was that VirtualBox’s NAT did not provide Internet access as
expected. It was found that the same problem happened for other persons on the internet that
were also using VirtualBox and so a solution was found to restore the connection.

After all that work, everything is working perfectly and even for a beginner it was quite
accessible with proper research.
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Resources :

e [1] Hewlett Packard Enterprise. “What is Virtualization?”
HPE. Accessed feb.1, 2025. [Online]

Available : https://www.hpe.com/uk/en/what-is/virtualization.html

o [2]-
S.J. Bigelow. “What's the difference between Type 1 vs. Type 2 hypervisor?”
techtarget. Accessed feb.4, 2025. [Online]
Available :
https://www.techtarget.com/searchitoperations/tip/ Whats-the-difference-between-Typ
e-1-vs-Type-2-hypervisor

O. Pankevych. “Hypervisors: Type 1 vs Type 2. [PART 1]~

StarWind Hyperconvergence. Accessed feb.4, 2025. [Online]

Available :
https://www.starwindsoftware.com/blog/type-1-vs-type-2-hypervisor-what-is-the-diff
erence

IONOS editorial team. “What’s the difference between type 1 and type 2
hypervisors?”

IONOS Digital Guide. Accessed feb.4, 2025. [Online]

Available :
https://www.ionos.com/digitalguide/server/know-how/hypervisor-type-1-and-type-2

e [3] A. Bandyopadhyay. “Introduction to Virtualization: A Comprehensive Guide for
Beginners”
Linux Handbook. Accessed feb.4, 2025. [Online]
Available :

https://linuxhandbook.com/virtualization/

® [4] Kaspersky. “What is an IP Address — Definition and Explanation”
Kaspersky. Accessed feb.5, 2025. [Online]
Available :
https://www.kaspersky.com/resource-center/definitions/what-is-an-ip-address?

e [5] J.Martindale. “What Is TCP/IP?”
Lifewire. Accessed feb.5, 2025. [Online]
Available :

https://www.lifewire.com/what-is-tcp-ip-8693053?

e [6] T. Jarrett. “Understanding IP Addresses and Their Role in Internet
Communication” Jand! Digital. Accessed feb.5, 2025. [Online]
Available :

https://www.jandl.digital/resources/blog/article/understanding-ip-addresses-and-their-
role-in-internet-communication?
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e [7] D.Garn. “Introduction to IP addressing and subnetting”
TechTarget. Accessed feb.5, 2025. [Online]
Available :
h .

ubnetting?

e [8] CsPs Protocol. “Subnetting and Subnet Mask Explained with Examples.”
CspsProtocol - Simplified Tutorial. Accessed feb.8, 2025. [Online]
Available : https://www.cspsprotocol.com/subnetting-explained/

e [9] A. Balchunas. “Static vs. Dynamic Routing ”
routeralley. Accessed feb.11, 2025. [Online]
Available : https://www.routeralley.com/guides/static dynamic routing.pdf

e [10] M. Kafami. “Link State vs Distance Vector vs Hybrid Routing Protocols”
cbtnuggets. Accessed feb.11, 2025. [Online]
Available :
https://www.cbtnuggets.com/blog/technology/networking/link-state-distance-vector-v

s-hybrid-routing-protocols

e [11] Indeed Editorial Team.. “Static Routing vs. Dynamic Routing: What's the
Difference?” Indeed. Accessed feb.11, 2025. [Online]
Available :
https://www.indeed.com/career-advice/career-development/dynamic-routing-vs-static-

routing
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