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The given report will provide in depth definitions, evaluations and supporting visuals for the following topics virtual machine and virtualisation usage in cloud computing, outline of the cloud computing alternative, its offered services as well as benefits in addition to drawbacks and finally providing an effective solution to the given scenarios, specifically considering both the cost and security for the allocated budget.

[bookmark: _Toc131518234]definition and analysation


[bookmark: _Toc131518235]virtualisation and virtual machine usage in cloud computing

[bookmark: _Toc131518236]Virtualisation is a general term used to refer to an area that is constantly evolving, including the term environmental production, which is used in many types and with too many methods. Initially, virtualization was used to write manufacturer code and software for physical hardware, so that physical hardware could be used to run many applications at once. VMware and its x86 virtualization hardware have been so successful that we use the term virtualization today when we talk about all information technologies (IT), not just server virtualization.[1][2]
The main idea behind virtualization is to usually do multiple things with only one machine. For example, suppose that you have one physical server that uses virtualization software, even though it has only one physical server, it can do multiple processes as if it has more servers. In data centres, there was a need to create individual physical servers for one or more applications and operating systems before virtualization could be used. This led to a high need of space in data centres because with the continuous development of the information communication sector, new servers were constantly emerging, and racks or floors were required for each server. Using virtualization has reduced our need for physical servers and saved establishments money.[1][2] 
Another benefit to virtualization is to be able to include additional virtual machines, when necessary, without having to acquire new physical servers, hardware, or computers. Since the addition of new technology for every single company was a time-consuming and expensive task, companies had to postpone this job constantly or wait for a long time. With virtualization, the pathway to use existing physical servers in multiple duties has been initiated, which has greatly reduced the waiting time. Any user can produce a new virtual machine by creating virtual machines in any physical computer without difficulty and rapidly. You can then use numerous virtual machines at the same time by using a single physical server or computer .[1][2]
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Cloud computing offers the advantageous virtualisation service which mainly focuses on transporting and maximising the usage of all the physical assets to the virtual, such as physical servers, allowing them to achieve a more flexible and scalable solution.[1][2][3]
Server virtualisation permits various virtual machines to operate on one physical server. Virtual servers then share the assets of the physical server, permitting us to utilize the assets of the physical servers more proficiently. Virtual machines are utilizing the CPU, memory, capacity, and manage assets. Virtual machines can have operating systems which perform totally freely of each other. Virtual servers permit the solidification of applications that require one physical server for each, and nowadays diverse applications can be effectively run through virtual machines running on a physical server with the help of a framework middleware program. When it comes to server virtualisation, individuals think of VMware’s vSphere, which holds most of the market. In addition, other major suppliers of server virtualisation organizations include Microsoft's Hyper-V, and Red Hat virtualisation.[1][2]
Storage space virtualisation is the method of classifying physical capacity into a single capacity tool in a virtual way of utilizing the programs. Network can be set up among storage virtualisation and conventional virtual machines since both encourage utilizing physical hardware and assets. Although they are relative, there's a difference between a virtual machine and virtual capacity. Whereas the virtual machine consists of archives, virtual capacity is the capacity controller that manages the memory conceived utilizing software.[1][2]
Network virtualisation uses software to extend network effectiveness by separating virtual systems from the main network equipment. Once you begin utilizing network virtualization, it is only utilized for information transmission and the operation administration can be turned on and off in a spin-off that will be virtual, or program based. When the number of clients of VMware's ESX server expanded, the virtual switch was utilized, so that the fundamental network administration and information exchange were given from inside the ESX network. This pattern shift caught Cisco's attention so that when VMware upgraded to vSphere 4.0, whereby Cisco wrote the new Distributed Switch code for VMware that simplified Cisco study how to provide and design network virtualization and made all Cisco switches software-based executive unit.[1][2]
[bookmark: _Toc131518238]A virtual machine allows computer usage without physical access, they allow multiple operating systems to run on one computer simultaneously. Multiple computers are required for using Windows and Linux simultaneously without the usage of virtualization and virtual machines. VMs are virtual computers, with equivalent components to laptops and smartphones that are only not stored in a physical but virtual state. They require memory, storage and all the components of your physical machine therefore maximising the usage of your hardware and offering benefits such as testing without affecting your own software, flexibility, and security. A virtual machine is a highly encountered service in cloud computing, and it is significant to several different fields, such as network and security management. [1][2]
There are two categories of virtual machines, the first is a process virtual machine, it is a computer program that complete separates the software from the hardware. It allows application software which runs independently of the specific hardware configurations of a particular computer. [1][2]
The second is a system virtual machine is a special type of computer program that allows many different operating systems to run on a single physical computer. This computer program can do everything that the usual operating system can do.[1][2]
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Cloud computing is a term used to refer to computing resources that can be accessed and used over the Internet. These resources include servers, storage spaces, networks, software, and services. Amid the most widespread cloud computing services classics are IaaS (Infrastructure as a Service), PaaS (Platform as a Service) and SaaS (Software as a Service).[3][4]
Cloud computing is popular because of its cost advantages and flexibility for organizations as they can securely store organizations data and access it from anywhere. Customers use the services provided by the service provider by accessing them over the internet. This way, customers can instantly use the resources they need, and the service provider takes care of the management and maintenance of the resources. As a result, cloud computing services are often scalable and flexible, customers can increase or decrease services based on their needs. [3][4][5]
Cloud computing is a complex and advanced field, and it covers many aspects of online and offline computing such as server and storage, it provides the server and storage space that organizations need over the internet. In this way, organizations can flexibly meet their capacity needs, software, and services , it provides a variety of commercial and industrial applications. In this way, firms can use services by paying instead of investing to meet their needs, business, and data security, it provides a variety of commercial and industrial applications. In this way, firms can use services by paying instead of investing to meet their needs, network, it provides organizations with their network needs over the internet. This way, organizations can access it from anywhere and securely store their data. [3][4][5][bookmark: _Toc131640588][bookmark: _Toc131642008]Figure 3
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Description automatically generated]Other relevant services provided by cloud computing are Security as a Service which enables customers to securely secure their data and applications. This service may include features such as firewall, intrusion detection, and blocking. Also, Internet of Things (IoT) as a Service (IaaS) enables customers to manage and analyse their IoT devices and data. This service can include the management of IoT devices and the storage, processing, and analysis of their data. These services are just some examples of cloud computing services, and there may be overlap and overlap between services. [3][4][5]
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Description automatically generated]The three main cloud computing components are servers: the cloud service provider sets up and manages the servers that customers need. Servers host customers applications and data, network: the cloud service provider sets up and manages the network to enable customers to access servers over the internet and management: the cloud service provider manages the servers and network and provides the services that customers need. These services include services such as storage, backup, security, and performance. [3][4][5][bookmark: _Toc131640589][bookmark: _Toc131642009]Figure 4


[bookmark: _Toc131518240]Cloud computing benefits:


· Flexibility:
It allows them to meet the capacity need flexibly. Also, with cloud computing, organizations can decide to use or discontinue services at any time. [3][4][5]

· Scalability:
When the needs change, there is an ability to use the services in a scalable way. In this way, organizations can change themselves and the services they receive according to their wishes and desires. [3][4][5]

· Security:
: Allows data to be stored and backed up securely. Also, cloud computing providers are often managed by professionals who specialize in data security. [3][4][5]

· Mobile and remote access:
It offers the advantage of accessing data from anywhere and from mobile devices. [3][4][5]

· Backup and recovery:
It makes it easy to backup and retrieve data. It also reduces the risk of data loss. [3][4][5]

· Application support:
It satisfies the need for application support for organizations and updates of their applications. [3][4][5]

[bookmark: _Toc131518241]Cloud Computing drawbacks:

· Potential Dependence
Some companies fear relying on an external provider for Cloud Computing, which cannot recover quickly enough for data leaks or security leaks. [3][4][5]

· Challenging transferability
Some companies face concerns about portability, such as a request to change the Cloud provider, for example. Therefore, the option to fall back to a solid cloud strategy should also be considered a plan b. [3][4][5]

[bookmark: _Toc131518242]Infrastructure as a Service (IaaS):

This service delivers the server, storage, and network resources that customers need over the internet. The IaaS service enables customers to lease physical servers to host their software and applications. IaaS provides server, storage, and networking resources to customers. [3][4][5]
Benefits of IaaS are:

· Dynamic scalability,
· Rented/licensed,
· As you go Multiple Service Levels,
· 100% resource accessibility,
· GUI or CLI based easy access.
 IaaS drawbacks: The user is responsible for the computer systems for security and functionality as the user must manage back-ups and setups, as IaaS tools require user involvement for optimal control. [3][4][5]
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[bookmark: _Toc131518243]
Platform as a service: (PaaS)
PaaS aids customers to develop and assess applications over the internet. With the PaaS service, customers can use the platform and tools they need as provided by the service provider while developing their own applications. PaaS, on the other hand, offers customers application development and test environments. [3][4][5]
Benefits of its usage include :
· Faster development and delivery
· Building / deploying applications during work effortlessly upgradeable
· Provides backup, restore, and data security.
· Straightforwardly available from several locations (by multiple teams).
The biggest disadvantage of PaaS is that you cannot control anything except what you make on the platform. If anything does not function correctly with the computer or its programs, the software will also stop working, as you can only change the applications code. It is only for little or middle-sized companies. [3][4][5]

[bookmark: _Toc131518244]Software as a service: (SaaS)
SaaS, on the other hand, offers customers a variation of advertisement and industrial products. The SaaS service enables customers to use a variety of commercial and industrial applications on the internet. With the SaaS service, customers can easily use applications, leaving tasks such as installation, configuration, and maintenance to the service provider. [3][4][5]
Benefits of its usage include :
· On-Demand assistance
· Detached platform.
· No installation required.
·  Resources overseen by provider.
SaaS disadvantages are the lack of control over its cloud-based system. Software provider problems can  affect the user, and this could disrupt websites and harm your business if you depend on online software. Paying for certain software monthly may result in compatibility issues and the software provider determines connections, so they cannot be adjusted independently. [3][4][5]
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Description automatically generated]Generally, when migrating to Infrastructure as a Service there are multiple issues and steps that need to be taken into consideration and the user must undergo a clear communication with the providers especially on the basis of why the organisation is making that change and to also decide if the data and network security approach that the provider uses will match to the needs of the organisation based on their individual case. The first and major step in implementing IaaS is to create a plan in which you consider all the aspects and services you may require to settle on the budget and optimise your usage, after all of the specifications have been settled it is crucial to your assets to test the migration process using a pilot to detect all of the small mistakes or scenarios in which things could not function in the organisations advantage. Yet another important aspect is to make sure that all your information and software is backed up before initialising the migration process as to majorly reduce data risk loss.[6][7][8][12][bookmark: _Toc131640592][bookmark: _Toc131642012]Figure 7

The solution for the first scenario could include choosing the private cloud service, backup and recovery, application and security services as the budget would not represent an issue and the data loss would be minimised in the advantage of the major side project with multiple virtual machines that will suffer no interruptions. [6][7][8]
The solution for the second scenario should focus more on network security, strength, and availability on a private cloud service to be able to maintain connectivity while migrating and reduce the data loss for the virtual machine project and decrease the back-up costs. .[6][7][8] 
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Regions are a specific location in Azure to keep your assets using availability zones, as they allow you to pick specific places to store things in a specific area of Azure as if  you decide to use cloud resources and workloads, it's better to choose the region that's near your employees, users, or customers.  [6][7][8]
A resource group is a group of things in Azure, like computers, websites, storage, and databases. It is a container that holds together all your assets and desired services in Azure that function together.  [6][7][8]

[bookmark: _Toc131518246]authorisation and authentication


Authentication is the process through which a system can determine the user can access it,  it is also the means of establishing your identity, by comparing the password input with the password which was contained by the database. Authorization is the process of selecting access rights/privileges to assets based on the credentials and hierarchical status of the user in the organisation. [9][10][11]
Authentication is the first step in determining access to the required system, as identifying the user with the given username and password and or any more credentials come first before the user is granted authorisation they must first authenticate and prove their eligibility. [9][10][11][12]

[bookmark: _Toc131518247]conclusion

In conclusion based on the provided research-based knowledge, examples, illustrations and benefits and drawbacks I believe I have provided an easy to comprehend, but also complex and in depth presentation of cloud computing, its components and services, the given scenario and virtualisation and virtual machines in the setting of cloud computing.
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