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[bookmark: _Toc26798664]Abstract	Comment by Carlene Campbell: 
This would be more sutitable for an introduction.  Very good start.  Also note you do not put reference citation in an abstract.

According to professor Roumen [1], due to the rise of mobile technology (e.g. mobile phones, tablets etc), managers and employees are changing their attitudes regarding the use of mobile technology. Users no longer want to be tied down to their computers in work and wish to use their own personal devices, both in the workplace and at home. This change in attitude has led to many organisations changing the way they manage their IT. BYOD (Bring your own device) or BYOT (Bring your own Technology), is a rising IT trend, which allows users to use their own personal devices for work. BYOD brings new challenges and opportunities to organisations. 

The report covers:

· The advantages and disadvantages of BYOD 

· The management of BYOD 

· The security policy for CoffeeCaplus in relation to BYOD










[bookmark: _Toc26798665]Advantages and Disadvantages of BYOD

Below are the advantages and disadvantages of BYOD, as outlined by the Vistana website [2] and msidata websites [3]:
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Costs

BYOD reduces the IT costs for CoffeeCapulus, as the costs are transferred to the employee. Even if CoffeeCapulus has to subsidise the costs of the employee’s IT equipment, this still work out to be cheaper than paying the full cost of the IT equipment.

Improves User engagement

The user will be using their own personal device. They will be more familiar regarding the use of the device and the user will be more productivity. Also, if the employee is using their own device, they will tend to require less training. 

Employees Satisfaction

Employees are happier using technology that they are familiar with, and therefore having to manage fewer devices. 

Cutting Edge technology

Employees tend to update their devices more frequently than companies, because they tend to face cheaper update costs when updating their devices.

Information access is better.

Employees can access data from any location, as they do not have to be in the office. Employees will tend to carry their personal devices on them, which makes it easier to access data.
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Security 

BYOD opens up a lot of security issues, but this can be controlled through mobile management software. You can impose security restrictions through the mobile management software, such as all devices need to be kept up to date before they can access the corporate network. This may frustrate users, but is necessary. 

No consistency in the quality of devices used

Some users may update their devices regular, but some users will prefer to use an older device. For example, you may experience some users are using an old version of Microsoft Office and Windows, which does not run as efficiently as the latest versions of Microsoft Office and Windows. You may also find there are compatibly issues with users using different operating systems and software. This can be controlled by giving user’s a list of devices they can purchase and how long they can retain them. If employees wish to use their own device, they will need to agree to using the most up to date technology by signing a user agreement.

Software difficulties

If an employee needs to run a particular software program for work, they may have trouble running the software on their device, if they are using technology that is not compatible with work software. This can be controlled by setting a policy about what devices should be purchased for work. By providing the user with a list of operating systems that can be used with work, this can avoid compatibility issues.

Data Security
Controlling data security can be a problem with users using their own devices, but this can be overcome through the use of mobile management software. A mobile management software system can control how the user manages company data. For example, you can set an application policy to prevent users copying data into their own personal email app.



Privacy

When employees use their own devices, it may contain personal data that needs to be safeguarded. This data can be managed through a mobile management software system, to prevent users copying personal data onto the corporate network. For example, you can set application policies in the mobile management system, that prevent users from copying and pasting data into a company email application.

Support management
Using multiples devices may make IT support difficult. You can control the multiple devices used by users by making users register their device on the mobile management software system, and providing users with a list of devices they can purchase. These two methods will ensure you can support the range of devices that users bring to work.
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After evaluating the advantages and disadvantages of BYOD, the advantages tend to outweigh the disadvantages. BYOD benefits CoffeeCapulus in the following ways:
· Saves CoffeeCapulus money by users using their own devices.

· It makes employees more productive, because they are using familiar devices.

· It improves user satisfaction, because they are using technology they prefer and have less devices to manage. 

· Cutting edge technology - the CoffeeCapulus can benefit from using more up to date technology.

· Information Access is better. They can access the data from any location, and they do not have to be present in the office.

There are disadvantages to BYOD, but a lot of these disadvantages can be overcome by using a mobile management software system and setting policies that users need to agree too: 
· Security - The security of devices can be controlled by using a mobile management software system. Users will need to register their device and meet the compliance policy in the mobile management software system before they can access the corporate network.

· Data management and Privacy - To protect corporate, consumer and user data. You can set application policies within the mobile management system to prevent users copying corporate and consumer data into their own personal email apps or cloud storage. You can also set application polices to restrict users copying their personal data into company apps.

· Support management. By giving users a list of devices that are supported, this can help manage the support of devices used by users.


Based on there being more advantages than disadvantages to using BYOD, I recommend we go ahead with using BYOD for CoffeeCapulus.
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Based on my research from the following YouTube videos [4] [5] , I have determined the best mobile management solution to implement for CoffeeCapulus, is Microsoft Intune, which is part of the Microsoft Azure suite. Microsoft Azure is a cloud-based system offered by Microsoft to businesses. It is a PaaS (platform as a system) and IaaS (infrastructure as system). 	Comment by Carlene Campbell: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person
I have based my decision on the following requirements:	Comment by Carlene Campbell: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person

· On-boarding/Off-boarding (Employees entering and leaving the company). In order for new employees or existing employees to use a new device, they must register or enrol their device in Microsoft Intune, then the device is checked against the compliance policy to ensure the device meets the requirements to access CoffeeCapulus’s network. If an employee leaves CoffeeCapulus, the device is unenrolled, so they no longer have access to the CoffeeCapulus’s network.

· Data Security.  There is a danger when users are using their own personal device, that users may lose their device or have their device stolen. There are number of ways to protect devices if they are lost or stolen:

· Encryption. To protect company data and access, all devices must be encrypted, this can be set when the user register their device in Microsoft Intune. Compliances policies can be set that devices need to be encrypted before they can access CoffeeCapulus’s network. If the device is stolen or loss, any data stored on the device cannot be read. Also, when users connect removable media to their device, compliance policies can be set to encrypt removable media, to protect data stored on removable media.

· Remote Wipe.  If a device is lost or stolen, a remote wipe command can be sent to the device. As soon as someone tries to access the device all data will be wiped and the phone will be reset to factory settings or the default settings when it was first purchased.

· Data management. To prevent user’s personal data been placed on CoffeeCapulus’s network.  Data from the user’s personal apps can be blocked by setting application policies in Microsoft Intune.  You can set application policies in Microsoft Intune to prevent a user copying data from their Gmail app into the CoffeeCapulus’s outlook app. The application policies can be used to restrict a user from copying company and consumer data from CoffeeCapulus’s network into user’s personal apps e.g. Gmail.

· Device and operating system management. Microsoft Intune allows you to manage multiple devices and operating systems, but there is a list of what devices are supported, you will need to make sure users comply with the list of devices Microsoft support. See URL for a list of operating systems supported by Microsoft Intune. https://docs.microsoft.com/en-us/intune/fundamentals/supported-devices-browsers. 


· Application management.  You can control applications by setting restrictions in Microsoft Intune. You can enforce users to use outlook and not their personal emails for sending company emails.
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Server and device hardening are the process of making devices more secure. The list below was derived from the cryptomathic [6]  and netwrix [7] websites, and covers how we will be hardened devices and servers for CoffeeCapulus:

· Use the latest technology, e.g. use up to date browsers such as IE 11, and no browsers lower than IE 11, because browser lower that IE 11 are no longer secure. 

· Disabling unnecessary services such as Telnet on the router, because it is not secure. All data in Telnet is communicated in clear text, and can be easily read by packer sniffer. All remote work on routers, will be done through SSH, which encrypts the data when transmitting and cannot be read by a packer sniffer. In the cisco packet section, if you try to telnet to router0, you will not be able too, because telnet has been disabled, you will need to use SSH to gain access to the router. 

· Disable unnecessary user account, e.g. if you are not using the default account that came with a device or operating system, this should be disabled.

· Password protecting devices, all devices need to be password protected to prevent unauthorised access and to prevent data being comprised. This is cover in more detail in authentication controls and password section.

· Making sure devices have the latest security updates applied to them.

· Logging and auditing. Enabling system, application and security logs, is helpful for analysing unauthorised access or hacking attempts.

· Implement the principle of Lease Privilege on user accounts. Ordinary users will not have admin rights to alter IT devices, only IT staff will have administration accounts to carry admin tasks on devices.  
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All users will need to authenticate into the network. All users will need a user account when using a desktop or laptop. The user accounts will be stored on the domain controller or active directory server (which is a Microsoft database of user accounts). The user will be authenticated when accessing the network against the domain controller. For more information on how windows active directory authentication works, please visit the following site http://www.rebeladmin.com/2018/06/active-directory-authentication-works/  [8]
All user accounts will need to be password protected. All users must meet the password policy when setting up their password. The requirements for user’s password are contained in the password policy, which is contained in Appendix A.

By using user accounts and passwords, we can identify who is logging onto the network and we can monitor user activity. This can help detect suspicious behaviour. Also, if a user account becomes comprised, we can deny access to the user account to prevent security breaches.

In the cisco packet tracer section, in order to access switches and router locally IT staff will need to use the password cisco on the initial login, and if they wish to access a higher security level e.g. enable, they will need to use the password class.

All users when using a mobile device and tablet will need to enter a pin number, or scan a finger print to access the devices. For more details on how a pin number and other mobile phone authentication works see the following URL: https://www.esecurityplanet.com/mobile-security/unlocking-smartphones-pins-patterns-or-fingerprints.html [9]

If users are accessing the corporate Wi-Fi, they will need to be setup on the radius or AAA (Authentication, Authorisation and Accounting) server, with a user account and password to access the Wi-Fi. In the cisco packet tracer section, users will need to use the default profile, and enter the username user1 and password user1 to connect to the WIFI. For more details on how Radius servers work with Wi-fi see the following URL: https://documentation.meraki.com/MR/Encryption_and_Authentication/Configuring_RADIUS_Authentication_with_WPA2-Enterprise [10]

All network sensitive equipment will require, a username and password to access the device. In the packet tracer diagram, Router R1 has been setup with a password when accessing the router and when moving up to higher privilege level e.g. enable, another password has been setup. Also, anyone who accidently tries login into a router will receive a message that unauthorised access is forbidden. 

Screen lockout - If a device or computer is left idle for 5 minutes, the screen will lock, and the user will be required to authenticate to access the device. Also, after a number of failed log-ons attempts, the device will automatically wipe itself. For more details on screen locks see the following URL: https://support.google.com/android/answer/9079129?hl=en-GB [11]
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Encryption

According to the medium.com website [12], encryption is a form of cryptography where a key is used to make the data unreadable, and can only be made readable by using the relevant key. This is to protect the data from being read by unauthorised persons. To protect data stored on mobile devices and laptops, all devices will need to be encrypted. With Microsoft devices, this can be accomplished using windows Bitlocker. For more details on Bitlocker, see the following URL: https://www.pcworld.com/article/2308725/a-beginners-guide-to-bitlocker-windows-built-in-encryption-tool.html  [13]

Non-windows devices e.g. Samsung mobiles you will need to use their own native encryption. All removable media such as USB memory sticks and SD cards will need to be encrypted too.
All configuration file passwords on network devices e.g. switches and routers will need to be encrypted. To encrypt passwords in cisco switches and routers, you can use the service password-encryption command.  In the cisco packet tracer section, if you run the show running-config command, you will notice that service password-encryption is enabled and all the passwords are encrypted. For more details on service password encryption, please visit the following site: 
https://geek-university.com/ccna/service-password-encryption-command/    [14]
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To protect the network against rogue access points which are access points that are physically setup by a hacker which jams and interferes with the signal of a legitimate access point, which blocks the access point from transmitting, then takeovers and pretends to be a legitimate access point (Evil Twin). We will be implementing wireless access controllers, which will monitor the access points and detect if a rogue access point setup has been setup. Then the wireless access control, will use legitimate access points to jam and block the rogue access point from transmitting, until it is detected and disabled by the IT team. For more details on how wireless controllers can protect a wireless network, see the following URL: https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/112045-handling-rogue-cuwn-00.html   [15]


There are a number of security protocols which you can use to authenticate users on a wireless network and encrypt network traffic. We have chosen to use WPA-2, as it offers the strongest wireless encryption and is harder to hack than other wireless encryption protocols such as WEP. You can review appendix B for a full list of different types of wireless encryption and the following site: https://www.howtogeek.com/167783/htg-explains-the-difference-between-wep-wpa-and-wpa2-wireless-encryption-and-why-it-matters/  [16]
For the corporate network we will use WPA-2 enterprise and for home users we will WPA2-PSK.

If users are accessing the corporate Wi-Fi, they will need to be setup on the radius server with a user account and password. In the cisco packet tracer section, users will need to use the default profile, enter the username user1 and password user1 to connect to the WIFI.
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When remote working all users will need to use VPN (Virtual Private Network). A VPN encrypts network traffic. For more details on how VPNs work, please visit the vpnoverview.com site [17]
VPNs can protect against eavesdropping. This is where an attacker uses a pack sniffer to view and read network traffic sent across a network. If the data proves useful to the attacker, they may perform a man in the middle attacker. This is where the attacker intercepts network traffic, then uses ARP requests to pretend to be the sender and receiver of the communication and redirect the network traffic, so they can view and manipulate the data. For more details on man in the middle attacks please visit the following URL: https://en.wikipedia.org/wiki/Man-in-the-middle_attack  [18]

By using VPN technology, we are making the traffic unreadable and therefore an attacker cannot manipulate the data. Also, to further protect against man in the middle attacks, we can use digital signatures. Digital signatures are where the sender hashes and encrypts the message with their private key. The recipient who receives the message will use the sender’s public key to decrypt the message digest, then hash the message to see if the hashes match. If the hashes do not match, this means the message has been tampered with. For more details on digital signatures, please visit the following site: https://www.docusign.co.uk/how-it-works/electronic-signature/digital-signature/digital-signature-faq [19]
We will be using the RSA encryption for the cisco switch and router, which is a form of AES (Asymmetric Encryption System). AES uses two different keys for encrypting and decrypting the data. The sender’s public key is used to encrypt the data and the recipient uses the sender’s private key to decrypt the data. This is different from SES (Symmetric Encryption System), which uses the same key to encrypt and decrypt data. For more details on how AES and SES see the following URL: https://www.ssl2buy.com/wiki/symmetric-vs-asymmetric-encryption-what-are-differences [20]
When performing accessing network routers, IT staff will be required to use SSH, which is a secure remote access protocol or VPN, which uses RSA encryption to prevents hackers reading data using a packer sniffer.  For more details on RSA encryption please visit the following site
https://www.techopedia.com/definition/21852/rsa-encryption [21]

In the cisco packet section, if you remotely log in into the router0, using the command prompt of either pc0 and pc1, and use the command ssh –l admin 192.168.1.1 you will be prompted for a password which is cisco. If you examine the network traffic using snifer0, you will notice you cannot read the username and password for the SSH session.
For more details on SSH, please visit the following site:
https://techiezdesk.wordpress.com/2011/01/12/how-ssh-works/ [22]
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All devices will need to have anti-virus protection. This is needed to prevent the network being infected by malware. The term malware means malicious software. Malware is software which means to harm your network and system. For more details about the different types of malware, please visit the following site: https://www.cisco.com/c/en/us/products/security/advanced-malware-protection/what-is-malware.html#~types-of-malware [23]

There are many different types of malware. Below is a list of the most common types of malware.

Virus- This is a program that allows a hacker to take over system or cause disruption to a system. E.g. restarting a computer, every time a user logs in. 

Trojan - This is where a user thinks they are downloading and installing a legitimate program, but they are installing malware. 

Worm - This is a virus that can self-propagate and spread itself across a network, it differs from a virus, because it can affect more than one system.

Back door - This is where an attacker is able to gain unauthorised access to a system through a weakness in the system or through a malware program, without the victim being aware. For more details on Back doors, please visit the following site: https://www.malwarebytes.com/backdoor/ [24]

Spyware - This is where a program gathers data about a system and sends it to a hacker. 

Botnet - This is where a computer is taken over and is used for a DDOS (Disturbed Denial of Service) attack. A DDOS is where a bunch of computers are used to block users access to a system. For more details on Botnets, see the following URL: https://www.kaspersky.com/blog/botnet/1742/ [25]

Ransomware - This is where an attacker locks a user out of the system. The crypto wall virus is an example of ransomware, this is where the user’s data is encrypted and to gain access to the data the user has to pay a ransom to gain access to their data or system. The ransom is usually paid through bitcoin.

[bookmark: _Toc26798677]Firewall

A firewall is a hardware or software solution designed to prevent unauthorized access to a network. A firewall permits harmless network traffic and blocks harmful network traffic. A firewall is a safety barrier between a private network and the internet. Firewalls can be host based, which runs on only one device or they can be network based where they run as a separate device that protects the whole network.  For more details on how a firewall works, see the following URL:   https://www.cisco.com/c/en/us/products/security/firewalls/what-is-a-firewall.html  [26]

Firewalls use rules to controls network access, this can be based on port, e.g. http (port 80) or an ip address e.g. 62.125.29.63 For more details on firewall rules, see the following URL:
https://support.rackspace.com/how-to/best-practices-for-firewall-rules-configuration/ [27]

In cisco diagram you can see we are using a network firewall. The firewall can be combined with IDS (Intrusion Detection System) or IPS (Intrusion Prevention System) system either as a separate device, or part the same device. IDS identify suspicious network traffic and raises an alert. IPS offers more features than IDS, it can identify and block suspicious traffic. For more details on IDS and IPS, see the following URL: https://www.varonis.com/blog/ids-vs-ips/ [28]

In the cisco packet section, the cisco firewall ASA0 and router1 have been setup to demonstrate how the firewall will work with protecting the private network from the internet.
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[bookmark: _Toc26798679]Cisco packet flow diagram


All devices must be password protected. If a user is accessing a switch or router or firewall, they must enter a password. Initial password is cisco and enable password is class.


All remote work must be carried out using VPN e.g. when accessing router0 from pc0 or pc1, they must use ssh –l admin 192.168.1.1 to access router0, when prompted for password, they must enter cisco.
Access between the private network and the internet must be controlling by a Firewall. Password for firewall is class.
When accessing the Wi-Fi network, users must login using a profile and user account. E.g. when laptop0 access the WIFI network, they must connect using the default profile, and use the username user1 and password user1
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N.B. You many need to use by credentials to access the packet tracer network. 
Username: Whiskychaser123@gmail.com
Password: C4rm4rth3n2017!
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As long as a mobile management software system is in place and the security policy is followed, this will be sufficient to protect CoffeeCapulus’s network and the corporate, consumer and personal data of employees. 
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Password policy. The password policy is based on guidelines from the following website:
https://blog.devolutions.net/2018/02/top-10-password-policies-and-best-practices-for-system-administrators [29]

1.1 Passwords must be complex - Passwords cannot use simple words or user’s names e.g. password. Users will need to use complicated passwords e.g. P@assWord1. Passwords should include a combination of alphanumeric (letters and numbers) symbols, upper and lower-case characters. 
1.2 Password History Policy - This is how often an old password can be reused. This will be set to a min of 10 times.
1.3 Minimum Age password Policy - This is how long a user can keep a password before they can change it. The minimum password age policy prevents the user from switching back to old password after changing to a new password.  The minimum password age will be set to 3 to 7 day to prevent users from switching to an old password. This policy may prevent a user from changing a comprised password, so they will need to contact IT department to get the password changed.
1.4 Maximum Age password policy – This determines how long a user can keep a password. The maximum age a user can keep a password is set to 90 days. This is to make the network more secure.
1.5 Minimum Password Policy Length - The password must be set min of 10 characters. This is to make the passwords harder to hack. Shorter passwords are easier to hack.
1.6 Password Reset - Local administrator and service account passwords should be reset every 180 days. This strengthens the security of the network. 
1.7 Strong passphrase with a minimum of characters. Passphrase are sentences that are used instead of passwords. Passwords are shorter, easy to forget and hack. Passphrase tend to be longer and easy to remember and harder to crack. Passphrases need to be 15 characters in length, to make them secure.
1.8 All passwords need to be audited. Enabling password auditing allows to track password changes. Monitoring helps identify potential security risks. Also, it ensures user accountability and provides evidence in case of security breach. 
1.9 E-mail notifications - By making user aware that their passwords need changing before they expire, this makes the process of changing password smoother.
1.10 Passwords should not be stored in clear text and must be encrypted. Technology such as reversible encryption, will not be used, unless necessary. 
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Below are the different wireless encryption protocols. For more details on wireless encryption protocols visit the site https://www.howtogeek.com/167783/htg-explains-the-difference-between-wep-wpa-and-wpa2-wireless-encryption-and-why-it-matters/  [16] 

WEP – Wireless encryption protocol uses a shared security key, which all users use to access the wireless network. WEP is a very weak and is easy to hack. WEP was the first wireless protocol to be setup for wireless security and has been superseded by WPA.

WPA – Wireless protected protocol uses a pre-shared key to access the wireless network. This protocol has become easy to hack and has now been replaced by WPA 2.

WPA 2 – Can use a pre-shared key. When using the enterprise edition, it can be used with a radius server to authenticate user accounts access to the network. WPA 2 is the Wireless protocol CoffeeCapulus will be using. 

WPS – Wireless Protocol Security was setup to provide easy wireless access for home and small officer users. Security flaws have been discovered in using it and it will be disabled.
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                 MARKING CRITERIA AND STUDENT FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

Common Assessment Criteria Applied  (Assignment 1)	Marks available	Marks 	awarded
1. Research-informed Literature 	Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.		
Engage well with credible sources. Key concept discussed (Grade mark: 73.33%)	15	11
		
2. Knowledge and Understanding of Subject	Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.		
You have demonstrated the appropriate knowledge and understanding of the concepts and underlying principles. (Grade mark: 73.33%)	15	11
		
3. Analysis	Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence		
You have describe and justifying your choices and inter-relate your solution to the given case study.  You have done the dfd and a written policy.  However, you have not done a conclusion or any future work/recommendation. (Grade mark: 75.00%)	40	30
		
4. Practical Application and Deployment	Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.		
You have designed a working diagram that is well annotated with relevant countermeasures. (Grade mark: 85.00%)	20	17
		
5. Skills for Professional Practice 	Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.		
Your work was professionally done with minor errors such as the use of first person tense and contraction grammar. (Grade mark: 75.00%)	10	7.5
		


Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )	Late Submission Penalties (tick if appropriate)	77%
	Up to four weeks late		
	First Attempt?		



