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Introduction
In the first part we delve into virtualisation and virtual machines, two cornerstone concepts of cloud computing, and in second we explained the best solution for two enterprises moving into cloud. 
PART 1
Concept of Virtualization 
Virtualisation, hypervisor and virtual machine are critical components of cloud computing. 
Virtualisation leads to a new set of standards, best practices, and security concerns.
Resource sharing is a very significant contributing technology in cloud computing and Cloud Service vendors include virtualization as part of the service offering for cloud computing. 
With virtualisation we have many servers (clients) on the same hardware platform (host).
In nutshell we have a very powerful system and on top of that we build a small system on that infrastructure. The virtualisation software best knows are VMware, Xen, Hyper-V, VirtualBox.
When we use cloud computing, distributed computing or virtualisation we need to answer the question how the security is enough for us.
Virtualisation holds a lot of benefits:
•	Virtualised environments cost a lot less than all physical servers.
•	They have lower power and cooling costs, a much smaller rack footprint (50-100 servers in the space of 5-8).
Virtual machines control the access between the virtual guest/clients and the host hardware.


Hypervisor comes in different types, type 1 and type 2.
•	Type 1 hypervisor (bare metal) is a part of Virtualisation OS that runs on top of the host hardware (think Data Centre).
•	Type 2 hypervisor runs on top of a regular OS like Windows 10 (think PC).

Virtualisation also poses new vulnerabilities because the technology is newish and very complex.
Besides, clients on the same host should be on the same network segment (Internal/DMZ). 
A host should never be placed together on same zones.
VM Escape (Virtualisation escape) is when an attacker can pass over from the host or a client to different  client, this can be even more of a concern if we have different Trust Level Clients on the same host.
We should also consider the security of the virtual machine:
•	Virtual machine security – if an attacker can access the hypervisor, they may be able to gain access to the clients.

We can add more memory if needed.
•	Resource exhaustion – Sometimes admins oversubscribe the CPU/Memory and do not realise more is need (availability).

In nutshell virtualization is when we can use one or more physical computer to install more than one operating system that could run in parallel (not dual booting) and running one or other operating systems simultaneously on one physical computer depending on capacity configuration of the computer.

One of major benefit that we get from virtualization is cost minimization.
For example, if I can install five operating systems in one computer instead of buying five computers. I will buy just one computer and it did help me to save expenses for 4 computers.
So, if let's say that four different OS (operating system) is connecting to four different virtual machines from remote places they would find that they are using their own computer in their own operating system. Due the use of virtualization they are using just one computer instead four computers each one with one OS.


Concept of Virtual machines and/or virtual servers
They are residing in one physical computer and that is how all these virtual machines are sharing the resources of one physical computer.
The computer running virtual machines saves money, reduces cost and it shares the resources.
All these virtual machines are using the same RAM random access memory or primary memory of physical computers.
From deployment model perspective we have Azure Tenant which is the representation of the organisation where is the user identity level, then the subscription linking to the tenant, and in the subscription there are multiple containers which are called resource groups. 
For example, we can have a web tier, database tier and a business tier resource groups segregated. We create a resource group for a specific region. In the web environment, we have a virtual network, inside it we can have subnets and virtual machines are linked to. The same happens for the production resource group.
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Part 2
There is no standard single unique definition of cloud computing.
The definition of cloud computing varies but if we take into different definitions, it stands on about cloud computing that it uses remote computing resources that is under someone else's ownership and management.
Whereas one standard definition for cloud computing broadly speaking cloud computing means using remote resources and the ownership that might be either someone's else's ownership or it might be under our own organisation's ownership as well.
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I should be paying only for what I can use for the time I use, and it helps me to get rid of monthly billing if something for five hours not paying something in a month.
If we use a computer five hours in a month, we will pay for five hours not for the whole month and access via internet as the data centre is remote access via internet.
And the Billings normally pay as you go. 

The scenario described of two companies that services should be available 24/7 and no loss of service with financial budget (no cost limit) and other (minimum budget) with minimum downturn of service, there a different consideration to take into account in each case.

When we use cloud computing we build or outsource some part of our IT infrastructure, storage and applications.
Cloud computing can be divided into 4 main types:
· Private Cloud Computing: Organisations builds and run their own cloud infrastructure
· Public Cloud Computing: sometimes called Shared tenancy – A company builds a massive infrastructure and rents it out to anyone who wants it.
· Hybrid Cloud Computing: A blend of private and public cloud computing.
· Community Cloud Computing: Only for use by a particular community of consumers from organisation that have shared interests.
Public cloud is much cheaper than private cloud, so the question popping up is:
Why not to move our resources to the public cloud?
Well, security could be a concern, but as well the response time. 
So, what’s if the internet is down?
In most organisation, everything that is critical, anything that is time sensitive we keep in our date centre, and some degree of everything else we host in the cloud, which brings us to hybrid solution which is hybrid between public and private.
Another usefulness of cloud computing is high availability, which means running an application or system with minimum of 2 Availability Zones and different regions. It’s can survive a data centre loss in case of disaster. [1]
Cloud Computing Public Cloud Computing:	
· Platforms are normally offered as:
IaaS (Infrastructure as a Service) - The vendor allocates infrastructure up till the OS, the customer add the OS and above. 90% of Cloud offers those services.
· Platforms are normally offered as:
PaaS (Platform as a Service) – The vendor allocates pre-configured OS, then the customer adds all programs and applications.
· Platforms are normally offered as:
SaaS (Software as a Service) – The vendor allocates the OS and applications/programs. Either the customer interacts with the software manually by entering data on the SaaS page, or data is automatically pushed from your other applications to the SaaS application. 
The dark blue colour is what we are responsible for; the light blue colour is what the vendor is responsible. On-premise is not a cloud, it’s in-house on our server. 
We manage and are responsible for everything, from data center, to networking up to applications. 
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In the scenario of the enterprise outlined in the assessment 1 with high budget and “no cost limit” I would advise to build its own on-premises Data Centre.

According to Caesar Wu and Rajkumar Buyya in “Cloud Data Centers and Cost Modeling” [2]:
“Cost modeling is closely associated with a business strategy, which is an implementation plan for a company (either a cloud service provider or service consumer) to generate its business revenue or profit and to predict the operational cost or capital investment for the business. It can be either very simple or very complex. It is really dependent on the type and size of business.
The cost modeling analysis basically utilizes different types of information and data, and then articulates a concise formula so a decision maker can make the right decision at the right time based on a set of assumptions. The purpose of having a cost model or models and a cost framework are:
• Visualize abstract structure of the complex world
• Organize our concepts, thoughts, and ideas
• Communicate and convince other people”.

About the cloud cost model, the same authors write:
“Before moving on to the next topic of cloud cost modeling, it is very important for us to fully understand the challenges of cost modeling because it is a very complicated process involving many variables and uncertainty factors. Sometimes, it is almost impossible for people to define and measure the cloud. Different people have been trying to use different rules (or models) to measure the “sky.” However, none of the cost models is quite compelling. One of the obvious reasons is that cloud computing is virtual and evolving rather than physical and static.… From an architecture perspective, once a physical server or a node has been virtualized, the old one-to-one relationship between one physical node and one operating system has gone. The relationship between a VM and a physical node can be configured to either one-to-many or many-to one or many-to-many… This nature of a dynamic changing environment will be very challenging for cost modelling because the application workload and server resources do not hold a one-to-one relationship.” [3]


















Figure (Cloud Cost Modeling in Caesar Wu et al):
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Therefore, for the company with “no cost limit” that got enough finance muscle to invest and built a state of art data centre I would advise to build its own on-premises data centre.

For the enterprise with a “medium budget” I would advise to build small data centre on-premises to store the most critical resources and applications in-house due to security and redundance concern and outsource front-end and middleware application be stored in public cloud IaaS, saving money which is not much available.

The Characteristics of Cloud Computing [4]
• On-demand self-service
• Users can be given resources and utilise them with no human involvement from the service vendor
• Broad network access
• Resources attainable over the network is accessed by diverse client systems
• Multi-tenancy and resource pooling
• Different customers can share the same infrastructure and applications with security and    privacy
• Different clients are serviced from the same physical resources
• Elasticity and scalability in a short time
• Automatically and at a great rate obtains and get rid of resources when needed
• In short time and scale based on demand
• Usage is measured, clients pay accurately for what they have used

• Exchange capital expense (CAPEX) for operational expense (OPEX)
• Pay On-Demand: rent hardware
• Less Total Cost of Ownership (TCO) & Operational Expense (OPEX)
• Gain from massive economy of scale
• Stop guessing capacity
• More speed and agility
• Cease to spend money on running and maintaining data centres

The advantages of IaaS:
· Rent instead of buy. 
· Easy migration 
· Full control to build and maintain virtual infrastructure. 
· Global scale which makes it very useful in case of disaster recovery.  

The availability of various data centre scattered around the world allow user much better experience due to access of data in its closeness. The benefit of performance is evident. 

The Disadvantages of IaaS:
· Security risk – On the cloud we don’t have control of the data storage albeit the cloud vendor takes the security very seriously. For example, every data storage in the cloud are automatically encrypted but on some server it’s useless without the keys to open the encryption.
· Need to monitor the system – IT team need to be trained and manage cloud resources.
· Service downtime – nothing is immune to failure. We need to trust public cloud vendor that it going to provide a resilient system and for that SLA (Service Level Agreements) is needed for customers to evaluate. 
· Vendor lock-in - After using one cloud provider (A) we decide to move to a different provider (B), it’s doable of course but it’s a bit challenging. The good news is IaaS is less intensive than other cloud models such as PaaS and SaaS.
· Unexpected Costs – the cost is based on consumption, but the good news is many cloud providers will provide a variety of tools to monitor consumption and costs, optimising the deployed cloud system and reduced the cost but anyway it will be wise to educate and train the people expected to use and manage the cloud about best practice and methods to reduce and monitor a cost.

Vertical scaling, we give more resources, horizontal we add more servers. 
Horizontal Scalability means adding a greater number of instances in our application systems, in other words, it implies distributed systems, and it’s easy to horizontally scale.
This configuration is usual for web applications and modern applications.
Authentication and authorization
When I get an account (my username), authentication is a process asking for username and password, and authorization is the permissions (read/write/delete) that I was assigned to and once logged in I’m allowed to perform. 

Microsoft Azure has regions all around the world:
• Names can be us-east-1, eu-west-3…
• A location is a cluster of data centres
• Most Microsoft Azure services are location-scoped [5]
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