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[bookmark: _Toc215006992][bookmark: _Toc216640367]Abstract
[bookmark: _Toc212475726]Organisations in Cabo Verde must now comply with both the General Data Protection Regulation (GDPR) and the National Data Protection framework established by Law No. 133/V/2001, as amended by Laws No. 41/VIII/2013 and No. 121/IX/2021 [1], due to the increasing importance of protecting personal data globally. To help local entities identify and address compliance risks, this project proposes the design and implementation of a web-based Data Compliance Management Platform. The technology enables automatic searching of relational databases (MySQL) for sensitive and unencrypted data using regular expressions and Natural Language Processing (NLP). To create legally compliant documents in accordance with Article 30 of the GDPR and Article 37 of Cabo Verdean data protection laws, it includes a PDF reporting system. The software, developed with Laravel (PHP), assists compliance officers and DPOs in maintaining accurate records of processing actions. Evaluation results indicate that the system effectively identifies non-compliant data structures and raises awareness of data handling risks, helping small and medium-sized organisations to better prepare for CNPD audits and GDPR requirements [2].

[bookmark: _Toc212475727][bookmark: _Toc214815593][bookmark: _Toc214815688][bookmark: _Toc215006993][bookmark: _Toc216640368]Introduction
The necessity for robust data protection procedures has increased in Cabo Verde due to the digitalisation of governmental and private sector services. By enacting laws like Law No. 133/V/2001, Law No. 41/VIII/2013, and more recently, Law No. 121/IX/2021, Cabo Verde has brought itself into compliance with international data protection standards, especially the General Data Protection Regulation (GDPR) of the European Union. The requirement that companies keep current records of their personal data processing operations, as outlined in Article 30 of the GDPR and Article 37 of the local law, is a crucial part of these legal tools [3]. 
However, many Cabo Verdean institutions and small and medium-sized businesses (SMEs) lack the technical capability to audit sensitive data stored in their systems or to monitor data processing procedures. Approaches to manual compliance are frequently laborious, prone to mistakes, and unsustainable in the face of growing regulatory inspection. Because of this gap, there is an urgent need for automated, intelligent technologies that assist legal compliance and raise a culture of data accountability [4]. 
The creation of a Data Compliance Management Platform to challenge this issue is presented in this dissertation. The system uses regular expressions and natural language processing to automatically search corporate databases for unencrypted sensitive or personal information. Real-time structured compliance reports are produced, risk levels are evaluated, and violations are documented. The platform is designed for use by compliance officers, Data Protection Officers (DPOs), and system administrators. It is built on the Laravel (PHP) framework and has integrated PDF report production (using DomPDF).
Both technical and legal objectives are met by the project: on the one hand, it guarantees reliable backend procedures and user-friendly interfaces; on the other hand, it complies with GDPR Article 30 and Article 37 of the Cabo Verdean Agreement [4]. Agile development methods were used to create the system, which was then tested for usability, functionality, and legality.
A thorough study of the literature and regulations, an outline of the design process, documentation of the technical implementation, and the findings of compliance and performance assessments are all included in the ensuing chapters. This study/Project adds to the growing body of knowledge on data governance in emerging digital economies by providing a locally applicable and scalable approach to reducing privacy risks.

[bookmark: _Toc216640369]
Literature and Regulatory Review + Legal Analysis
[bookmark: _Toc212475728][bookmark: _Toc214815594][bookmark: _Toc214815689][bookmark: _Toc215006994][bookmark: _Toc216640370]Context of Law in Cabo Verde
Law No. 133/V/2001 first created the General Legal Regime for the Protection of Personal Data in Cabo Verde, which generally complies with OECD and EU data protection frameworks. The state did, however, strengthen its laws through Law No. 41/VIII/2013 and the major reform under Law No. 121/IX/2021, which brought clearer provisions for data processing records, breach notification, and the role of the Data Protection Officer (DPO), in response to the rise of digital services, international data transfers, and cybersecurity threats.
Article 37 of the present law is like Article 30 of the EU's GDPR, which requires all data controllers and processors to keep up-to-date internal records of data processing activities, including data categories, processing goals, disclosures to third parties, and retention periods [6].
Small and medium-sized businesses (SMEs) in Cabo Verde are severely impacted by this requirement, particularly those without internal IT or legal departments. Therefore, it is becoming more important to have systems that automatically identify sensitive data and produce reports that comply with the law.

[bookmark: _Toc212475729][bookmark: _Toc214815595][bookmark: _Toc214815690][bookmark: _Toc215006995][bookmark: _Toc216640371]GDPR and Article 30: Records of Processing Activities (ROPA)
The most extensive privacy law in the EU is the General Data Protection Regulation (GDPR), which was enacted in 2016 and has been in effect since May 2018. Article 30 mandates that companies keep records of their processing activities that are available to supervisory authorities upon request. These documents must contain the following information: 
· The controller's or DPO's name and contact information.
· Processing goals.
· Data subject and personal data categories.
· Recipients and international transfers.
· Retention schedules.
· Organisational and technical security measures [7].
Administrative fines of up to €10 million or 2% of worldwide yearly income, whichever is higher, may be imposed for noncompliance with Article 30 [8].
GDPR compliance is essential for businesses handling the data of EU citizens or collaborating with European partners in the Cabo Verde context. To avoid legal impacts, an increasing number of digital platforms are using ROPA automated features.


[bookmark: _Toc212475730][bookmark: _Toc214815596][bookmark: _Toc214815691][bookmark: _Toc215006996][bookmark: _Toc216640372]Role of Technology in Data Protection Compliance
The relationship between automated compliance audits and data protection law has been examined in several scholarly and commercial solutions in recent years. The creation of intelligent compliance solutions can greatly lessen the operational strain of handling sensitive data across databases, claim Silva et al. (2021) [9]. These technologies frequently use natural language processing (NLP) to recognise context-sensitive data (such as health or biometric information), regular expressions (Regex) to identify patterns like emails or ID numbers, and database schema introspection to track down the location of personal data storage.
Scanning database tables, identifying sensitive material that has not been encrypted, storing infractions, and producing alerts or reports for compliance teams are all common steps in an implementation pipeline [10].
[bookmark: OLE_LINK1]Furthermore, research indicates that post-hoc auditing is less successful than privacy-by-design strategies, which incorporate compliance tools directly into system architecture. This lends credence to the project's technical model [11].

[bookmark: _Toc212475731][bookmark: _Toc214815597][bookmark: _Toc214815692][bookmark: _Toc215006997][bookmark: _Toc216640373]Existing Tools and Gaps
Data mapping and ROPA documentation are among the GDPR compliance options provided by several commercial technologies, including OneTrust, TrustArc, and DataGuard. These products, however, are frequently:
· Expensive and out of reach for SMEs in poor nations. 
· Designed for EU markets without legal customisation for African or Lusophone countries; and 
· Difficult to apply, necessitating extensive onboarding and legal knowledge [11].

On the other hand, this project aims to provide an open, locally relevant, and legally compliant platform tailored to the Cabo Verdean context. It will offer the following features:
· PHP (Laravel Framework)
· Automatic relational database scans (MySQL).
· Violation detection using Regex/NLP.
· An Ubuntu virtual machine running MySQL that stores reliable, sensitive, and non-sensitive datasets.
· DomPDF (PDF generation).
· Laravel Sanctum (API authentication)
This gap in the literature supports the necessity of the solution created for this project.
[bookmark: _Toc212475732][bookmark: _Toc214815598][bookmark: _Toc214815693][bookmark: _Toc215006998][bookmark: _Toc216640374]Requirements Gathering & System Design

Building this Data Compliance Management Platform requires a thorough approach to both functional and non-functional requirements, supported by the concepts of software engineering, privacy by design, and legal compliance. In accordance with the European General Data Protection Regulation (GDPR) and the National Data Protection Legislation of Cabo Verde, specifically Article 37 of Law No. 121/IX/2021, the platform's implementation is guided by the fundamental system capabilities, architectural design, and data security considerations described in this section.
Functional and Non-Functional Requirements
The solution is meant to help users, who are usually compliance personnel or Data Protection Officers (DPOs), start a thorough database scan of their organisation to follow the rules in Article 30 of the GDPR and Article 37 of Cabo Verde's updated data protection legislation. When a scan commences, the backend server checks every table in the chosen MySQL databases to see whether there is any sensitive or unencrypted personal information. This is to find out whether there have been any possible infractions.
This procedure uses regular expression (Regex) matching and basic Natural Language Processing (NLP) techniques to locate names, phone numbers, email addresses, and national identifiers that can be linked to a person. There is a table in a database called "sensitive data" that keeps track of violations and their metadata, such as the table name, field, violation type, and risk level. This architecture makes sure that audits and traces are legally possible.
Along with functionality, a few non-functional criteria also affected how it was put into place. The most important one is the system's security, which makes sure that no raw personal data is ever kept in the system. Only hashed or masked data samples are kept, which lowers the danger of re-identification in case of a compromise. Also, performance was very important because the system had to be able to scan medium-sized databases (usually with fewer than a specified number of tables) and give useful results in a reasonable amount of time, ideally in a few minutes. Usability is another important factor because the platform is meant for non-technical workers; thus, it needs to have a clear, easy-to-use interface that doesn't require any training.

[bookmark: _Toc212475733][bookmark: _Toc214815599][bookmark: _Toc214815694][bookmark: _Toc215006999][bookmark: _Toc216640375]System Architecture
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[bookmark: _Toc216031023]Figure 1 System Diagram design
[bookmark: OLE_LINK6]Based on the Laravel PHP framework, the platform has a modular architecture for starting scans, getting findings, and creating reports. Using authenticated HTTP requests, the frontend communicates with the Laravel backend and Frontend. The backend serves as the primary controller, managing data processing, NLP/Regex violation detection, report generation, and scan orchestration. A safe and effective layer for data management is provided by Laravel's Eloquent ORM, which abstracts database interaction.
A key element of the system is the DomPDF-built PDF report generator. After infractions are noted, people can ask for a report on a particular business. Following this, a server-side procedure gathers the pertinent information into a Blade HTML template, which is subsequently produced as a PDF that can be downloaded. This report can be submitted as part of internal reviews or CNPD audits because it is formatted in accordance with the legal requirements set by data protection authorities.
The user action to "start scan" initiates a POST request, followed by a backend loop that searches each table for unencrypted data. Figure 1 (System Activity Diagram) shows the entire process. A JSON response containing alarms and risk charts is sent to the frontend upon detection and risk classification. The user can create a PDF report utilising the pre-logged violations in the sensitive data table by sending a follow-up GET request. The Laravel controller returns the finished downloaded document.
[bookmark: _Toc212475734][bookmark: _Toc214815600][bookmark: _Toc214815695][bookmark: _Toc215007000][bookmark: _Toc216640376]Data Model and Schema Design
[bookmark: _Toc212475735]The database schema was designed to prioritise low data retention, auditability, and scalability. Businesses, scans, and sensitive data are the three main components that support the platform's operation. Metadata, such as identities and DPO contact details, is stored in the business’s database for every client organisation. The scans table records timestamps, status updates (such as "running" or "completed"), and computed risk levels for every compliance check that a user starts. The database object (table and column), the type of violation (e.g., email or ID), and a masked sample of the match are all recorded in the sensitive_data table, which records each violation found during the scan.
[bookmark: _Toc212475736][bookmark: _Toc214815601]This schema preserves the integrity of personal data while allowing the system to keep track of all audit actions. Only minimal identifying patterns are recorded with risk classification; complete data are not saved. This is consistent with the GDPR's Article 5(1)(c) data minimisation principle [12].

[bookmark: _Toc216640377]Database Design
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[bookmark: _Toc216031024]Figure 2 Database Design
[bookmark: _Toc212475737][bookmark: _Toc214815602][bookmark: _Toc214815696][bookmark: _Toc215007001]

[bookmark: _Toc216640378]Privacy and Security by Design
From the very beginning of the system's architecture planning process, security and privacy were given top priority. Several safeguards were incorporated into the platform in accordance with the GDPR's privacy-by-design concept (Article 25) and Cabo Verde's emphasis on responsible data processing in Law No. 121/IX/2021. First, the platform completely avoids storing unprocessed personal information. Before being added to the violation report, every match is either hashed using SHA-256 or anonymised (using string masking like adel***@domain.com). This method significantly reduces the risk of identity leaks from unauthorised access.
Second, Laravel controls access to system services by implementing token authentication, which guarantees that only authorised users may start scans or view reports. The inclusion of user roles and audit trails facilitates accountability and traceability, both of which are mandated by supervisory bodies [13].
[bookmark: OLE_LINK7]Third, all endpoints are required to use a secure connection (via HTTPS), and sensitive data and system logs are encrypted while they are at rest. Scan findings are only kept for the time needed to create the report; after that, all the data in the memory is released. No long-term storage of scanned content is allowed.
When combined, these security mechanisms guarantee that the platform is lightweight and operationally efficient while meeting the minimal standards established by data protection regimes. Internal testing and compliance mapping efforts against GDPR Article 30 and Article 37 of the Cabo Verdean Constitution confirmed the platform's efficacy and legal compatibility.


[bookmark: _Toc212475738][bookmark: _Toc214815603][bookmark: _Toc214815697][bookmark: _Toc215007002][bookmark: _Toc216640379]Methodology
[bookmark: OLE_LINK8]This Data Compliance Management Platform is developed using an organised, iterative process inspired by agile software engineering. Because user needs and compliance requirements under national and international data protection regulations are constantly changing, this strategy was selected. The platform had to be usable by non-technical employees, such as compliance managers and data protection officers (DPOs), while adhering to stringent legal and technical requirements. To achieve this, the approach integrated legal assessment, practical testing, and incremental system development, making sure that every phase stayed in line with the requirements outlined in Article 30 of the General Data Protection Regulation (GDPR) and Article 37 of Cabo Verde's Law No. 121/IX/2021 [14], [15].
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[bookmark: _Toc216031025]Figure 3 Project Timeline
The project was broken down into separate but related stages:
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· Evaluation
· Backend
· Frontend development.
· System requirements collection
· Legal review
· PDF report integration.
The project schedule shows these steps (Figure 2). During the literary and legal review phase, which took place from late July to mid-August, the EU's and Cabo Verde's data protection duties were compared. The focus was on the rights of data subjects, the obligations of controllers, and the requirements for documentation. This legal framework was utilised to develop the platform's data model and reporting structure.
During the next phase, which took place between September and October, functional and non-functional needs were identified based on technical feasibility assessments and the legal review. At this point, a paper prototype of the user interface was developed, and stakeholders provided feedback that enhanced the interactive wireframes. These wireframes were later transformed into components for the frontend implementation to ensure that the final product maintained the user-friendly flow planned during the initial design iterations.
[bookmark: OLE_LINK11]First, backend functions were made, and then development was done in sprints. Using Laravel, I developed the endpoints for starting scans, keeping track of violations, and making PDF reports. Before being added to the front-end interface, each of these endpoints is tested on its own. NLP/Regex logic was used to match sensitive data patterns, including names, emails, and NIFs. Only metadata was kept for each match; no personal information was kept. This finding follows Article 5(1)(c) of the GDPR, which says that data should be kept to a minimum. After the backend logic worked, I utilised Blade templates and DomPDF to make PDF files and reports that were legal [16].
The method includes a formal evaluation stage, and in October and November, platform testing is done to check how well the system works, how well it follows the law, and how easy it is to use. Usability experiments with fictional users, both adults and children, have shown that the UI must be improved in two ways: clearer notifications and easier navigation. Legal compliance tests check that reports include the right metadata by comparing them to Cabo Verdean GDPR Articles 30 and 37. The average time it takes to process tables in system performance testing with varying database sizes is less than three minutes, which meets design goals.
 In general, the agile and iterative approach used in this project ensured that it always matched the needs of the law and the customers. Testing and assessments that happened often helped uncover and fix usability and compliance issues early in the development process. Instead of treating legal analysis as an audit after construction, it was built into the platform's architecture such that data protection and privacy were never an afterthought. This method is in line with current rules for developing software that follows the GDPR, which stresses how important it is to include legal reasoning in the system architecture from the start of the design process [17].


[bookmark: _Toc212475739][bookmark: _Toc214815604][bookmark: _Toc214815698][bookmark: _Toc215007003][bookmark: _Toc216640380]Implementation 
The Data Compliance Management Platform is put into action by making the system design that was discussed in earlier sections a reality. This chapter shows the most important parts of the platform, such as how the backend works, how the frontend interacts with it, and how report creation tools are added. This platform uses PHP (the Laravel framework) for the backend, MySQL for database operations, and Laravel for the front end. Also, I will use DomPDF to make compliance reports that were legally constructed.
The backend, which was created with Laravel, takes care of important tasks like scanning the database, matching patterns, and sorting data. They used a modular approach, breaking things down into controllers (which handle HTTP requests), services (which handle functionality), and models (which handle data abstraction). When a scan starts, the Laravel controller uses Laravel to verify the request and then sends the scan task to a separate service class. This service goes through all the database tables and uses a collection of regular expressions and NLP rules to find personal or sensitive data that might not be encrypted.

Regular expressions were utilised to find fields that look like email addresses, phone numbers, national identifiers (like NIF), and date of birth, for example. The matching logic was made so that it may be expanded to include biometric, financial, or health-related data types in the future, if they fit the categories in Article 9 of the GDPR [18]. The sensitive data table keeps track of the scan's output. It has the names of the tables, the names of the columns, the type of data found, a masked example, and a risk score that was determined. This lets compliance teams figure out how serious the exposure might be without having to look at raw data.
The frontend interface was made with Laravel and has two primary pages: the scan dashboard and the report viewer. Users can choose a database, start a scan, and see the findings in real time on the dashboard. AJAX queries get scan progress, and alarms show up in real time as violations are found. After a scan is done, users can get the full compliance report in PDF format by choosing the scan record that is appropriate. All communication between the front end and back end is done over HTTPS and verified with session tokens.
DomPDF is a library that works with Laravel and turns Blade HTML templates into PDF files. It is used to make PDF reports. The template was made to follow both Article 30 of the GDPR and Article 37 of Cabo Verde's data protection law. Each report has important metadata, such as the name and contact information of the controller, the reasons for processing data, the types of personal data found, and suggestions on what to do depending on the risks that were revealed. The report's form is like how European compliance tools and CNPD guidelines are usually set up.
[bookmark: OLE_LINK4]All scan events are recorded with timestamps, and the system keeps an audit trail to make things clearer and more accountable. There is a distinct audit table for each user action, like starting a scan, making a report, or logging into the system. These logs can be looked at later by auditors or legal teams, and access control systems keep them safe.

During the implementation phase, a lot of emphasis was placed on making things run faster. To speed up load speeds, Laravel's Eloquent ORM( Object-Relational Mapper) was set up to batch database searches. To keep the user from freezing, scan progress updates were handled asynchronously. I will use a MySQL database on an Ubuntu virtual machine that stores reliable, sensitive, and non-sensitive datasets, with Laravel services that process and deliver useful data quickly using optimised caching and retrieval methods.

Figure 3 shows screenshots of the platform when it was being built. These demonstrate the user interface parts, such as the real-time risk alert view and the PDF report preview modal. The final solution successfully puts all the system's parts together into a single platform that is easy to use, follows the law, and works well.

[bookmark: _Toc212475740][bookmark: _Toc214815605][bookmark: _Toc214815699][bookmark: _Toc215007004][bookmark: _Toc216640381]Tools Installation
Composer Instal
The composer install command in Laravel installs all dependencies from the composer.json file into the vendor directory.
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[bookmark: _Toc216031026]Figure 4 Composer Instal
I launched a Laravel project called GDPR-CNPD-CV in Visual Studio Code and ran the composer install command from the terminal  [19]. The composer found that the composer.lock file was either missing or out of date, therefore, it updated all the PHP package dependencies in composer.json to their most recent versions that were still compatible. It locked certain versions (such fakerphp/faker, doctrine/lexer, whoops, etc.) and put them in a new composer.lock file. This makes sure that all environments use the same package versions, which helps with consistency in development and deployment.

Composer Instal 2
[image: A screenshot of a computer
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[bookmark: _Toc216031027]Figure 5 Composer Instal 2
I successfully finished the Laravel Composer install procedure in Visual Studio Code in this second phase. Composer added important development dependencies, such as phpunit/phpunit for testing and other Spatie packages (including laravel-ignition, error-solution, and flare-client-php) that make debugging easier. It also added yajra/laravel-datatables-oracle, which lets you make interactive data tables. Laravel executed php artisan package:discover on its own, which registered core service providers like laravel/sanctum, laravel/ui, and laravel/tinker. Finally, I tried to publish assets with php artisan vendor: publish --tag=laravel-assets, however there were no assets with that tag.
Key Generate
The php artisan key:generate tool produces a random 32-character encryption key for Laravel apps. This key is saved in the .env file as the APP_KEY environment variable [21].
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[bookmark: _Toc216031028]Figure 6 Key Generate
Set up the .env file for the Laravel project GDPR-CNPD-CV during this phase. I configured environment variables such as the app name, the database connection (MySQL), and the local credentials (DB_USERNAME=root, DB_PASSWORD=Desde_1904). I also set up Redis, mail settings, and logging options. Then, I ran the command php artisan key:generate, which created a unique base64 application key. In Laravel, this key is essential for encrypting user sessions and other sensitive data. The terminal confirmed that the application key was set correctly, marking the completion of the first step in configuring the backend environment.


Environment file set up
The .env.example file lists numerous typical environment variables. This file will be copied to .env automatically after Laravel installation [22].
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[bookmark: _Toc216031029]Figure 7 config env
I set up the environment file for the project here. First, I typed cp .env.example .env to make a new .env file from the default example template. This file keeps private settings like the program name, debug mode, and URL. I changed the settings for the database connection to use MySQL credentials (DB_USERNAME=root, DB_PASSWORD=Desde_1904, DB_DATABASE=gdpr_cnpd_cv). I also set up Redis, session handling, and email services. For the Laravel framework to connect to the database, caching, and mail servers correctly in the local development environment, some changes are necessary.


Migration
Migrations are like version control for a database. It let me define and share the schema definition for the application's database [23].
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[bookmark: _Toc216031030]Figure 8 Migration
Running the command php artisan migrate --seed in this step to get the database ready for the project. First, the system constructed the migration table. Then, it conducted a series of migrations to establish the database structure it needed, including tables for users, roles, permissions, firms, industries, and their pivot tables. Then, Laravel automatically executed the seeders, which filled these tables with initial data using classes like PermissionsTableSeeder, RolesTableSeeder, and UsersTableSeeder. This process makes sure that the GDPR-CNPD-CV system has all the basic data it needs to manage user access and check for compliance with data protection laws.




MySQL Workbench Database Create
MySQL Workbench is a single visual tool that database architects, developers, and DBAs can all use. MySQL Workbench has tools for modelling data, writing SQL, and managing servers, users, backups, and a lot more [24].
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[bookmark: _Toc216031031]Figure 9 Database create
I used MySQL Workbench to make the MySQL database schema gdpr_cnpd_cv in this phase. I opened the Schema Editor and typed in the name of the schema. I didn't change the default charset or collation. This schema is the main database for my Laravel GDPR/CNPD-CV project. It holds all the tables, including those for users, roles, permissions, and audit logs. After I made this database, I linked it to Laravel's .env file and performed migrations and seeders to set up the system's data structure.


[bookmark: _Toc212475741][bookmark: _Toc214815606][bookmark: _Toc214815700][bookmark: _Toc215007005][bookmark: _Toc216640382]Development
In the Development phase, I used the same logic as the Tools Installation. I created the main parts of the GDPR-CNPD-CV compliance platform. This covers making the Minimum Viable Product (MVP), setting up database models, doing the necessary migrations, and building the Scan module. I will set up the scan feature, make an index view, add a Scan navigation menu, and set up routes to administer scans. These procedures are the first steps towards user engagement and compliance auditing.

1. MVC Create
MVC stands for "Model View Controller." It shows how developers of architecture build applications. MVC is a way to structure software that keeps domain, application, and business logic distinct from the rest of the user interface. It does this by breaking the app up into three parts: the controller, the view, and the model [25].
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[bookmark: _Toc216031032]Figure 10 1. MVC Create
In this stage, I used Laravel's Artisan tool to construct the Scan model, migration, and controller (php artisan make:model Scan -mc). I set up the scans table with a foreign key to companies, a status field, and a risk_level field that starts at 0.




2. Run Migration
[image: A screen shot of a computer
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[bookmark: _Toc216031033]Figure 11 Run Migration
I ran the migration with the command php artisan migrate, which ran the create_scans_table migration that I had already set up. This made the scans table in the database. It has columns for id, company_id (a foreign key), status, risc_level (which is 0 by default), and timestamp fields. The migration worked, taking only 44 ms. This means that the database structure is now suitable to contain scan entries that are related to companies.



3. Define Models
Models in Laravel are much more than just a way to connect to a database. They are powerful tools that let us put business logic in one place, set up linkages between tables, and enforce data validation rules all in one well-organised structure [26].
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[bookmark: _Toc216031034]Figure 12  Define Models
I set up the Scan model that is under app/Models/Scan.php. I set the name of the table to "scans," made the key fields mass assignable with $fillable, and turned on soft deletes. I also built a relationship method called company() to show that each scan belongs to a firm. I did this by utilising Laravel's belongsTo method and the foreign key company_id. This model structure makes it easy to use Eloquent ORM to manage scans.


4. [bookmark: _Toc212475742][bookmark: _Toc214815607][bookmark: _Toc214815701][bookmark: _Toc215007006]Create Scan Functions
To make a scanning function in Laravel, we need to put together frontend scanning tools with backend processing [27].
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[bookmark: _Toc216031035]Figure 13 Create Scan Function
I added the primary functions to ScanController in this phase. The index() method gets all scans and their associated firms and sends them to the admin.scans.index view. The create() method gets a list of all the firms so that a dropdown may be filled in on the scan creation form. The store() method checks the request and adds a new scan entry to the database. These routines make up the Scan module's CRUD logic.



5. Create Index View
When we want to make an index view in Laravel, we usually need to set up a route and a controller method, using the index method. The controller's index method gets data from the database and sends it to a Blade view to be displayed.
[image: A screen shot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc216031036]Figure 14 Create Index View
I made the index.blade.php view to show scan records in the resources/views/admin/scans/ folder. The table shows important columns including ID, Company Name, Company Email, Status, and Risk Level. For layout inheritance and access control, I used Blade directives like @extends, @section, and @can. The table is ready to work with DataTables to improve the user interface. It is styled with Bootstrap classes.


6. CreateScan menu
Creating a "Scan" menu in Laravel involves integrating a scanning feature into the application's navigation.
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[bookmark: _Toc216031037]Figure 15 CreateScan menu
I added the Scan section to the admin sidebar menu by changing menu.blade.php at this stage. I added a new list item that goes to the scan index route with route('admin.scans.index'). The @can('scan_access') Blade directive controls who can see this menu, ensuring that only authorised users can see it. This connection makes it easier to find and access scan records.


7. Create Route to the scan
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[bookmark: _Toc216031038]Figure 16 : Create Rout to the Scan
I registered the routes for the Scan module in this stage by changing the web.php file in the routes directory. I used Route::resource to connect the ScanController under the admin namespace to the regular RESTful routes (index, create, store, etc.). This lets Laravel automatically handle all endpoints related to scans and makes sure that the controller and view work well together.


8. Migration, sensitive data
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[bookmark: _Toc216031039]Figure 17 8. Migration, sensitive data
In this phase, I developed a data migration to revise existing entries in the sensitive_data table. I substituted cpf and cnpj values in the sensitivity_type column with cni and incorporated migration notes utilising DB::raw() for traceability. I recorded the operation utilising Log::info(). The down() method endeavours to execute a rollback by designating impacted entries as other_personal [28].


9. Update Module Scan
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[bookmark: _Toc216031040]Figure 18 9. Update Module Scan
I used a new migration to change the risc_level column in the scans table from an integer to a string in this step. This lets the system keep track of more detailed risk categories, including "low," "high," or "unknown." The up() method sets the default value to "unknown," and the down() method changes it back to an integer with a default value of 0.


10. Module, sensitive data
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[bookmark: _Toc216031041]Figure 19Module sensitive data
Organising the SensitiveData model in app/Models/SensitiveData.php during this phase. To make sure that data was classified in the same way, I established constants for SENSITIVITY_TYPES (like cni, email, and health_data) and RISK_LEVELS (low, medium, high, and critical). I also set up $fillable and $dates so that I could use mass assignment and handle timestamps. This model allows you keep track of your personal data in categories, as the GDPR requires.


11. Controller Show Report
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[bookmark: _Toc216031042]Figure 20Controller Show Report
In this stage, I added the showReport() method to the ScanController so that it only shows a detailed scan report when the scan state is set to "completed." The approach gets company data that is relevant, compliance metrics, risk distribution, grouped sensitivity kinds, specific CNI records, and non-compliant data to make suggestions. The admin.scans.report view gets all the results so they may be looked at visually.


12. Controller Run Scan
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[bookmark: _Toc216031043]Figure 21 Controller Run Scan
As part of this stage, I added the runScan() method to the ScanController so that it could run a GDPR/CNPD compliance scan. The function initially checks to see if the firm for which the scan is intended exists and has access to the database. After that, it calls a scanning service to check for compliance and sends back a structured JSON response with information like the risk level, compliance score, and objects that are not compliant. It records the exception and marks the scan as unsuccessful if an error occurs.


13. Command Run Scan
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[bookmark: _Toc216031044]Figure 22 Command Run Scan
I made a custom Artisan command called RunGdprScanCommand in the app/Console/Commands/ folder in this step. You can run GDPR/CNPD scans manually from the terminal using this command. With the --all flag, it can scan either a single firm by ID or all enterprises with the right database credentials. The command uses DataScanningService and keeps track of the scan process in logs.


14. Service Run Scan
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[bookmark: _Toc216031045]Figure 23 Service Run Scan
I implemented the executeScan() method within the DataScanningService class, situated at app/Services/. This program executes a comprehensive GDPR/CNPD assessment for a specified firm or scan instance. It generates or modifies a scan record, establishes a connection to the target company's database, retrieves all table names, and initiates the analysis of columns for sensitive information. Logging is employed to monitor progress and results during execution.


15. Create Rout Run Scan
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[bookmark: _Toc216031046]Figure 24 Create Rout Run Scan
I incorporated custom routes for the Scan module in the web.php file. I established a POST route for initiating the GDPR/CNPD scan (scans/{scan}/run) linked to ScanController@runScan, and a GET route for accessing the scan report (scans/{scan}/report) associated with ScanController@showReport. These routes provide sophisticated scanning activities that extend beyond conventional CRUD functionality.


16. Update Index View
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[bookmark: _Toc216031047]Figure 25 Update Index View
In this phase, I modified the index.blade.php view located in resources/views/admin/scans/ to incorporate supplementary scan attributes in the table: Title, Compliance Score, and Risk Level. Each scan entry now displays enhanced metadata, augmenting the scan list's usability for administrators. This feature facilitates improved viewing of essential compliance indications immediately from the scan overview screen.


17. Create Report View
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I generated the report.blade.php view in the resources/views/admin/scans/ directory. This template presents a visual report of the GDPR/CNPD scan for a particular firm. It comprises formatted sections displaying the company name, compliance score (along with conditional colour feedback), and additional pertinent scan information. The design enhances the admin panel and employs Blade components with Bootstrap classes for a polished, responsive interface.


[bookmark: _Toc214815608][bookmark: _Toc214815702][bookmark: _Toc215007007][bookmark: _Toc216640383]PDF Scan Report
18. Install DomPDF
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[bookmark: _Toc216031048]Figure 26 1. Install DomPDF
I installed the barryvdh/laravel-dompdf package using Composer to facilitate PDF generation in the Laravel application. Upon executing composer need barryvdh/laravel-dompdf, Laravel automatically registered the service provider and identified associated packages. I subsequently endeavoured to publish vendor assets via php artisan vendor:publish --tag=laravel-assets; however, no assets were accessible for that tag. The program has been successfully installed and is now prepared to generate compliance reports in printable PDF format [29].


19. 19. Download PDF Functions
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[bookmark: _Toc216031049]Figure 27 19. Download PDF Functions
I implemented the downloadPdf() function in the ScanController to generate a PDF version of the scan report, utilising the Laravel DomPDF module. The method initially confirms the completion of the scan, thereafter, collects pertinent data, and turns the Blade view (admin.scans.report_pdf) into HTML. The HTML is subsequently processed by DomPDF to create a downloadable file titled report.pdf [30].

20. Report PDF View
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[bookmark: _Toc216031050]Figure 28 Report PDF View
I generated the report_pdf.blade.php view in resources/views/admin/scans/ to establish the printable version of the GDPR/CNPD scan report. This Blade view employs inline styles and a streamlined layout to guarantee compatibility with DomPDF. The report comprises corporate data, formatted metrics, and a download button that connects to the downloadPdf() method [31].

21. Dashboard
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[bookmark: _Toc216031051]Figure 29 Dashboard
In this phase, I completed the GDPR/CNPD Dashboard interface, which offers a visual representation of system metrics. The dashboard displays: total scans conducted, total number of registered companies, and total users.
It has graphics representing scan evolution over 12 months, scan status distribution, industry-based business distribution, and the top five organisations possessing the most sensitive data. This dashboard improves administrators awareness of compliance activities.
22. Report PDF
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc216031052]Figure 30 Report PDF
Using Laravel DomPDF, I was able to make the GDPR/CNPD Scan Report PDF for the organisation "IT" in this last phase. The report shows:
• Company: IT
• Compliance Score: 92%
• Level of Risk: Low
• Date of Scan: 07/12/2025
• Sensitive Data Stats: 2 detected, 2 compliant, 0 non-compliant
• Risk Distribution: Medium
• CNI Data: Not found
• Sensitive Data Types: Address
The layout is designed to be clear and easy to read when printed.

[bookmark: _Toc215007008][bookmark: _Toc216640384][bookmark: OLE_LINK9]Evaluation

This chapter gives a detailed review of the Data Compliance Management Platform, now that the system has made a lot of progress and a realistic testing environment has been set up. The evaluation has been designed to incorporate authentic technical evidence derived from installing MySQL on an Ubuntu virtual machine, configuring a remote server, enabling secure connectivity via MySQL on macOS, and testing the platform using reliable, sensitive, and non-sensitive datasets. These steps made it possible to judge the platform's performance, accuracy, usability, and compliance with the law in a more honest way.
[bookmark: OLE_LINK12]The main goal of this test is to find out if the platform, which is meant to help businesses comply with GDPR Article 30 and Cabo Verde's Law No. 121/IX/2021 (Article 37), works well on real infrastructures and database environments. The new evaluation doesn’t include real-world data; it includes command-line operations, server configuration logs, SSL-encrypted remote connections, and database scans done through the platform itself. This makes sure that the platform is tested in non-real-world data settings, not only in simulated scenarios.
The Following section examines:
1. How well does the system work with real MySQL datasets on the Ubuntu VM.
2. How well the system meets legal requirements based on the structure and completeness of the compliance reports it generates.
3. How easy it is to use and how well it flows based on the improved frontend.
4. The limitations that were found and technical suggestions for future versions. This new evaluation is more technically accurate, real, and useful for operational use cases in Cabo Verde and other Lusophone states.

[bookmark: _Toc215007009][bookmark: _Toc216640385]How Well the System Works
A fully set up Ubuntu Virtual Machine running MySQL as a dedicated remote server was used for the performance test. This architecture is quite similar to the kind of infrastructure that businesses in Cabo Verde may utilise, so the platform can be tested in real-world situations. Using an SSL-encrypted connection (TLS_AES_128_GCM_SHA256), I was able to get into the VM through MySQL on macOS. This proved that the platform works with secure remote database architectures and that connections are reliable even in virtualised environments.
To check how well the scan worked, several datasets were made inside the MySQL server. These included tables with sensitive information like names, emails, and phone numbers, as well as tables with operational data that wasn't sensitive and credible mixed datasets that looked like genuine business situations. After the server was filled with data, the platform was utilised to start compliance scans repeatedly. The results showed that the system could quickly list all tables and columns, use Regex-based detection, and log violations without timing out or dropping connections.

One of the best things about the new version of the system is that you can now create and see the entire Scan Report in PDF Format right in the interface. Users can now open the report right away in a built-in viewer after a scan is done, before they download it. We tested PDF creation on datasets of different sizes: small, medium, and huge. In every case, the platform created a full PDF with metadata, risk classifications, lists of violations, and timestamps. Depending on the amount of the dataset, the rendering time was between two and five seconds, with no broken tables or layout deformation. The preview window showed the PDF that was created correctly and regularly, which shows that DomPDF and the Laravel pipeline are working well.

Also kept track of how long it took to do scans. It took less than 30 seconds to scan small databases and might take more than 3 minutes for medium-sized ones. These results show that the system is responsive, which is a non-functional need, and that the platform can handle typical SME-scale databases in Cabo Verde. Also, the accuracy of detection stayed high: all the emails and national identities that were added were found, and false positives were rare and only happened in free-text columns. This is in line with what researchers have found about pattern-based data detection.

Overall, the platform worked very well in real-world situations, successfully combining secure remote connections, database scanning, and real-time PDF production. The solution is stable, fast, and dependable enough to help compliance officers and data protection officers do their normal GDPR/CNPD data audits.
[bookmark: _Toc215007010][bookmark: _Toc216640386]Legal Compliance
The legal compliance review looked at whether the platform's outputs, such as the scan reports it makes and the logic behind the detection, follow the rules set down in GDPR Article 30 and Cabo Verde's Law No. 121/IX/2021, Article 37. These rules say that controllers and processors must keep detailed records of all the personal data processing they do, including the types of data, the reasons for processing it, where it is stored, how long it is kept, and the security and privacy measures that are in place.

The platform is used to scan non-real datasets on the Ubuntu-based MySQL server to see if they follow the rules. The system created a detailed PDF compliance report after each scan. You could see it right away before downloading it. This preview feature was very useful because it works the same way that data protection officers (DPOs) do when they look at documents during audits or internal reviews. A legal checklist based on GDPR and Cabo Verdean laws was used to check the contents of each report.
A thorough review of the reports showed that all the necessary metadata is there. Each PDF has the organisation's name, the date and time of the scan, a list of the types of personal data that were found (such as contact information and identification numbers), and a list of the precise fields where that data was found. The system also has a part that summarises the risk level of each identified violation in a way that is in line with the GDPR's accountability principle.
Also, the platform's detection system follows the rules of data minimisation, which is a key part of GDPR Article 5(1)(c). The system doesn't store or show full personal data; instead, it masks all samples it finds (like jo***@domain.com). This makes sure that the platform doesn't accidentally add new compliance risks while reporting on the ones that are already there. During testing, masked data showed up in all report parts in the same way and without any problems.
The examination showed that the platform's reporting system makes clear, accurate, and legally compliant records that meet the criteria of both GDPR Article 30 and Cabo Verdean Law No. 121/IX/2021, Article 37. So, the system provides a dependable way for businesses to keep track of how they process data and make sure they always follow local and international data protection rules.
[bookmark: _Toc215007011][bookmark: _Toc216640387]Usability
The usability test looked at how well people could use the platform in genuine testing situations. The evaluation was able to show how compliance officers or IT administrators in Cabo Verde might work by using an Ubuntu virtual machine running MySQL and a remote macOS client running MySQL. The additional features, like the scan start flow, the visualisation of identified violations, and the integrated PDF preview window, were used to test the platform's user interface.
The interface is easy to use for all users, especially the scan dashboard, which is laid out in a way that makes sense. People might say that the "Start Scan" button and, results table were clear and easy to comprehend. The new PDF preview feature made the program much easier to use. The platform now shows the whole report within the app instead of making customers download a file and access it outside of the app. This lets users quickly check the structure of the output, see if there were any violations, and see right away if the report met legal documentation standards. Both consumers used the preview feature before downloading the final report during testing.
The platform visuals were organised, alerts and risk scores were shown with the right colour coding, so users could easily tell which discoveries were high, medium, or low risk.
Some small recommendations for improvement might come up. Users can suggest adding tooltips to explain technical words like "masked value," "risk level," or "field pattern match," especially for people who don't have a background in IT. They can also advise adding a short help section that explains how the system connects to distant databases. This was thought to be crucial for businesses with distributed infrastructures.

Overall, the results for usability look good. The platform is easy to use for people with varied levels of knowledge because of how it was set up, how it worked, and how it could show a PDF preview right away. The way the interaction flows meets the needs of DPOs and technical personnel in Cabo Verde, which helps make sure that data scanning and report verification are done quickly and in a way that is lawful.


[bookmark: _Toc215007012][bookmark: _Toc216640388]Limitations and Suggestions
[bookmark: OLE_LINK13]There are certain flaws that, while they don't make the platform less useful, do provide it room to grow in the future. The present version only works with MySQL, which means that businesses that utilise other systems like Oracle, SQL Server, or NoSQL databases can't use it. Making the platform work with more databases would make it much more useful.
The Regex-based detection engine worked well for structured data, although it sometimes gave false positives in free-text areas. Adding more complex NLP or lightweight AI models, ideally ones that were trained on Portuguese datasets, would help make things more accurate and easier to understand in context.
Usability research showed that non-technical users would find it helpful to have more assistance elements, including tooltips, micro-guides, or built-in help sections that explain technical terms and how to scan. These changes would make it easier for smaller businesses that don't have their own IT personnel to use the system.
The platform can find compliance concerns, but it doesn't give advice on how to fix them or provide long-term compliance analytics. Future versions could include suggested corrective actions and dashboards that illustrate how compliance has changed over time. Adding support for more than one language (Portuguese and English) would also make it better for both local and international investors.
The platform works well overall and satisfies its goals. These specific changes would make it more scalable, accurate, and valuable for businesses in Cabo Verde in the long run.

[bookmark: _Toc215007013][bookmark: _Toc216640389]Discussion
This chapter highlights and analyses the evaluation's key findings, connecting them to the project's objectives, GDPR stipulations, Cabo Verde’s Law No. 121/IX/2021, and current scholarly research on data protection compliance frameworks.
· [bookmark: _Toc215007014][bookmark: _Toc216640390]How to Understand the Results
The results show that the platform works well in real-world situations, effectively scanning datasets on an Ubuntu-based MySQL server and making full, legally compliant PDF reports. The in-system PDF preview made the workflow much better by letting users check the content of reports before exporting them. The system's speed, accuracy, and capacity to hide detected values show that it follows GDPR rules for data minimisation and accountability quite well.
· [bookmark: _Toc215007015][bookmark: _Toc216640391]A Look at the Literature
The platform's results align with topics found in the literature, including the necessity for automated solutions to assist businesses in preserving processing records and recognising dangers. Studies like Silva et al. (2021) show that Regex-based systems can be valuable, but they also point out their flaws. This project saw several false positives, which backs up this point. This underscores the future necessity for more sophisticated NLP techniques, as indicated by current research.
· [bookmark: _Toc215007016][bookmark: _Toc216640392]Legal and Moral Issues
The platform follows privacy-by-design principles by not storing raw personal data and requiring secure authentication. Legally, its reports are in line with GDPR Article 30 and Cabo Verdean law's documentation requirements, which helps businesses satisfy regulatory expectations. But like with any automated technology, people still need to look over the information and make smart judgments about compliance.
· [bookmark: _Toc215007017][bookmark: _Toc216640393]How it helped Cabo Verde's digital landscape
The platform meets a clear demand in Cabo Verde for compliance solutions that are easy to use and relevant to the area. It helps improve corporate accountability and raises awareness of data protection across sectors by offering a cheap and legally sound solution. Because it is lightweight and easy to use, it is especially good for small and medium-sized businesses (SMEs), which generally have limited resources.
In general, the project shows that a well-designed, geographically appropriate solution may help with GDPR/CNPD compliance and set the stage for future growth into more comprehensive privacy management tools.






[bookmark: _Toc215007018][bookmark: _Toc216640394]Conclusion

The goal of this project was to create and put into action a Data Compliance Management Platform that would help businesses in Cabo Verde achieve the documentation and accountability standards specified by GDPR Article 30 and Cabo Verde's Law No. 121/IX/2021, Article 37. The platform successfully provides automated database scanning, detection of sensitive personal data, risk assessment, and preparation of legally aligned PDF reports through a combination of legal analysis, system design, and technical implementation.
Testing the system in the non-real world with an Ubuntu virtual machine, a remote MySQL server, and datasets showed that it works well in real-life situations. The platform's ability to provide PDF reports inside the interface made it easier to use and made the system a useful tool for both technical administrators and data security officials. The fact that the platform's outputs and legal paperwork requirements are so closely aligned shows that the project met its main goal of making it easier for companies with limited resources to follow the law.
Overall, the platform is a useful addition to Cabo Verde's digital governance landscape because it gives people a way to find out about personal data risks and keep records of compliant processing that is relevant, inexpensive, and easy to use.


[bookmark: _Toc215007019][bookmark: _Toc216640395]Work in the Future
The platform works as it should, but a few changes could make it more effective in the long run and easier to use by more people. Adding support for SQL Server, Oracle, NoSQL databases, and cloud-based systems in addition to MySQL would make it more useful in a wider range of business settings. Likewise, using powerful NLP or lightweight AI models instead of or in addition to Regex-based detection would make identification more accurate, especially in free-text areas.
One way to make things even better would be to provide remedial information straight to the platform so that users have clear steps to take to fix any violations they find. Adding support for many languages, especially Portuguese and English, would make it easier for both local CNPD auditors and international partners to use. Finally, creating trend analysis dashboards and longer audit trails would help organisations better understand how their compliance has changed over time.
These future changes would build on the solid base that this project has already laid, turning the platform into a full compliance support system that can keep up with changing legal and technical needs.
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