Romance fraud
“Despite being a 6.7 percent reduction on last year’s reports of 8,710, romance fraud continues to have devastating emotional and financial consequences for victims across the UK”
(City of London Police, 2023)
The main topic of this assignment is romance fraud which refers to someone using a fake profile to form a relationship online to gain the trust of a victim over time, this is done to gain information or even to gain financially (Crimestoppers 2024). Within the essay, it will cover what the impacts are and how they affect the victim. The methods which are used by fraudsters to commit this crime as well as the preventative measures that can be taken in order to prevent the crime from happening. It will also look at the role of law enforcement and digital media when it comes to addressing and preventing romance fraud. In 2023 there were 7,660 cases of romance fraud reports in England and Wales which accumulated an overall cost of £75 million (Bish et al 2024). The vast number of reports show the prevalence of the crime and how many people are affected by it as well as the cost it has on society.
The crime of romance fraud according to Lazarus et al (2023) it requires a certain level of emotional and sexual connection between both the victim and the fraudster which means that the impact of the crime is greater on the victim. The emotional and sexual connection means that the victim does not see that the suspect is using them to gain financially or to cause other harm but also may mean that the victim may have developed genuine feelings. Wang and Topalli (2024, p 2) added to this by saying that while a victim of fraud will be impacted by financial loss, they will also suffer from mental health implications as well as self-destructive thoughts or tendencies. The impact on those who go through this type of crime often lose a substantial amount of money but also go through a range of other impacts, suicidal thoughts can sometimes be seen due to reduced self-esteem, self-worth, and embarrassment due to the fact that it happened to them. Another impact of romance fraud according to Whitty and Buchanan (2016, p182) is that those who experience romance fraud feel a devasting amount of loss due to the end of the relationship as well as finding it difficult to understand that person was not who they thought they were. This is often key as due to the nature of this crime the victim has developed a sense of trust with the fraudster which has turned into feelings therefore the end of this type of fraud can be seen as the end of a relationship and have the same impact. The issue with finding out someone was not who they thought they were means that the victim can feel betrayed, as they were lied to, this can also lead to trust issues in the future. 
Romance fraud can happen to anyone in many different ways no matter their gender or age, Lloyds Bank (2023) states that men are more likely to be victims of romance fraud, making up 53% of cases. Even though this type of crime may be seen as stereotypically female it is clear that it happens to more men which could indicate the need for more awareness. The idea of having a relationship with the scammer may lead to others do not want to believe that they have been defrauded which means that they could be likely to become revictimized. Repeat victimization may be due to the connection formed with the scammer making it difficult to report. The National Crime Agency (2024) says that only 13% of fraud is reported to action fraud or the police this shows it often goes unreported. This could be due to a range of different issues such as believing the police cannot do anything, not wanting others to know this could be due to embarrassment or fear of it repeating, or even the connection with the scammer. Victims of romance fraud many find themselves being revictimized due to the fraudster wanting to regain the lost funds or may start a new scheme (Cross 2023, p615). Revictimization could occur if a scammer has been reported and lost the money and wants to get it back, it may also be easier to repeat a fraud on someone who may be open to the idea of finding someone and who has just been heartbroken. 
There are many methods that fraudsters may utilize to commit romance fraud, Carter (2020, p283) states that there are themes with how fraudsters work, one is drip-feeding information that they may use later to gain money; using the idea of fear to make the victim want to send them money or to help them; another is isolating which leaves the victim with no support network and no one to rely on. By drip-feeding information, it allows fraudsters to build up a story that at any point they can rely on to get money as they may feed information such as working abroad and working on a big project, later these turn into the reason they need money. If they build a relationship, then creating a fearful situation allows the fraudster to create a sense of urgency and also stay in control of the situation. According to Wynn and Carter (2022) state that there are many methods used by fraudsters, such as legitimate urgency which refers to fraudsters creating a problem that needs a solution quickly making the victim not think; legitimate secrecy; power manipulation, and disgusting requests for money; the set-up (drip feeding) and indirect requests for money. An example of romance fraud within the UK that shows some of these methods comes from HSBC (2024) said that Marjorie while using a dating app for those over 50, where she met Gerald a businessman who scammed Marjorie by saying he was having money issues with his business asking her to send money to help and in return, he would pay her back. This example shows both the method of the setup and urgency, both of which were set up by the fact he was a businessperson and needed money due to financial issues while working abroad. Cases like these can lead to people not trusting those they meet in turn leading to trust issues. Another method used by fraudsters to gain the trust of a victim is love bombing, according to Javed (2022), this means a person will use gestures such as gifts and telling a person they love them in order to gain trust as well as trying to form a connection. This form of manipulation can make a person feel as though they are loved as they are getting a form of affection from someone who supposedly cares about them. The impact of this method is that it plays with emotions which leaves the victim feeling distraught, lonely and like a fool.
To prevent romance fraud a person can according to Victim Support (2023) a person can prevent fraud by making sure to use high-level security on social media as well as not be tempted to add someone using phone numbers after meeting them on a dating app until they know they are genuine. By taking it slow and not rushing it allows a person to understand if a person’s feelings are genuine or not; romance fraud can happen once a scammer has access to the victim's social media as they can find information about their victims without needing to ask, this could help them to shape themselves into the perfect guy. Surrey Police (2024) says that in order to keep safe while dating online anyone should talk to those around them, do not send money to unknown people, and keep to dating sites until they can be confident that they are who they are. By talking to those around it reduces the risk of being isolated from those around them, this is important as it allows for others to give support if needed and help to make decisions if someone asks for money after a little while. As stated above both Surrey police and victim support have the same stance when it comes to moving off of dating sites when it comes to talking to someone online, by staying on the dating site it allows for a level of safety and ensures that no information can be gained if it goes against their guidelines. 
When it comes to the involvement of law enforcement and digital media to prevent and address romance crime it is important to know what digital media is being used. This type of fraud is often seen on social media platforms, dating sites as well as games and even apps (Cummings 2021). Due to the nature of how and where this crime can be committed, it means that the police and government as well as certain websites need to have preventative measures as well as guidelines to help reduce the risk as well as share how to keep the users safe. The UK Government (2024) states some methods that can be used to prevent a person from being affected by any type of fraud online this can be done by: improving personal password security, using two-step verification, keeping your software up to date, using anti-virus software, not over-sharing online and having security features on all devices. Improving passwords as well as using two-step verification methods help to create a stronger security layer that makes it more difficult for fraudsters to get through this is due to needing a one-time code and the password to gain access meaning fraudsters will have a difficult time getting into any accounts. Due to the advancements in technology and social media, there is a higher chance of fraud when it comes to both an individual and even an organization as it has changed the way people pay or even communicate (Button and Cross 2017, p21). The changes made in how we pay mean that many people tend to pay for items online rather than in person, paying online means that fraudsters can create false sites to gain money. Even though the police know about this crime it can be difficult to police due to the fact that it is not listed under the Fraud Act 2006. However, the Fraud Act 2006 section 2 does define fraud by false representation, this refers to a person making a dishonest false representation or even intending to use this to gain, cause loss, or the risk of it. The fact that the police do not have a true definition of romance fraud under this act means that the police may struggle to prevent or even address the crime of romance fraud, this would also make it more difficult to create preventative measures as they do not know what legal action to take. To try and combat romance fraud, the police and Action Fraud have a “Take Five to Stop Fraud” campaign this is designed to be used when talking to someone you do not know they suggest to stop, challenge and protect against fraud (Action Fraud 2022). This campaign is designed to make people aware of this crime, how they can protect themselves and to challenge if it is fake as well as where to go to report this crime.
To conclude, the impact of romance fraud is often devastating to those who experience it as previously stated by Whitty and Buchanan (2016, p182) the victims experience a similar sensation as the end of a relationship, this shows that the impact of this crime is harmful to the victim financially, emotionally, and even psychologically. When it comes to preventing romance fraud it is important to look into personal security that an individual can use to keep others from easily gaining access to their accounts and personal information. When it comes to digital media it is important to spread awareness of how to prevent someone from becoming a victim of romance fraud, the take five campaign as stated by Action Fraud (2022) allows people to understand that not everyone online may be who they say they are and says that you should challenge if you think this is the case. Although it is difficult to police due to no legal definition the police still see it as an issue, therefore creating more awareness is important as the way people pay, communicate and date is changing.
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