


Table of Contents
Introduction	2
Task 1 - Research Report	3
Virtualisation in Modern Network Infrastructure	3
Role of Network Operating Systems	4
Windows Server 2019	4
Debian Linux Server	6
Network Addressing and Subnet Design	8
Multi-Site Network Communications	9
Security Considerations	10
Conclusion	11
Task 2	12
Download and Installation	12
Creation and Installation of Windows Virtual Machines	12
Creation and Installation Linux Debian Virtual Machine	15
Creation of NAT Network for Windows	18
Creation of NAT Network for Linux	21
IP addressing for Windows	24
IP addressing for Linux	27
Windows and Linux Virtual Machines Pinging	28
Pinging Linux from Windows	31
Reflection	32
References	33



[bookmark: _Toc226100368]Introduction
Modern organisations rely heavily on reliable computer networks to support communication, data storage, and business operations. Multinational companies often operate across multiple geographical locations, which requires a secure and scalable infrastructure. The company NOSSLONDON2026 operates in two locations: London and Birmingham. To support business processes between these sites, a virtualised network infrastructure must be implemented.
The proposed network uses virtual machines, different operating systems, and subnet separation to simulate a realistic enterprise network environment. The topology includes a Windows Server 2022 domain controller in Birmingham, a Debian server in London, and client machines connected to each network. The systems communicate through routed networks using private IP addressing.
This research report analyses the main technologies involved in the design, including network virtualisation, operating systems used in servers, network addressing, and multi-site network connectivity. It also evaluates the advantages and potential limitations of this architecture.
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Virtualization in Modern Network Infrastructure
Virtualization has become a key technology in modern IT infrastructure because it allows multiple virtual machines to run on a single physical computer. Instead of purchasing separate physical servers, organizations can simulate multiple systems using software such as VMware, VirtualBox, or Hyper-V.
According to VMware, virtualization allows organizations to improve hardware utilization and reduce operating costs because multiple workloads can run on a single physical host [1]
In this project, virtualization is necessary because the infrastructure contains multiple systems:
· Windows Server 2019 (domain controller)
· Debian Server (CLI)
· Windows 10 Client
· Debian Client
Without virtualization, implementing this topology would require at least four physical machines and network hardware. Virtual environments allow students and organizations to securely test networks without affecting real systems.
Another important benefit is network simulation. Virtualization platforms allow administrators to create internal networks, NAT networks, or bridged connections, helping to simulate corporate network environments. This makes virtualization widely used in both education and industry.
However, virtualization also poses challenges. Performance can degrade if the host system lacks sufficient CPU, RAM, or storage resources. Therefore, when planning your infrastructure, it's important to consider available hardware resources before deploying virtual machines. 
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A network operating system (NOS) is designed to manage network resources such as users, files, and security policies. This topology uses two different NOSs:
· Windows Server 2019
· Debian Linux

The use of different operating systems reflects real-world corporate environments, where companies often combine Microsoft and Linux technologies.
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Windows Server 2022 acts as a domain controller in Birmingham. Domain controllers manage authentication and access control on corporate networks.
Microsoft explains that Active Directory Domain Services (AD DS) allows organizations to centralize user authentication and manage network permissions [2]
The server in the topology uses the IP address:
198.168.100.0/24
This server can provide a variety of services, including:
Active Directory Authentication
DNS Services
Group Policy Management
Centralized User Management
One of the advantages of Windows Server environments is their tight integration with Windows client operating systems, simplifying user administration for organizations that primarily use Microsoft products.
However, Windows Server solutions may include licensing fees, which may be limiting for smaller organizations. 
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The London site uses a Debian server (CLI) with the address:
198.168.200.0/24

Debian is one of the most stable Linux distributions, widely used on servers due to its reliability and security.
According to Debian documentation, the operating system is designed for stability and long-term support, making it suitable for production servers [3].
Linux servers are commonly used for services such as:
· Web hosting
· File sharing
· Network services
· System monitoring
One of the main advantages of Linux systems is their open source and free nature, which reduces infrastructure costs. Furthermore, Linux servers are known for their high security and stable performance.
However, Linux administration often requires command-line knowledge, which can be challenging for administrators unfamiliar with Linux systems.
Network Addressing and Subnet Design
Proper IP addressing is essential for network organization and communication. This topology uses private IP address ranges.


Two local area networks are implemented:
Birmingham Network
192.168.1.0/24
London Network
192.168.2.0/24
Each network contains a server and a client machine.
Using separate subnets provides several advantages:
Improved network organization
Better traffic management
Enhanced segmentation security
Communication between the two networks is via a point-to-point link using the network
This subnet is typically used for communication between routers, as it provides only two available IP addresses.

This setup allows both sides to exchange data securely while keeping internal networks separate.

According to Cisco networking best practices, subnetting improves network efficiency by reducing broadcast traffic and enabling better network management [4]. 
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Proper IP addressing is essential for network organization and communication. This topology uses private IP address ranges.
Two local area networks are implemented:
Birmingham Network
192.168.1.0/24
London Network
192.168.2.0/24
Each network contains a server and a client machine.
Using separate subnets provides several advantages:
1. Improved network organization
2. Better traffic management
3. Enhanced segmentation security
Communication between the two networks is via a point-to-point link using the network
This subnet is typically used for communication between routers, as it provides only two usable IP addresses.
This setup allows both sides to exchange data securely while keeping internal networks separate.
According to Cisco networking best practices, subnetting improves network efficiency by reducing broadcast traffic and enabling better network management[4]. 
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Companies operating in multiple locations must maintain connectivity between their networks. In real-world organizations, this is typically achieved using technologies such as:
· VPN tunnels
· Dedicated leased lines
· Inter-site VPN connections
In the virtual environment used in this course, two servers simulate a connection between London and Birmingham via an internal network.
This architecture enables services such as:
· Remote authentication
· File transfer
· Inter-site systems management
A distributed network structure improves business continuity because services can be distributed across multiple sites. For example, if one server fails, services can potentially be restored from another site.
However, multi-site networks must also consider latency, security, and network monitoring to maintain reliable communications. 

[bookmark: _Toc226100376]Security Considerations

Network security is an essential aspect of enterprise infrastructure. The implemented topology provides several basic security advantages:
Subnet separation helps limit internal network exposure.
Servers can enforce authentication policies to control access to resources.
Operating systems can implement firewall rules and monitoring tools.
Windows Server provides security features such as Group Policy, Active Directory authentication, and Windows Defender, while Linux systems offer strong firewall tools such as iptables or nftables.
According to the National Cyber Security Centre (NCSC), organisations should apply network segmentation and access control policies to reduce cyber security risks [5].
Therefore, combining different operating systems and network segmentation improves overall infrastructure resilience. 
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The proposed network architecture for NOSSLONDON2026 demonstrates how modern organizations can build a scalable and secure infrastructure using virtualization technologies. Using a combination of Windows Server and Debian Linux systems, the network supports a variety of services while maintaining flexibility.
In the design, the Birmingham and London networks are divided into separate subnets, with connectivity maintained via routed links. This structure improves network organization, performance, and security.
Virtualization allows organizations to effectively model corporate networks without the need for expensive hardware infrastructure. However, ensuring stable operation requires careful resource management and security planning.
Overall, the implemented topology represents a realistic model of a corporate network and demonstrates key concepts such as virtualization, network operating systems, subnets, and multi-site connectivity. 
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For the implementation of the network infrastructure, Oracle VirtualBox was used as the virtualization platform. VirtualBox allows multiple operating systems to run on one physical computer by creating virtual machines. This makes it possible to simulate a real network environment without using physical servers.
VirtualBox was downloaded from the official Oracle website and installed on a desktop computer. After installation, the required operating system ISO images were downloaded from the resources provided in the Network Operating Systems and Services module.
Two operating systems were used in this project:
Windows Server 2019
Debian Linux
These systems were used to build the network infrastructure described in the topology.
Using virtualization allowed the creation of several machines connected in different networks. This helped simulate communication between the London and Birmingham sites. 
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After installing VirtualBox, several virtual machines were created to simulate the network environment. Each virtual machine was configured with its own operating system and network settings.
. 
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Creation of Virtual machine of Windows 10 client
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Creation of Virtual machine Windows Server 2019
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Windows Server 2019 desktop screen.
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Windows 10 Client desktop screen. 
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Next, Linux virtual machines were set up using Debian 13. To create a Debian virtual machine in Oracle VirtualBox, the application was opened and the “New” option was selected. A name such as “LinuxServer” was entered, Linux was chosen as the operating system type, and Debian (64-bit) was selected as the version. After the virtual machine was created, its Settings were opened, and in the Storage section the Debian 13 ISO file was attached to the virtual optical drive. The virtual machine was then started, and the operating system was installed by following the standard Debian installation process using the text-based installer.
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Creation of Virtual machine of Debian 13 client
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. Creation of Virtual machine of Debian 13 server
[image: ]
Debian 13 Client desktop screen. 
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Debian 13 Server desktop screen.
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To create a NAT Network, go to Tools, then open Network and select NAT Networks. Click on “Create” and then configure the network settings as required.
.
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Creation of Network with NAT Network1 for windows

The network was configured with the following settings:
Network name: Birmingham-Windows
Network address: 192.168.1.0/24
After that, both the Windows Server and Windows Client virtual machines were connected to the Birmingham-Windows network. To do this, open the Virtual Machine settings, go to Network, select Adapter 1, choose NAT Network, and then select Birmingham-Windows.
After completing these steps, both the Windows Server and Windows Client machines were successfully connected to the Birmingham-Windows network.
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Windows client are connected with NAT NetworkBirmingham-Windows
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Windows server are connected with NAT NetworkBirmingham-Windows

[bookmark: _Toc226100383]Creation of NAT Network for Linux
To create the NAT Network for Linux, the same steps as for the network were followed. First, open Tools, then go to Network and select NAT Networks. Click on “Create” and configure the network settings as required.
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Creation of Network with NAT Network 2 for Linux

Network name: London-Linux;
Network address: 192.168.2.0/24
Similarly, both Linux machines must be assigned to London-Linux: Settings, 
Adapter 1, NAT Network, London-Linux.
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Linux client are connected with NAT NetworkLondon-Linux
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Linux server are connected with NAT NetworkLondon-Linux

[bookmark: _Toc226100384]IP addressing for Windows
Static IP addresses were required for all virtual machines. According to the instructions, the addressing scheme for the Birmingham-Windows network is as follows:
Windows Server: IP address 192.168.1.1
Windows Client: IP address 192.168.1.10
To configure the IP address on the Windows Server, open Control Panel, then go to Network and Internet, and select Network Connections. Right-click on Ethernet, choose Properties, then select Internet Protocol Version 4 (IPv4) and open its Properties. After that, choose “Use the following IP address” and enter 192.168.1.1. The subnet mask will be filled automatically as 255.255.255.0.
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Windows server ipconfig.
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Windows client ipconfig.
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Network IP address from NAT Network1 for windows
To configure IP address for client machine, follow the same steps as above for server machine but IP address will be 192.168.1.10. 

[bookmark: _Toc226100385]IP addressing for Linux
The addressing scheme for the network is as follows:
Debian Server IP address: 192.168.2.1
Debian Client IP address: 192.168.2.10
The IP addresses on Debian were configured using the nmtui tool. To do this, open the Terminal and enter the command su to switch to root user. Then run the command nmtui to open the Network Manager interface. Select “Edit connection”, choose IPv4 configuration as “Manual”, and enter the required IP address, for example 192.168.2.1 for the server.
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[bookmark: _Toc226100386]Windows and Linux Virtual Machines Pinging
To test the connection between the Windows virtual machines, the ping command was used in Command Prompt. First, the Start menu was opened and “cmd” was typed to launch Command Prompt. Then, the command ping 192.168.1.10 was entered on the server to check the connection to the client, or ping 192.168.1.1 was used on the client to check the server. If the network configuration and IP addresses were set correctly, the ping test was successful, and all packets were sent and received without any loss.
.
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Pinging Server from Client

.
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Pinging Client from Server machine. 

To check the connection between the Debian Server and the Debian Client, the Terminal should be used. From the client machine, type ping 192.168.2.1 to test the connection to the server. From the server, type ping 192.168.2.10 to test the connection to the client.
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Pinging Server machine from Client 
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Pinging Client from Server 

[bookmark: _Toc226100387]Pinging Linux from Windows
Communication between Linux and Windows failed because both NAT networks are isolated.

[image: A screenshot of a computer

AI-generated content may be incorrect.]
Unsuccessful pinging Linux from Windows.


[bookmark: _Toc226100388]Reflection
 The proposed network infrastructure for NOSSLONDON2026 demonstrates how virtualisation technologies can be used to design a scalable enterprise network environment.
The architecture separates the London and Birmingham networks into different subnets while maintaining connectivity through routed communication. The use of Windows Server 2019 and Debian Linux servers provides flexibility and reflects real-world enterprise environments.
Virtualisation makes it possible to simulate this infrastructure efficiently without requiring expensive physical hardware. At the same time, careful planning of network addressing, operating systems, and security policies is necessary to maintain stable and secure network operations.
Overall, the implemented topology demonstrates important networking concepts including virtualisation, network operating systems, subnet design, and multi-site connectivity, which are essential skills for modern IT infrastructure management.
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altname enx8860271a6be7

inet /24 brd scope global dynamic noprefixroute enp
053

valid_lft 458sec preferred lft 458sec
inet /24 brd scope global secondary noprefixroute e
npes3
valid_Uft forever preferred lft forever
inets 60:27ff:fela:b07/64 scope link noprefixroute
valid_lft forever preferred 1ft forever

~# ping 192.168.2.10

-168.2.10 (192.168.2.10) 56(84) bytes of data

192.168.2.10: i 64 time:

192.168.2.1 X time:
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192.168.2.1 time:

192.168.2.1 X time:
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Microsoft windows [Version 16.8.26260.6584]

e . ) Microsoft Corporation. ALl rights reserved
ﬁ DebClient1 Lo P 9

0

©) Powered Off C:\Users\client>ping 192.168.2.10

& Pinging 192.168.2.16 with 32 bytes of data
@
ﬂ Det Seive: PING: transmit failed. General failure

@ powered Off

PING: transmit failed. General failure.
PING: transmit failed. General failure.
sl | Wserv PING: transmit failed. General failure

A @ Powered Off

Ping statistics for 192.168.2.10
Packets: Sent = 4, Received = 8, Lost = 4 (106% loss),

C:\Users\client>ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
PING: transmit failed. General failure
PING: transmit failed. General failure.
PING: transmit failed. General failure
PING: transmit failed. General failure.

Ping statistics for 192.168.2.1:
Packets: Sent = 4, Received = 8, Lost = 4 (100% loss),

C:\Users\client>

Q e O @ D] AR @
»©H | @& (D (#] Right Curl
Shared folders
None
£ Description

PR




image1.png




