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Introduction

The case under investigation is an advanced insider threat in the Quantum
Technologies, where the theft of the QT-AI-2025 chip design patent has led to a
well-planned conspiracy between the internal and external sources. Digital device
forensics is to be conducted to track the flows and communications of the
suspected individuals, Emma, Joe, and Norman, to be in a position to establish a
clear chain of evidence of their actions leading to theft and attempted sale of the
intellectual property that was of critical value. Investigating the dates, phone logs,
and financial records will help transform accusations into evidence admissible in
court, thus proving the claims of corporate spying and holding those responsible to
face justice over the intrusion.



Huawei Device

The chronology is presented as messages shared on
the 21st of August 2024 with a conversation that is
critical wherein the sender makes a direct contact
with the receiver by calling him Hey Joe which
confirms the identity of the receiver directly on the
text.

This discussion is then progressed to discussing the
possible sale of highly valuable information of ABC
technologies which is connected to a new Al based
Neuro product, hence a direct connection between
"Joe" and the alleged corporate espionage acts is
created
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to make the offer. This message proves that Joe
was the facilitator who arranged the illicit sale by
physical face-to-face dealings.
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The communication of the 21 st August
2024 clearly portrays the conspiracy nature
of both sides of the communication. This is
demonstrated in their communications
where they recognize that their activities
are illegal and have a consensus to hide
their operations. This coordination process
was also operationalized on the 22 nd of
August when they posted their exact
position on Google Maps.
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The forensic examination shows that Joe is the consistent
actor as the organizer of the conspiracy as he sends a
message on August 26, 2024, where he admits to a failed
meeting but immediately gains new contacts, which shows
that the operation is planned repeatedly. This continued
role is further affirmed by another communication dated
October 14, 2024, where he tells Emma that he is going to
Paris to work out the deal.
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Physical evidence found on his device is directly verified
by a forensic analysis of a communication sent by Joe
on August 29, 2024. Joe mentions in the message that
he is going to Glasgow on a meeting and it exactly
correlates with digital train tickets and a station receipt
on the same date that are on his phone. More so, a
geospatial analysis of the information of the device
traces the history of his whereabouts on the map,
re-creating his movements in the course of the
conspiracy.
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An electronic analysis of the Samsung phone owned by Joe found digital train
tickets and a receipt of his collection, which puts him physically in the
Glasgow area between August 29th and 31st, 2024. This can be directly
cross-examined with his digital correspondence by this verifiable timeline that
includes a receipt of Glasgow Queen Street station and a ticket of Blairhill to
Glasgow. Further pieces of evidence like a digital ticket of travelling between
Wigan and Manchester further tracks his movements during the conspiracy
period.




The Ulefone Device

A forensic examination of the
Ulefone gadget showed an Indian
Maestro debit card, produced on
the 9th of August 2023, which is a
year older than Emma started to
active

engage in espionage

communications.
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Evidence tagging & Report generation

Evidence tagging is a forensic procedure that is vital and requires an organized process of labeling and classifying
digital artifacts to preserve chain of custody and contextual relevance. After this, a detailed report is created to
bring together findings, methodologies, and conclusions of the tagged evidence into a logical story of investigation

or legal action.



Conclusion

The evidence of the three devices has made the case and roles have been definitely allocated in the
Quantum Tech plot. Emma in the UK was the mastermind of the case, as she accessed the core trade
secrets on her Huawei phone and launched the plot. With Joe, her middleman, in the UK on a Samsung,
the dirty business of locating buyers and transferring the stolen data to an offshore location was done.
One more participant in the network, Norman in India on a Ulefone, is under investigation, but his role
remains unclear, whether he was a former accomplice, world contact, or money mover.



