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In task 1 there will be research carried out on different digital forensic tools that are commonly used by digital forensic investigators. The tools that will be talked about are Autopsy, FTK imager, FTK Toolkit and Volatility. This research will include analyse the tools and then categorising them with a table.
[bookmark: _Toc196938787]Autopsy
Autopsy is a digital forensics software that is open source. In addition, it is free to use making it a cost-effective digital forensics software. It is commonly used within the police force due to its reliability and the standard it holds.
It was first released as version 2 on the 19th of March 2001 and was initially developed in Perl. However, from version 3 Autopsy has since been developed in Java.  The latest versions are available to be downloaded onto Windows, OS X, and Linux operating systems. The minimum RAM required for Autopsy is 8GB however it is recommended to have at least 16GBs. [1]
[2]


One of the features Autopsy has is the ability to pull EXIF information including geo location and camera data from JPEG files. Examples of what information that EXIF can gather is:
· The date and time the image was taken.
· Camera name
· Camera type
· Shutter speed
· ISO
Another feature that Autopsy has is it allows the user to add on modules that are provided by Autopsy. These modules have the purpose of allowing the user to expand the tools available. One of the available modules is “Cyber Triage Malware Scanner” which allows the user to scan for any malware or potential backdoors on a disk image.
An additional module that can be used is “Video Triage” which allows for videos files to have their keyframes turned into thumbnails. This allows for the user to understand the premise of a video without watching it in its entirety. In addition, it Is also beneficial as if there is any explicit content in a video it can be picked up through a keyframe and be quickly identified. This in turn can used for evidence in a criminal case. 
There is also support for third party modules which allows for an expansive range in tools that can be accessible. [3] [4] [5]
Autopsy has multiple benefits one of them is that it is very secure due to its end-to-end encryption. Another benefit is that it can extract and recover data from Android based mobile devices. This data includes SMS messages, call logs, and phone contacts. An additional benefit is the third party modules that can be used to enhance Autopsy. Some these modules are:
· Keyword search which allows the user to use keywords to find relevant files and documents.
· Web artifacts which allows for information to be received from web browsers such as Microsoft edge, Google chrome and Firefox. The information that you can receive is stored cookies, bookmarks and search history.
· Data carving which is able to recover information from unallocated drive spaces and deleted files.
Furthermore, a benefit that Autopsy has is that it is open source. This means that as it is free it can be used by digital forensic investigators with varying skill levels from experts to beginners. In addition, it being open source allows for users to alter and customise the software to their liking.
[6]
However, Autopsy also has it limitations. One of these limitations is since it takes a lot of resources to run efficiently if the user does not have a device that is powerful enough for it to run it can cause it to preform slower.
Another limitation is that the number of features and tools can be overwhelming for beginners. This can also cause them to be confused on what tool they need to use for the task they are trying to achieve. [7]


[bookmark: _Toc196938788]FTK Imager and FTK Toolkit

FTK (Forensic Toolkit) imager was published with AccessData. FTK imager only runs on Windows operating systems making it restrictive to people using Linux and Mac OS. It is used by Law enforcement during criminal investigations.  It was created by AccessData but it is now owned by Exterro. FTK imager is free to use.
FTK imager can make exact copies of computer data without any alterations to the original set. It is also able to export your progress as one of the many used forensic file types, this allows for your analysis to be done with other tools such as Forensic Toolkit. It is also able to gather data from storage devices that include but are not limited to Linux hard drives, CDs and USB drives. [8]
FTK imager has the ability to create hash reports automatically of any files and images. These hashes can be used to confirm and validate that both the copy and the original Image are the same. This is beneficial as it proves no tampering or altering was involved meaning it can be used in a court of law as evidence. The two hash functions FTK imager can use are Secure Hash Algorithm (SHA-1) and Message Digest 5 (MD5).
It is also able to carry out RAM capture. This means the user is able get any data that is stored in the memory of the device such as the password to the device.
FTK imager is also able to carry out Image mounting. Image mounting allows for forensic image files to be viewed as if it was on its original hardware. It lets the forensic investigator look at all the files and data that have been stored on the image.

FTK imager has benefits such as it having an easy interface to use making it comprehensible to digital forensic investigators who have varying experience in the field. Another benefit it has is that its free allowing it to be available to everyone. [9] [10]
Although FTK imager is extremely useful it does have limitations. One example being it cannot work any mobile devices and as such other software will be needed to examine them.
[11]

A more expansive version of FTK imager is Forensic Toolkit (FTK). Forensic Toolkit is a collection of the most used forensic tools that is frequently used by law enforcement and companies to carry out investigations on different systems and devices. It was first released in 2015 and It is compatible with only Windows systems such as Windows Server 2022, Windows 10, and Windows 11. 
Forensic Toolkit was originally produced by AccessData however it is now currently owned by Exterro. [12]
The virtual and physical license for a device is currently priced at £3,474.00 due to a sale. [13]

One of Forensic Toolkits features is in a systems registry you are able to decrypt and receive any data that is stored there. In addition, you can sort through thousands of emails and filter them using Forensic Toolkit’s built-in email analysis to show only relevant information. It can also receive deleted emails on a computer system. Furthermore, it lets the investigator crack passwords on the device they are examining. [14]

There are benefits to using Forensic Toolkit, one benefit is how it has an expansive range of tools to use. As it has a wide range of tools, forensic investigators will be unlikely to change to another software for extra tools. Another benefit is how thorough its data recovery feature is in comparison to other data recovery tools.  Furthermore, it does not have a steep learning curve due to its simple interface. [15]

It also has some limitations such as needing powerful hardware. This because when Forensic Toolkit is carrying out it’s operations it can use a lot of processing power and memory. Another limitation it has is its cost which is quite expensive being around £3000. This makes it not a very accessible piece of software.  [16] [17]

The Volatility Framework 
The Volatility Framework is a computer forensics tool that is used to help the user capture any RAM on the system for memory analysis. It is a command line software that is open source. In addition, it is available to use on Mac OS, Windows and Linux across multiple types of operating systems. To download and run The Volatility Framework there is not any specific requirements for having a certain amount of RAM, storage or type of CPU. However, as The Volatility Framework was created with python then the user must download python so it can be functional. [18]
It was first released in August 2007 as “The Volatility Framework 1.1.1” XP. In this time period, memory analysis was not as common as it is currently. This is due to forensics tools could only analyse data on hard drives. The ability to analyse RAM data makes it a very useful tool with a unique use. In a similar vain to the previously mentioned digital forensics tools Volatility is used in investigations carried out by law enforcement and companies. 
The Volatility Framework was created by Aaron Walters who made it with the information he had gathered on memory analysis through his academic research. Along with the academic research Aaron Walters had published the paper called “FATKit: A framework for the extraction and analysis of digital forensic data from volatile system memory” in cooperation with Nick Petroni, Timothy Fraser, and William Arbaugh. The paper discusses the FATKit which was created make memory analysis easier to carry out.  It is able to complete the more time-consuming tasks that forensic analysts manually carry out themselves.
An additional academic paper that Aaron Walters solo published was “FATKit: Detecting Malicious Library Injection and Upping the “Anti””. The paper discusses what process FATKit takes for dealing with malicious library injection which includes categorising any suspicious software that could be the result of the malicious library injection. Both of these academic papers and the creation of FATKIT has assisted with the development of The Volatility Framework showing how much effort was put into the academic papers. 
The maintaining of The Volatility Framework is assisted by The Volatility Foundation nonprofit organisation that has multiple goals one of which is encouraging the use of Volatility and memory analysis in general for people in the forensics circle. In addition, they have the goal to improve and further memory analysis. Another goal of the organisation is to look out for the developers of Volatility by protecting their rights and Volatility’s copyright. [19] [20]


The sample files that volatility supports includes but are not limited to:
· Expert Witness (EWF)
· Firewire (IEEE 1394)
· LiME format
· Raw Physical Memory
· Virtualbox Core Dumps
[21] [22] [23]
The Volatility Framework incorporates the use of plugins. These plugins can add a variety of features and functions to the framework. Some plugins that come with the framework are:
· Netscan: It shows all operating network connections
· Filescan: Any files that are open will be scanned.
· Malfind: Looks for any malware that could have been injected into the files.
It also has other uses excluding digital forensic analysis. One thing the Volatility Framework is used for is malware analysis, as more advanced malware is stored in the memory to leave no traces on the disk. This means that the Volatility Framework’s memory analysis can be used to spot any malware stored in the memory. Another use it has rootkit detection as it is able to spot malware that resides at kernel level which includes rootkits. The final example of a use that the Volatility Framework has is carrying out an incident response. The Volatility Framework is useful for this as it has the ability to see what the hacker has carried out which includes any information the hacker has taken and attempts the hacker has made to stay on the system despite any aims made to remove them.

There are benefits to using the software, one of which is the wide support it has for different operating systems. This includes both support for using The Volatility Framework on a range of operating systems and versions such as Linux, Windows, and Mac Os and being able to handle different operating systems memory dumps. Another benefit is how it is open source allowing for free access and the ability for it to be customised by the user how they want due to having access to the code. In addition to that point there is a lot of documentation available giving users a greater understanding of its workings.
The Volatility Framework also has its limitations, one of which is how big memory dumps can take a long time to be analysed. In addition to that point, big memory dumps can use a lot of the computers resources to carry out. Another limitation is it has a steep learning curve due to the reliance on using the command line along with understanding memory structures. [24]



	Name
	Function
	Category

	Autopsy
	It carries out investigations on storage systems such as hard drives.
	Disk and Data Capture

	FTK Imager
	It can be used to make copies of data on storage devices such as hard drives, USB drives and CDs.
	Disk and Data Capture

	FTK Toolkit
	It is a collection of forensic tools.
	Forensic Suites

	The Volatility Framework
	Captures RAM for memory analysis
	Disk and Data Capture
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Introduction
The purpose of the investigation is assisting Cyfusion Mobile Manufacturing Company (CMMC) with finding evidence of Rich’s sabotage to their patented designs. In addition, during this investigation there will be an attempt to retrieve the original versions of the designs.
To carry out this investigation a digital forensic methodology consisting of five steps these are identification, preservation, collection, analysis, documentation, and presentation.

Digital Forensic Methodology 
[bookmark: _Toc196938790]Identification
The identification stage of the methodology consists of the forensic investigator figuring out what kind of evidence is worth looking into. This can consist of looking for physical files to looking for electronic devices.  This is dependant on the case itself and what would be relevant to collect. Not everything can be collected as it can be time consuming to look through and will house unnecessary information.
Examples of electronic devices that can be collected for evidence include:
· Mobile devices
· Web cameras
· CDs
· Doorbell cameras
[bookmark: _Toc196938791]Preservation
The preservation stage of the methodology consists of keeping the devices being seized from being tampered with. There are multiple protocols to achieve this. One of which is having in depth documentation about the devices with timestamps. Another protocol is to back up devices by creating an image which will be used to look through the data. 
Collection
The collection stage of the methodology is abut gathering all off the relevant devices and removing them from their location which for an example could be a crime scene. During the removal process it is important to have the devices packaged efficiently to prevent any other conditions from affecting them. 
[bookmark: _Toc196938792]Analysis
In the analysis stage the devices gathered have an in-depth search through all their data. The aim is to find data relating to the investigation and based on that data to draw a conclusion to the case.
[bookmark: _Toc196938793]Presentation
The final stage of the forensic methodology is the presentation stage which is involves creating a report with simple explanation of the evidence. This report should be able to explain the process the was taken and how the forensic investigator came to the conclusion they did. This report will be presented normally for a court of law. [25] [26]
Forensic report
Investigator Name: Kara Thomas 
Date of the investigation: 02 of April 2025


Aim
Cyfusion Mobile Manufacturing Company (CMMC) enquired me for assisting in the recovery of design files that were deleted by a former employee named Rich.  The designs that were deleted were for mobile phones one of which being the Samsung Galaxy Z flip 6 phone design. The Samsung Galaxy Z flip 6 phone design was created by Rich and was sold to CMMC’s rival company called 360tech. He left CMMC shortly after and it is said around this time the deletion of the files took place.

This investigation is important as CMMC could lose millions of pounds as they wanted to patent these designs and if they are leaked out causing the amount of time and money spent on research and designing these phones could be wasted.

In addition, if there is evidence of Rich carrying out deleting the files then he can be prosecuted as he is breaking the law. The law he is breaking is the Computer Misuse Act 1990 which makes it illegal for there to be unauthorised access to a computer. This also includes any unauthorised modifications to the data which does include deleting files. [27]


The aim of this investigation is to successfully recover the deleted files and to potentially find additional evidence of Rich intentionally wiping the original files.
The duration of this investigation is from the 2nd of April to the 1st of May.

Identification
In the identification stage of the methodology, I will be figuring out different types of media and information I can collect for evidence. It is important to consider what to look out for and what is relevant to the case. This is because knowing what to look out for can save time and prevents unnecessary information and devices from being collected. For this investigation only electronic devices will be inspected as all communications Rich took and the missing design files are digital meaning all evidence of them taking place would be on digital media.
The first thing I would investigate would be to look for any of Rich’s electronic devices such as:
· Computers
· Hard drives
· USB drives

Furthermore, these devices are important to look out for as they are able to store data on them meaning they could store the original design files, or it be possible that the original design files could be recovered.
In addition, as Rich used his own work computer that would be collected and used for evidence. Once I gain access to the activity and files stored on the hard drive and make sure to recover all files including deleted ones. More specifically I would look for supported file types for Autodesk Maya which Rich used to create the designs.  Some of the supported file types that can be imported include:

· Adobe Illustrator
· Alembic
· DAE_FBX
· mayaAscii
· mayaBinary


Some of the Autodesk Mayas exported files types include:
· IGES_ATF
· Image
· MEL
· move (ascii motion)
· OBJ
[28]
Another type of activity I would look for on the hard drive is evidence of any documentation on Rich’s deal with CMMC’s competitor 360tech. The types of files that could related PDF files and word document files such as .doc and .docx. [29]

The next area I investigate would be if Rich has any cloud storage with the company. If Rich does have Cloud storage, I would continue look into the previously mentioned activity. I would go in the same direction for the investigation of the cloud as I would with the hard drive on the work computer by looking for the same type of files and activity.
Another area I would investigate is the CMMC network. I would investigate the traffic and see if there was any evidence of. This is because it could capture internet activity which could provide evidence of him research companies to sell his design too and communicating with said companies.

Preservation
In the preservation stage, I will be preserving all relevant evidence and devices discovered at CMMC. Preservation can be quite difficult due to the multiple factors that take place in making sure the data has integrity. These factors include making sure that the only people viewing the evidence are the same people that are collecting the evidence. As if other parties have access to the evidence, they could change the data.
To carry out preservation there will be documentation carried out about the evidence such as the type of device and how the device was obtained. To add onto that point the documentation will be thorough adding relevant timestamps throughout the preservation process.
 In addition, there will be photos taken at the scene of the devices to show case where they were found and the condition they were in.
Furthermore, to ensure the data has not been tampered with, backups of the storge devices will be carried out. These backups will be carried out by backing up the data as an image. When I created a data image of Rich’s hard drive I used FTK Imager. This is because FTK imager is main function is carrying out data image backups and it is very proficient in it. The backup is what I used to look through the data so nothing can accidentally be altered, deleted etc on the original version as it would ruin the integrity of the evidence. [30]


Collection
For the collection stage I gather the relevant devices to be transported which in this case is Rich’s work computer. To make sure the devices stay in the same condition and no outside factors affect the integrity there are steps to take. One of these steps is to make sure the device is packed with a lot of padding to cushion the device and prevent it from being damaged. Another step to take is to make sure packaging is efficient and durable to prevent it from getting wet or experiencing harsh temperatures.
Moreover, there are specific steps taken for storage devices. This is because they can be accessed remotely which can lead to them being wiped and/or data be altered. So, to prevent any remote interference I would place the hard drive that I have found in Rich’s computer into a special container to block out these interferences such as putting it in a faraday cage. 
Chain of custody 

	Item
	Description
	Quantity
	Date and Time
	Location

	HP Black Desktop PC
	Processor: Intel® Core™ i3-12100 Processor
RAM: 16GB
Storage: 256 GB

Minor dents and some scrapes to the outer shell of the PC.
	1
	15:02pm
02/04/2025
	The Cyfusion Mobile Manufacturing Company office building




Analysis
The analysis stage is an in-depth process involving combing through all data on the seized devices. The type of information I am looking for is evidence to prove or disprove that Rich deleted the original design files and any evidence. I am also looking to recover the original design files.
When I am inspecting the data there are different things that I would look out for such as files transfers, suspicious behaviour, and any patterns that occur. The analysis stage is crucial as it would be used to prove or disprove the fact that Rich sold and deleted the original files.
To look through the data an image copy of the hard drive created with FTK imager will be used. I went through all the data on the copy of the hard drive, and I was able to find proof of him planning to sabotage the CMMC. My evidence of this is that he had contracts drafted up for selling designs to 360tech. The documents contain information about deleting the designs at CMMC to prevent his designs being used by both CMMC and 360tech.

To recover the original design files, I choose to use FTK imager again to scan the data image for any deleted files. After carrying out the scan it showed a couple files that had been deleted so I got them restored. Apon restoration it showed that the files were the Autodesk Maya design files. 


Conclusion
To conclude the investigation, I identified the devices that are relevant which are Rich’s work on a computer. Along with describing the measures taken to preserve electronic devices. An example being that I used FTK imager to create a copy of the hard drive on Rich computer to back it up as an image. I explained the measures I had taken to collect the computer and hard drive. These measures included keeping the electronic devices in strong and well-padded packaging to prevent additional factors such was weather from damaging them.
Then I analysed the files on an image copy of the hard drive to find evidence of Rich deleting the design files and proof that he sold his pone design to 360tech Using the data image of the hard drive I look through the files to find proof that Rich deleted the files on his work computer. I then used FTK imager to scan the data image for any deleted files that remained on the hard drive. Apon scanning the data image for deleted files it showed that the phone design files where still on the hard drive, and I was able to be recover them.
Overall, the investigation was successful as the objectives restoring the design files and providing evidence of Rich’ sabotage. [31]

Invoice
[image: ]

Attached is an invoice for Ms Ker Walters detailing the cost of expenses for restoring the deleted designs along with writing up a professional forensics report.
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Invoice

Bill to:
Ms. Ker Walters

Cyfusion Mobile Manufacturing Company

136 Hermitage Rd, Harringay Warehouse District,

London N4 INL.

Date issued:02/04/2025

Description ‘Amount
Restored the files £1800
Written professional forensics report £500

Thank you for your business




