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[bookmark: _Toc198989739]Introduction
In recent years, the evolution of artificial intelligence (AI) has dramatically transformed creative industries. One particularly impactful development is the generation of synthetic images by AI models, such as those using Generative Adversarial Networks (GANs) and Latent Diffusion Models (LDMs). These systems can now produce artwork that closely mimics human styles, often making it extremely difficult—even for experts—to distinguish AI-generated images from human-created ones. This technological shift poses significant ethical and societal challenges, particularly in contexts where authenticity, creativity, and originality matter deeply [1] [2].
The paper under review, authored by Chinta, Kamineni, Chatragadda, and Kamepalli (2024), investigates whether deep learning models can effectively differentiate between AI-generated art and human-created art. Their study uses three widely recognized deep learning models—Convolutional Neural Network (CNN), VGG19, and ResNet50—on the AI-Art Bench dataset. The core objective is to identify the most accurate model for early detection of synthetic content, thereby contributing to the fight against digital misinformation and the erosion of artistic authenticity [3].














[bookmark: _Toc198989740]Context and Research
As AI tools become more accessible, the line between human creativity and machine-generated content continues to blur. This has implications not only for the art world but also for society at large. AI-generated images can be used maliciously in misinformation campaigns, identity spoofing, and fake news. The ability to detect these images is essential for upholding digital integrity, intellectual property rights, and public trust in the media [4] [5].
Traditionally, detecting manipulated or AI-generated content relied on manual techniques such as metadata analysis or pixel-level inspection, which are neither scalable nor entirely reliable. The emergence of machine learning and deep learning has introduced more sophisticated, automated approaches. However, detecting AI-generated content remains a rapidly evolving and technically challenging task due to the increasing realism of outputs from models like Stable Diffusion, Midjourney, and DALL·E.


















[bookmark: _Toc198989741]Summary 
The study by Chinta et al. (2024) focuses on classifying images as AI-generated or human-created using three deep learning models. The research utilized the AI-Art Bench dataset, a large-scale collection comprising over 185,000 images—125,015 AI-generated and 60,000 human-created. The images vary in resolution and artistic style, offering a suitable benchmark for testing classification models [6].
The models tested include:
· CNN (Convolutional Neural Network): Custom-built model with several convolutions, pooling, and dense layers.
· VGG19: A pre-trained deep convolutional network with 19 layers, commonly used in transfer learning tasks.
· ResNet50: A deep residual network with skip connections that help mitigate the vanishing gradient problem in deep architectures.
CNN outperformed the other models with a classification accuracy of 92.69%, followed by ResNet50 at 89.53%, and VGG19 at 89.34%. Performance was also evaluated using metrics such as precision, recall, and F1-score, with CNN again leading across all parameters.














[bookmark: _Toc198989742]Related Work and Theoretical Background
The task of distinguishing synthetics from real images intersects with a broader body of research in image forensics, deepfake detection, and AI authenticity validation. CNNs have long been employed for visual classification tasks due to their ability to capture spatial hierarchies in image data. They are particularly useful in detecting subtle inconsistencies in image texture and structure, which often distinguish AI-generated content.
In recent literature:
· Hossain et al. (2023) explored hybrid CNN-ViT (Vision Transformer) models and showed that explainable AI can enhance trust and accuracy in synthetic image detection.
· Monkam et al. (2023) proposed GAN-specific detectors trained to recognize artifacts introduced during the generation process.
· Bird and Lotfi (2024) introduced a benchmark called “CIFAKE,” specifically for identifying fake images using explainable deep learning techniques.
These studies highlight a key trend: while CNNs are foundational, more advanced or hybrid approaches are being explored for improved robustness and explainability. Chinta et al.'s work fits well within this context but distinguishes itself by using a real-world dataset and comparing standard architecture, making the findings easily applicable and interpretable [7].



[bookmark: _Toc198989743]Aims and Objectives 
Aim
The primary aim of this project is to design and evaluate an effective machine learning-based system for detecting deepfake or AI-generated images, with a focus on preserving digital authenticity and mitigating the risks associated with synthetic media.
Objectives
To achieve this aim, the following objectives are set: Using SMART
SMART is a framework for setting clear and achievable objectives. It stands for Specific, Measurable, Achievable, Relevant, and Time-bound. Using SMART helps ensure goals are well-defined, trackable, realistic, aligned with the project's purpose, and completed within a set timeframe, improving focus, accountability, and project success.
1.) Specific & Measurable:
Conduct a comprehensive review of at least three state-of-the-art machine learning models (e.g., CNN, VGG19, ResNet50) currently used for detecting deep-fake and AI-generated images, by Week 3, documenting their strengths, weaknesses, and relevance to image forensics.
2.) Specific & Measurable:
Train and evaluate the selected models on the AI-Art Bench dataset by Week 6, using performance metrics including accuracy, precision, recall, F1-score, and computational efficiency to compare and rank their classification effectiveness.
3.) Achievable & Measurable:
By Week 7, perform a feature analysis using confusion matrices and visualizations to identify and explain which image characteristics contribute most to the distinction between AI-generated and human-created images.
4.) Relevant & Achievable:
Identify and document at least three critical limitations (e.g., data imbalance, lack of explainability, adversarial vulnerability) in the current detection models by Week 8, supporting findings with evidence from experiments or literature.
5.) Specific & Relevant:
Propose and outline a minimum of two enhancement strategies (e.g., incorporation of explainable AI, or defensive adversarial techniques) by Week 9, aiming to improve detection accuracy and trustworthiness.
6.) Relevant & Time-bound:
Evaluate the societal and ethical implications of deep-fake detection tools—focusing on media integrity, educational awareness, and cybersecurity—and compile these insights into a short policy briefing by Week 10.
7.) Measurable & Time-bound:
Develop and present a working prototype of a detection system by Week 11, including a dashboard or visual output that showcases model predictions and classification results, accompanied by a user manual and implementation notes.
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The dataset, AI-Art Bench, includes three types of art sources:
· Human-drawn images (from ArtBench-10),
· AI-generated images using Latent Diffusion,
· Standard Diffusion models.
Each image was resized to a uniform resolution for input into the models. Data was split into training (80%) and testing (20%) sets, with proper class balance maintained during evaluation. CNN architecture included six convolutional layers interleaved with max-pooling and three dense layers at the end. VGG19 and ResNet50 were implemented with transfer learning from ImageNet.
Performance was visualized using:
· Training and validation accuracy/loss graphs.
· Confusion matrices for all models.
· Tabular summaries of key metrics.
This practical and structured methodology lends credibility to the results and enhances reproducibility [9].
[bookmark: _Toc198989745]Research Onion
1.) Research Philosophy – Pragmatism
This project follows a pragmatic philosophy, blending both scientific rigor and practical application. The aim is to produce actionable results that help identify AI-generated images in real-world contexts such as media, cybersecurity, and digital ethics [10].
2.) Research Approach – Deductive
A deductive approach is used by starting with existing theories and models in deep learning and testing them on a dataset to validate which perform best in detecting synthetic images.
3.) Methodological Choice – Quantitative
The research uses a quantitative methodology, focusing on numerical data, performance metrics, and statistical evaluation of deep learning models like CNN, VGG19, and ResNet50 [10].
4.)  Strategy – Experimental
The experimental strategy involves training and testing deep learning models on the AI-Art Bench dataset. The performance of each model is compared using confusion matrices and classification metrics [10].
5.) Time Horizon – Cross-sectional
A cross-sectional study is undertaken, analyzing model performance at a specific point in time using a pre-collected dataset rather than monitoring over an extended period.
6.) Data Collection – Secondary Data
The project utilizes secondary data—specifically the face images from A.I. filters —which include both AI-generated and human-created pictures. New data may be collected, but existing data is thoroughly analyzed [10].
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[bookmark: _Toc198989747]Outline of Experimental Procedure
Dataset Preparation
· Select and acquire a benchmark dataset (e.g., AI-Art Bench).
· Preprocess data: resize, normalize, and label images (AI vs. human).
· Split into training, validation, and test sets (e.g., 70-15-15 or 80-20).
 Prototype Development
· Implement baseline models (CNN, VGG19, ResNet50) using Python.
· Use transfer learning where appropriate for efficiency.
· Build a basic UI or dashboard to visualize classification results for proof-of-concept demonstration.
Model Training and Evaluation
· Train models with consistent hyperparameters (batch size, epochs, learning rate).
· Evaluate using metrics: accuracy, precision, recall, F1-score, and confusion matrices.
· Record training and validation loss curves to monitor learning and overfitting.
Comparative Analysis and Optimization
· Compare model results to identify best-performing architecture.
· Fine-tune the best model (e.g., adjust layers, dropout, learning rate).
· Optionally add explainability tools (e.g., Grad-CAM, SHAP) for transparency.
Proof of Concept
· Integrate best model into a lightweight detection tool or interface.
· Showcase ability to upload an image and receive a classification result with confidence score.
· Document performance and limitations of the prototype.
Documentation and Reflection
· Reflect on limitations (dataset bias, model robustness).
· Discuss potential for deployment and scalability.
· Summarize results and propose future improvements or research directions.

[bookmark: _Toc198989748]Risks & Limitations
Enhanced Awareness and Transparency
A risk register provides a centralized record of all potential risks, increasing visibility for the entire team. This ensures that all stakeholders remain informed about possible issues and the steps being taken to manage them [11].
Effective Risk Prioritization
The use of a risk matrix enables the assessment of each risk based on its likelihood and potential impact. This helps the project team prioritize risks, focusing attention and resources on the most critical threats.
Informed Decision-Making
Risk planning allows decision-makers to evaluate threats systematically, enabling well-informed choices regarding timelines, contingency plans, and resource allocation.
Proactive Problem Prevention
By identifying risks early, the project team can implement preventive measures in advance, reducing the likelihood of reactive responses and project disruption [11].
Clear Accountability
Each risk is typically assigned to a responsible individual or team, promoting ownership and accountability for risk monitoring and mitigation efforts [11].
Increased Stakeholder Confidence
Demonstrating structured risk planning reassures stakeholders, supervisors, or funding bodies that the project is managed with foresight and responsibility [11].
Compliance and Documentation
A well-maintained risk register serves as documented proof of responsible project management and compliance with academic or institutional requirements [11].
Ongoing Risk Monitoring
The register and matrix allow for continuous reassessment of risks throughout the project lifecycle, enabling the team to adapt strategies as conditions change [11].
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[bookmark: _Toc198989081]Figure 3 Risk register pt1 
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[bookmark: _Toc198989082]Figure 4 Risk Register pt 2
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[bookmark: _Toc198989083]Figure 5 Risk register pt3
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[bookmark: _Toc198989749]Ethical Issues
Privacy and Data Consent
· Facial images are biometric data, which are sensitive and often protected by law GDPR [12].
· Using datasets with real human faces requires explicit consent—especially when training models.
· There is a risk of violating individuals' privacy if images are scraped or used without proper permission.
Misidentification and Bias
· Detection models can produce false positives or negatives, potentially accusing real people of using manipulative filters—or failing to detect them.
· Bias in training data (e.g., underrepresentation of certain ethnicities, genders, or age groups) can lead to unfair outcomes and discrimination.



Misuse of Technology
· The software could be misused to track, surveil, or shame individuals, particularly in authoritarian regimes or toxic social environments.
· It may also be used to doxx, harass, or discredit content creators who use filters for personal or artistic reasons.
Autonomy and Freedom of Expression
· Many individuals use AI filters as a form of self-expression, digital art, or identity exploration.
· Automatically flagging or banning such content might suppress creative freedom or stigmatize certain communities.
Mental Health and Social Impact
· Publicly revealing filtered images could contribute to shaming, body dysmorphia, or social anxiety, especially among vulnerable groups.
· There is an ethical dilemma in balancing truthfulness with emotional harm caused by exposure.
Transparency and Explainability
· Users and stakeholders should understand how and why the software flags an image.
· Lack of explainability in AI decisions can lead to distrust, confusion, or unfair treatment.
Legal and Regulatory Risks
· The tool may inadvertently violate laws regarding freedom of speech, data protection, or defamation [13].
· Developers need to consider legal jurisdiction and liability if the tool is used to accuse or expose individuals.
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[bookmark: _Toc198989751]Resources Required
Physical Resources
Computer/Workstation:
· A high-performance computer with a modern high-end GPU is essential for training and testing deep learning models efficiently. 
 Storage:
· At least 1TB of SSD storage for storing datasets, trained models, and experimental logs.
Backup Drive/Cloud Storage:
· To ensure safe storage of datasets and code, especially during long-term experiments or collaborative work.
Software Resources
Operating System:
· Windows 10/11 depending on compatibility and personal preference.
Programming Language:
· Python 3.x – for model development, data preprocessing, and evaluation.
Machine Learning Libraries & Frameworks:
· TensorFlow or PyTorch – for model building and training.
· Keras – for simplified model development.
· OpenCV – for image processing and manipulation.
· scikit-learn – for data splitting, evaluation metrics, and model comparison.
Jupyter Notebook / Google Colab:
· For interactive coding, testing, and visual output of model performance.
Version Control:
· Git and GitHub/GitLab for source code management and collaboration.

IDE/Code Editor:
· VS Code, PyCharm, or JupyterLab – for coding and debugging.
[bookmark: _Toc198989752]Human Resources
Human Resources
· Project Lead (Me) – overseeing development, testing, and documentation.
· Support Mentor (David Williams)
· Academic Supervisor – guiding ethical and technical aspects of the research.
· Peer Reviewers or Testers – for validation and user feedback.
[bookmark: _Toc198989753]Other Resources
 Planning Tools
· Gantt Chart or Project Timeline Software:
· Tools like Microsoft Project to manage milestones and deadlines.
Documentation Tools:
· MS Word, for writing reports and technical documentation.
Presentation Tools:
· PowerPoint for creating visual presentations and prototypes.
Design tools:
· Viso for flow charts, UML and Wire frames.
[bookmark: _Toc198989754]Gantt Chart
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[bookmark: _Toc198989085]Figure 7 Basic Gant Chart

[bookmark: _Toc198989755]Critical Analysis: Strengths
High Accuracy with Simplicity:
The CNN model achieved high performance without relying on extremely deep architecture, suggesting that complexity is not always necessary for this classification task.
Comparative Evaluation:
By testing multiple models on the same dataset, the study provides a clear comparison that helps inform future research.
Realistic Dataset:
The use of AI-Art Bench, which simulates real-world distribution and resolution of images, strengthens the external validity of the findings.
Performance Metrics and Visuals:
Graphs and confusion matrices add transparency and aid in understanding the model’s behavior.
Timeliness and Relevance:
The study addresses a critical issue at the intersection of AI ethics, digital art, and cybersecurity [14].
[bookmark: _Toc198989756]Limitations and Areas for Improvement
Despite its strengths, the study presents a few limitations:
Dataset Imbalance:
The AI-generated images significantly outnumber human-drawn ones, potentially biasing the model toward the AI class.
Limited Model Scope:
Only three models were tested. Including newer architectures like EfficientNet, Swin Transformer, or ViT would provide broader insights.
No Explainability:
While CNN achieved high accuracy, there’s no explanation of why certain images was classified as AI-generated. Interpretability is vital, especially in fields related to media trust.
Potential Overfitting Risk:
There’s no mention of cross-validation or generalization checks. Although test accuracy is high, additional evaluation on unseen datasets would confirm robustness.
No Adversarial Testing:
The models were not tested against adversarial examples, which are increasingly relevant in security-sensitive applications [4].











[bookmark: _Toc198989757]Broader Implications and Future Directions
This study has implications for multiple domains [9]:
· Art and Culture: Protecting artistic authenticity in a digital world increasingly flooded with machine-generated content.
· Cybersecurity: Building automated systems to detect fake visuals in scams, phishing, or propaganda.
· Education and Media Literacy: Teaching the public about synthetic content and digital manipulation.
· Policy and Regulation: Informing laws related to AI-generated content attribution, copyright, and ethical usage.
· Future research should explore:
· Model explainability via Grad-CAM or SHAP.
· Robustness testing multi-style, multilingual, or culturally diverse art.
· Deployment of lightweight models for real-time detection.
· Development of AI-generated content watermarking and traceability frameworks.
















[bookmark: _Toc198989758]Conclusion
The study is a timely and practical contribution to the field of AI-generated content detection. By using standard deep learning models on a realistic dataset, the research demonstrates that even simple CNN architectures can achieve high accuracy in distinguishing synthetic from real art. While limitations exist, particularly in terms of explainability and model diversity, the foundation laid by this study is strong and meaningful. It underscores the importance of continuous research in this domain to maintain the integrity of visual media, protect creative ownership, and mitigate the spread of misinformation.
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