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Abstract— This document will explore research in the field of Network and Data Centre Management. The paper will include optimization techniques for the network architecture, as well as future growth options including IoT, cloud services and machine2machine communication in enterprise environments. The security risks and benefits will also be discussed.	Comment by Carlene Campbell: 
Your abstract should be the last thing to write where you highlight key finding/areas that is withing the report.
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 Introduction
As the IT industry grows and progresses, there is an increasing need for efficient data centre management. As more and more businesses realize the potential cost benefits and risk avoiding features of an efficiently designed and run data centre, the demand for these services will increase. [1]	Comment by Carlene Campbell: 
Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm

Data Centre management as a whole is being excessively geared towards green objectives. This entails closely monitoring the carbon cost of each aspect of data centre management. The ability to fulfill client’s requests while at the same time keeping the carbon costs of implementation down to a minimum is a huge benefit to any business. [1-3]

In a world where IoT (Internet of Things) is growing at increasing speeds, the need for optimization and efficient use of power is a must. When implementing IoT, depending on the size of the business, there can be 100s of devices including: [4]

· Network hardware (Routers, Switches wireless APs and Servers)
· Sensors (Heat, motion, smoke, gas etc.)
· Surveillance hardware (Cameras, storage)


This paper will cover in detail the process of implementing IoT in a network and data centre environment going over the benefits, drawbacks and security risks that can arise during the setup and maintaining of the system. 
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Background literature review of Network and Data centre management
Data Centre Management.	Comment by Carlene Campbell: 
This area lack discussion. It more like defining each points.

Data centres offer businesses affordable, reliable, efficient and secure solutions to a range of services. A data centre can make use of economies of scale to utilize efficient methods of housing servers that can fulfill many tasks such as web hosting, application hosting, database storage, general data storage/backups and much more. [2-3]

Data centers can be required to run 24/7 to meet demands of businesses. 24/7 uptime is required for some services such as web hosting, live backup systems, real-time applications, mission critical services such as hospital databases and much more. [2-3]

Maintaining 24/7 uptime of potentially 100s or 1000s of servers can draw a huge amount of electricity not just in running the equipment, but also cooling systems, backup generator systems and fire safety systems. [2-3] 

All the above systems are critical for businesses that require 100% uptime Some businesses can lose potentially thousands of pounds per hour of downtime, so the cost of maintaining uptime is absolutely worth it for these kinds of businesses. [2-3]

As well as the costs related to running, protecting and maintaining the servers, you must also factor in the other costs of running a data centre such as rent/land costs, employee costs, maintenance contracts for network hardware and emergency funds in case of disasters. [2-3]

Network Management.

There are 5 fundamental functional areas set by the ISO (International Organization for Standardization). These are Configuration management, Performance management, security management, fault management and accounting management. Each area is explained will be detail below.

Configuration management

Configuration management consists of all configuration aspects of a network. Starting with initial setup and configuration of the network from all the way through to monitoring the live network as it performs. [5]

The configuration options cover: [5]

· File management (Server locations/storage protocols used)
· Inventory management (Network device management, backup device and maintenance services)
· Software management (PC/Server operating systems, Antivirus programs, server run software)
· Naming conventions (consistent naming to allow easier management of files/programs/network layout, IP schemes)
· Person/s of contact should any problems arise (maintenance engineers, on site engineers)

Performance management

Performance management involves the monitoring of critical data concerning the network. There are many techniques of network monitoring that can be performed. Live monitoring can be used to monitor network traffic, server access, bandwidth usage, user activity and network latency. Scheduled monitoring can be performed in order to compare data at different times of the day, or between different areas of the network. This can lead to restructuring of the network or upgrading/downgrading of network hardware to more efficiently balance loads on the network. Manual monitoring may be carried out due to suspicious activity, or to troubleshoot problems or complaints from staff of slow network speeds. [6]



Performance issues can be dealt with in two ways, a reactive system and a proactive system. [6]

A reactive system makes use of user-defined thresholds imposed on network traffic, latency and bandwidth usage. Should these thresholds be exceeded, a ticket will be treated and further dealt with by the network engineers. [6]

A proactive system makes use of network simulations to predict problem areas of a network such as traffic bottlenecks, latency problems, collision areas etc. These problem areas can be resolved before problems are experienced by the live network. [6]

A reactive system can result in downtime while problems are fixed, whereas proactive systems usually solve problems before they are experienced by users of the network. It is best practice to use a mixture of both systems as some problems will go undetected during proactive simulations, and problems will go unfixed for longer periods of time if there is no reactive system in place to deal with new problems. [6]

Security management


Security management involves all aspects of security that could affect the network. This involves the network usage policies, wireless device policies, data protection policies, user access levels, access control lists, port monitoring, monitoring of suspicious activity. [7]

Security management can also involve the practice of using penetration testing tools to discover vulnerabilities on the network, allowing patches to be created and implemented to prevent exploitation by malicious hackers. [7]








Fault management

Fault management involves the detection, isolation and correction of faults discovered on the network. Dealing with faults in a way that minimizes downtime is preferred, however some downtime may be unavoidable for certain faults. It is best practice to implement backup services to fall back on should any faults arise that would otherwise cause prolonged downtime, and ultimately cost a business large amounts of money per hour of downtime. [8]

Accounting management

Accounting management involves the monitoring of usage on the network. Thorough monitoring allows the network manager to view services used, service usage times, service uptime and downtime, who uses what services including storing logs of such data for future access if needed. [9]

As well as monitoring service usage, network performance may be monitored to view network resources to ensure resources are being used efficiently by the users who require certain services. [9]















Design

While designing a network, it’s always best practice to have an idea of the future changes/upgrades that can happen to the network. This can involve hardware changes, software updates/upgrades, expanding the network size and implementation of other systems into the network. [9,10]

IoT (Internet of Things) is a great addition to any business and must be closely linked to the network system of the business in order to achieve the full potential of the IoT technology. [9,10]

An IoT system can be as complicated or as simple as you want it to be. A simple IoT system can consist of lighting sensors to allow efficient automation of room lighting, heat management can also be a simple system used to regulate heating and cooling through the use of radiators and air conditioning. 

Heat management can be taken a step further through implementation of electronic motors to control opening and closing windows to naturally control temperatures, further saving on the costs of running an air conditioning system. [9,10] 

IoT systems can also incorporate security systems through the use of IP HD cameras which are again, operated through motion detectors and data can be stored and backed up onsite and off site when connected to the network. The use of sensors ensures the cameras are only active and using resources when motion sensors are triggered, promoting efficient energy and storage usage. 

IoT has been susceptible to security breaches of its own. With the sudden burst in popularity of the use of IoT systems in the household environment, IoT systems were being installed by users lacking the technical knowledge to ensure the IoT devices were sufficiently secured. This led to some IoT devices being hijacked in some shape or form. This can be catastrophic for households as the malicious activity can be ongoing without detection businesses storing confidential information [11]

Below are some aspects of an IoT system that can be exploited and abused:

· Open microphones (devices like Amazon Alexa operate using open microphones that are always listening, devices can be exploited by hackers to access recordings of conversations and confidential information)
· IP Cameras can be hijacked to allow footage to be viewed by malicious hackers resulting in confidential info being exposed or blackmail footage. Cameras can also be disabled to enable burglaries with no risk of video evidence.
· Weak or no passwords (can result in access to the network through unsecured devices)

It is paramount to keep security as a number 1 priority when designing an IoT system, as any shortcomings can negate any and all benefits achieved from the system. As well as destroying the IoT system, malicious hackers may penetrate deeper into your network off the back of a badly designed/managed IoT system, causing the business even more problems. A VPN would allow secure connection between campuses should any lecturers need to work from home or network team access any devices remotely.

If the University was to make use of an IoT system, security would be a major part of the design and implementation due to the amount of confidential information held on all students and lecturers. If this data was to be accessed due to a security breach, the University would be responsible for any damage caused due to the lack of security when handling confidential data.

The implementation of a lighting and heating system would fit perfectly with the way a university campus functions. With some lecture rooms being empty for up to hours at a time, the autonomous regulation of the lighting and heating of these rooms can be temporarily shut off while not in use, resulting in less money spent on energy for these services.




Implementation	Comment by Carlene Campbell: 
The implementation should be based upon the case study given in the assignment.  This is reflecting more thewireless network assignment, notthenetwork management case study.

Before planning and implementing an IoT system, you must first design the network layout. This will make it easier to design the layout of the WSN (Wireless Sensor Network) based on frequented areas, important areas (high security server rooms etc.), as well as aiding in hardware placement due to building layout and network device placement. 

In order to implement a full IoT system into a business network, there are multiple stages that must be rigorously planned, tested and evaluated. The final product will be the result of multiple planned ideas and tests/simulations combined into a well thought out plan of action.

By planning the WSN on top of the already designed campus network, it is possible to optimize cable usage and network device placement to maximize coverage while keeping device wastage to a minimum. Efficient planning means less money spent on longer/extra cables as well as using less devices to cover the same amount of space on the campus.

Using data attained from monitoring certain areas on the campus, it is possible to create simulations to discover the most efficient layout of the WSN using different strength sensors and varying device ranges. Testing different tolerances for the sensors can also cut out false activations resulting in more efficient energy and data storage which saves money for the business.

For the campus design, motion sensors would have to be installed in every room, hallway, stairways, toilets and open areas. Heat sensors should be installed in every room and frequent areas of the open areas and hall ways.

Installed devices must be configured with a plan that allows easy identification in order to replace faulty devices within an appropriate time, this can eb done with an accurate IP scheme and floor plan of the campus.

In order to maintain a highly secured network, all IoT devices must be fully up to date with any security patches or firmware updates to reduce chances of malicious hackers accessing confidential data through known vulnerabilities.

Conclusion
Overall, the university could definitely benefit from an IoT system. As a high traffic area with a lot of rooms/floors, the energy saved from the efficient heating and lighting system would save the university a lot of money over time. As well as the cost benefits, the students/lecturers will also experience the benefits of having an autonomous heating and lighting system.

The security side of the IoT system could also increase the energy efficiency by utilizing sensor activated IP cameras not to waste energy and storage space by recording hours of still footage when there is no activity.

By ensuring all network and IoT devices are updated regularly and correctly configured up to standard, the chances of known vulnerabilities being exploited can be kept to a minimum. This is ideal as the university holds a lot of confidential information from the students and lecturers which would cause huge problems if leaked, both legally and by affecting reputation.

Due to designing and building the network and IoT system together efficiently, the university will have a much easier task of maintaining and potentially building onto the network in the future. A well designed and configured network also allows easier troubleshooting and pinpointing of failures, allowing faster resolving of problems resulting in minimal downtimes which can affect both students and lecturers.

By implementing an efficient network, it also sets a precedent for future changes and/or expansion by keeping to the same naming conventions and practices that were planned for the network and IoT system during the design stages.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Engagement with a limited range of resources.  It also could do with more current sources say within the last five years. (Grade mark: 46.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]7

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Knowledge is reasonable detailed and understanding to some extent. (Grade mark: 46.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]7

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]While the research aspect lack discussion. The design and implementation discussion/explanation does not relate to the case study in the assignment ot the packet tracer implementation submitted. (Grade mark: 46.67%)
	[bookmark: totalANA]30
	[bookmark: markANA]14

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]The network is good representation of an enterprise network.  No passwords on core design, ports are not configured, vlan not implemented, could not ping any devices at all. Overall the implementation looks good but it does need to be functional. (Grade mark: 55.00%)
	[bookmark: totalPAD]30
	[bookmark: markPAD]16.5

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack]Can communicate effectively in a suitable manner.  Formatted well . (Grade mark: 60.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6.0

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]50.5%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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