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Digital Evidence Identification & Case Documentation
Acme Inc. recently detected suspicious activity within its internal network. Preliminary investigation suggests that an employee workstation may have been compromised, allowing an attacker to move laterally and access a critical internal server.
The affected server has been isolated from the network to prevent further damage. You have been assigned as a digital forensic investigator to examine the server and determine whether unauthorized access or data tampering occurred.
Note: Employees usually access the server while being connected to the company’s LAN through the IP 172.16.10.20
Your Role
You are a forensic investigator with authorized access to the server image. Your task is to identify digital evidence, analyze file metadata and system event logs, and document your findings.
Instructions for the Lab Exercise
1. Import and power on the provided VM (LAB01.ova)
2. Do not install new software
3. Do not modify or delete evidence
4. Once the Windows Server logon screen loads, login with the following credentials:
Username:	Administrator
Password:	Acme"98765£
5. To begin with, browse to C:\ and you will see a folder named “AcmeData”. This is the first place where you can look for evidence of the breach.
6. Start by looking at the properties of each folder in the C:\AcmeData\ directory and identify the owners. Right-click on a folder and go to Properties → Security → Advanced. This will also give you the authorized usernames in the system.
7. 
8. Use built-in tools:
a. Event Viewer
b. File Properties
c. Command line tools
9. Document everything
Deliverables
Case report with the following sections, indicating a complete chronological timeline of events:
1. Evidence Identified
2. Findings
3. Interpretation
4. Limitations
5. Conclusion

Expected outcome/Sample solutions Digital Evidence Identification & Case Documentation
Lab 1

1. Once you import the given OVA file in VirtualBox (LAB01.ova) and turn on the VM.
2. When the Windows Server logon screen loads, login with the following credentials:
Username:	Administrator
Password:	Acme"98765£
3. To begin with, browse to C:\ and you will see a folder named “AcmeData”. This is the first place where you can look for evidence of the breach.
4. Start by looking at the properties of each folder in the C:\AcmeData\ directory and identify the owners. Right-click on a folder and go to Properties → Security → Advanced. This will also give you the authorized usernames in the system.
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	Folder Name
	Owner

	C:\AcmeData\Finance
	j.smith

	C:\AcmeData\HR
	a.turner

	C:\AcmeData\Projects
	m.jones



5. To look for further evidence of compromise, you now need to check Windows Event Logs. You can use the usernames to look for relevant Logon events (Event ID 4624) in the Security logs.
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You will notice that the Logon events for all three (3) users have a common source IP i.e. 172.16.10.20.
6. However, there will also be an event for the user j.smith which will show a different source IP i.e. 192.168.56.1, indicating that this account was compromised and used for unauthorized access.
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7. Now search the compromised user’s files in C:\Users\j.smith\ to look for copies of files or compressed folders as evidence of potential data exfiltration. You will find a file named AcmeData.zip in the Desktop folder. Check the properties of the ZIP archive and correlate the timestamps of Logon events to confirm if this was unauthorized.
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8. To validate the extent of the breach, correlate the timestamps of the login activity and the file properties (Filename, Date created, Date modified, Size) for all the files from the ZIP archive and the files in the C:\AcmeData\ directories to identify the original files and if the data was tampered.
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For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (i available).

Permission entries:

Type  Principal Access Appliesto
8 Alow  SYSTEM Full control X “Thisfolder, subfolders and files
8 Allow  Administrators (ACME-SRVOT... ~Full control ) This folder, subfolders and files
8 Alow  Users ACMESRVONUsers)  Read & exccute : “Thisfolder, subfolders and files
8 Alow  Users ACME SRVONUsers)  Special : Thisfolder and subfolders

R Allow  Jane Smith (ACME-SRVO1Y;. Full control ) This folder only.

8 Alow  CREATOROWNER Full control : Subfolders and files only

Remove

[]Replace al child object permission entries with inheritable permission entries from this object
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