Man-in-the-Middle Attack
Our set up here features three virtual machines running Windows, one of which is the server for the network.  The server has an external connection to the internet, and is providing DNS services and DHCP for the virtual clients.  Our fourth machine is on the same network and is running Kali Linux as its operating system.
Arpspoof is an ARP poisoning tool.  It reconfigures the ARP routing tables to insert the attacking machine between the chosen victim client and the server, and between the server and the client.  In effect all packets coming to or from the client via the server pass through our Kali machine.
In the example below, the server IP address is 192.168.1.102, the victim IP address (allocated by DHCP in this instance) is 192.168.1.110.
The Kali virtual machine connection to the network is the default Linux connector, eth0.
The exploitation tools chosen here are driftnet, which captures pictures on internet traffic (can be very funny if your victim is “up to no good”!) and URLsnarf which simply grabs the website addresses of visited sites.
Follow the processes below, using your server and victim IP addresses, to try out the attack.
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(0.  Check your Kali Linux machine Ethernet interface is in “promiscuous” mode.  This is in “settings – network” on the VirtualBox software.  Do this before you turn on your Kali virtual machine.)
1.  Linux:  How to Set Up Packet Forwarding
Change the value in your /proc/sys/net/ipv4/ip_forward from 0 to 1. Or you can do by following the step below:
Echo '1' > /proc/sys/net/ipv4/ip_forward
2. Use the Above to Configure the Kali Linux Machine to Allow Packet Forwarding
In order to implement a man-in-the-middle attacker, Kali Linux must serve as a router between "real router" and the intended target.
3.  Set Up Arpspoof between the Target and the Router
This causes all traffic from the target to the router to be sent to the Kali machine
arpspoof -i eth0 -t 192.168.1.110 192.168.1.102
4. Set Up Arpspoof between the Router and the Target
This causes all traffic from the router to the target to be sent to the Kali machine
arpspoof -i eth0 -t 192.168.1.102 192.168.1.110
At this point we are in a position where the Kali machine is “man-in-the-middle” and we can capture information about the target’s activities.
5. Driftnet
The Driftnet routine listens to network traffic and picks out images from TCP streams.  We can use this to observe whatever pictures “Swansea” gets from the internet via the “Cardiff” server.
Setting Up Driftnet to Observe “Swansea” Traffic
Run driftnet on the Kali machine:
driftnet -i eth0
6. URLsnarf
URLsnarf grabs website addresses visited by the target (similar approach to Driftnet).
Setting Up URLsnarf to Observe “Swansea” Traffic
Run URLsnarf on the Kali machine:
URLsnarf -i eth0
