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[bookmark: _Toc227797766][bookmark: _Toc229349625]1. Introduction
Cloud computing has emerged as a key component of contemporary IT, enabling businesses to lower infrastructure costs, scale resources on demand, and provide applications more quickly [5]. Businesses can now offer services globally with less setup time by using cloud platforms instead of fixed, on-premise systems. This change has increased adaptability and made it possible for organizations to react swiftly to evolving user needs [5].
Maintaining consistency across many environments is a recurring difficulty, though. Due to differences in operating systems, configurations, and dependencies, applications that function properly on a developer's local computer may behave differently when deployed to the cloud. Delays, more troubleshooting, and worse reliability are frequently caused by this disconnect between the development and deployment environments.
Technologies like virtualization and containerization have been widely used to overcome these problems. Multiple operating systems can operate on the same physical hardware thanks to virtualization, which increases flexibility and resource efficiency. Although efficient, because each virtual machine has its own operating system, it may result in additional overhead.
Conversely, containerization provides a lighter and more effective approach by encapsulating applications and their dependencies into separate environments known as containers. Building, deploying, and managing these containers has become simpler thanks to tools like Docker, guaranteeing that applications function reliably across many platforms [8].
This report explores the role of containerisation in cloud computing, supported by practical implementation using Docker. It also examines key cloud concepts such as load balancing, scalability, and application gateways, and analyses how these technologies work together to deliver reliable, scalable, and high-performance services [1][2][3].


[bookmark: _Toc227797767][bookmark: _Toc229349626]2. Principles of Virtualization (Virtualization of Shared Hardware)
Virtualization is a cornerstone technology in cloud computing that allows a single physical machine to host multiple virtual environments. This is achieved through a software layer called a hypervisor, which sits between the physical hardware and the operating systems, managing the allocation of resources such as CPU, memory, and storage. The hypervisor creates and manages virtual machines (VMs), each of which functions as an independent system with its own operating system and applications, even though they all share the same underlying hardware.
One of the key principles of virtualization is hardware abstraction. Instead of applications running directly on physical hardware, they run within isolated VMs. These VMs act as if they are separate physical computers, even though they share the same physical infrastructure. This allows for a more flexible use of resources and greater scalability in cloud environments.
Another critical principle is resource sharing. Virtualization enables multiple VMs to utilize the same physical resources, such as CPU and memory, much more efficiently than traditional systems. In conventional setups, servers often remain underutilized, whereas, with virtualization, multiple VMs can run on a single physical machine simultaneously, which improves hardware utilization and reduces operational costs [9].
Another important aspect of virtualization is isolation. Because each virtual machine (VM) functions separately, malfunctions, crashes, or security lapses in one VM do not affect the others. In multi-tenant cloud systems, where several users or organizations use the same infrastructure, this degree of isolation is very crucial. The protection of user data and the inability of one tenant's data to be accessed by another are guaranteed by proper isolation.
A practical example of virtualization can be seen in cloud data centers, where a single physical server can host multiple VMs running different operating systems such as Linux, Windows, or others. These VMs can be dynamically allocated resources based on demand, providing both flexibility and scalability in cloud environments. This architecture forms the backbone of modern cloud infrastructures, allowing cloud service providers to scale services efficiently and cost-effectively.
In contemporary cloud environments, virtualization provides the essential infrastructure upon which containerization technologies, such as Docker, rely. While containers are lightweight and efficient, they still depend on the underlying virtualized infrastructure for operation. Containers benefit from the flexibility, isolation, and resource management that virtualization provides, enabling highly efficient deployment of cloud applications.
Overall, virtualisation improves resource utilisation, enhances scalability, ensures isolation, and reduces infrastructure costs, making it a fundamental component of cloud computing.

[bookmark: _Toc227797768][bookmark: _Toc229349627]3. The principles and benefits of containerisation
Containerization has emerged as a crucial technology in the realm of cloud computing, offering an efficient and portable way of deploying applications across different environments. When combined with the multi-cloud environment, containerization facilitates enhanced flexibility, scalability, and operational efficiency. In a multi-cloud environment, organizations can leverage multiple cloud platforms simultaneously to prevent vendor lock-in, improve reliability, and optimize costs. However, as containerization in multi-cloud environments continues to gain traction, it also presents unique challenges that require careful consideration and innovative solutions[10].
1. Scalability and High Availability:

One of the primary roles of containerization in multi-cloud environments is to enable scalability and ensure high availability. Containers allow applications to scale quickly and efficiently by creating and deploying multiple instances across different cloud platforms. With containers, organizations can deploy application components in a way that maximizes resource usage, ensuring that applications remain accessible during peak traffic periods without sacrificing performance. 
2. Performance and Optimization:

Another critical role of containerization in multi-cloud environments is improving performance and optimization. Containers are lightweight and resource-efficient, meaning they can be deployed and executed on various cloud platforms without significant overhead. As multi-cloud environments often span different infrastructure providers, containerization ensures that applications can be optimized for performance, regardless of where they are running, and helps achieve cost savings through better resource utilization. 
3. Security and Privacy:

Security is always a major concern when dealing with cloud environments, and containerization plays a key role in ensuring that applications remain secure, especially in multi-cloud deployments. By isolating applications within containers, organizations can minimize the risk of security breaches that may arise from sharing resources across different platforms. Moreover, containers can be configured with specific security policies, allowing for better control over access to sensitive data and ensuring compliance with privacy regulations. 
4. Multi-Cloud Container Monitoring and Adaptation:

Managing and monitoring containers in a multi-cloud environment is a complex task, but containerization makes it easier to track the health and performance of applications across various cloud platforms. Using container orchestration tools such as Kubernetes, organizations can automate container management and ensure smooth adaptation to different cloud environments. This helps organizations monitor and optimize their containerized applications in real-time, ensuring the application remains performant and secure across platforms.
Additionally, containerisation enables easier collaboration between development, testing, and operations teams. Developers can build and test containers on their local machines, ensuring the software runs exactly the same in all environments. Operations teams can then deploy these containers to production without worrying about environmental discrepancies, simplifying the deployment pipeline.
Moreover, container orchestration platforms such as Kubernetes further enhance the efficiency of containerisation by automating the deployment, scaling, and management of containerized applications. Kubernetes manages clusters of containers, ensuring high availability and fault tolerance across multiple systems.
In summary, containerisation provides significant benefits in terms of portability, scalability, resource efficiency, and consistency. It is rapidly becoming the standard approach for deploying modern applications, particularly in cloud computing environments where these advantages are fully realised.
In terms of benefits, containerisation improves efficiency, consistency, and scalability. Multiple containers can run on the same machine without wasting resources, applications behave the same in every environment, and new containers can be created quickly to handle increased workload.
To demonstrate containerisation in practice, a simple web application was developed using an HTML file. The aim of this implementation was to show how an application can be packaged, deployed, and executed within a container using Docker.
The HTML file contained the following content:
<h1>Hello from Docker</h1>
<h2>This is my first project in Docker</h2>
A Dockerfile was created to define the environment required to run the application:
FROM nginx:latest
COPY index.html /usr/share/nginx/html
In this configuration, the official Nginx image was used as the base image, and the HTML file was copied into the default web directory of the server.
The Docker image was then built using the following command:
docker build -t myweb .
Once the image was successfully created, a container was launched using:
docker run -d -p 8080:80 myweb
This command runs the container in detached mode and maps port 8080 on the host machine to port 80 inside the container, demonstrating basic container networking through port mapping.
The application was accessed a web browser at:
http://localhost:8080
The successful display of the web page confirms that the containerised application is running correctly.Figures below (Figure 1 and Figure 2) illustrate the Docker build process and the output displayed in the browser[image: A screenshot of a computer

Description automatically generated]Figure 1: Docker build and container execution
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Figure 2 : Web output in browser

This demonstrates the complete containerisation workflow from image creation to deployment

[bookmark: _Toc227797769][bookmark: _Toc229349628][bookmark: _Toc227797771]4. The Images and Publishing Images
In containerisation, an image is a read-only package that contains everything needed to run an application, including the code, runtime, libraries, and configuration. In Docker, images act as blueprints from which containers are created. Once an image is built, it can be reused, shared, and deployed across different environments, ensuring consistency in application behaviour [8].
One important concept is immutability. Docker images do not change once they are created. If any modification is needed, a new image is built instead of altering the existing one. This improves reliability and makes version control easier. Another key benefit is portability. Since images include all dependencies, they can be moved between systems without compatibility issues. For example, an image built on a local machine can be deployed on a cloud server and will run in the same way [8].
In addition, Docker images are built in layers, where each instruction in a Dockerfile creates a new layer. This layered structure improves efficiency because unchanged layers can be reused, reducing build time and storage usage. It also makes debugging easier, as changes can be tracked layer by layer [8].
Images also support versioning through tags, allowing developers to manage different versions of an application. For instance, an application can have multiple tagged versions such as “v1”, “v2”, or “latest”, making it easier to roll back to a previous stable version if needed.
Overall, Docker images play a crucial role in containerisation by enabling consistency, efficiency, and easy distribution of applications across different environments. This makes them a fundamental component of modern cloud computing systems.
Example: Pushing an Image to DockerHub
After creating a Docker image, it can be published to a container registry such as DockerHub. This allows the image to be shared and accessed from anywhere, supporting collaboration and cloud deployment.
First, the image is tagged with a DockerHub username:
docker tag myweb your_dockerhub_rajeshbarua /myweb
Then, the user logs into DockerHub:
docker login
Finally, the image is pushed to DockerHub using:
docker push your_dockerhub_rajeshbarua /myweb
Once uploaded, the image becomes available in the DockerHub repository and can be pulled by other users or deployed on different systems using the docker pull command.
This process demonstrates how Docker images can be distributed efficiently, making it easier to deploy applications in cloud environments and maintain consistency across multiple platforms.

[bookmark: _Toc227797772][bookmark: _Toc229349629]5. Container Volumes
[bookmark: _Toc227797773]Container volumes are used to store data outside a container so that the data is not lost when the container is stopped or removed. By default, containers are temporary. Any files created inside them disappear once the container is deleted. Volumes fix this problem by keeping the data separate from the container itself.
In Docker, volumes provide a simple way to make data persistent. This means the data remains available even if the container is recreated. Volumes can also be shared between multiple containers, which is useful when different services need access to the same data.
One important idea behind volumes is persistence. Containers may come and go, but the data stored in volumes stays safe. Another useful feature is data sharing, where more than one container can use the same volume, making it easier to manage applications that work together.
In addition, volumes improve data management and performance in containerised environments. Since volumes are managed by Docker and stored outside the container’s file system, they provide better efficiency and faster access compared to storing data directly inside containers. Volumes also support backup and migration, allowing data to be easily transferred between different systems or cloud environments. This makes them highly suitable for real-world applications such as databases, where data reliability and persistence are critical. Overall, container volumes play a vital role in ensuring data durability and flexibility in modern cloud-based systems [8].
Example: Creating a Docker Volume
A volume can be created using the following command:
docker volume create myvolume
This creates a volume named myvolume.
The volume can then be attached to a container using:
docker run -d -p 8080:80 -v myvolume:/usr/share/nginx/html nginx
Here:
· myvolume is the volume name 
· /usr/share/nginx/html is the folder inside the container 
· The -v option connects the volume to that folder 
Any data written to this folder will be saved in the volume instead of inside the container. So even if the container is deleted, the data will still be there and can be used again.

[bookmark: _Toc227797774][bookmark: _Toc229349630]6. Container Networking
Container networking is the process that allows containers to communicate with each other and with external systems. In a containerised environment, applications are often split into multiple services, so proper networking is essential for them to work together.
In Docker, networking enables containers to connect using defined networks instead of relying only on the host machine. By default, Docker provides basic networking, but custom networks can be created to give better control, isolation, and communication between containers.
[bookmark: _Toc227797775]One important concept in container networking is port mapping. This allows a container’s internal port to be accessed from outside the container. For example, when running a web server, port mapping makes it possible to view the application in a web browser. Another key idea is container-to-container communication, where multiple containers can talk to each other within the same network using their names instead of IP addresses.
Example: Creating a Docker Network
A custom Docker network can be created using the following command:
docker network create mynetwork3
This creates a network named mynetwork3.
Containers can then be connected to this network when they are started:
docker run -d --name web3 --network mynetwork3 nginx
docker run -d --name web4 --network mynetwork3 nginx
In this example:
· Two containers (web3 and web4) are connected to the same network
· They can communicate with each other using their container names
In your earlier practical example, networking was also used through port mapping:
docker run -d -p 8082:80 myweb
This maps port 8082 on the host machine to port 80 inside the container, allowing the web application to be accessed through a browser.
This demonstrates how container networking enables communication, accessibility, and flexibility in container-based applications, making it an essential part of modern cloud systems.
[bookmark: _Toc229349631]7. Cloud Computing Concepts in an E-commerce Application
Cloud computing plays a crucial role in modern e-commerce applications, where performance, availability, and user experience are critical factors. Online shopping platforms must handle varying levels of traffic, especially during peak periods such as sales and promotions. To achieve this, cloud providers implement key technologies such as load balancing, scalability, and application gateways.
In addition, e-commerce systems require high availability to ensure that services remain accessible at all times. Any downtime can lead to loss of sales and damage to customer trust. Cloud platforms address this challenge by distributing applications across multiple servers and data centres, reducing the risk of system failure. This ensures that even if one server becomes unavailable, the system can continue to operate smoothly.
Another important aspect is performance optimisation. Customers expect fast page loading times and smooth transactions when browsing products or making payments. Cloud technologies help improve performance by routing traffic efficiently and allocating resources dynamically based on demand. This reduces latency and enhances the overall user experience.
Security is also a major concern in e-commerce applications, as they handle sensitive customer data such as personal information and payment details. Cloud providers use application gateways and security mechanisms such as encryption and filtering to protect systems from potential threats. This helps maintain data integrity and build customer confidence.
Overall, cloud computing provides the flexibility, reliability, and scalability required for modern e-commerce platforms, enabling them to handle dynamic workloads while maintaining high performance and security.

[bookmark: _Toc229349632]7.1 Cloud Provider Approach to Load Balancing, Scalability and Application Gateway
Cloud computing technologies such as load balancing, scalability, and application gateways are crucial for modern e-commerce platforms, enabling them to handle large volumes of traffic efficiently, improve performance, and ensure security. By leveraging these technologies, cloud providers ensure that e-commerce applications can operate smoothly, even during peak times like online sales events or promotions.
Load Balancing
Load balancing is a critical component in cloud-based environments. It ensures that incoming traffic is evenly distributed across multiple servers, preventing any single server from becoming overloaded. This is especially important for e-commerce systems where high traffic volumes can cause delays and even outages if not managed properly. During times of high demand, such as flash sales or product launches, load balancing ensures that users experience minimal latency and the system remains stable.
For example, when many users simultaneously access an e-commerce website, requests are distributed across multiple instances of the application, improving response time and availability. Research indicates that efficient load balancing helps to optimise resource utilisation and system performance, especially in dynamic cloud environments [1].
Scalability
Scalability is another important feature in cloud computing, enabling systems to dynamically adjust resources based on demand. Through auto-scaling, cloud platforms can add or remove computing instances as needed, ensuring that the infrastructure can handle periods of high traffic without over-provisioning resources during low traffic periods.
For instance, during major sales events, an e-commerce platform can scale up its resources to accommodate a surge in traffic. Once the traffic decreases, the system can scale down to reduce costs. Studies show that scalability is essential for managing large workloads and maintaining performance, helping cloud systems respond to changing demands efficiently and cost-effectively [2].
Application Gateway
An application gateway is crucial for handling incoming traffic and ensuring it reaches the right backend services. It operates at the application layer and takes on important tasks like URL-based routing, SSL termination, and filtering potentially harmful traffic. These functions make sure that requests are processed quickly and efficiently while also keeping sensitive information safe.
In cloud environments, application gateways are essential for both performance and security. They help to direct traffic more effectively and filter out malicious requests, which prevents attacks and keeps the system running smoothly. When integrated with load balancing and security features, they create a robust solution for managing web traffic, ensuring the backend services remain secure and performant. Research has shown that combining these features enhances the overall reliability of systems, especially in cloud-based applications [3].
One of the key advantages of an application gateway is SSL offloading. This process moves the task of handling SSL encryption and decryption away from the backend servers, which can be very resource-intensive. By doing this at the gateway level, the backend servers can focus on their core tasks, improving the overall performance of the system and allowing it to scale better as traffic grows.
Another benefit is URL-based routing. With this feature, the gateway can send traffic to different backend services based on the request URL. For example, static content like images or style sheets can be sent to a CDN (Content Delivery Network), while dynamic content like shopping cart or user data might go to specific servers that handle those tasks. This ensures that each service is only responsible for the right type of traffic, making the system more efficient and responsive.
Application gateways also include a built-in web application firewall (WAF), which adds another layer of security. The WAF helps protect against common web attacks, such as SQL injection or cross-site scripting (XSS), by filtering malicious traffic before it reaches the application. This additional layer of security is essential, especially in environments where sensitive customer data, like credit card details, is processed.
Furthermore, for global businesses or platforms that experience high traffic, application gateways can be deployed across multiple regions. This setup ensures that users, no matter where they are located, experience low latency, and if one region goes down, the traffic can be automatically routed to another region. This not only provides redundancy but also ensures high availability, which is critical for services like e-commerce where downtime could mean a loss of sales.
In complex cloud architectures, multi-region deployment of application gateways can provide further benefits. By distributing application gateways across different geographical regions, cloud providers can ensure low-latency access for global users and provide redundancy in case of region-specific outages. This also supports disaster recovery and high availability by automatically routing traffic to healthy regions during a failure.
[bookmark: _Toc229349633]7.2 Why Load Balancing and Scalability are Complementary
Load balancing and scalability are closely related and work together to ensure efficient performance in cloud computing environments. Load balancing is responsible for distributing incoming user requests across multiple servers, while scalability focuses on increasing or decreasing the number of servers based on demand.
In practice, load balancing alone is not sufficient during high traffic conditions. Even if traffic is evenly distributed, all servers can still become overloaded if there are not enough resources available. Similarly, scalability without load balancing would add more servers, but incoming traffic would not be efficiently distributed among them. Therefore, both concepts must work together to maintain system stability and performance.
Research shows that effective load balancing improves resource utilisation and reduces response time, while scalability ensures that systems can adapt to changing workloads dynamically [1]. Together, they create a balanced and flexible cloud environment capable of handling varying levels of demand efficiently.
[bookmark: _Toc227797776][bookmark: _Toc229349634]7.3 Benefits of Combining Load Balancing, Scalability and Application Gateway
Combining load balancing, scalability, and application gateways provides a complete and efficient solution for delivering cloud-based services to customers. These three technologies work synergistically to ensure high performance, high availability, and robust security for applications, especially those that deal with high user traffic, such as e-commerce platforms.
1. Application Gateway:
The application gateway acts as the first point of entry for all incoming traffic. It manages, routes, and secures requests to ensure that they are directed to the appropriate backend services. It plays a critical role in handling security by filtering malicious requests, performing SSL termination, and routing traffic based on URL paths. In e-commerce applications, it can direct users to different services, such as product search, payment gateway, and user authentication systems, ensuring secure and efficient routing [3]. 
2. Load Balancing:

Load balancing distributes incoming user requests across multiple servers. This ensures that no single server is overwhelmed with traffic, preventing slowdowns or crashes during high-demand periods. In an e-commerce system, when multiple users access product pages or checkout simultaneously (for example, during flash sales), load balancing helps ensure that these requests are evenly spread across available resources, thus improving response times and system availability [4]. 
3. Scalability:

Scalability enables the cloud infrastructure to automatically adjust resources based on traffic demand. During periods of high traffic, such as during sales or promotions, cloud platforms can scale up by adding more computing instances to handle the increased load. Once the demand subsides, the system can scale down to reduce costs by terminating unnecessary instances. This dynamic resource management ensures that the e-commerce platform is always running at optimal performance while keeping operational costs in check [2]. 

	Technology
	Functionality
	Benefit

	Load Balancing
	Distributes incoming traffic across multiple servers
	Prevents overload, improves performance, and ensures high availability [4]

	Scalability
	Adjusts resources dynamically based on traffic demand
	Allows the system to scale up during peak demand and scale down during low demand [2]

	Application Gateway
	Manages and secures incoming traffic, performs SSL termination, and routes requests
	Improves security by filtering threats and routing traffic efficiently [3]

	
	
	



When combined, these three technologies create a flexible, resilient, and cost-effective infrastructure. For instance, during a major online sale event, the application gateway directs users to appropriate backend services, while load balancing ensures that traffic is distributed across several servers. At the same time, scalability ensures that resources are dynamically allocated to meet the surge in demand, preventing service interruptions and maintaining smooth user experience.

Research indicates that integrating traffic management, dynamic scaling, and secure routing significantly improves system reliability, user experience, and cost efficiency in cloud environments [4].

[bookmark: _Toc227797777][bookmark: _Toc229349635]8. Driving Forces of Cloud Computing and the Role of Serverless Functions
Cloud computing has grown rapidly in recent years due to several key driving forces, particularly cost efficiency, flexibility, and scalability. Traditional IT infrastructure requires organisations to invest heavily in physical hardware, maintenance, and skilled personnel. In contrast, cloud computing follows a pay-as-you-go model, allowing businesses to pay only for the resources they use. This significantly reduces upfront costs and makes cloud solutions more accessible to both small and large organisations [1].
Flexibility is another major factor behind the expansion of cloud computing. Cloud platforms allow users to access services from anywhere and quickly adapt resources based on changing needs. This flexibility supports modern applications that experience unpredictable workloads, such as e-commerce platforms and mobile applications [5].
A more recent development in cloud computing is the introduction of serverless functions, also known as Function as a Service (FaaS). Platforms such as AWS Lambda and Azure Functions allow developers to run code without managing servers. In this model, developers simply upload their code, and the cloud provider automatically handles resource allocation, scaling, and execution. This reduces the complexity of infrastructure management and allows developers to focus entirely on application logic [6].
Serverless computing also improves cost efficiency. Since the system runs code only when triggered, users are charged only for actual execution time rather than continuously running servers. This makes serverless particularly suitable for event-driven applications such as API handling and background processing [7].
However, serverless computing differs from containerisation. Containerisation, using tools like Docker, involves packaging an application along with its dependencies into a container that can run consistently across different environments. Containers provide more control over the runtime environment and are ideal for long-running applications and complex systems [8].
In contrast, serverless computing abstracts away infrastructure management entirely. While this simplifies development, it also introduces limitations such as execution time constraints and reduced control over the environment. Containers are generally better suited for applications that require persistent processes, while serverless functions are more efficient for short, event-driven tasks [6].
When considering the driving forces of cloud computing, both serverless and containerisation contribute to cost efficiency and flexibility, but in different ways. Serverless reduces operational overhead and cost for intermittent workloads, while containerisation provides consistency, portability, and control for scalable applications. Together, these technologies reflect the ongoing evolution of cloud computing towards more efficient and flexible service models [5].

[bookmark: _Toc229349636]9. Conclusion
This report has examined the key role of cloud computing technologies in modern IT systems, with a particular focus on virtualisation and containerisation. It explained how virtualisation enables efficient use of shared hardware, while containerisation provides a lightweight and portable approach to deploying applications. The practical implementation using Docker demonstrated how a simple web application can be built, containerised, and executed successfully, highlighting the real-world benefits of this approach.
The report also analysed important cloud computing concepts, including load balancing, scalability, and application gateways. It showed how these technologies work together to ensure that applications remain available, responsive, and secure under varying levels of demand. The relationship between load balancing and scalability was discussed, along with the advantages of combining all three technologies in delivering reliable services to users.
In addition, the main driving forces behind the growth of cloud computing, such as cost efficiency and flexibility, were explored. The discussion on serverless computing highlighted how modern platforms allow developers to run applications without managing infrastructure, while also comparing this approach with containerisation.
Overall, cloud computing continues to evolve by offering more efficient, scalable, and flexible solutions. Technologies such as Docker and serverless functions play a significant role in this evolution, enabling organisations to build and deploy applications more effectively in dynamic cloud environments.
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