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Abstract
Technological advancements are continually updating and altering life around the world and has seen the policing profession evolve from a whistle to a call box, a radio, to modern-day telecommunications, and information technology incorporating surveillance and artificial intelligence. This evolvement has played a critical role and has become a significant driver in the strategies and tactics employed by police agencies to manage impending challenges and as a means to increase efficiency and improve outcomes.
However, the resulting global changes to the application of this scientific knowledge offers two conflicting views. One of optimism believing technology to be a tool that achieves greater goals and one of pessimism that believes technological systems are now beyond human control. Wherever people sit within this contentious argument, what is apparent is the undeniable extent to which digital technology has influenced 21st century policing. Although the significance placed on future innovation is imperative to evolve with criminality, ultimately the effects that innovation has on policing remains a critical question. Are ‘police’, policing based on Peelian Principles or has technology removed ‘police’ from policing?
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[bookmark: _Toc194681133]Chapter One: Introduction

[bookmark: _Toc194681134]1.1 Background and Rationale 
Policing in the United Kingdom (UK) has encountered significant reform since its introduction in 1829 which has been largely shaped by historical, social, and technological change (Laufs and Borrion, 2022). These changes have challenged traditional policing models forcing law enforcement to adapt their practice and co-evolve with the technologically advanced world (Wolff, 2021). Laufs and Borrion (2022) highlight that technological innovation has become a necessity to policing and crime prevention, dictating practices and routine activities. This dependence on technology has already been adopted by society which has become increasingly connected to the evolving digital landscape (Law, 2024). Therefore, although the fundamental basis of policing remains largely unchanged with its focus firmly cemented upon the traditional ‘Peelian Principles’ embodying the concept of ‘policing by consent’, traditional policing methodologies have been transformed to incorporate emerging technological advancements (See Appendix 1) (Fox, 2019). 

The ‘Policing Vision 2025’ launched a visionary plan set over ten years to shape how the police service could better utilise digital technology to equip police officers with the skills and training to respond to the rise in criminal activity (See Appendix 2) (National Police Chief’s Council, 2016). Additionally, the ‘National Policing Digital Strategy 2020-2030’ laid the foundations and tangible digital priorities which were fit for a 2030 police service, prioritising key themes for focus and delivery (See Appendix 3) (National Police Chief’s Council, 2023a). However, Przeszlowski and Guerette (2025) highlight the contradictory relationship between ‘traditional’ policing and the implementation of technology and illustrate the need for balance between security, efficiency and ethical policing. This critical juncture according to Wood and Johnson (2024) has forced policing into harnessing new technology at the expense of individual freedoms. 

The balance between technological advancements and individual rights remains a continued point of debate in the evolution of policing. Laufs and Borrion (2022) highlight that technological innovation, and the evolution of police practice go hand-in-hand in developing a dynamic workforce with increasing demands and further acknowledge that the police must be prepared to dominate the ever-increasing technologically advanced criminal. However, where a gap exists, is when examining if efficiency translates into effectiveness from a police officer perspective and the subsequent effect such advancements have on every-day policing in the 21st century (Strom, 2017). To address these issues, research will be conducted to understand the knowledge base surrounding technological advancements and ascertain how police intend to adopt, implement and integrate advancements whilst evaluating their subsequent effect on policing.

[bookmark: _Toc194681135]1.2 Aims and Objectives 
[bookmark: _Toc194681136]1.2.1 Aim 
“To gain an insight into the evolution of technological advancements employed by police and the effect that their deployment has on 21st century policing”.

[bookmark: _Toc194681137]1.2.2 Objectives 
· Critically analyse current literature on technological advancements used in policing, to evaluate their subsequent effect
· Select an appropriate research method to conduct social research
· Critically analyse data collected from primary research to examine police officer perceptions concerning technological advancements and their effect on 21st century policing
· Understand and conclude the research to formulate recommendations
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“Critically analyse current literature on technological advancements used in policing, to evaluate their subsequent effect”.

The growth of technology is advancing and influencing every sector globally, infiltrating people’s lives and homes (McGuire, 2021). Policing strategies recognise the value of technological advancements in enhancing their ability to fight crime, improve efficiency, and ensure public safety (College of Policing, 2020b). When considering the impact of advancements in technology on modern policing, it is plausible to identify where each technological advancement integrates into policing practices by separating each into key sub-topics namely, ‘Technological Advancements in Crime Detection’, ‘Communication and Information Sharing’, and ‘Predictive Policing and Artificial Intelligence’ to gain an insight into their effect on 21st century policing.

[bookmark: _Toc194681139]2.1 Technological Advancements in Crime Detection 
Long a critical component of policing, and notably a landmark in modern criminal investigations is the accessibility of surveillance technology to monitor and gather evidence (Miu, 2025). Closed Circuit Television (CCTV) systems, body-worn video cameras (BWV), arial surveillance, automated number plate recognition systems (ANPR), and DNA and fingerprint analysis, have become integral components of any contemporary investigation (National Police Chief’s Council, 2023b). These methods of crime detection have been fully acknowledged and supported within the literature as increasing policing capabilities (Laufs and Borrion, 2022). 

Closed Circuit Television (CCTV) is not a new phenomenon and was first introduced to Britain in the 1970s (The Police Foundation, 2014a). Used domestically and by law enforcement as formal surveillance in the prevention and detection of crime, CCTV has been responsible for a statistically significant reduction in crime (Ashby, 2017). According to the College of Policing (2015a) areas with surveillance cameras saw a 13% reduction in crime in comparison to those areas without. Correspondingly, Thomas et al. (2021) concluded that as a direct result of utilising CCTV, there was a 34% decrease in property crime and a 32% decrease in vehicle crime. Although these statistics demonstrate how CCTV has the potential to act as a deterrent, there is limited evidence on its solvability factors (Paine, 2012). An argument which has encouraged public scrutiny of surveillance and likened the UK as a ‘surveillance society’ without adequate controls and ethical considerations (Devlin, 2019). 

Liberty (2022) argues that the overuse of CCTV threatens basic human rights in accordance with the Human Rights Act (1998) and has the potential to suppress free speech and activity. That said, the proliferation of surveillance was in fact supported and encouraged by the public following the 1993 abduction and murder of James Bulger which incidentally resulted in the unprecedented investment into CCTV as an effective remedy in the fight against crime (The Police Foundation, 2014a). Consequently, since the mid-1990s crime rates have decreased by almost 90% and studies in the 1990s illustrated a measurable crime reduction in areas with CCTV (Davies and Farrell, 2024). Figures undoubtedly show that CCTV has been a deterrent to criminality however, Mathieson (2011) argues that this is at the expense and substitution for human policing. The question according to Wakefield (2013) is, to what extent is technology deskilling police officers as there is less reliance upon experience and developing investigatory skills and more on managing remote control systems and drawing information from systems. 

Be that as it may, when considering other forms of surveillance, Automatic Number Plate Recognition (ANPR) cameras operate using image processing technology to extract information of vehicle number plates to help detect, deter and disrupt criminality at local, force, regional and national level (UK Government, 2024). Therefore, it has been argued that ANPR surveillance is not a substitution for human policing, but rather a vigilant sentinel enabling proactive policing and despite ethical concerns, has in fact proved essential in investigating crime (Strom, 2017). The effects that such technology has had on policing could not be more evident when observing the kidnap and murder of Sarah Everard where CCTV and ANPR proved pivotal in supporting the police investigation (Dearden, 2021). As technological advancements continue to reshape society, and police forces adapt tactics to effectively address the evolving nature of crime, it must not go unnoticed according to Ashby (2017) that technology aims to support and strengthen existing practised policing methods. 

The capability of surveillance has improved exponentially since the advent of drones with their emergence now being part of standard emergency operational response (Fitzsimmons, 2023). This innovative technological advancement has equipped police with the ability to perform aerial surveillance and search operations using high-resolution cameras and infrared technology (Paul, 2023). Drone deployment in routine, pre-planned and spontaneous operations enhance responsivity and operational capacity enabling real-time monitoring of areas to assist in the tracking of suspects, and the gathering of evidence without the need for extensive human resources (Paul, 2023). 

Whilst these innovations undoubtedly improve police operations, concerns regarding public perception and privacy rights have been debated within literature (McGuire, 2021). The increased presence of drones in public spaces has been argued to lead to perceptions of a ‘surveillance society’ and an erosion of personal freedoms (Fox, 2022). Paul (2023) reiterates this sentiment illustrating that whilst drones prove efficient and are key to the future of police aviation, the use of drones to collect data, often without prior consent or clear boundaries may infringe on individual privacy rights; Article 8 HRA (1998) (See Appendix 4) and General Data Protection Regulations (GDPR). When considering the effects on policing, there is an argument to be held on the availability of drones. Macnish et al. (2020) argues that technological advancements are integral to policing but also recognises that every innovation creates new opportunities for criminality. Therefore, the necessity for careful regulation, transparency and public discourse are imperative to mitigate the risks and to strike the delicate balance between public safety, confidence and staying one step ahead of criminality (Macnish et al. 2020). When considering the debates within literature regarding the use and effectiveness of drones and how they affect 21st century policing, drones have been regarded as the ‘go to’ resource for surveillance and have proven invaluable to search and rescue (Fitzsimmons, 2023). However, it is important to note that West Midlands Police are currently the only UK force to have a 24/7 drone unit (Jacques, 2024). 

“The core duty of the police service is to protect the public by detecting and preventing crime” (Brown, 2021) and the underlying concept from a policing perspective of all surveillance technology is to fulfil that duty (Woodland, 2024). Body Worn Video cameras (BWV) are of no exception. Recognised as a pivotal moment in the stride towards transparency and accountability, the BWV not only affords police officers protection, but also safeguards the interests of the public by increasing accountability and becoming the impartial digital witness (Miranda, 2022). BWV according to Cox (2017) cements officer situational transparency and accountability by providing a level of control over the narrative. A study conducted by Ariel and Sutherland (2016) uncovered that there was a 93% reduction in complaints from public aggrieved by police officer actions following the introduction of BWV. Correspondingly, a further study illustrated by Strom (2017) supported these findings, highlighting that there was a 23% reduction in complaints amongst officers equipped with BWV, compared to a 10.6% increase in the comparison group.

The effects of BWV on 21st century policing has been largely positive within the literature, as it not only acts as a protective measure but also enhances evidence collection, documentation and reflection; fundamental to professional development (College of Policing, 2020c).  However, there is little evidence to show how BWV impacts everyday police behaviours. Costley (2023) argues that BWV is not foolproof; although recognised to be an extension of police uniform and incorporated within police strategies and guidance, BWV is dependent upon officer activation and accountability. 

Crime detection has been revolutionised through DNA evidence which has become the cornerstone of policing, providing more accurate and reliable methods for identifying suspects, solving crimes and exonerating the innocent (Doleac, 2017). Created in 1995, the UK National DNA Database (NDNAD) exists to support the investigation of crime and in practice, the police are given authority to collect DNA samples through the Police and Criminal Evidence Act (PACE) (1984) (Home Office, 2014). There were significant changes to legislation in response to S and Marper v UK (2008) which ruled that the retention of DNA profiles constituted a violation of Article 8; European Convention on Human Rights (ECHR). Consequently, the Protection of Freedoms Act (2012) reformed DNA retention, confining it to individuals convicted of an offence (UK Government, 2013). Easton (2013) highlights that this reform could have negative effects on future police investigations. As a counterargument, Wallace (2016) concludes that if the population of Britain and all its visitors were held on the NDNAD, crime detection would be unlikely to rise to more than 0.5%. However, Amankwaa and McCartney (2019) argue that the practice of retaining DNA profiles has led directly to conviction in high profile cases. 

The effects that this reform has had on 21st century policing has been difficult to establish, this in part is due to the development of more sophisticated DNA analysis methods, tools and techniques (Hernandez, 2023). However, what is remarkable is how advancements in DNA have enabled the re-examination of historical evidence which has led to the resolution of ‘cold cases’ (Heurich and Haskins, 2019). This was evidenced in the 1993 murder of Stephen Lawrence whereby almost 20 years on, new technology and advanced profiling techniques were sensitive enough to analyse microscopic contaminants which led to the prosecution and conviction of those responsible (Cairns, 2012). The principal aim of a criminal investigation as set out by the College of Policing (2013a) is to identify the suspect and ensure that they are brought to justice. Therefore, technological advancements according to Cosker (2020), are positively embraced by police officers as they not only support the service in their mission to protect public safety but also unlock opportunities and accelerate the pace of development. 

There has been an unprecedented leap in fingerprint technology which has been described as a game changer to 21st century policing (Clark, 2024). The development of the ‘Automated Fingerprint Identification System’ and the ‘Digital Fingerprint Capability’ matching programme has enhanced police efficiency and developed opportunities to improve verification and identification processes (Police Digital Service, 2022). Through the rapid comparison of fingerprints at real-time, police can deliver initiatives contained within the ‘National Policing Digital Strategy’ through the accelerated, more accurate identification of suspects (Stockwell et al. 2024). 

Furthermore, advancements in imaging techniques, such as 3D scanning and the ability to analyse latent prints, have further expanded the usefulness of fingerprint evidence (Hudman et al. 2024). The deployment of ‘pronto’ mobile devices by West Yorkshire Police in 2018 allowed frontline officers to check an individuals’ fingerprints against the ‘IDENT1’ criminal record database and the ‘Immigration and Asylum Biometric Database’ (IABS) instantaneously; regulated under section 61(6A) of PACE (1984) (Home Office, 2018), (Motorola Solutions, 2018). However, despite its reported cost savings (Home Office, 2018), there is an obvious gap in the literature on its effectiveness in policing, with research evidence only alluding to its disproportionate use amongst Black, Asian and Minority Ethnic (BAME) individuals and the detection match on IABS databases, raising the argument that the police are being used to enforce a hostile environment (Liberty, 2019). Police use of fingerprint analysis is not without its challenges, and Fiumara (2022) highlights that as advanced as the systems might be, consideration must also be given to the potential for error. Pal (2025) agrees, illustrating that human error in fingerprint examination can lead to misidentification. 
Further implications arise regarding the expansion of fingerprint databases and the potential ethical ramifications (Fiumara, 2022). Much like DNA, the collection and storage of biometric data could be viewed as a form of surveillance, where individuals may be subject to profiling giving rise to privacy, consent and safeguarding concerns (Greene, 2018). As technological advancements become more prevalent, and fundamental to progression, Greene (2018) argues that the balance between effective policing and the protection of individual rights must remain a constant.

[bookmark: _Toc194681140]2.2 Communication and Information Sharing 
Information is depicted as being the lifeblood of policing, and as technology advances and digital adoption accelerates, it is imperative that police co-evolve with the demands and challenges that a digital era presents (National Police Chief’s Council, 2020). Traditional threats have evolved with the growing use of the internet, and digital platforms have expanded at a rate that has been described as never being as fast and yet will never be as slow again (National Police Chief’s Council, 2020). With around 7.9 billion humans on the planet and approximately 5 billion using the internet (Petrosyan, 2025), this growth statistic is the tip of the iceberg and according to Gallant (2024), 500 billion devices will be connected to the internet by 2030. This rapid expansion has become highly integrated into everyday life and represents a major shift in the way the public and indeed police are sharing and using information (The Police Foundation, 2014). Strikingly, as of February 2025, there were 5.24 billion active social media user identities, equivalent to 63.9% of the world’s population (See Appendix 5) (Petrosyan, 2025). Considering this trend, it is understandable how the democratisation of technology has introduced opportunities for criminals and has developed significant changes in criminality where more than 90% of reported crime now has a digital element (College of Policing, 2020b). 

To deliver a tangible service, fundamental and transformational changes are imperative to the way police harness data, collaborate, and incorporate digital capabilities (National Police Chief’s Council, 2020). The Police Foundation (2014b) distinguished ways in which the police can use social media effectively, namely, ‘Information’, ‘Engagement’, and ‘Intelligence and Investigation’. However, social media is a relatively new concept and whilst its application in policing has been examined to determine its success and impact on community engagement, there have been few studies to address the frequency and determinants of its use (Strom, 2017). Be that as it may, Cullen (2022) describes the world we know today as a ‘digital society’ emphasising upon the importance for public sector organisations to utilise social media as a tool to communicate, integrate and represent information. 

Through social media, police can disseminate real-time updates and information (Strom, 2017). Furthermore, Williams et al. (2021) recognises that social media plays a fundamental role in connecting and building positive relationships with the public, beyond conventional mechanisms, thus promoting a sense of transparency and trust. In the changing landscape of policing, Keane (2014) reiterates, and states that “an online presence in a modern world is as important as traditional methods such as walking the beat”. However, Fortin et al. (2023) highlights that alongside communication, the utilisation of social media expands opportunities for surveillance and communication, contributing to the success of an investigation. 

The effect that social media has had on 21st century policing has proven pivotal in police investigations, providing vital assistance when appealing for witnesses or information pertaining to missing persons (College of Policing, 2017). Police can also access live social media feeds to identify potential threats and monitor criminal and antisocial activity providing valuable information and intelligence (The Police Foundation, 2014). However, this live stream of information can also have a detrimental effect on policing as it has been reported that information sharing, and decisions are subject to challenge and scrutiny (Cullen, 2022). Fernandez et al. (2017) argues that despite police organisations using social media as a channel to provide information, the exchanges between the police and the community are infrequent and lack a deeper sense of engagement, thus impacting the reputational image of the police, therefore feeding the inference of dehumanising the force. 

The communities police serve are increasingly diverse and complex, requiring a sophisticated response through the adoption of communicative technological advancements, acknowledging the challenges surrounding the rapid spread of misinformation, online radicalisation, and the complexity of digital evidence management (Cullen, 2022). Walsh et al. (2022) concurs and articulates that the online police-public relationship is not one-sided, but a conduit to two-way engagement, encouraging crime reporting and the identification of underlying issues and tensions within communities. Correspondingly, this engagement strategy has been described by the College of Policing (2013b) to be a ‘Confidence Cycle’ (See Appendix 6) in which information obtained from the community formulates intelligence to design preventative solutions and align wider strategic processes. 

Through social media the police can develop intelligence and target resources in specific geographic areas, to achieve equilibrium between the police and the public (Braga et al. 2019). However, the subsequent development of proactive policing strategies has, according to Lamble and McElhone (2023) over-policed communities and led to distrust. Be that as it may, with the emergence of the technically enabled criminal, the National Police Chief’s Council (2020) illustrate within their ‘National Policing Digital Strategy’ that UK citizens expect police to adopt technology to maintain public safety at a quicker rate than criminals. This sentiment was firmly established in a study conducted by Accenture (2014) which identified that 88% of UK citizens believed that digital technologies would help police in the investigation, detection and prevention of crime. Therefore, principles for online engagement require police to remain credible, consistent, responsive, inclusive, ethical and personable, considering the ACPO guidelines, HRA (1998), DPA (1998), and Freedom of Information Act (2000) (See Appendix 7) (Lawson, 2015), (College of Policing, 2013c). 

[bookmark: _Toc194681141]2.3 Predictive Policing and Artificial Intelligence 
The proliferation of artificial intelligence (AI) has generated considerable debate based on its ethical standing (McGuire, 2021). It is fair to say that there is general confusion surrounding the terminology associated with AI together with the skill set required to deliver, which coincidentally may be attributable to the lack of a universal definition (College of Policing, 2020a). However, theorists have identified subsets which fall under the umbrella of ‘AI’, namely, ‘Machine Learning’, ‘Deep Learning’ and Artificial Neural Networks’ (Couchman, 2019).

With regards to the effects of AI on 21st century policing, it is difficult to quantify the degree to which it is currently being utilised throughout the UK (Muir and O’Connell, 2025). However, it is not a new phenomenon with regards to ‘predictive policing’ which could be categorised by ‘machine learning’ (Khan, et al. 2019). Algorithms have the ability to process vast datasets of historical crime reports, social media activity trends, and demographic information to aid in crime prediction (Benbouzid, 2019). This sophisticated technology and analysis use data analytics, and crime mapping software to predict crime and direct policing resources to prevent crime (Strom, 2017). This element of ‘intelligence-led’ policing has had a marked effect on 21st century policing through the recognition of ‘hot-spots’ and reduction in crime and disorder (Braga et al. 2019). However, according to Couchman (2019), this process of ‘policing by machines’ is open to bias, shifting the accountability from humans to computers, furthermore, targeting certain groups or areas unfairly, thus leading to socioeconomic and racial profiling. 

When considering the ‘deep learning’ element of AI, and its effect on policing, Facial Recognition Technology (FRT) is increasingly being used or indeed developed (Bradford et al. 2020). Police in the UK utilise Retrospective Facial Recognition (RFR) technology to verify identities following an incident, which according to South Wales Police (2025) forms part of an investigation. There are, however, criticisms associated with RFR and its ethical application. Similarly, when considering ‘Operator Initiated Facial Recognition’ (OIFR) which allows officers to photograph a person of interest, the literature embodies a negative stance, depicting that it is a potential erosion of civil liberties and creates an imbalance between police powers and public rights (Cassidy, 2024). South Wales Police were the first to launch the OIFR app and according to ACC Trudi Meyrick there is robust scrutiny in place to ensure accountability (South Wales Police, 2025). 
 
‘Live Facial Recognition’ (LFR) on the other hand which involves cameras scanning a scene has been challenged by many academics and civil liberty organisations, resulting in court proceedings for its unlawful use; R v (Bridges) v Chief Constable of South Wales Police and Others (2020) (Couchman, 2019). Still in its infancy, LFR uses real-time biometric processing technology providing police with powerful capabilities that unlike other forms of data matching, use characteristics of an individual’s face rather than a disposable or transferrable ‘object’ (Bradford et al. 2020). Despite LFRs controversial standing, Roberts (2024) advocates its use on protecting the vulnerable, locating missing persons, and identifying wanted persons.  

As with all technological advancements, the threat of criminality is forever present, and AI is of no exception (College of Policing, 2020a). In 2023 alone, there was a 704% increase in ‘deep fakes’ used to trick biometric systems for criminal and fraudulent activities (Stockwell et al. 2024). Therefore, Laufs and Borrion (2021) argue that irrespective of the backlash to technological advancements, police have a duty to respond to the challenges that innovation presents to stay one step ahead of criminality and enhance investigative capabilities. However, the effects that technological advancements have on policing as a service, although widely documented, be that negatively or positively, highlights the absence of research regarding police officer perception based on experience (Strom, 2017). 






[bookmark: _Toc194681142]Chapter Three: Methodology

A review of the literature in Chapter 2 demonstrated that the landscape of modern policing is undergoing a profound transformational change driven by the evolution of technological advancements. An abundance of literature examining the advancements illustrated that 21st century policing has become a ‘digital era’ that has not only enhanced crime detection and prevention but has also raised questions regarding privacy and civil liberties. Although the literature has a plethora of information on advancements in technology within policing, a gap is evident when considering the undeniable extent to which digital technology has impacted police experience and perception. 
The most suitable methods of data collection will be analysed in Chapter 3 to achieve the second objective: 
“Select an appropriate research method to conduct social research”

Research is a logical process of systematic inquiry that requires the collection of data, analysis and interpretation to discover new information leading to the discovery of new knowledge, theories and applications (Abdulai and Owusu-Ansah, 2014). The success of a research project is determined by its review of existing literature and the research methodology is a fundamental stepping stone (Dissanayake, 2023). The research methodology incorporates a system of beliefs and philosophical assumptions which delineates the structure of the research question and underpins the choice of research methods (Dissanayake, 2023).

[bookmark: _Toc194681143]3.1 The Research Onion Model
The concept behind the ‘research onion’ model according to its creator; Saunders et al. (2023, p.128) is to provide a framework that highlights the relationship between research philosophies and research paradigms. Pictorially, each layer of the ‘onion’ provides guidance to the researcher with respect to the methodological decisions that must be factored into the research design (Gamage, 2025). Figure 3.1 shows the ‘research onion’ and the research methods selected.
[image: ]
Figure 3.1: The Research Onion Model (Saunders et al. 2023, p.131)

[bookmark: _Toc194681144]3.1.1 Research Philosophy
According to Saunders and Tosey (2012) research philosophy is a set of assumptions and beliefs that constitutes acceptable knowledge. 
The ‘ontological’ assumption concerns itself with the nature of reality and existence whilst the ‘epistemological’ paradigm refers to how knowledge is acquired and understood. ‘Axiology’ refers to the researcher’s influence and ‘methodology’ refers to the techniques utilised to gather, analyse and interpret data (Melnikovas, 2018). It is appropriate to maintain an ontological approach to establish an understanding from different viewpoints. This study adopts a ‘pragmatic’ research philosophy as it allows the researcher to integrate both qualitative and quantitative methods to gain a full understanding of the research topic. Unlike positivism and interpretivism, pragmatism does not commit to a single view of reality, rather, it focuses on finding the most effective approach to answering the research question (Saunders et al. 2023, p.153). This philosophy aligns with the study’s objectives, enabling the use of both qualitive and quantitative data to provide an understanding into the research topic.

[bookmark: _Toc194681145]3.1.2 Research Approach
The second layer of the research onion determines the research approach, whether that be ‘inductive’, a methodical strategy which gathers qualitative data for analysis to develop theories that explain the research phenomena, or ‘deductive’, a systematic method of yielding quantitative statistical data to confirm or reject a hypothesis (Gamage, 2025). Therefore, in order to obtain empirical data as well as subjective opinions, an ‘abductive’ approach combining both numerical and contextual insight was adopted to formulate the best explanation.    

[bookmark: _Toc194681146]3.1.3 Methodological Choice 
Methodological choice involves the selection of a research design based upon three main categories of research methodology; ‘Mono’, a single data collection technique, ‘Multi’, where multiple techniques and analysis procedures are employed, and ‘Mixed’ methods which incorporates both quantitative and qualitative data (Melnikovas, 2018). Quantitative research is the process of collecting and analysing numerical data to identify patterns and understand causal relationships between variables. Whereas qualitative research seeks to understand human behaviours, interactions and experiences to uncover insights that cannot be captured via numerical data (Hassan, 2024). A mixed-method approach has been recognised by Ponto (2015) as yielding more evidence thus, providing a more comprehensive understanding of the research topic. Therefore, utilising a mixed-method approach will improve data quality. 

[bookmark: _Toc194681147]3.1.4 Research Strategy 
There are several research strategies to determine how data will be collected, dependant on the purpose of the study. Survey research is a fast, efficient and inexpensive method that can measure attitudes, opinions, and preferences (Ponto, 2015). Therefore, to explore variables and understand constructs of interest a survey approach was selected. 

[bookmark: _Toc194681148]3.1.5 Time horizon
‘Time horizon’ refers to the period in which a research study is conducted. Cross-sectional refers to data collection at a single point in time. In contrast, longitudinal involves conducting research over an extended period (Melnikovas, 2018). Considering the research aim and objectives a cross-sectional design aligns well with the survey strategy, allowing for efficient data collection and analysis within the constraints of the research timeline. 

[bookmark: _Toc194681149]3.1.6 Data Collection and Analysis
The final layer of the research onion explains how the data is collected and analysed and contributes to the overall reliability and validity of the research (Tengli, 2020). This layer incorporates the research design, sample and how its size will be determined.

To obtain original and unique data, recognised as ‘primary’ data (Ajayi, 2023), a structured survey will be employed incorporating both open and closed questions for statistical analysis and to encourage exploration on the topic (Rosala, 2024). The aim of this project is to ascertain policing perspectives on technological advancements; therefore, the target population consists of police officers of South Wales Police with differing experience to ensure the sample was representative. ‘Google Forms’ will be used for the purpose of this study to collect and analyse data, distributed electronically via email.

Ahmed and Ishtiaq (2021) illustrate that ‘reliability’ and ‘validity’ are essential for maintaining the rigor and truthfulness of the research findings. To ensure credibility, anonymity and confidentiality were guaranteed and participants were provided with a clear explanation of the purpose of the study, the nature of their involvement, and their right to withdraw at any time without consequence.

[bookmark: _Toc194681150]3.2 Limitations
Ross and Zaidi (2019) stipulate that researchers have an obligation to recognise weaknesses within a research methodology and must present study limitations that may influence outcomes and conclusions. A recognised limitation was that the research was directed toward South Wales Police and therefore could only analyse perspectives from one police service. 

The timing of the study may present a potential limitation, as participants’ responses could be influenced by prevailing socio-political or economic conditions, thereby introducing a potential bias. Furthermore, South Wales Police are among the first UK police forces to trial FRT. Therefore, participants’ responses may be influenced, limiting the study’s objectivity. 

Furthermore, there are limitations regarding the breadth of the findings as the study is limited regarding word count and is subject to academic time constraints, which restricts the participation of a larger cohort of police officers and may limit the scope of data collection and the depth of analysis. 

[bookmark: _Toc194681151]3.3 Ethical Considerations 
Ethical considerations are a crucial component of any research study, ensuring that the research is conducted responsibly (Resnik, 2020). In this study, several steps were taken to ensure the ethical integrity of the research and participants were provided with contact details to raise any questions or concerns (See Appendix 8). 
The research was approved by the research supervisor to ensure that the study adhered to ethical standards and policies (See Appendix 12).  






[bookmark: _Toc194681152]Chapter Four: Findings

Data analysis is integral to any research project as it assists in answering the research question and provides new knowledge and insights into the field of study whilst identifying trends, relationships and gaps for further research (Dibekulu, 2020). Furthermore, according to Lund et al. (2021) data analysis can enhance efficiency, optimise performance and provide feedback for future recommendations. Chapter four will therefore present, analyse, and synthesise the primary data obtained in the form of graphs and pie charts to achieve objective three:
“Critically analyse data collected from primary research to examine police officer perceptions concerning technological advancements and its effect on 21st century policing”.

[bookmark: _Toc194681153]4.1 Survey
A total of 54 participants responded to 33 survey questions designed to explore perspectives and professional experience regarding technological advancements in policing (See Appendix 9). Of which, Questions 1-3 focused on demographic information and Questions 4-6 requested information pertaining to the participants position within South Wales Police (See Appendix 8). 

[bookmark: _Toc194681154]4.2 Demographic Information 
Demographic information refers to data statistics surrounding features or characteristics that define individuals or populations (Ferreira, 2017). The use of demographics are advantageous in research as they help to determine patterns within different audiences to have a full and nuanced understanding of experiences (Stevens, 2025). Therefore, demographic information including, age, gender, and ethnic group were sought to segment the participants. It is important to note that given the research was directed toward police officers, it was also important for validity and reliability to understand rank, department and service to ensure the sample was representative. 

[bookmark: _Toc194681155]4.3 Demographic Results 
[bookmark: _Toc194681156]4.3.1 Age and Gender 
Table 4.3.1 below shows the survey results based upon age and gender. Demographics are key to any survey as ‘age’ has been shown to influence knowledge and experience, and incorporating ‘gender’ ensures that the research is representative. 64.8% of participants were male and 35.2% were female, this is in keeping with the ‘2021 Workforce Diversity in South Wales Police census’ where 69% of police officers were male, and 31% were female (Police.UK, 2025).  
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[bookmark: _Toc194681157]4.3.2 Ethnicity 
Including ‘ethnicity’ within demographics ensures that research does not perpetuate stereotypes and reinforce biases (Almouzni, 2024). Therefore, Table 4.3.2 illustrates the participants based on ethnicity which provides a true representation when cross-referenced with the ‘2021 Workforce Diversity in South Wales Police census’ (See Appendix 10).
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[bookmark: _Toc194681158]4.3.3 Police Position
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[bookmark: _Toc194681159]4.4 Analysis
The literature review recognised that to appropriately consider how technological advancements impact police practices, it was logical to separate the literature into subtopics. Given the limitations on word count, it is necessary to continue the theme for the purpose of analysis. Table 4.4 below shows the themes associated with the sub-topics and corresponding responses. 
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[bookmark: _Toc194681160]4.4.1 Professional Experience
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The results clearly show that technological advancements have had an impact on policing with 90.7% of officers reliant upon technology and similarly believe that advancements have improved operational efficiency. 
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When observing the technological advancement considered the most effective, 28 (51.9%) selected ‘BWV’, of those 20 (37%) were response officers and a further 6 (11.1%) were neighbourhood officers. This result supports the literature illustrating that BWV has been recognised as a protective measure for police (Miranda, 2022). Q.10 supports, summarising how technology has improved outcomes and investigations.
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When observing Q.11, Q.12, and Q.13, it is plausible to examine the results in unity and cross-reference. In Q.11, system malfunctions were an obvious challenge to using technology which was supported when cross-referenced with Q.13. Although, there was a marginal gap when observing the results in Q.12, of the 48.1% that had negative connotations, further examination in Q.13 shows that misinformation linked to social media dominated the result with regards to technology compromising an investigation, supporting Cullen’s (2022) argument on misinformation’s rapid growth.  

[bookmark: _Toc194681161]4.4.2 Technological Advancements in Crime Detection
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Analysis of Q.14,15,16 above illustrated that many respondents, 57.4% agreed that the UK had become a “surveillance society”, supporting Devlin (2019). However, the findings from Q.15 although close in comparison, deduced that officers (51.9%) did not view this as a substitute for human policing, contradicting Mathieson (2011). Interestingly, 100% of respondents acknowledged CCTVs positive contribution to the success of an investigation, thus contradicting Paine (2012) regarding its solvability intention. The analysis did not find evidence to suggest that demographics or position had any bearing on the results. 
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The results from Q.17 and Q.18 demonstrate that the positives of BWV outweigh the negatives, and the majority 74.1% attribute this to its ‘protective effect’ regarding safety, accusations, and complaints. Additionally, police officers regarded BWV as a key investigative tool to capture incidents and disclosures, a conclusion reached by Strom (2017) and Miranda (2022) in the literature. 

[bookmark: _Toc194681162]4.4.3 Communication and Information Sharing 
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From these results, a similar conclusion is apparent when observing the literature in that the primary purpose of social media is considered to be engagement (Williams et al. 2021). This is also consistent with the police officer stance regarding online presence; Q.20, which correlates with the findings from Q.15 that technology does not substitute human policing, which conflicts with the arguments presented by Fernandez et al. (2017) who infers that technology has dehumanised policing.  
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It remains unclear when observing the result from Q.21 to the successfulness of social media in generating crime intelligence. This aligns with the viewpoint of officers in Q.12 and Q.13, highlighting how misinformation through social media comprises and presents challenges during investigations. 
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The overall findings from Q.25 and Q.26 acknowledge that technology has reduced police-public interaction. This in part, is supported by the literature (Fernandez et al. (2017) however, when observing the effects of technology on policing, the findings suggest that technology has improved operational efficiency (Q.8). 
 
[bookmark: _Toc194681163]4.4.4 Predictive Policing and Artificial Intelligence
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The results demonstrated in this theme align in part with the literature. Q.22 shows police concerns surrounding AI and data protection laws. This is further evidenced within Q.27, whereby 44.4% of officers recognise that the implementation of technology and privacy laws conflict each other. Figure 4.4.4 presents the conflicting views which again aligns with Cassidy (2024) noting the imbalance.  
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A similar pattern of results was present in Q.29 and Q.30, illustrating the divide amongst officer opinion, on one hand officers alluded to a crime being a crime irrespective of determinants, conversely disproportionality was a concern. These results align with the debates and uncertainty depicted within the literature (Muir and O’Connell, 2025), (Couchman, 2019).

[bookmark: _Toc194681164]4.4.5 Knowledge and Feedback
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This section summarises the contributions made to the theme ‘knowledge and feedback’. The literature focuses heavily upon the ethical standing surrounding the development of technological advancements (McGuire, 2021), and correspondingly the findings from Q.28 mirrors this stance. However, Q.31 indicates that irrespective of stance, the overwhelming majority of police officers, 83.3% believe that the potential benefits outweigh the risks.
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When observing Q.32, and Q.33, it is beneficial for the findings to interpret Q.23 and Q.24 together to avoid repetition and gain a clearer understanding. Although most respondents (59.3%) in Q.32 had no concerns regarding how technology is shaping modern policing, of those that did, 40.7% indicated the emergence of AI technologies in conjunction with concerns regarding training. This result ties in firmly with Q.24 which highlights that 55.6% of officers believe that AI will have the greatest impact on 21st century policing, followed by 51.9% suggesting facial recognition. Furthermore, considering Q.23 which highlights the current inadequacies surrounding training it could be speculated that the impacts are interlinked with the unknown, which corresponds with the future technological challenges documented by College of Policing (2020a). 

[bookmark: _Toc194681165]Chapter Five: Conclusion

This concluding chapter aims to achieve the final objective to:
“Understand and conclude the research to formulate recommendations”.

[bookmark: _Toc194681166]5.1 Main findings 
When reviewing the literature there is a plethora of primary research exploring where technological advancements fit into 21st century policing and the paradoxical relationship between its use within policing and society. On one hand, technological advancements have significantly enhanced policing capabilities, enabling the service to tackle crime more efficiently and with greater precision. Whilst on the other hand, the growing reliance on technology in policing has raised critical concerns surrounding privacy, civil liberties and the potential for misuse and bias. However, irrespective of where people sit within this contentious argument, what is apparent is that policing has been forced to co-evolve and innovate at an ever-increasing rate to stay one step ahead of criminality.

When observing the key themes discussed within the literature, ‘Technological Advancements in Crime Detection’ were fully acknowledged and supported as increasing policing capabilities. CCTV and BWV were notably influential, and this was mirrored within the findings. The support for both forms and their irrefutable effect on crime detection, prevention and investigation was visible with a high majority of police officers regarding both as positively effecting policing. 
‘Communication and Information Sharing’ focused upon the digital era and the challenges that accelerated digital adoption presents. Social media platforms were a dichotomous theme which coincidentally also transferred over into the findings. The consensus surrounding social media usage was that it was considered as important as walking the beat. However, it was also recognised that social media had been detrimental to investigations due to misinformation and the negative connotations that arise from lack of patrol visibility. 

It is difficult to encapsulate exactly how the theme ‘Predictive Policing and Artificial Intelligence’ truly affects policing given its infancy. However, its potential for misuse remains a pressing concern. The need for rigorous ethical guidelines, clear legal frameworks and robust legal safeguards were evident within literature and again throughout the findings. Police officers’ principal concerns with technological advancements stemmed from the uncharted territory surrounding AI systems. Concerns surrounding its implementation and the legalities from a policing perspective were notable. Police officer main concerns were legislation, training and bias. Be that as it may, when considering the effects that technological advancements have on policing in the 21st century, the findings concluded that the benefits of advancements outweighed the risks. 

The relationship between policing and technology is inherently contradictory characterised by both empowerment and concern. The future of policing will inevitably be shaped by technological advancements, yet the success of these innovations depends on their ethical and responsible implementation. While technology has the potential to enhance crime prevention and police efficiency, its integration must be carefully managed to align with democratic values and expectations. By upholding ‘Peelian Principles’ and ensuring to ‘police by consent’, police services can harness the benefits of technology while safeguarding civil liberties and maintaining legitimacy. 

[bookmark: _Toc194681167]5.2 Limitations 
There were limitations identified to the study. Time constraints due to academic restrictions were reflected by participation rates. The overrepresentation of ‘constables’ with ‘0-5 years’ on ‘response’ did not provide a true representation of experience. Additionally, this study was confined to South Wales Police which incidentally limited the scope of data collection. The scheduled word count prevented a more in-depth examination of the literature and finally, the limited comparison data regarding police perception affected analysis. 

[bookmark: _Toc194681168]5.3 Recommendations
This dissertation has attempted to contribute to the literature, particularly regarding the relationship between the police and the integration of technology. The findings provide recommendations for police services to optimise the use of technology whilst maintaining public trust and ensuring compliance with legal and ethical standards. 
· There must be clear guidelines on the ethical use of police technologies, ensuring compliance with human rights and data protection 
· Police officers recognised that technology has led to a loss of community interaction, therefore, fostering open dialogue with the community regarding the implementation of technology is recommended to alleviate concerns and build trust
· Given the plethora of literature surrounding the potential of AI and predictive analytic software to result in bias, also illustrated within the primary research, recommendations for independent audits to ensure their fair and responsible use must be considered
· Police officers must receive comprehensive training on the operational and technical aspects of new equipment and software to effectively incorporate emerging technologies proficiently 
· Technology has redefined the value of communicative and technical resources and restructured the daily routines of operation policing. Therefore, it is recommended that officers balance innovation with visibility to ensure community relationships continue to develop and flourish  

Policing is steadily becoming a profession categorised as a technologically advanced arena which will undoubtedly continue on its course to adapt and evolve. Research should therefore run in parallel to assess the balance between security, efficiency, and ethical policing. 

[bookmark: _Toc194681169]5.4 Achievement of Objectives

The research project has achieved all four of its objectives and therefore achieved the overall aim:

“To gain an insight into the evolution of technological advancements employed by police and the effect that their deployment has on 21st century policing”.
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Peel Principles

These principles describe the philosophy that Sir Robert Peel and others developed around 1829 to
define an ethical police force. This philosophy is commonly known as policing by consent in the UK
and other countries such as Canada, Australia and New Zealand.

1. The basic mission for which the police exist is to prevent crime and disorder.

2. Theability of the police to perform their duties is dependent upon public approval of
police actions.

3. Police must secure the willing co-operation of the public in voluntary observance of the
law to be able to secure and maintain the respect of the public.

4. The degree of co-operation of the public that can be secured diminishes proportionately
to the necessity of the use of physical force.

5. Police seek and preserve public favour not by catering to public opinion but by
constantly demonstrating absolute impartial service to the law.

6. Police use physical force to the extent necessary to secure observance of the law or
torestore order only when the exercise of persuasion, advice and warning is found
to be insufficient.

7. Police,atall times, should maintain a relationship with the public that gives reality to
the historic tradition that the police are the public and the public are the police; the police
being only members of the public who are paid to give full-time attention to duties which
are incumbent on every citizen in the interests of community welfare and existence.

8. Police should always direct their action strictly towards their functions and never appear
to usurp the powers of the judiciary.

9. Thetestof police efficiency is the absence of crime and disorder, not the visible evidence
of police action in dealing withit.

http://independentpolicecommission.org.uk/peelian-principles
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citizens and protect the vulnerable.
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experience to meet
challenging requirements.

Enabling Business Delivery
Police business support functions will be
delivered in a more consistent manner to
deliver efficiency and enhance
interoperability across the police service.

Digital Policing
Digital policing will make it easier and
more consistent for the public to make
digital contact, improve our use of digital
ntelligence and evidence and ensure we
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SECTION 2 — AIMS

ACPO encourages the Police Service to embrace the many benefits available through effective use of
the Internet and social media. Such benefits can include more effective communication with
communities, more informed consultation and local engagement, and an opportunity to demonstrate
greater accountability and transparency. Further advice to police forces is available within the ACPO
and NPIA publication ‘Engage: Digital and Social Media engagement for the police service available
at:

hitp://www.acpo.police.uk/documents/L Ppartnerships/2010/20110518%20L PPBA%20dm_engage v
6Lpdf.

Alongside the benefits of such digital engagement there is however some risks to personal and
organisational security or reputations which, although significant, can be managed to acceptable
levels provided police forces, police officers and police staff are aware of the risks and act
responsibly.

These guidelines are intended to assist police officers, police staff and police forces to make good
decisions and act responsibly in a manner that will allow them to make effective and safe use of the
Internet and social media during working hours and in their private lives.

These guidelines will be relevant to all members of the police ‘family’ including volunteers, contracted
staff and agency workers.

SECTION 3 — CATEGORIES OF RISK
The safe use of the Internet and social media requires an awareness of risks across five areas:

A. Breach of trust or confidence — disclosure of information obtained by the police service,
about the police service, or about colleagues;

B. Unauthorised disclosure of personal data — breach of the Data Protection Act 1998;

C. Bringing discredit on the police service — on or off duty conduct which affects public
confidence;

D. Revealing personal information - increased vulnerability to harassment, corruption or
blackmail; and

E. Revealing operational material or tactics — prejudicial to investigations.
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SECTION 4 — GENERAL GUIDELINES
The same standards of behaviour and conduct apply online as would be expected offline.

Information placed on the Internet or social media could potentially end up in the worldwide public
domain and be seen or used by someone it was not intended for, even if it was intended to be
‘private’ or is on a closed profile or group. It i likely that any information placed on the Internet or
social media will be considered to be a public disclosure.

The public expect police forces, police officers and police staff to act with integrity and impartiality
whilst upholding fundamental human rights and according equal respect to all persons. Police
officers must abstain from any activity which is likely to interfere with the impartial discharge of their
duty, or to give the impression to the public that it may interfere and must abstain from any active
role in party politics.

Police officers and police staff should avoid using the Internet and social media off duty after
consuming alcohol or when their judgement may be impaired for other reasons.

The use of social media for private purposes during working time and from force systems should be
in accordance with local force policies. The use of social media for such purposes during working
time, and from personal mobile devices, is not recommended.

Police officers and staff should be familiar with related force policies and procedures relating
covering topics such as Information Security, the Data Protection Act 1998, and use of force Internet
and e-mail.
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Policing and Technology

B I U® X

For my dissertation, | have decided to study the relationship between policing and technology, particularly into
how the evolution of technological advancements has influenced 21t century policing.

Over the past several decades, policing has adapted to the new digital era’ and integrated an array of new
technological advancements and policing strategies to improve efficiency, effectiveness, accountability and
community-relations. Implementing such advancements has been reported to have had a profound impact on
policing. However, conflicting arguments are present within the lterature. On one hand, technological
‘advancements have significantly enhanced policing capabiliies, enabling the police service to tackle crime
more efficiently and with greater precision. Whilst on the other hand, the growing reliance on technology in
policing has raised critical concerns surrounding privacy, civil iberties, and the potential for abuse.

Therefore, | have compiled this questionnaire to explore police officer perspectives based on personal
experience to establish whether policing is negatively or positively affected by technological advancements.

Your response will be used to assist in my primary research and form part of my dissertation.

* You must be aged 18 o over to complete this questionnaire and a serving or retired police officer of South
Wales Police

* There are 33 questions which should take you approximately 10 minutes to complete

* Where applicable, participant views are encouraged and appreciated

*This questionnaire is anonymous

* All responses 1o this questionnaire will remain confidential

*Your participation is voluntary and you may withdraw at any time by contacting me at:
2134294@student.uwtsd.ac.uk

Thank you in advance for agreeing to participate and taking the time to complete my questionnaire. If you have
any questions regarding this research, please email me at: 2134294@studentuwtsd.ac.uk

Researcher - Jamie Powell
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Age group *
o o18-25
0 26-35
) 36-45
) 46-55

) 56+

Gender *
) Male
) Female
) Prefer notto say
S
Ethnic group *
~) White - English / Welsh / Scottish / Northern Irish / British
) White - Irish
() Any other White background

' Mixed - White and Black Caribbean
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Mixed - White and Black African
Mixed — White and Asian

‘Any other Mixed / Multiple ethnic background
Asian - Indian

Asian - Pakistani

‘Asian - Bangladeshi

Asian - Chinese

Any other Asian background

Black - African

Black - Caribbean

‘Any other Black / African /Caribbean background
Arab

Other - Any other ethnic group

Prefer not o say
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Table 4.3.2: Participants by ethnicity

Number of Participants Total (%)

White - English / Welsh / 46 85.2%
Scottish / Northern Irish /

British

Any other white 2 3.7%

background

Mixed — White and Black 1 1.9%
African

Mixed —White and Asian 1 1.9%

Asian - Pakistani 2 3.7%

Black - African 1 1.9%

Prefer not to say 1 1.9%
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Rank / Position *
() Constable
O sergeant
) Inspector
| Detective

() Police Community Support Officer

O other.

Years of Service *

) 0-5years

© 6-10years

() 11-20years

) 21+years
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Department / Unit Type *
_ Response
) Neighbourhood Policing
) Investigations
) Specialist Operations
) Other.

To what extent do you rely on technology in your professional role?

) Always
) oceasionally
) Rarely

) Never
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Do you agree that advancements in technology have improved operational efficiency?

Yes

No

What technological advancement do you personally consider as being most effective in
everyday policing?

Body Worn Video camera
CCTV - Surveillance

ANPR

Aerial surveillance (Drones)

DNA and fingerprint analysis technology
Social Media

Predictive policing

Facial Recognition Technology software
Artificial Intelligence:

Other.
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Can you provide a brief example of a situation where technology significantly improved the
outcome of an incident or investigation?

Please do not disclose any details that may identify any persons involved either directly or
indirectly.

Long-answer text

Have you experienced any of the below challenges when using new technology in your role?

(Select all that apply)

Lack of training

System malfunctions or technical failures

Privacy and ethical concerns or legal limitations

Difficulty adapting to new systems.

Public mistrust or backlash

None of the above

Other.
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Have you experienced instances where technology compromised an investigation or created
additional challenges?

If yes, please briefly describe the situation:

Please do not disclose any details that may identify any persons involved either directly or
indirectly.

Long-answer text

The United Kingdom has been described as a “surveillance society” due to its extensive use of

CCTV cameras.

Do you agree with this statement?

) Yes
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Do you believe that CCTV has become a substitute for human policing?

CCTV has increased exponentially in recent years, in your experience, has CCTV positively
contributed to the success of an investigation?

| Yes

In your experience, has BWV had a positive or negative effect on policing?

Please provide a brief explanation *

‘Short-answer text
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In your opinion, what is the primary purpose of the police use of social media?

Please state one example

Long-answer text

“An online presence in @ modern world is as important as traditional methods such as walking
the beat”

Do you agree or disagree with this statement?

O Agree

) Disagree
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Onascale of 1o 5, how effective are social media platforms to the success of generating
crime intelligence?

Not effective

Somewhat effective

Neutral

Somewhat effect

Very effective

In your opinion, should data protection laws be adapted to address the growing use of
artificial intelligence (A)?

Yes
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Have you received adequate training on the technological tools you are required to use?

Yes

Partially

Which emerging technologies do you believe will have the greatest impact on policing in the
future?

(Select all that apply)

|| Antificial Intelligence (Al)

|| Predictive policing tools

|| Advanced live facial recognition software
|| Enhanced data analytics for crime mapping

() other
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Do you believe that technology has led to aloss of personal interaction between police
officers and the communities they serve?

Yes

No

T
Please provide a reason for your answer *

Long-answer text

An individual has the ‘Right to privacy under Article 8 of the Human Rights Act (1998).
However, the proliferation of technologies such as surveillance, facial recognition, automatic:
number plate recognition, and Al-enabled analytics has generated substantial controversy
based on ethical and privacy concerns.

Which of these do you think is most important or s there a conflict?
Article 8 - An individual’s Right to privacy
Police implementation of emerging technological advancements

‘They conflict each other

Unsure
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Figure 4.3.3: Participants by length of service, rank and department within South

Wales Police

Years of Service

o
e

3
Vears of Service:
m0-syears W6 -Toyears
11-20ycors 21 +yomrs

Q4 Rank/Position

micsoecter -1 1.0%) moctctve -1(1.9%)
i pouce commanty Suppor Ofcer W Dot sergaant

Q.6  Department/ Unit Type

Response
Nelghbourhood
Investigations 8

4

‘Specialst Operations

@7%)
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Do you think public opinion should influence the development and implementation of policing
technologies?

) Yes

Do you believe there is a danger that technological tools in policing, such as predictive
policing strategies and Al systems, surveillance, and analytics, could disproportionately
impact marginalised communities?
! Yes
/ No
e
Please provide a reason for your answer *

Long-answer text
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“The potential benefits of police technology outweigh the risks”

Do you agree or disagree with this statement?
O Agree
) Disagree

Do you have any thoughts or concerns about how technological advancements are shaping
modern policing?

) Yes

D SSL.
If yes, please explain

Long-answer text
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Thank you for agreeing to participate in this questionnaire. Your input is greatly appreciated.
If you have any questions regarding my research, please email me at:

2134294@student.uwtsd.ac.uk

I/,
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54 responses ViewinSheets

Summary Question Individual

Age group IO copychart

54 responses

®15-25
®26-35
®36-45
@555
@56+

Gender O Copy chart

54 responses

@ Male
@ Female
® Prefer nottosay





image47.png
Ethnic group

54 responses

Rank / Position

54 responses

IO copychart

@ White - English / Welsh / Scottish / N.
@ White - Irish

® Any other White background

® Hixed - White and Black Caribbean
@ Mixed - White and Black African

® Mixed - White and Asian

@ Any other Mixed / Multipe ethnic back
® Asian - ndian

I 4

IO Copychart

@ Constable

® sergeant

® inspector

® Detective

@ Police Community Support Officer
® Detective sergeant
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Years of Service IO Copy chart

54 responses

@®0-5years

®5-10years

® 11-20years

®21+years
Department / Unit Type IO Copychart
S4 responses

@ Response

@ Neighbourhood Policing
® Investigations
@ Specialst Operations
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To what extent do you rely on technology in your professional role?

54 responses

® Aiways
Occasionally

© Rarely

® tever

Do you agree that advancements in technology have improved operational
efficiency?

54 responses

@ Yes
®No

IO copychart

IO Copychart
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IO Copychart
What technological advancement do you personally consider as being most

effective in everyday policing?

54 responses

@ Body Worn Video camera

@ CCTV - Surveillance.

© anpR

@ Aerial survellance (Drones)

@ DNA and fingerprint analysis technology
@ Social Media

@ Predictive policing

® Facial Recognition Technology software.

L3 4
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Can you provide a brief example of a situation where technology significantly improved the
outcome of an incident or investigation?

Please do not disclose any details that may identify any persons involved either directly or
indirectly.

54 responses

‘Technology such as predictive policing directs officers to geographical areas with increased crime,
therefore officers are able to conduct proactive patrols in these areas, with in tum enhances the
relationship between the police and the community.

BWV capturing disclosures

During an investigation a person was seen via CCTV throwing a quantity of class A drugs, this was not
seen by officers yet allowed for a conviction

T
Social media in appealing for information regarding a missing person
Almost every investigation

Social media appeal assisted in locating missing person

‘Assault police - no local authority cctv in area, subject denied offence
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From conducting house to house enquiries to reports of theft, CCTV is vital in securing evidence and
identifying those responsible. When a suspect cannot be identified, the use of social media to appeal for
witnesses often leads to the identity of those responsible being established.

BWV Proved that | was assaulted

Everyday police attend calls relating to domestic abuse. Given the complexity of relationships especially
those classified as a domestic relationship, as well as the effects to a persons behaviour which can be
displayed whilst situated in an abusive relationship. The police daily rely on technology to capture evidence
and most Importantly the ‘Res Gestae’, capturing this is paramount to an investigation when victims who
are succumbed to abuse cannot support a investigation to the effects of abuse. Therefore drawing on
technology such as body worn video, recordings of phone conversations, obtaining CCTV is crucial in
protecting and stopping through securing convictions domestic abuse.

Whilst dealing with a hate crime incident, the suspect was unknown to myself and local officers. AFR
identified a suspect from a different BCU whom wouldn't have been identified without the technology and a
positive outcome would not have been possible.
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Table 4.4: Theme categorisations

Policing in the Theme 1- Theme 2—
21+ Century. Professional Technological

experience Advances in
Crime Detection

Survey questions  Q7, @8, Q9,Q10,  Q14, Q15, Q16,
categorisedinto  Q11,Q12, Q13 Qi7,Q18
themes for

analysis

Theme 3

Communication

and Information
Sharing

Q19,Q20, Q21,
Q25, Q26

Theme 4 -
Predictive
Policing and
Artificial
Intelligence

Q22, @27, @29,

Q30

Theme 5—
Knowledge and
Feedback

Q23, Q24, Q28,
Q31,Q32, Q33
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Clear cctv identifying a shoplifter

GCTV helping to identify a suspect CCTV handler passing observations and description to officers in the
area

Body worn video that been able to be used as evidence in complexed cases

NA

Enhanced evidence collection

‘Tracking of a vehicle through ANPR

BWV advancements have managed to capture a spontaneous incident whilst in buffering mode

When dealing with a bike theft which was captured on CCTV, facial recognition was able to identify the
person responsible.
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BWV advancements have managed to capture a spontaneous incident whilst in buffering mode

When dealing with a bike theft which was captured on CCTV, facial recognition was able to identify the
person responsible.

Ifind that when officers draw attention to parties involved that Body Worn Video is in use, it tends to calm
the situations.

Victimless prosecutions due to disclosures on bodyworn

Body Worn Video: 30 second buffering feature caught an incident which | thought | had missed as I turned
on the camera after it happened

CCTV and facial recognition technology has been crucial in identifying suspects

CCTV captured offence taking place
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In modern society where the public often film police interactions with their mobile phones thus accusing
officers of police brutality when dealing with violent subjects, BWY is effective for the protection of officers
during all incidents that could potentially lead to complaints forthcoming.

CCTV has identified suspects involved in an incident which has significantly improved the outcome of the

investigation

Successfully able to review incidents through live stream BWV

CCTV - Prove Offence
BWV - Officer Safety

CCTV and facial recognition enable the faster, more accurate identification of suspects and victims

Use of helping in locate shoplifters or track them down
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CCTV - Identification purposes

Facial recognition within big events has helped detain wanted suspects. BWV has supported evidence

During a complaint investigation - BWV shown what actually happened and that the complainer had lied.

BWV has captured disclosures at a domestic incident where the victim has not been supportive of
prosecution. In this instance, BWV assisted in the victimless prosecution.

In terms of complaints the BWV is invaluable evidence this is also true for first accounts from victime.

Using body worn video to record disclosures by a domestic abuse victim - tis evidence was used and
bought around a positive result

On a case of simple shop theft whereby the subject has denied the allegation when shown the cctv this has
proved vital to get a successful result at court.
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body worn video camera captured disclosures at a domestic incident
CCTV capturing persons involved in a serious incident. RFR then identified those involved.
Forensics positively supporting investigations

First accounts from complainants which could be considered Res gestae material, capturing a defendant
‘with evidence on them or comments made at the time of arrest, etc

Ihad dealt with a violent domestic where the victim withdrew her complaint. My body worn video captured
the disclosure provided which allowed me to provide a detailed statement. This resulted in the CPS.
proceeding with a victimless prosecution for the suspect involved.

First disclosure

‘Assault police captured on body worn camera capturing the assauit
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For example, advancements to DNA technology have enabled the accurate identification of suspects which
has been instrumental to the success of a rape case.

‘Able to identify an offender and place them at the scene of  crime as well as comments that they made -
Ringdoorbell Cetv

CCTV as golden hour evidence, where victims have withdrawn complaint and a serious assault has
occurred and victimless prosecution has been possible.

Multiple car thefts, whereby CCTV and ring doorbells in the area have identified the suspect.

Social media has assisted with witness and CCTV appeals

CCTV to track and locate vulnerable individuals.

‘Assaults on officers is routinely captured on BWV leading to convictions.
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CCTV is essential in proving or disproving an offence. One such incident a conviction was obtained due to
the defendant unable to provide a reaponse

IO copychart
Have you experienced any of the below challenges when using new technology
in your role?
(Select all that apply)
S responses
Lack oftraining
‘System malfunctions or technic 33(61.1%)

Privacy and ethical concerns or

ICT help desk only working bus.

a0
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L) Copy chart
Have you experienced instances where technology compromised an
investigation or created additional challenges?

54 responses

@ Yes
oo

If yes, please briefly describe the situation:

Please do not disclose any details that may identify any persons involved either directly or
indirectly.

28 responses

N/a
The rapid spread of information on social media has led to anti social behaviour
spreading of information on social media has led to protest

Authorities and information sharing

Misinformation on social media can negatively impact police investigations

Negative Social media caused public mistrust and unrest
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N/A

Laptop deciding to update in the middle of a victim statement.

Public backlash on social media

CCTV system errors/ malfunctions.

spread of misinformation on social media

Corrupted footage or recorded on the wrong format

Officers not having the sufficient knowledge or training to retrieve cctc correctly lead to it being lost

‘Technology enabled crime has created further issues for police

Police auditor created additional challenges
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False information can spread quickly which can complicate investigations

Criminals can use encrypted messaging apps to avoid detection, making it difficult for police to intercept
communications

spread of misinformation online has caused challenges when overseeing a missing person investigation
Phones are slow and has old technology

Individuals can delete evidence on social media.

shoplift incident - persons not identified through the use of retrospective facial recognition (RFR)

At the beginning of my policing career, issues risen due to not knowing how to submit phone download
documents which prolonged my investigations. Long periods of waiting for results to return had effected
investigations where at some points victims would withdraw their complaints due to being fed up of
waiting.
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Figure 4.4.1: Findings from Question 7 and Question 8

Q.7 To what extent do you rely on
technology in your professional

role?

Aways
@ Occasionally
® Rarely
@ Never

Q.8 Do you agree that advancements in
technology have improved operational

efficiency?
Yes

® No

|




image63.png
Different police organisations and law enforcement agencies use incompatible technology systems, which
an hinder communication and the efficient sharing of critical information.

Mobile phones are constantly changing and not having the correct software to be able to review
Sometimes people are reluctant to speak with me if they believe my body worn is recording.
Advanced technological advancements such as facial recognition has caused public backlash

Issues surrounding CCTV, phone downloads et

1O copy char
The United Kingdom has been described as a “surveillance society” due to its
extensive use of CCTV cameras.
Do you agree with this statement?

54 responses

@ Yes
oo
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IO Copychart
Do you believe that CCTV has become a substitute for human policing?

54 responses

@ Yes
®No

IO copychart
CCTV has increased exponentially in recent years, in your experience, has CCTV

positively contributed to the success of an investigation?

54 responses

@ Yes
®No
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& ~opychart
In your experience, has BWV had a positive or negative effect on policing?

54 responses

@ Positive
@ Negative
® 5o

Please provide a brief explanation

54 responses

Increased officer safety
Captures real time disclosure

Statements have become more accurate, persons who make significant comments can also change the
outcome of and investigate. Further more | feel they protect officers from complaints

BWV - provided protection against litigation
Protects officers but minimises officer’s decision making.
Captures incidents to be played in court

As above
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BWV is a vital tool within neighbourhood policing. It enables Pcsos to record incidents they are attending
but also plays a part in our safety due to not being able to protect ourselves against violence and public
backlash. In some circumstances knowing that they are being recorded can effect a persons behaviour and
their less likely to become violent when they are aware that they are being recorded.

Prevents unfounded allegations

Body worm video has the ability capture ‘Res Gestae’ whilst officers attended calls capturing the behaviour,
feelings and emotions of person at the point of police’s attendance providing the CPS, Jurors and Judges a
real understanding and offers an real engagement for what victims maybe experiencing

Provides first disclosure evidence when dealing with incidents as well as protecting officers whom receive
complaints instilling public confidence in the police.

BWV is good to help show an incident n its intirety

Helps negate and safeguard the officer for allegations made by public
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During our day to day duties with the amount of complaint officers experience especially in cases where
force has been used, its helped officers been able to justify their actions due to the behaviour of the
individual, especially when they are intoxicated.

It's positive for evidential purposes capturing first accounts/ offences such as PO. Negative as it then to
easy to scrutinise the the officers actions without knowing the ful situation

Increased officer safety and improved public trust through greater transparency

Safety blanket for complaints

both - itis dependent on the situation and depends on if the persons involved are pro or anti police.

Itallows officers to review incidents and take leaming from it. Also allows officers to use this during
investigations to identify things that were potentially missed during initial attendance

Outside of just giving a written statement, BWV on most occasions will capture the offence or incident
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Positive as can provide excellent evidence. - Negative from management when bodyworn not used. Heavily
critical if bodyworn not used but you wonder what did the police do before bodyworn. It should not be the
be all and end all. Positive for negating complaints.

Provides protection for officers and public.

Protects officers from complaints.

Promotes transparency and accountability

‘The use of BW has a positive effect on policing due to being able to capture initial disclosures from
victims who due to the impact of an incident, may forget certain aspects when providing a statement. It
also enables officers to obtain disclosures from the subject which will be put to them during interview.

BWV provides objective evidence however the footage can lack the full context as it does not capture the
full incident prior to police attendance
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Able to review incidents and debrief

Protection for officers

BWV footage displays crucial evidence that can be played in court
‘Allowing to ID any discrepancies in investigations

Key to investigations (disclosures) and an important tool for officer safety
Ifeel that BWV is a second person when you are lone working

Protects police officers from complaints

BV footage can be used in court to support investigations

Good for victim evidence but can be negative in terms of SMT
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Body work video ensures police officers remain professional and deal with incidents as they should do

When there is a complaint against an officer this can assist in completing the investigation much quicker
for the officer to get back to work and the force isn't restricted on resources.

BWV can be used as a deterrent in conflict situations.

By activating BWV can deescolate a situation

‘Shows the courts real time evidence from scenes of incidents

BWV protects both officers and members of public,it provides crucial evidence of offences.

it protects officers from wrong full allegations made against them by members of the public who may be.
unhappy with the way they were dealt with.

Captures a accurate account
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Body worn camera has its benefits when incidents and disclosures are captured on it however it does
come with its issues when it doesn't record/ malfunctions and its heavily relied upon

Improved public trust through greater transparency.

Some victims/witness are extremely reluctant to speak to police knowing that they are being recorded as
yhey now it can be used in court and interview with the defence

I subjects are aware that they are being filmed on officer BWV they are more compliant and can aid
officer safety and can help in respects to any complaints to vindicate officers action.

Yes as it captured the incident and audio better than normal CCTV would. However, sometimes it stops
people from speaking openly about a situation.

‘The public often report feeling safer knowing interactions are recorded, thus fostering trust in police
accountability

Often malfunctions therefore hinders investigation
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Often malfunctions therefore hinders investigation

As above, captures incidents, disclosures at scenes, less officers are reugired to attend court now as BWV.
can just be played

Overall positive but at times certain clips can be taken out of context

In your opinion, what is the primary purpose of the police use of social media?
Please state one example

54 responses

Public engagement
Community engagement

Engagement with the community

‘Allows police to share missing persons to a wide audience quickly
T

Engagement

Public alerts, good news stories.

Information and intelligence

Informative
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Figure 4.4.1.1: Findings from Question 9 and Table 4.4.1: Summary of participant

responses from Question 10

Q9 What technological advancement do you personally
consider as being most effective in everyday policing?

Body Worn Video camera
@ CCTV - Surveillance:

® ANPR

Aerial surveilance (Drones)

@ Social Media
Predictive policing

@ Avtificial Intelligence.
@ The use of job' smart phones

@ DNA and fingerprint analysis technology

@ Facial Recognition Technology software

Q10 Can you pro

fe a brief example of a situation where technology

ificantly improved the outcome of an
Technology such as predictive policing directs offcers {0 geographical areas wih
increased crime; therefore, officers are able fo conduct proactive palros in these.
areas, with in tum enhances the relationship between the police and  the
‘communiy

(CCTV and facial recogniton technology have been crucil in dentiying suspects.

ident or investigation?

Facial fecogrition within events has helped detain wanted suspects
BWV has captured disclosures at a domestic incident where the victim has not
been supportive of prosecuton. In this instance, BWV assisted in the victmess
prosecution

Forensics positively supporting investigations

‘Assault polce captured on body worn camera

Advancements 1o DNA technology have enabled the accurate ientifcation of
‘suspects which has been instrumental o the succsss of  rape case.

Social media has assisted with witness and CCTV appeals

Sucoessfully able o review incidents through ive siream BWY'
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To provide reassurance and improve public perception by informing the public of what is happening within
their communities and providing updates to incidents.

Awareness and assurance
To gain the assistance from the public in identifying or locating suspects and missing persons.
To provide reassurance to the public and to show positive stories.

In order to adapt a approach and utilise technology to the most common way of communication through
social media

To build relationships within the local communities and to inform them of information of incidents that
have occurred within the local area.

PR exercise

‘To engage with the public and gain intelligence regarding ongoing issues and criminal activity within
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communities. This intelligence can then inform predictive policing strategies.

Sharing of information

in order to try and locate a missing person and seek information

‘Appeals for missing and wanted people.

To engage with the community who's involvement has evolved with social media

Don't follow the police on any social media.

Engagement with public

Obtaining information from the public and developing intelligence

Providing the public with updates of an incident and to provide ateratives to reporting crimes.
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Police can monitor social media for threats, criminal activity, o evidence of crime

Success stories, help find wanted and missing people and raise awareness.
Promoting positive community engagement

To help spread the word of missing people to help us locate

Greater engagement with the public

Public are the police and police are the public:

Awareness of incidents

Communicate with the public regarding ongoing issues
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Missing persons media appeal or informing the public of an incident
‘To appeal for the publics help in certain investigations
Inform public of ongoing incidents, missing persons and persons who are wanted by police

FAGEBOOK - high risk missing persons / wanted persons - gathering information and replying to any
enquiries which may have leads on a person's whereabouts

To Appel and advise the public
Information sharing and gathering

Engage with the public to understand the voice of the community that we police. For the peelian principles
to be met, we must police by consent. With society being solarge and diverse, social media is a good way

to understand alarger populous than we usually would by running PACT meetings, etc.

To reach out to members of the public to request information or to make them aware of serious incidents
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‘that may be effecting travel or daily life in areas where the crime occurs.

Reassurance

‘To make communities aware of ongoing issues police face

Public appeals for information and intelligence

To seem relatable

Public announcements - requests for witnesses, circulation of missing persons, making public aware.

Keep the public informed of investigations to stop the spread of miss information. Also gets the word out
about missing persons et

Engagement - police can use social media to interact with the public, answer questions and humanise
policing
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Promoting good work by the police
Media appeals

Important information making the public aware, also seeking support as a priority

“An online presence in a modern world is as important as traditional methods
such as walking the beat”

Do you agree or disagree with this statement?

54 responses

® Agree.
@ Disagree

IO copy char
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On a scale of 1to 5, how effective are social media platforms to the success of
generating crime intelligence?

54 responses

@ Not effective.

@ Somewhat effective.
® Neutal

® Somewnat effect
@ Very effective

O copycha
In your opinion, should data protection laws be adapted to address the growing

use of artificial intelligence (A1)?

54 responses

@ Yes
®No
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Have you received adequate training on the technological tools you are required
to use?

54 responses

@ Yes
®No
® parially

IO Copychart
Which emerging technologies do you believe will have the greatest impact on
policing in the future?
(Select all that apply)

54 responses

Artifcial Inteligence () 30(55.6%)
Predictve policing tools|
‘Advanced v facial recognition 255189

software|

Enhanced data analytics fo
crime mapping
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| et
Do you believe that technology has led to a loss of personal interaction between

police officers and the communities they serve?

54 responses

@ Yes
oo

Please provide a reason for your answer

54 responses

Police conduct fewer patrols in the community due to advancements in CCTV. CCTV operators now inform
officers when an incident is ongoing and officers can then monitor the situation and respond if itis
deemed necessary.

Technology and normal policing work side by side

I believe it just allows up to engage with more people, PCSO still effectively communicates with
communities daily

Communities now feel that the police are less visible thus impacting public perception

Less personal
Interaction. Most of the public want a personal
Response should they feel
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‘The need to call the police
Fewer police conduct patrols
Alis the forward with all technology

Social media provides the public with information regarding policing within their communities, appeal for
information and enables the public the convenience of reporting crimes online.

‘The reduction i officers has led to less interaction not technology

‘Technology can only be used to support or advance policing, the core principles and the way in which
policing is conducting stil requires the personal interaction, without engagement technology can also do.
50 much.

Even with technological advancements, the public still need to speak to officers to achieve best evidence.
‘Technology assists in obtaining crucial evidence however, victims still require a face to face service from
officers.
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Figure 4.4.1.2: Findings from Question 11

Q.11 Have you experienced any of the below challenges when using new
technology in your role?

s £
(61.1%)

Lack of training 27
(509%)

20
(379)

iash 15
(27.8%)

Privacy and ethical concens or legal Uimitatic 6
None of the above - 3 (5.6% (11.1%)

Other - 1(1.9%)

Public mistrust
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Nowadays, members of the public would rather comment on Facebook than speak with a person face to
face.

Istrongly believe that the older generation of public we deal with are not able to provide any digital
evidence to police due to them not having a mobile phone or CCTV

‘Yes, people are more likely to do things online whereby in doing so, vital information is easily missed as
officers are not speaking to that person face to face.

Face to face contact is lost, community reassurance suffers

Police now engage with the community via social media, therefore there is a loss of personal face-to-face
interaction, however social media enables police to interact with harder to reach communities. It would
depend on how each individual perceives interaction and engagement.

Less people walking the beat and more investigations carried out remotely
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officers now rely heavily on technology as regards to engage with the public and communities face to face

‘Technology does not replace the human interaction between officers and the communty. Police presence
offers reassurance whereas technology does not

N/A

Less police officers walking the beat

Less police on neighbourhood beats. Less face to face contact with police.

Live surveillance has been influential in directing officers to incidents as they are ongoing. Therefore,
officers are conducting fewer proactive patrols. This could have a negative effect on the publics perception
of police.

Technological advancements has created tension amongst ethnic communities
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‘The communities in which we serve have a tendency to display their frustration or mistrust in police by
taking to social media platforms as opposed to addressing their dismay through the correct channels
‘which in turn, generates others to take to the platforms and generate their anti-police views.

Whist BWY improves police accountability, they also make some members of the community hesitant to
engage as they do not wish to be recorded

‘They work side by side
I believe that technology in policing has adapted to the times.

For instance, predictive policing software directs officers based on data rather than community
relationships, and whilst it is effective to deploy additional police resources in areas with increased crime,
it can negatively impact the relationship between the police and the public and prevent engagement

Believe some police rely on social media to much
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Due to the growth in surveillance, police can now monitor situations live as they unfold. However, before
the proliferation of surveillance, police would be proactive, conducting mobile patrol.

Its gained more interaction
‘Same outcomes at calls regardless of technology

Police now encourage the public to report crimes online rather than in person
Same interaction just technology helps the investigation

‘There are less officers walking the streets than there needs to be. People use social media 24/7 and are
now more inclined to contact police via online methods than speak to an officer face to face

On some occasions people reporting matters online sometimes complain of the level of response or time
this s taking.
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location being monitored by CCTV operator as regards to officers patrolling and engaging with public
There is no altemative to face 2 face meetings
‘Technology and personal interaction work collectively

1o believe so since a lot of crime and investigation is resolved over the phone or remotely, however, I think
this is because the demand on the police is greater than its ever been (due to the ease of access from
technology) and so the police have to work smarter and more efficiently to cope with this demand.

Police officers are more likely to resolve crimes via phone rather than actually attending calls to deal with
victims of crimes,

No contact
Officers still attend calls and still engage with members of public

The extensive use of surveillance and data collection raises concerns about the erosion of privacy rights
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Everyone now is staring at a mobile phone and now concentrating on the person they are speaking too.
Officer relay too much on spell check and auto typing, that the statement is not detailed enough or does
not read smoothly. It has a major impact at court when the statement s then read out

Ithink as in all walks of life technology and social media have seen online communities grow
exponentially. The anonymity it gives people creates keyboard warriors' and online abuse and bullying is
prevalent.

I believe when the community speak with officers on the street sometimes they change their minds about
police as they see officers are human. Where you can not show that side through a screen

Intrusive emerging technologies such s the introduction of ive facial recognition systems has damaged
the relationship between the police and the community

Not everyone uses social media and so could exclude individuals

‘There are now less interactions between police officers/PCSO with the local community and no longer
know how their local bobby walking the beat
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Anindividual has the ‘Right to privacy’ under Article 8 of the Human Rights Act
(1998). However, the proliferation of technologies such as surveillance, facial
recognition, automatic number plate recognition, and Al-enabled analytics has
generated substantial controversy based on ethical and privacy concerns.

Which of these do you think is most important or is there a conflict?

54 responses

@ Aticle 8 — An individual's Right to
privacy’

@ Police implementation of emerging
technological advancements

® They confict each other

® Unsure

IO copycha
Do you think public opinion should influence the development and

implementation of policing technologies?

54 responses

@ Yes
®No
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Do you believe there is a danger that technological tools in policing, such as
predictive policing strategies and Al systems, surveillance, and analytics, could
disproportionately impact marginalised communities?

54 responses

@ Yes
oo

Please provide a reason for your answer

54 responses

Where there is crime, there is crime and police must respond
Ifthe advancements are carried out correctly it should factor disproportionately issues out of the equation

I believe if used correctly these kinds of systems will allow police to keep the street safer

If a community has more crime then police have to react to it
Policing is a people business.
Predictive policing can leave communities feel over policed, which can create community tension

1 don't know enough about it - but Al will have negative and positive effects
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‘The public want to be safe within their communities and whenever a spate of crime occurs within a certain
area, residents are supportive of technological tools to be able to identify those responsible.

‘Technology will highlight where support is needed.

An area in which policing is heavily scrutinised is the conduction of stop searches. This has long been a
key tool in public policing however its use has been heavily scrutinised due to the argument that its
disproportionately used on ethic minorities. The advancement in facial recognition and surveillance would

help combat the disproportionately and help the reduce the number of people stop searched.

‘The advancements of technology will only assist the police with investigations and will predominantly fill
the public with confidence.

‘Technology will develop and react based off data, if it disproportionately impacts marginalised
communities it's because of data

Figures will be inaccurate and many crimes may not be reported but still being effected by ASB
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Data protection can be breached

NA

Advanced technology such as Al analytics to inform predictive policing simply directs police resources to
the geographical areas with the most crime, therefore police must react to these figures. That does not
mean that police are intentionally policing marginalised communities but rather, that the police are trying to
make society safer.

If not created properly it cause cause bias
if evidence of crime in an area police need to react to it

It does would not take into account individual circumstances and would potentially tar everyone in those
communities with the same brush

Hard to explain
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Figure 4.4.1.3: Findings from Question 12 and Table 4.4.1.1: Summary of participant

responses from Question 13

Q.12 Have you experienced instances where
technology compromised an investigation or
created additional challenges?

Q.13 Hyes, please briefly describe the situation

Misinformation on social media can negatively impact police investigations

® ves The rapid sproad of information on social madia has led 1o ani social bohaviour

o No Misinformation on social media can negatively impact police investigations
Advanced technological advancements such as facial recognition has caused
public backlash

Negative Social media caused public mistrust and unvrest
CCTV system errors/ malfunctions.

Different polce organisations and law enforcement agencies use ncompatble
technology systems, which can hinder communication and the efficient sharing of
crtcalinformation

Technology enabled crirme has created further issues for police.

(Criminals can use encrypted messaging apps to avoid detection, making It dificult
for police to intercept communications
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Don't believe it will
‘Theoretically Al should be able to operate without bias

Police respond to crime - 5o if there is increased crime within marginalised communities then police must
deal with this

‘Yes - facial recognition and fingerprint scanners

‘Technological tools play a vital role in policing. It enables us to locate missing persons, those currently
‘wanted or vehicles linked to crime such as county lines.

Al systems such as facial recognition will help to solve crimes more efficiently which would benefit
marginalised communities

Could cause mistrust in communities
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‘There is a line that technology assists police however does not need to be used in every aspect.

Al systems are trained on biased historical data which could lead to disproportionality

Believe they are essential for policing

Automated systems could help identify high-crime areas without racial profiling

Itwould help policing

Does not consider all

Al systems could direct more resources to communities that already feel over-policed

‘The public have a common misconception

‘You can't argue with data. If specific groups within society are disproportionately impacted, it’s because of
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data
Inaccurate information

artificial intelligence is generated from data and could target marginalised communities

Crime s crime and should be detected

‘These factors would be taken into account when creating and developing the software

As a public sector body, any implementation must meet the Public Sector Equality Duty which is a
requirement that any implementation of something new or change of anything existing must be proven to

not be discriminatory, or if it is, that robust steps are taken to resolve this.

certain communities where crime is more apparent willlikely have more CCTV cameras and other
technological tools to assist police in dealing with crime. Unfortunately individuals from diverse.
backgrounds are more likely to live in poverty which results in increased crime. ore cameras etc. can make
these communities feel more targeted by police.
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Itwouldnt

Ittakes away from actual policing

Al systems could perpetuate bias in predictive hot spot’ policing leading to the disproportionate targeting

of minority communities.

Ifimplemented, those technologies should have the opposite effect.

I think it would effect the community as a whole.

Some communities feel like they are being targeted by intrusive new technology

Unsure

Would target certain areas where there appears to be high crime rates but could have a low population so
the figures are not proportionate.
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“The potential benefits of police technology outweigh the risks”
Do you agree or disagree with this statement?

54 responses

® Agree.
@ Disagree

Do you have any thoughts or concerns about how technological advancements
are shaping modern policing?

54 responses

@ Yes
®No

& ~epy ehalt

IO Copychart
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If yes, please explain

21 responses

‘Technology such as Al is currently unknown and with new information stating that Al will be capable of
‘writing statements and completing police documentation, | have serious concens.

I have concerns regarding Al technology

We mustkeep.

Up

With an ever changing society and technology is the biggest driver of change in my opinion. | believe that

the advancements in technology is the primary cause for young people joining the organisation lacking in
inter-personal skills required for making life changing decisions on other people.

Appropriate training and guidelines need to be put in place
Aland the possibility of rewriting statements
Officers need sufficient training regarding new emerging technologies

‘when the technology works its great and effective however it is heavily relied on
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Police officers must receive appropriate training in relation to new technological advancements being
implemented into policing

‘The emergence of technologies such as live facial recognition and fingerprint scanners.
Litigation and backlash following their use towards ethnic minority groups.

‘Technology is very effective in solving crime and improving efficiency however, the growth in digital crime
makes it harder for police as the investigations are complex

‘The rise in technological advancements such as CCTV, live facial recognition, social media and Al systems,
police are spending less time connecting with the community.

Invasive surveillance technology can negatively impact community-police relations. A careful balance
needs to be stuck between the two conflicting interests.

‘The consequences in using Al are still unknown and if these systems are to be implemented without proper
oversight, it would create unwanted scrutiny
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due to the technological advancements in society, it is important that in order to keep up with the multiple
offences committed through the use of technology that the police are at an advantage

Article 8 ECHR a qualified right so that in certain circumstances, we may infringe upon it. As an
organisation entrusted with protecting the public, we must uphold and ensure their human rights. At times,
such as the deployment of facial recognition technology, we have a lawful reason and justification to
infringe upon these rights. Itis difficult to say whether use of technology is more important than Article 8
as it simply depends on the circumstances. There is no legal, moral, or ethical justification for a continuous
use of technology infringing upon Article 8, however at times there are. | wouldnt say that the two are in
conflict; since Article 8 is qualified, it allows for technology or other means to infringe upon it. In
contradiction, | would say that they work hand in hand. Article 8 guides the police on how technology can
be implemented and when it can be used for an individual, or group of individuals.

We are constantly implementing more technology which means that we have to have more training and
more things to remember which is already difficult especially for young in service officers as they have a

ot to leam and being a police officer can be overwhelming.

Officers may not receive adequate training to use advanced tools and software effectively.
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Over reliance on technology and officers not receiving the proper training.

Concern would be removing community officers, they are the people who know the usual suspects in and
out. They know intelligence and can gather information officers who are not front facing can not. The
remove the human element of policing would dehumanise the force.

Whilst technology assists police solve crimes quicker, it is also a reason as to why police are spending less
time connecting with the community. The implementation of technological advancements could negatively
effect modern policing
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Police officer ethnicity in South Wales Police

Percentage breakdowns for each ethnicity exclude cases where the officer did not state their
ethnicity. The number of 'not stated' cases are included in the data tables.
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Figure 4.4.2: Findings from Question 14, Question 15, and Question 16

Data Findings from Questions 14, 15, and 16
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20 (48.1%)
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Q.14The UK has been describedasa Q.15 Do you believe that CCTV has
"Surveillance society” dueto its become a substitute for human
extensive use of CCTV cameras. Do policing?
you agree?

mYes mNo

54
(100%)

Q.16 CCTV has increased
exponentially in recent years, inyour
experience, has CCTV positively
contributedto the success of an
investigation?
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Figure 4.3.3: Participants by length of service, rank and department within South

Wales Police
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Table 4.4.1: Summary of participant responses from Question 10

Q.10 Can you provide a brief example of a situation where technology

significantly improved the outcome of an incident or investigation?

‘Technology such as predictive policing directs offcers to geographical areas with
increased crime; therefore, officers are able fo conduct proactive parols in these.
areas, with in fum enhances the relationship between the police and the
community

CCTV and facial recogntion technology have been crucial in identifying suspects
Facial recognition within events has helped detain wanted suspects

BWV has captured disclosures at a domestic incident where the victim has not
been supportive of prosecution. In this instance, BWV assisted in the victimless
prosecution

Forensics positvely supporting invesfigations

Assault police captured on body wom camera

Advancements to DNA technology have enabled the accurate identification of
‘suspects which has been instrumental to the success of a rape case.

Social media hes assisted with witness and CCTV appeals

Successfully able to review incidents through live stream BWV.
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Table 4.4.1.1: Summeary of participant responses from Question 13

Q13 If yes, please briefly describe the situation

Misinformation on social media can negatively impact police investigations

“The rapid spread of information on social media has led to anti social behaviour
Misinformation on social media can negatively impact police investigations.

Advanced technological advancements such as facial recognition has caused
public backlash

Negative Social media caused public mistrust and unrest
CCTV system errors/ malfunctions

Different police organisations and law enforcement agencies use incompatible.
technology systems, which can hinder communication and the efficient sharing of
critical information

Technology enabled crime has created further issues for police

Criminals can use encrypted messaging apps to avoid detection, making it difficult
for police to intercept communications
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Table 4.4.2: Summeary of participant responses from Question 18

Q.18 Please provide a brief explanation

“The use of BWY has a positve effect on policing due to being able to capture initial
disclosures from victims who due to the impact of an incident, may forget certain
aspects when providing a statement. It aiso enables officers to obtain disclosures
from the subject which will be put to them during interview.

Key to investigations (disclosures) and an important tool for officer safety

The public often report feeling safer knowing interactions are recorded, thus
fostering trust in police accountabilty

Some victims/witness are extremely reluctant to speak to police knowing that they
are being recorded as they know it can be used in court and interview with the
defence

Body worm camera has its benefits when incidents and disclosures are captured on
it however it does come with its issues when it doesn't record/ malfunctions and it's
heavily relied upon

Increased officer safety and improved pubiic rust through greater transparency
It allows officers to review incidents and take leaming from it

BWV - provided protection against litigation
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Table 4.4.3: Summeary of participant responses from Question 26

Q.26 Please provide a reason for your answer

‘Yes’ answers

The extensive use of surveillance and data
collection raises concems about the erosion of
privacy rights for the public

Intrusive emerging technologies such as live
facial recognition has damaged the relationship
between the police and public

Due to the growth in surveillance, police now
monitor situations as they unfold whereas before
the proliferation of surveillance, police would be
proacive

Social media is not inclusive

Due to technology there are fewer officers
walking the beat

Police rely on social media too much which has
resulted in less personal interaction

There are fewer
community relations
Technological advancements create tensions
‘amongst ethnic communities
Investigations are now _being
remotely which damages public trust
We have dehumanised policing through fewer
patrols

Communities now feel that the police are less
visible, thus impacting public perception

interactions  impacting

conducted

Social media enables police to interact with
harder to reach communities

Technology does not replace the human
interaction between officers and the community

Technology can be used to support and advance
policing. However, police are sl conducting
enquiries and interacting with the public

Technology assists police in obtaining crucial
evidence which involves interaction

Through social media police can appeal for
information

Technology and policing work side by side to
engage with the public

Technology encourages online crime reporting
which engages with the public

The reduction in officers has led to the loss of
personal nteraction, not technology

Technology is required for police to change with
the times

Police are about to interact with more people
through technology which helps the investigation

Social media is an engagement tool which
focuses on interactions with the public
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Table 4.4.4: Summeary of participant responses from Question 30

Q.30 Please provide a reason for your answer

‘Yes’ answers
Al systems could perpetuate bias in predictive
“hot spot’” policing leading to the
disproportionate  targeting of  minority
‘communities

Al systems could direct more resources 1o
‘communities that already feel over-policed

Al systems are trained on biased historical data
which could lead to disproportionality

Some communities feel like they are being
targeted by intrusive new technology

Al could cause mistrust in communities if not
used properly

Al is generated from data and could target
marginalised communities

Predictive policing and surveillance would cause
‘community tension

Advanced technology such as Al to inform
predictive policing  simply _ directs _police
resources to the geographical areas with the
‘most crime and police must respond

If Al tools are implemented, then they should
have the opposite effect and would make
communities safer

Al systems such as facial recognition will assist
police in the solving of crime which will benefit
marginalised communities

Technology will highlight where ~support is
needed

Where there is evidence of crime (through
predictive policing), the police must respond

Automated systems can identify ~high-crime
areas without racial profiling

Technological tools play a vital role in policing
and assist police in various ways, data obtained
through Al shouid be regarded positively
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Table 4.4.5: Summary of participant responses from Question 33

Q.33 If yes, please expl

New training, guidance, and legislation is required to understand new emerging
technologies in policing

The rise in technological advancements such as CCTV, live facial recognition, social
media and Al systems mean that police are spending less time connecting with the
ccommunity

Technology such as Al is currently unknown and with new information stating that Al wil
be capable of writing statements and completing police documentation, | have serious
concems

Police must keep up with technology, however there are many unknown risks associated
with Al and the potential repercussions. Al Software can write statements which is a
conceming step forward in policing if implemented

The consequences in using Al are sill unknown and if these systems are to be
implemented without proper oversight, it would create unwanted scrutiny

Invasive surveillance technology can negatively impact community-police relations. A
careful balance needs to be stuck between the two conflicting interests

Appropriate training and guidelines need to be put in place
Officers need suffcient training regarding new emerging technologies

Due to the technological advancements in society, it is important that legislation is also
updated to keep up with emerging offences

There is an over reliance on technology which is worrying s officers have not received
appropriate training
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Two of your course.

Once complete, submit this form via the MySD Doctoral College Portal at (https:/mytsd.uwtsd.ac.uk).
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All communications relating to this application during its processing must be in writing and emailed to
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Figure 4.4.2.1: Findings from Question 17 and Table 4.4.2: Summary of participant

responses from Question 18

Q.17 In your experience, has BWV had a
positive or negative effect on policing?

@ Positive
@ Negative
® Both

Q.18 Please provide a brief explanation

‘The use of B’ has a posiive effect on policing due {0 being able to capture initial
disclosures from victims who due 10 the impact of an incident, may forget certain
‘aspects when providing a statement.t also enables oficers to obtain disclosures
from the subject which will be put o them during interview.

Key to investigations (disclosures) and an impartant ool for officer safety.

The public often report feaiing safer knowing interactions are recorded, thus.
fostering trust in police accountabily

Some victims/witness are extremely reluctant to speak to poiice knowing tha they
are being recorded as they know it can be used in court and interview with the.
defence.

Body wom camera has its benelits when incidents and disclosures are captured on
it however it does come with tsissues when it doesn't record malfunctions and its
heavily relied upon

Increased officer safety and improved public trust through greater transparency
It allows offcers to review incidents and take learming from it

BWV - provided profection against igation
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The research question will aim to answer the objectives listed below in point 6

(this box should expand as you type)
[Aims of Research Activity

"To gain an insight into the new era of policing in respect to new technological
5 |advancements employed by police forces and subsequent policing strategies and how
these advancements effect public perception and confidence in policing”

Objectives of Research Act

Research key themes:
‘The role of community policing in strengthening police-community relations
- Technological advancements in policing (BWV, CCTV. Facial Recognition, Social
Media)
- Intelligence based policing (crime mapping)
- “Hot Spot policing
- Societal attitudes’
- The relationship between the media and the police
- Public trust and confidence
6 - Public perception via questionnaire

Dbjectives.

- Critically analyse current literature on technological advancements and policing
strategies and evaluate the subsequent effect that such advancements have on
public trust and confidence in the police

- Select an appropriate research method to conduct social research

- Critically analyse data collected from primary research to examine bot the police
and the publics knowledge, understanding, and attitudes concerning technological
advancements and new policing models

- Understand and conclude the research in.qrde o formulate recommendations

ity

Proposed methods (max

um 600 words)

Provide a hrief summary.of all the methods that may be used in the research activity, making it clear,
what specific techniques may be used. If methods other than those listed in this section are deemed
appropriate later, additional ethical approval for those methods will be needed. You do not need to
justify the methods here._but should instead describe how you intend to collect the data necessary
for you to complete your project

A multitude of different research methods will be utiised in the form of both primary and
secondary sources to form part of this project

Research material to be used throughout will include:
- Online material found online via credible websites
7 - Peer-reviewed journals
- Legisiation
- Articles, both news articles and peer-reviewed pieces
- University library
- Google scholar
- Books
- Seminal pieces of work relating to the subject matter

Apri

4 PG2 Ethical Approval Form




image114.png
Uni y of Wale PG2/ E1FORM

“Google Forms’ will also be utiised to gather key primary data for this independent project
The questionnaire will be created with the aim to answer key objectives for the research
The questionnaire will consist of approximately 15-20 questions and will be anonymous.
Participants will be sent a secure link, in which they must access. Participants who consent
to their responses being used for the purpose of this project can then provide their
understanding and opinion on the subject matter.

The intended sample target for the research will be for members of the public, serving police|
officers and civilian staff employed by South Wales Police

The location of this research activity will take place in Swansea and the participants which
are either serving police officers or staff will be employed by South Wales Police

8
Members of the public that choose to participate will also do so anonymously via social
media
hs box should expand as you ype
Research activity outside of the UK
If research activity will take place overseas, you are responsible for ensuring that local ethical
considerations are complied with and that the relevant permissions are sought. Specify any local
quidelines (e.g_from local professional associations/leamed societiesluniversities) that exist and
whether these involve any ethical stipulations beyond those usual in the UK (provide details of any
licenses or permissions required). Also specify whether there are any specific ethical issues raised
by the local context in which the research activity s taking place, for example, particulat cultucal
and/or legal sensitivites or vulnerabilties of participants. If you ive in the country where you will do
the research then please state this
9 |This research will be carried out within the United Kingdom
Use of documentation not in the public domain: Are any documents NOT | o =
10 | publicly available?
YES o
TYes, please provide details here of how you will gain access to speciic documentation that s not
in the public domain and that this is in accordance with the current data protection law of the.
4y | countin aueston and that of England and Wales
tis box shovid expand as vou tpe)
Does your research relate to one or more of the seven aims of the Well-being
of Future Generations (Wales) Act 20152 YES | NO
12 | A prosperous Wales o | ®
13 | Aresilient Wales o | ®
14 | Ahealthier Wales o | ®
15 | Amore equal Wales o|®
16 | AWales of cohesive communities ol ®
Apr 5 PG2 Ethical Approval Form
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17 | AWales of vibrant culture and thriving Welsh language o=

18 | A globally responsible Wales o=

19 | IfYES to any of the above, please give details

SECTION F: Scope of Research Activity

z
3

Will the research activity include: YES

1| Use of a questionnaire or similar research instrument?

Use of interviews?

Use of focus groups?

Use of participant diaries?

Use of computer-generated log files?

Participant observation with their knowledge?

Participant abservation without their knowledge?
Access 1o personal or confidental information without the paricipants’ speciic
consent?

‘Administration of any questons, test stmul, presentation that may be
experienced as physically, mentally or emotionally harmful / offensive?

11| Performance of any acts which may cause embarrassment or affect self-esteem?

2
3
1
5| Use of video or audio recording?
6
7
8
9

12 | Investigation of participants involved in ilegal activiies?

13 | Use of procedures that involve deception?
14| Admir

15 | Working with live vertebrate animals?

stration of any substance, agent or placebo?

olojo|o|o|o|o|o|o|olojolo|o|o|s
I IR R G A GG G A R

16 | Procedures that may have a negative impact on the environment?

17 | Other primary data collection methods. Please ndicate e type of data collection
method(s) below.

Details of any other primary data collection mefhod

(tis b should expand as you ype)
TNO to every question, then the research activity s (ethically) low risk and may be exempt from some of the
following sections (please refer to Guidance Notes).

IfYES to any question, then no research activity should be undertaken until full ethical approval has been
obtained.

SECTION G: Intended Par

pants

Ifthere are no participants then do not complete this section, but go directly to section H
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Who are the intended participants:
YES | NO

Students or staf at the University?

Adults (over the age of 18 and competent to give consent)?
Vulnerable adults?

Children and Young People under the age of 157 (Consent from Parent, Carer or
Guardian vil be required)
Prisoners?

Young offenders?

Those who could be considered to have a particularly dependent refationship with
the investigator or a gatekeeper?

People engaged in ilegal activities?

Ofhers. Please indicate the participants below, and specifically any group who
9 | may be unable to give consent

olo|olo|o|o|x|s
M®|eE e E|oo

Details of any other participant groups: ol| =

Provide an estimate of the expected number of participants. How will you identify participants and
how will they be recruited?

How many partiipants are
10 | expected?

General public
41 | Who vil the pariicipants be? | Serving police officers and civiian staff employed by South
Wales Police

il you identiy the

12 | participants?

Tnformation for participants:
YES | No | Na

13 | Wil you describe the main research procedures {0 participants in
advance, so that they are informed about what to expect?

14| Will you tell participants that their participation is voluntary?

15 | Will you obtain witten consent for participation?

5 | VWil you explain {0 participants that refusal o pariicipate Tn the
research will not affect their treatment or education (f relevant)?

17 [ITthe research is observational, wil you ask participants for their
consent to being observed?

0|0 |®|ue|l®
o|lo|o|o|lo
®|(m|o|o|lo

al Form
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25 | Wil you il particpants hat they may withdraw from the research at
any time and for any reason?

79 | With questionnafres, wil you give participants the option of omiting
questions they do not want to answer?

20 | Wil you tll pariicipants that their data will be treated wih full
confidentialty and that, if published, it will not be identifiable as theirs?

21 | Wil you debrief participants at the end of their pariicipation, in a way
appropriate to the type of research undertaken?

22 [ IFNO to any of above questions, please give an explanation

CREREAE)
olofolo
olofolo

YES | NO | NA

24 | Will participants be paid?

25 [ Is specialist electrical or other equipment to be used with participants?

25 | Are there any finandial or other nterests {0 the vestigator or
University arising from this study?

27 | Wil the research aciivty involve defiberately misleading pariicipants i
any way, or the partial or full concealment of the specific study aims?

28 | IF YES to any question, please provide full details

ofo|lo|o
R
ofo|lo|o

SECTION H: Anticipated Risks

Outline any anticipated risks that may adversely affect any of the participants, the
researchers and/or the University, and the steps that will be taken to address them.

If you have completed a fullrisk assessment (for example as required by a laboratory, or exteral
research collaborator) you may append that to this form.

Yes [ &
No =

1 | Full sk assessment completed and appended?

Risks fo participants

2| For example: sector-specific health & safety, emotional distress, financial disclosure, physical harm,
transfer of personal data, sensitive organisational information

Riskto participants How you wil itgate e 7k T pertipants

Trresearch activity may include sensitive, embarrassing or upsefting lopics (e.g_sexual activity.
drug use) or issues likely to disclose information requiring further action (e.g. criminal activiy), give
3 | detais of the procedures to deal with these issues, including any support/advice (e.q. helpline

numbers) to be offered to participants. Note that where applicable, consent procedures should
make it clear that if something potentially or actyally ilegal s discovered in the course of a project,
it may need to be disclosed to the proper authorities

NA

Apri
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Risks to the investigator
4| For example: personal health & safety, physical harm, emotional distress, isk of accusation of
harm/impropriety, conflict of nterest

Risk o the investigator Fow you wil itgate e 15k T T vestgator

NA

5 | Universitylinstitutional risks
For example: adverse publicity, financial loss, data protection

Riskto the University How you wil igate e ik o e Universi:

NA

© | For example: accidental spillage of pollutants. damage to local ecosystems
Risk to the environment ot you il i get he 1o airment
NA
Disclosure and Barring Se
TTihe research aciviy nvolves chldren or vulnerable ad, a Disclosure
and Barring Service (DBS) certicate must be obtained before any YES | No | nA
contact with such participants
7 | Does your research requie you to hold a current DBS Certicate? EREREE

TFYES, please give the certificate number_ If the cerfficate number is not
8 | available please wite “Pending’ in this case any ethical approval will be
sublectto providing the appropriate cerificate number.

SECTION I: Feedback, Consent and Cor

lentiality

T [ Feedback
What de-briefing and feedback will be provided to participants. how wilthis be done and when?

As the questionnaire will be placed on social media and sent to colleagues in the form of an
email, following the collection of primary data, a post will be made thanking all persons for
their participation in my research. | will also inform all participants the reasons as to why
the research was necessary and that the data collected will be analysed to form part of my
dissertation

2 informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is
involved in participating. Describe the amangements for participants to provide full consent before
data collection begins. If gai this way is inappropriate, explain how consent will be
obtained and recorded in accordance with prevailing data protection legislation.

My questionnaire will contain a section regarding informed consent whereby a tick-box will
be present that participants must agree to which explains that all data gathered from their
answers will be used to form part of my dissertation

My questionnaire will also be anonymous s0.as 1o ensure that all persons answer
questions honestly, without fear of any repercussions.

9 PG2 Ethical Approval Form
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Set out how anonymity of participants and confidentiality il be ensure
anonymity is not being offered. explain why this is the case

any outputs. If

Confidentialtty and anonymity will be detailed within the questionnaire.
The questionnaire | intend to create will not ask participants for personal details such as
their name or address, however it will ask for a participant's gender. age group, ethnicity,
and general area (Urban, Suburban, Rural).

SECTION J: Data Prote

ion and Storage

Does the research activity involve personal data (as defined by the General
Data Protection Regulation 2016 “GDPR" and the Data Protection Act 2018 YES | NO
“DPA")?

“Personal data” means any information relaiing to an identiied or identiable
natural person (data subject). An identifiable natural person is one who can
be identified, directly or indirectly, io.paciular hy reference to an identifier
such &s & name, an identifcation number, locetion data, an onine identifier or |8 xa
o one or more factors specific o the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person. Any video or audio
recordings of participants is.cansidered.fo.be personal data.

It YES, provide a description of the data and explain why this data needs to be collected:

Does itinvolve special category data (as defined by the GDPR)? YES | NO

“Special category data” means sensiive personal Gata Consising of imormation as
tothe data subjects’ —

(@) racial or etfnc origin,

(0) poltical opinions,

(c) eligious bellefs or other beliefs of a similar nature,

(d) membership of a trade union (within the meaning of the Trade Union and Labour xa o
Relations (Consoldation) Act 1992)

(&) physical or mental health or conition,
(0 sexual e,

(g) geneics,

(1) biometri data (as used for ID puposes).

IfYES, provide a description of the special category data and explain why this ata needs to be
collected

A~ Racial or ethnic origin —
Within my questionnaire | would like to gather key details refating to a participants race or
ethnic origin as my research intends to discuss key cases refating to public trust and
confidence in the police whereby high-profile cases and topics will be discussed, such as;
George Floyd, Stephen Lawrence and the disproportionate use of stop search against
persons of BAME (Black, Asian and Minority Ethnic) background

Wil data from the research activity (collected data, drafts of the thesis, or | YES | NO|
materials for publication) be stored in any of the following ways?

Manual files (ie. in paper form)? = =

Apri
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6 [ University computers? o B
7 | Private company computers? ® o
8 | Home or other personal computers? = o
9| Laptop computers! CDs/ Portable disk-drives/ memory siicks? = =]
10 | “Cloud storage or websites? = o
11 | Other — specify - 5
For all stored data, explain the measures In place to ensure the securlly of the data collected, data
12 | confidenialty, including defails of backup procedures, password protection, encryplion,
anonymisation and pseudonymisation
Al devices are password protected requiring two-factor authentication
Anti-virus software up to date
Al data will be stored on encrypted hard drive
Data Protection
Will the research activiy involve any of the following aciiviies YEs | NO
13 | Electronic transfer of data in any form? = o
Sharing of data wih ofhers al the Uriversity outside of the immediate research
™| team? = =
15 | Sharing of data with ofher organisafions? o =
16 | Expor of data outside the UK or imporing of data from outside the UK? o =
17 | Use of personal addresses, posicades, faxes, emails or elephone numbers? | &1 =
18 | Publication of data that might allow identifcation of individuals? o =
19 | Use of data management system? o =
20 | Data archiving? ® o
1§ YES to any question, please provide fll details, explaining how this vil be conducted
21 | accordance wiih the GDPR and Data Protection Act (2018) (and any interational equivalents,
where appropriate).
Data will be appropriately stored on an encrypted hard drive and all devices used will be
password protected requiring two-factor authentication for security purposes
22 | List all who will have access to the data generated by the research acivly.
1, Jamie Powell, my allocated university supervisor and the University of Wales Trinity Saint
David upon submission.
3 | List who will have confrol of, and act as custodian(s) for, data generated by the research activity:

1, Jamie Powell

al Form
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Give detals of data storage arangements, including securlty measures in place 10 protect the data,
where data will be stored. how long for, and in what form. Wil data be archived ~ f so how and if
not why not.

Al data used to form part of the dissertation will be stored on a secure device which is
password protected, requiring two-factor authentication

The dissertation will be stored up unti the deadline date, whereby it will then be uploaded
onto the University of Trinity Saint David's Moodle page via the Turnitin tile

The data will be stored until results day, whereby | can then print the piece of work for
myself and then delete it from storage.

2%

Please indicate if your data wil be stored in the UWTSD Research Data Reposiory (see
hitpsresearchdata.uwtsd acukd ). _If so please explain. (Mo relevant fo academic sfaf)

NA

2%

Confim that you have read the UWTSD guidance on data management (see

hitps/Juww uwtsd ac ukllibrarylresearch-data-management’) RES =

27

Confirm that you are aware that you need to keep all data unti after your
research has completed or the end of your funding YES 4

Apri
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SECTION K: Declaration

The information which | have provided is correct and complete o the best of my knowledge. | have
attempted to identfy any risks and issues related to the research activity and acknowledge my
obligations and the rights of the participants.

In submitting this application | hereby confirm that | undertake to ensure that the above named
research activity will meet the University’s Research Ethics and Itegrity Code of Practice which is
published on the website- htips //www uwtsd ac uklresearchiresearch-ethics/

Date:
1 | Signature of applicas 1ol
1310812024
For STUDENT Submissions:
Director of Date:
2| Studies/Supervisor Jane Davies
3 | signature
For STAFF Submissions:
"+ | Academic Director Assistant Date:
Dean
5 | signature

Checklist: Please complete the checklist belowi to ensure that you have completed the form according to the
guidelines and attached any required documentation:

I have read the guidance notes supplied before completing the form

I have completed ALL RELEVANT sections of the form in full

1 confirm that the research activity has received approval in principle

CREAENE

I have attached a copy of finalfinterim approval from external organisation (where appropriate)

I have attached a fullrisk assessment (where appropriate) ONI Y TICK IF YOU HAVE
ATTACHED A FULL RISK ASSESSMENT

=

| understand that it is my responsibilty to ensure that the above named research actvity will meet
the University's Research Ethics and Integrity Code of Practice

| understand that before commencing data collection ll documents aimed at respondents.
B | (including information sheets, consent forms, questionnaires, interview schedules etc.) must be
confirmed by the DoS/Supervisor, module tutor or Acade

RESEARCH STUDENTS ONLY.
Once complete, submit this form via the MySD Doctoral College Portal at (https:/mytsd.uwtsd.ac uk).

RESEARCH STAFF ONLY
All communications relating to this application duringits processing must be in writing and emailed to
paresearch@uwtsd ac uk , with the itle Ethical Approval'followed by your name.

STUDENTS ON UNDERGRADUATE OR TAUGHT MASTERS PROGRAMMES should submit this form
(and receive the outcome) via systems explained to you by the supenvisorimodule leader.

April 2022 13 PG2 Ethical Approval Form
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Figure 4.4.3: Summary of participant responses from Question 19: ‘In your opinion,

what is the primary purpose of the police use of social media?’
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Figure 4.4.3.1: Findings from Question 20 and Question 21

Q.20 “An online presence in a modern Q.21 How effective are social media
world is as important as traditional methods plaﬁor_ms t°4 tha_succ'oss of
such as walking the beat” generating crime intelligence?
Do you agree or disagree with this 0 35

statement? ® Agree . (64.8%)

@ Disagree 30

15 1

(20.4%)
10 L
(13%)
5 1
(1.9%)
0 —

Participant responses

W Noteffective m Neutral mSomewhat effective B Very effective
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Figure 4.4.3.2: Findings from Question 25 and Table :

responses from Question 26

Q.25 Do you b
loss of personal interaction between police
officers and the communities they serve?

@ Yes
®No

ve that technology has led to a

Summary of participant

Q.26 Please provide a reason for your answer

The extensive use of suvellance and data
collcton raises concems about he erosion of
privacy rights or the public

Intrusive_emerging technologies such as. Ive
faca recognition has damaged the relationship
batwoen tho polico and publc

Due o the growth in suveilance, poice now
montor situatons as they unfold whereas boforo
the prolferation of surveilance, polce would be.
proacive.

Social media i not inclusive

Due 10 technology there are. fewer offcers
‘walling the beat

Polico rely on socil media 160 much which has
restled n s personal nferaction

There are fewer
‘communiy elaions
Tochnologecal advancoments  create  tnsions
amongst etheic communites.

Investgations aranow__being _conducted
omotely which damages publc rust

We have dehumanised poliing thiough fewer
patrols

Communiies now feel that the poice are less
visble, thus mpacing public perception

intoractons  impactng

B —

Social media_enables poice (0 interact with
harder 0 reach communites

Tochnology doos ot replace the _human
interacion betwoen offcers and the community

Technology can bo used to support and advance
polcing. However, poico aro st conducting
‘onquines and nloracting wih the publc

Technology assiss police in oblaining crucal
evidence which nvolves iferacton

Through socil meda poice can appeal for
information

Technology and policing work side by side 0
engage wih the publc

Tochnalogy ancourages online crimo raporting
which engages wi the publc

The reducton in offcrs has led (0 the loss of
personalinteraction, not technology
Tochnology is requied fo polce t change wih
the times.

Polico are abou fo interact wih more poople
through technology which halps the nvestgation
Sociel meda s an engagement tool which
focuses on nfractions with the public
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Figure 4.4.4: Findings from Question 22 and Question 27

Q.22 In your opinion, should data protection
laws be adapted to address the growing use

of artificial intelligence (Al)?

® Yes
® No

Q.27 An individual has the ‘Right to privacy’ under Article 8 of the

Human Rights Act (1998). However, the proliferation of

technologies such as surveillance, facial recognition, automatic

number plate recognition, and Al-enabled analytics has generated

substantial controversy based on ethical and privacy concerns.

Which of these do you think is most important o is there a

conflict? @ Article 8 - An individual's ‘Right to
privacy

@ Police implementation of emerging
technological advancements

@ They conflct each other

@ Unsure
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Figure 4.4.4.1: Findings from Question 29 and Table 4.4.4: Summary of participant

responses from Question 30

Q.29 Do you believe there is a danger that

technological tools in pol

marginalised communities?

ing, such as predictive
policing strategies and Al systems, surveillance,
and analytics, could disproportionately impact

@ Yes
® No

Q.30 Please provide a reason for your answer

Al systems could perpetuate bis in predictve
“hotspot poicing leadng o the
disproportionale targeling of  minory
communities

Al systems coud droct more resources 0
communties that aready foel overpolced

Al systems are trained on biased Historicaldata
‘which could load to disproportonalty

Some communiies feel ko they aro being
targoted by intrusie now tochnology

Al could cause mistrust in communites if not
usad proporly

AlLis generated from data and coud target
marginalised commurites.

Predictive polcing and surveilance would cause.
‘community tension

Advanced technology such as Al o inforn
predicive _poliing _ simply _ directs_polico
esources 1o the goographical aroas wilh tho
most crme and polics mus respond

It Al tools are mplemented, then they should
have the opposie effect and would make
communiies safer

Al systoms such as facal recognition will ssist
polce i tho solving of crme which il beneit
marginalised communites.

Tochnalogy wilhighight where support is
needed

Where thero s evidence of crime (Irough
predictiv policig), tho poice must respond
Automated_systems can_identiy high-crime
arcas wihout racil rofing

Technological ool play a vl ole i polcing
and assit polce n varous ways, data oblained
thiough Al shoukd bo regarded positivoly
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Figure 4.4.5: Findings from Question 28 and Question 31

Q.28 Do you think public opinion should Q.31 “The potential benefits of police
influence the development and technology outweigh the risks’
implementation of policing technologies? Do you agree or disagree with this statement?

Yes Agree
® No @ Disagree
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Figure 4.4.5.1: Findings from Question 32 and Table 4.4.5: Summary of participant

responses from Question 33

@.32 Do you have any thoughts or concerns [P EYTIErSmm
about how technological advancements are
shaping modern policing? New iraining, guidance, and legislaion s requied o understand new emerging

tochnologies i polcing

e rise n technological advancements such as CCTV, Ive facial recognilon, socil
® Yes m g CCTV, fve facial recogr

media and Al systems mean that poice are spending less fime connecing wih he
commniy
Tochnalogy such as Al s curtently unknown and with new nformation sating that Al wil
be capable of writing statements and completing police documentation, | have serious
concens.

Police must keep up with technology, however there are many unknown risks associated
with Al and the potential repercussions. Al Software can wilte statements which is a
concerning step forward in policing f implemented

The consequences in using Al ar stil unknown and if these systems aro 1o be
implemented without proper oversight, it would create unwanted scrutiny

Invasive sunveilance technology can negalively impact community-police relations. A
careful balance needs to be stuck befween the two conflicting nferests

Appropriate training and guidelines need o be pu in place
Offcers need sufficint trining regarding new emerging technologies

Due to the technological advancements in sociaty, it is important that legistation is also
updated to keep up with emerging offences

There is an over reliance on technology which is worrying as officers have not received
appropriate training
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Figure 4.4.5.2: Findings from Question 23 and Question 24

Q.23 Have you received adequate training on
the technological tools you are required to
use?

® Yes

® No
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