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VPN creation Interface (Persistent Connection allowed)
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Static Route for Swansea LAN in Debian
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VPN User in Debian’s PPP Interface
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VPN Connected in Windows Server Successful
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Creation of the password (Domain Controller Options)
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Configuration of DNS Zone Name

. IV
New Zone Wizard

Zone Name
What is the name of the new zone? TASKS

>

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or & portion of the domain name (for example, newzone.microsoft.com). The zone name is odate Windows Actival

not the name of the DNS server,
/2025 17:07:41 00455-50000-00}
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Forest thomasgian.acca window and folders
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Forest Domain working

‘Command Prompt

Microsoft Windows [Version 10.0.26100.3194]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\thomas_gian>ipconfig /release

Windows IP Configuration

Ethernet adapter Ethernet:
Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . 770:91d5:b371: cfali%1l
Default Gateway .

C:\Users\thomas_gian>ipconfig /renew

o n o Welcome to the thomas.acea domain
Windows IP Configuration o

Ethernet adapter Ethernet: ok ]

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::8770:91d5:b371:cfal%ll
IPvU Address. . . . . . . . . . . 192.168.10.20

Subnet Mask . . . . . . . . .. . : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.10.1

C:\Users\thomas_gian>

ALLVALE VVILIUGew

18:32

g I= Q [ o . | Y ﬁ W ke g A 2 G 27/03/2025

smote

You can changs the name and the membership of this Eomputer
computer. Changes might affect access to network resources

Computer name:
thomasgian

Full computer name:
thomasaian thomas.acca Ld5:b371 : cfaux1l

Member of
© Domain
thomas acca

O Workgroup:

Cancel

Default Gateway . . . . . . . . . : 192.168.10.1

C:\Users\thomas_gian>

18:33
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Forest Viewed from Cardiff/Debian
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PTR Records (Reverse Lookup Zones)
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Creating Users and script with the help of generative Al
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Windows Server and Client PING from Debian
ebian-cardiff:~$ ping 192.168.10.1
PING 192.168.10.1 (192.168.10.1) 56(84) bytes of data.
64 bytes from 192.168.10.1: icmp_seg=1 ttl=127 time=0.5@1 ms
64 bytes from 192.168.10.1: icmp_seg=2 ttl=127 time=0.615 ms
64 bytes from 192.168.10.1: icmp_seg=3 ttl=127 time=0.414 ms
64 bytes from 192.168.10.1: icmp_seg=4 ttl=127 time=0.634 ms
P“C
--- 192.168.10.1 ping statistics ---
4 packets transmitted, 4 received, @% packet loss, time 3057ms
rtt min/avg/max/mdev = ©.414/0.541/0.634/0.089 ms
thomasgian@debian-cardiff:~% ping 192.168.10.20
PING 192.168.10.20 (192.168.10.20) 56(84) bytes of data.
64 bytes from 192.168.10.20@: icmp_seq=1 ttl=127 time=0.773 ms
64 bytes from 192.168.10.20@: icmp_seq=2 ttl1=127 time=0.785 ms
64 bytes from 192.168.10.2@: icmp_seq=3 ttl=127 time=0.627 ms
64 bytes from 192.168.10.20@: icmp_seq=4 ttl=127 time=0.572 ms
“‘C
--- 192.168.10.20 ping statistics ---
4 packets transmitted, 4 received, @% packet loss, time 3@36ms
rtt min/avg/max/mdev = ©.572/@.689/0.785/0.091 ms

Debian Server and Ubuntu Client PING from Windows Server (Connectivity complete)

Command Prompt X + ~

Microsoft Windows [Version 10.0.26108.3476]
(c) Microsoft Corporation. All rights reserved.

g C:\Users\thomas_gian>ping 10.9.94.1

Pinging 10.9.94.1 with 32 bytes of data:

Reply from 10.9.94.1: bytes=32 time<lms TTL=6
Reply from 10.9.94.1: bytes=32 time<lms TTL=6
Reply from 10.9.94.1: bytes=32 time<lms TTL=6
Reply from 10.9.94.1: bytes=32 time<lms TTL=6

Ping statistics for 10.9.94.1:

Packets: Sent = U, Received = U, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = Bms

C:\Users\thomas_qian>ping 10.9.94.10

Pinging 10.9.94.10 with 32 bytes of data:

Reply from 10.9.94.10: bytes=32 time=lms TTL=62
Reply from 10.9.94.10: bytes=32 time=lms TTL=62
Reply from 10.9.94.10: bytes=32 time=lms TTL=62
Reply from 10.9.94.10: bytes=32 time=lms TTL=62

Ping statistics for 10.9.94.10:

Packets: Sent = 4, Received = U, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = lms, Maximum = lms, Average = lms

C:\Users\thomas_gian>



Shared Files Creation Disk
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thomasqgian.acca website creation
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SCRIPTS

SCRIPT 1

Script_ 1ps1 X | Script 2.ps1 | Script 3,ps

1 # Powershell script to check

z
3 #1n praceical agplicasion

4 &1 mmas, 108 Firemall rules. (S Marks)

S #3and 50 comain cancrollar. and Somain mesbers (5 4 5 Marks)
7 # Run on S-OC (Swansea DC) with adwinistrative privileges

B & verifies configurations without making changes

F

10 # sex errar handling

11 Serrcracticnpreference "Smp"

EHS

Neite-Log "Seript sxacute nTime
Hrite-log "Starting assessment f ARAS, damain controller, and domain mesbers..

15 # Log file setup
CheckRRASTamainsncUerbers_Log. Ext”

e

m
g '
Eimestamy aee sate Forme
E Sinstanp - fuesisse AP A St TiZine appere
2 g N —
i
27 write-Log "Starting assessment of #RAS. domain controller, and damain mesbers...”
E
23 # pefine domain parameter:
30 Siceainwane - thomas sces”
1
2 # 1. Check Routing and Remote Access Service (RRAS) Installation
G yriteeles oecking Rauting anc Remate ccsss farvice (RS
¢S il am Ml T ki s e
5 =3F (Srras -and Srras.Status -=q “Ruaning'} {
5 rite FRa s Thatalied and rumming
73 elae |
] fFite-leg "SRADR: RRAS 43 not installed or not rumdng.”
3 s
w0
2 gheck 100 Firmal) i
42 write-log "chesking I0w Hresall rules
a <|cnpzu|e et whereObject {
s “are
5
]
o =
FE
3 3F (SiompRule) {
1] Write-Log "Iowvd Fireeall rule 95 enabled and allows traffic
1
2 10v4 Firenall rule is not enabled or not configured to allow traffic.”
S £ 2 check Sprajn Semsroller for nithesshacca
55 mrite-log "checking com omairame] "
B e Cantinue
5§ Sdomain - Get-adDowa nsinue

s —sa Sdomainere —ane dgratn ~snd Sgorain ONSRopt -eq Scominiare) {
%-08SGSOIVEIES" § ~Erroraction Silenily

8
E (Gforest -and
= =t-sopzmaincontroller —Filtar [ Hestneme —ike
gl Faot

“Log “Domain contraller for Sidomainnanc] is operational on 5-0C

-Log “zRADR: Demadn cemerel

for ${domaimname} nor Found on 5-oC."

& administrater: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

R~ = i Ox| o p 38|« 8(Foco| @

| Script_1ps1 X [ Script 2ps1 | Script 3.ps

g check 30W mirmal] B
“Checkin

3
43 S (SiomgRuled {
s Write-Log "IOWPd Firemall ru

Writs-Log “srRoR: Towvé Firsnall ru) sured ez allow traffic

55 £ 2. check somin conerTler for nithecsh.zcc
or-

B “Checking comain cantrg
57 Get-aDFerese -Erroraceion Silens

B Cet-A00cwain ~ErrorAction 5ilen:

53 F (§ferest_and SPorest vame -ea Sdemaivane e Sdemaln -ad Sdomain pusogt -eq Somyimane) {

& Cet-AD0mmainController ~Filter { Westhame —11ke "WIN-DESCEOIVEIES § ~Erroraction 5i1entlyCantinue
8. Faat

&2 Write-Log “Domain controller for S{comainNane} is operztional on 5-DC.

B3 = Delsed

7] Write-Lag "ERROR: Demarin comtroller fr Sidomimname} mot found on S-0C.

&5 1

66 =} elae {

& Write-Log "ERRCR: Forest or domain S{domainvame} rot Found.”

68 |1

&3

70 # 3. List Computers and Users Joined to the Com
i T e g T e T iconaintane}
7z

Irer ¢ -properties ¢ errarsction 5

73 # Cet computers
] mputers - Gee-ASComguzer
s mputerczunt - (Seompueers | wessare bl
5 urite-iey “humsar of fo  Somgutars Jzined 5 3 it Scamputercaunt”
7 )

centinue

b I3
75 ec to the domin:

73 = fareach (s:unpmr i Scamputars)

& Name) (ONE: S(Scomputer.ONSHosthame))”

)

2

] “MARNING: Wo computers joined to S{domainname}

B

85

55 % ot users (melugins defaule sezaunes ik asministrator)

£ Susers - Cet-xouser -Filser { Enabled -eq Strus } -Propert

] where-chiect ot -notlike “krbrgt”
8 Susercomt, - Gusers Coject) .

50 wpitesies hwmber of user ot S ifdamaioNane}: Susercount”

1 57 (uzeicouns ot

a2 T te o "adir Aesounts. in the donain:

83w Fareach [suser in guzers) |

54 Writs-Lag " - S(Suser Semaccountname) (Name: S(Suser wamel)”

85

1
85 =f elze {
o urits
2 |3

: me user sczounts found in §{demsdanane

e
100 write-Leg "Assessment of BRAS, domain controller, and domain members completed. Review SlogFile for details.

Completed

E P Type here to search T
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¥ Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help
1 = S I O = O - > =M R /Rl

[ script_ps1 | Script 2ps1 % | Script3pst |
=

varsnal] seripe e 1se OUS 4 recarss, ravarss Toskup razsrds. ans GHCP peds For mpasifa 7 ranss

L}

£ praceican sgpicetion
o e e P Lo e 4 mecores snd reverse Teshup smmes, (5 varka)
B e T

£ £un on 500 (seanses 00) with acwinds rative privileges
e e e e o e
£ T minTon dake and Sime T Rtpe

fomnrle 1 st s et e s i)
o 157017100 smmumms /24 mibeets

£ sex error mandiing o silent
Serreri et - ey consinue

£ os £ite sz
122 B "nkasmnn»(w,mg e

RTI T
“einantans - Siasa:

ermemn Fedfie -appene

3

£ prins sxseuvion dats and sio

Stsipranges —join

Define domin and reverse Tookup zone paransiers
Semmainiare = meo
STITENL W

# mevarse zonas for 152163 10724, 152 18520720, 15.0.0.0/24

8102, Sr-sd arpa". "0.0.10. n-sc .arpa

SISO S i) 4

Siaste

i Tabe

e D 4 fecorss for Spacitied 1o Fanges
Geitarla TUiaeing B A rearis or S{doratiiane] (29 rasgex: S(SSptanses ioin 1L ).
[abeme bR Ry bt

B
2 seomervertegourcenceors —ponenam sqorsimnans -t
2 [t e et R

5. 241200000007 3

hniTable (5(SsRasords Goune) recsras)

o spmcifics 2 cange i Stserirnan

Aetariaats Ty tadirass)”
bt
Sirecare TimeroLive)

ia for specified I ranges i SCéomsirsamel: Not AvaiTaste’

Stcomsimiansi: o vnilable

B Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

SH4& z0x06|d 8| =8 BooO

Script_Lps1 | Seript 2ps1 X [ Seript_3.ps1
&

L1

£ 3 iss peverue Lotk (TR0 secorcs for Su;m; i 17 rane
£ pritees el Toree Toskep T Facerd e spen e ranges.
73 Reremah s e rmnireizenas
7 e hecking raeres lookip zone
] SreverzetoneExiste = Cor-BnslarieiTone -Nane Szone
73 3F (Sreversezonssnises) §
74 Spirascarcs - Get DreserverSesaurceResors —Zoneame Sone REType Pr
75 i GGpprmesaren ¢ .
7 | fraloz PR Sizens}: available (§(Sptraecerds.count) records)”
7= foreacy Srecers v Spirneen)
78 Hortiame: S{irecord s tiams)
7 Gomain tave: S(irscord Recordvars Prroomainname)”
] nmmp Stiracors Tisestang)
) rd TimcTolive)”
82 3
8 = alze L
5 Write-log "PTR records in Sizsncl: het Available”
&8
B5 o el
& Writa-Lsg “Revarse lsskup zone Szonel: Nt availasle”
&8 H
s 3
s
Bl £ 4 Check DHCP Serviee
& =ciTs Dap service status
5 semrice - o sHcrserer
] T et Smipeerice Siem eq Runming) ©
E o Service: Avaitabler
E
& DHTP service: Mot ivailabl
]
]
00 £ 5 List pecP Scopes For Specifies Tp Ranges

Er
ol wrdteiss “Liseing DA scopes for Ip rangds: SO
07 Schopscopes = Get-oh

103 e

NECLINETNEIET AN NI Y

availasle (S(5chcpScopes Caunt) scopes)”

Seaperd -masch

For specified 17 rang
o quu:h (s“w in Sehcpseare) ©
oo G
et S
T Rama: $Cscops mame
- g R s caramana
g nge)”

- e S(iazeed e

- T3 Lot
oo gt a
Fimea T

e - —

Foreach Tsopaion in Bepeiss)

]
o5 T opeian o Stsspricn optionta) (fsepeion. nane))”
| ] T RLSEa -
. Peer .
Writelos © = o oMer opeiens canfigur
fo
s
12 o =1=g 1
il “ouce szopes far spezifiss 17 ranges: nm Avariabl
3 |
pe

130 wrive-iog "Assessmen: of ONS records and OHCP pocls conpleted. Review SlogFile for deails

Completed

ﬂ £ Type here to search
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E Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

A~ = O x| 9~ b E| % |8 |(Boco|i

| Seript_tps1 | Seript2pst | Seript 3pst X

1 # Pomershell script to test network conmectivity, @isk drive availability, IT5 suthentication, and ADS comFiguration

#In Practical Agplication

51, 20 3 - Sharing Disk Brive, SIt s=n-=r R 05 -3 varke)
= fuelite thiz script and them manuaily check and as

= a3 per
ip address,” names ::r.urdmg?y i

the attenpted configuration
#do necessary changes like ip on

3
1
5
H
7
2
El
10
11 # Run on 5-OC (smansea DC) with administrative privilege

L % Tests ping brtween server and clicnt. tracert via WK, disk share. I75. and RS
13 # Reparts availability without displaying errars

it A output

1§ £ 3et error handling to silent

17 SErroractionPreference - “5ilentlyContinue”

13 # Log File setup
20 §logFile - “Crichecknetworkconnectivity_Log. ext”
21 =Ffunction Write-iog

3 Set-Date -Format "yyyy-ecd He -
23 i e e CFi1erath Slagrile ~append
5 Ste-Host “Stimestamp - Thessage’

% |1

)

25 # Print execution date and time
23 SexecutionTime - Get-sate ~Format “yyyy-de
53 Write-Log “seript executed ent fexebibionTine
31 write-Log "Starting assessment of network commectivity, disk drive, IIS, and RDE configurations...

opaegd b amizs”

2

33 # pefine network parameters

3i  Sdomaintame = "thomas acca

DlESEsaTeE) # 192.168.11
sqian” ¥ 1

E] - - DHC

37 5o Ffserve: d:b!an ahd1ff # 192.168.2.10 (Debian Server)

38 ardiff" £ 192.168.2.20 (DHCF)

33 SvpnGatemay - " CareiFF PN catesay, sssuming oite-to-Site VPN
a0

41 £ 1 Test Ping Comnectivity (Seansea: S-0C to ClientSi, Carciff: €51 to Cliente
52 yrite-leg “Testing ping camectivity in Swenase network (S{snseaserier} ta SismnssaClienti...
43 Sswanseafing ection -Comp ane SswanseaClient -Count 4 ~ui

from 3{zwanzeaserver} to §{zusnzeaclient}: not availabl

50 write-Log "Testing ping comnectivity in Cardiff metnork (S{cardiffServer} to S{cardiffclient}]. "
51 S?E:W:‘TF - Test-Connection -ComputerName ScardiffClient -Count 4 -Quiet
52 =if (Sen

ardiffserver} to S{rardiffClient}: available™

ng From ${cardiFfServer] to S{cardiffclient}: Not Available”

572, Frrfarm Tracere from Soc ta oeblanseryer (S w check v s
55 write-Log " Tring tracert from Siswanscaterver] to Sicarcifriervert ro verify VPN usage.

& StrE?enResu‘lt - Test-NetConnection -ComputerName ScarcifFfServer -Tracefouts

& 1t TraceRoute
& Write-Log “Tracert to S{cardiffserver}: available”
= writs-Log "Trazert
£ fereach (snnp in ltrlczr‘thzsu'\t Tracefoute) {
&5 hop™
&
= S A ——
Completed
I

=T AUMINISLIALUL ¥WINUUWS FUWELTIEN 138

File Edit View Tools Debug Add-ons Help
& H & x| R = |8 Boo| o,

[ Seript 1ps1 | Seript 2pst | Seriptzpst X

S r  foreach [Shop in Strazerthesuls Traceiues] {

& fue-tog " - Shop”

&

& = (StracertResult TraceRoute ~contzins Svproatemay) {

& Write-log VPN usage confirmed: Path ihcluges VPN gatemay (SvpnGateway)”

B pels

m GfiSa-leg “wARNING: VPN usage mot confirmes: Path does noe inclue ve satmway (SvpnGatmeay)”
e

T oelee d

B iriteies trracers o Slesrsiffiniert: nor ailaste”

72

s

g3 eremssisk orive (onmnseriien) sileiin

77 priee-sg Chesking Goisienasiiiies Shave Suallaniile for suanses s carsiff renuers 0

T S Coalariavare e awansaie

73 =iF (Sshare) {

& Ge: e Ses”

81 Stomainiserasesss - Sanareactess jece £ 5_ Tike Demain Userst and 5 e mesd 3

31
anzeatiles share: fvailable (Read access for Demain Lzerz)”

& <
5 2t szcess Frm rSiFF [asmaming clienec] can sushenticare)
a5 rer}\swanseariles”
8 =
g | 22 aczessible From nemeork: availasle’
58
& ‘ Write-log “D:\Swanseafiles accessible From network: ot dvailasle”
)
= I else {
5 ‘ Griia-leg "0\Swemseasiles skare: ot availsble (o ress acesss for Dommin Users)”
&
E
e \seansessiles shars: not svailasle’
£}
o
£ & Chesk TIS Server with Internal Authenticsticn
8 brite-len chesking Tis sivir o Sl sen for heesa: /e smmiamar "
100 SiisService - Get-feryice -dame “WISVC
01 3F Grsservice and el St e ey ©
10: aiizsTe’
103 e —
08 = :
05 | et y -Filter “syse % 3 " -Name srabled -PSPath “IIS:\Sites\webs.Sdomaioiare”
108 = 3% CSauth value oq beruc) 1
107 writa-log TI5 website httos://nebs.Sidsmaimvans} with windoes suthenticaticn: svailss]
08 = =i
i | nee - Tovskeustianies U g /e St ~UsstefadTisrsdentials
10 = o el oot H e L AT s v
o] o ioios “eebate comient. Wetesme to Seamen habrite: AvaiTable”
e batie
13 ‘ rita-Log “website content 'welcome to Swamsea website': ot ivailable”
11
s = } caten £
ey Writa-Log “Nebsite access hitps://webs.S{dosainianel: Mot Available
uz }
118 = Ielse {
119 ‘ riim-log “IIS website hteps:/ ey, Sscesinvame] with windoes sushenticatize: Not vailale’
120 3
121 = 1 else
12z Write-log "IIS webite mebs S{domairNasel: Mot Availasle
123 k]

138 o else {
15 Writs-Log IS servize: et svailasle”
H

135 # 5. check 5-DC Rewote Access via hitps://rés.ld.nithessh.acca and Certificates
133 write-Log "checking S-oc_remote access via hetps://rds.1o. S{comainnane} and cereificates..




