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SteelForm Manufacturing Ltd (SM Ltd) is going through a sensitive shift in how it operates. Our move into Industry 4.0 IoT sensors, cloud based production systems, and automated machinery has sharpened our manufacturing efficiency, but it has also merged our IT and OT environments in ways that widen our exposure to attack [6].
Recent incidents on our network, including malware, phishing aimed at procurement staff, and unauthorised access attempts, show that our current defenses are not enough against today's threat actors. Because the company makes custom components for the automotive and aerospace industries, a breach would not just stop production, it could also mean losing valuable intellectual property.
This report lays out a cybersecurity and data governance strategy for SFM, built around ISO 27001, the NIST Cybersecurity Framework, and GDPR. Using the CIA Triad (Confidentiality, Integrity, Availability) as the guiding principle, the sections below cover threat identification, security policy, mitigation measures, incident response, and a staff training program aimed at building genuine security awareness.
[bookmark: _Toc237274649]1. Introduction and Business Context
Cybersecurity is no longer just an IT matter - it's a business imperative, especially in manufacturing. Modern production depends on smart machines, remote monitoring, and connected supply chains. These tools improve efficiency and help us meet client demands, but they also expose sensitive operational data to cyberattacks.
The Board has raised concerns about industrial espionage, data breaches, and the financial and reputational damage that comes with production downtime. As a mid-sized company sitting inside the supply chains of larger aerospace and automotive firms, SFM is an attractive target - both directly, and as a potential route into bigger organizations. This report responds to those concerns with a practical security plan covering both internal and external threats.
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2. Identification of the Threat Landscape
To secure SFM's infrastructure and protect our investment in smart manufacturing, we need a clear picture of the threats we face. These fall into two broad categories: external and internal.
[bookmark: _Toc237274651]2.1 External Threats
External threats come from outside the organization, usually driven by financial gain, espionage, or supply chain disruption.
1. Ransomware and Extortion (Availability): Manufacturing is now one of the most targeted sectors for ransomware. Attackers deploy malware to encrypt production data or lock OT systems. Given how much SFM depends on automated machinery to meet daily output, a successful attack could halt our lines entirely, leading to lost revenue, missed deadlines, and reputational harm.
1. Targeted Phishing and Business Email Compromise (BEC): Attackers use social engineering to trick employees. The recent phishing attempts against our procurement staff aimed to steal network credentials or push through fraudulent invoices - threatening both the confidentiality of our credentials and the integrity of our financial systems.
1. Supply Chain Attacks: SFM operates within a web of automotive and aerospace vendors and partners. Attackers may target our less-secure third-party vendors as a route into our network, or use SFM as a stepping stone toward our better-defended aerospace clients.
1. IoT and OT Vulnerabilities: IoT adoption has introduced vulnerabilities that are easy to overlook. Sensors on our factory floor often lack strong encryption or authentication [3], meaning an unpatched device could give an attacker a path from the factory floor into the corporate IT network.
1. Industrial Espionage: Because SFM designs custom components for aerospace clients, our intellectual property and blueprints carry real value on the black market. Competitors or state-backed actors may try to steal our designs, undermining both our confidentiality and our competitive position.
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Internal threats come from people who already have some level of legitimate access to our systems.
1. Malicious Insiders: Current or former employees, or contractors, who abuse their access - stealing data, sabotaging equipment, or selling credentials on the dark web.
1. Negligent or Unintentional Insiders: Still the most common internal risk. Well-meaning staff who click phishing links, reuse weak passwords, or misconfigure cloud storage, unintentionally exposing company data.
1. Shadow IT: Employees turning to unapproved apps or cloud services to get around IT bottlenecks. This creates hidden pockets of data that sit outside the security team's visibility and control.
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Technology alone can't fix behavioral and administrative gaps. SFM needs a set of enforced security policies aligned with ISO 27001 and GDPR, meeting both international standards and our obligations to European partners [1].
Information Security Policy (ISP): The master document setting SFM's overall security baseline and its commitment to the CIA Triad. It requires that all new systems, hardware or software, be secure by design and compliant with relevant laws.
Data Classification and Handling Policy: Sorts company data into four tiers - Public, Internal, Confidential (employee and financial records), and Restricted (aerospace IP, proprietary processes) - and mandates strong encryption for Confidential and Restricted data, both at rest and in transit.
Identity and Access Management (IAM) Policy: Ensures only authorized staff can reach specific resources, enforcing Least Privilege and Role-Based Access Control so employees get only the access their job requires. Multi-Factor Authentication (MFA) is mandatory for remote and privileged access, limiting what a stolen password can do.
IT/OT Network Security Policy: Protects our production environment from IT-side compromises by requiring strict segmentation between corporate IT (email, accounting) and manufacturing OT/IoT systems. It also bars machinery and ICS equipment from direct internet access.
Acceptable Use and BYOD Policy: Governs use of company and personal devices for work, sets rules for prohibited activity, and requires Mobile Device Management (MDM) software on any personal device accessing corporate email, calendars, or cloud systems.
Third-Party Risk Management Policy: Requires vendors, contractors, and suppliers to pass a cybersecurity risk assessment before onboarding, and mandates SLAs requiring breach notification within 72 hours in all vendor contracts.
[bookmark: _Toc237274654]4. Technical Mitigation Measures
Written policies mean little without technical controls to back them up. The measures below are practical and tailored to SFM's environment and the threats identified above.
[bookmark: _Toc237274655]4.1 Network Segmentation (The Purdue Model)
To stop malware from spreading from a compromised corporate device (say, an infected procurement laptop) to the factory floor, SFM will apply network segmentation based on the Purdue model [4].
1. Implementation: IT will deploy internal firewalls and DMZs to separate the Corporate IT Network from the Industrial Control Systems (ICS) and OT Network.
1. Impact: If ransomware breaches our perimeter and reaches the cloud-based production system, segmentation keeps the physical machinery isolated - protecting production availability while IT deals with the corporate side.
[bookmark: _Toc237274656]4.2 Endpoint Detection and Response (EDR)
Standard antivirus is no longer enough against modern, fileless malware.
1. Implementation: Next-generation EDR agents will be installed on all laptops, desktops, and servers, using behavioral analytics and AI to flag anomalies like a payload rapidly encrypting files.
1. Impact: When EDR detects malicious behavior, it isolates the affected device automatically, cutting its network access before the threat can spread.
[bookmark: _Toc237274657]4.3 Zero Trust Architecture and Universal MFA
To counter compromised credentials from phishing attacks.
1. Implementation: SFM will move to a Zero Trust model - "never trust, always verify" [5] - with MFA required for everyone accessing the network, whether via VPN, cloud apps, or local servers.
1. Impact: Even if a procurement employee's password is stolen through BEC, an attacker still can't get in without the second authentication factor, such as a fingerprint or an authenticator app code.
[bookmark: _Toc237274658]4.4 Patch Management and Vulnerability Scanning
To address known flaws in our IoT and OT systems.
1. Implementation: IT will follow a fixed patch schedule - corporate systems patched within 14 days of a critical update. For OT systems where downtime is costly, we'll use "virtual patching," blocking exploitation at the firewall level until scheduled maintenance allows physical patching.
1. Impact: This shrinks our attack surface by closing known vulnerabilities before they can be exploited.
[bookmark: _Toc237274659]4.5 Email Security and Web Filtering
To counter phishing aimed at procurement and finance.
1. Implementation: SFM will deploy a Secure Email Gateway (SEG) using machine learning to scan headers, attachments, and links, quarantining suspicious emails in a sandbox. DNS-level filtering will block access to known malicious domains.
1. Impact: This cuts the volume of social engineering attacks employees see, protecting network integrity without relying solely on user vigilance.
[bookmark: _Toc237274660]5. Ongoing Monitoring and Incident Response
Prevention alone isn't enough - SFM must assume a breach will eventually happen. A clear incident response (IR) plan lets us detect, contain, and recover quickly, limiting downtime and reputational damage.
[bookmark: _Toc237274661]5.1 Continuous Monitoring (SIEM/SOC)
SFM will implement a centralized Security Information and Event Management (SIEM) system to pull log data from firewalls, EDR agents, IoT sensors, and cloud systems into one dashboard. Since our internal team can't cover 24/7 monitoring alone, we'll partner with a Managed Security Service Provider (MSSP) to act as our external SOC.
[bookmark: _Toc237274662]5.2 Incident Response Lifecycle Plan
Based on the NIST Incident Response framework, SFM will follow a structured process for handling any cyber event [2].
Incident Response Flow
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Image1 source: https://www.fortinet.com/resources/cyberglossary/incident-response [8]
Key Response Actions:
1. Preparation and Resilience: IT keeps daily, immutable backups stored off-site and offline, guaranteeing a clean copy exists even if ransomware hits.
1. Rapid Containment Authority: The IT Security Manager has pre-approved authority to sever the OT network from IT the moment lateral movement is detected, without waiting on executive sign-off.
1. Compliant Communication: SFM keeps pre-drafted, legally reviewed templates for notifying the Board, law enforcement, and affected clients within 72 hours, in line with GDPR.
[bookmark: _Toc237274663]6. Staff Training and Security Awareness Program
Even strong technical controls fail if an employee hands over credentials or opens a malicious file. Building a genuine culture of security awareness is one of the most cost-effective defenses SFM has [7].
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1. Onboarding and Annual Refreshers: Every employee completes cybersecurity training on hire and again annually, covering password hygiene, physical security (like tailgating), and data classification.
1. Role-Based Security Training (RBST): Generic training gets ignored, so we'll target it by department:
22. Procurement/Finance: Training on spotting BEC and invoice fraud, and verifying vendor payment changes out-of-band before transferring funds.
22. OT/Factory Floor Operators: Training on recognizing abnormal machine behavior, the risks of unvetted USB drives on industrial equipment, and physical access controls.
22. Executives/Board: "Whaling" awareness training and guidance on handling sensitive IP, executive communications, and M&A data.
[bookmark: _Toc237274665]6.2 Continuous Engagement and Phishing Simulations
1. Monthly Phishing Simulations: IT sends simulated phishing emails monthly. Employees who click aren't punished - they get a short training video explaining the red flags they missed.
1. Gamification and Positive Metrics: A "Security Champion" program rewards departments with the best reporting rates and lowest simulation failure rates, reframing security as a shared goal rather than a punitive IT function.
1. Clear Reporting Channels: A one-click "Report Phishing" button in the email client lets staff flag suspicious messages quickly, with no fear of blame for an honest mistake.
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The move to smart manufacturing gives SFM real efficiency gains, but it also brings serious cyber risk. Recent incidents - phishing in procurement, unauthorized access attempts - are a clear warning that leadership needs to act on.
By implementing the strategy in this report - Purdue-model segmentation, Zero Trust access, continuous SIEM monitoring, and a genuine culture of security awareness - SFM can protect its intellectual property, keep production running, and safeguard its reputation in the aerospace and automotive supply chain.
Cybersecurity at SFM isn't something to delegate to IT alone; it's a core part of business resilience that needs executive backing. The Board should act on these recommendations now, before a smaller incident turns into a company-wide breach.
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