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1. Introduction
Over the past decade, financial services have changed rapidly, making early 2010s risk frameworks nearly obsolete. Digital, cloud-based banking offers benefits like lower costs, faster development, and wider reach, but also expands the threat surface, making security more complex. FinSure Bank (FSB), as a digital-first bank with over 90% of its infrastructure on external cloud platforms, has accumulated risks faster than governance, revealing gaps noticed by regulators and customers [1].
FSB faces multiple pressures: expanding across countries with varied regulations; a BYOD model without a strong policy; and rising mobile banking use raising privacy and security concerns[1]
This assessment tackles the vulnerability by analyzing four major information security frameworks — ITIL v4, ISO/IEC 27001, NIST CSF 2.0, and COBIT 2019 — and their benefits for FSB. It focuses on compliance law, governance, security policy, risk management, contingency planning, protection mechanisms, and service-level management, backed by industry research and regulatory practices [1][2].










2. Research into Security Frameworks and Models
For FSB, the challenge is not picking one and ignoring the rest. As Figure 1 (the Unified Governance Architecture presented in Section 3) shows, the most effective approach is understanding how these frameworks complement and reinforce one another [15].
[image: ]

2.1 Information Technology Infrastructure Library
ITIL is best understood as a framework for ensuring IT services run reliably and align with what the business actually needs. Its fourth iteration, ITIL v4, introduced the Service Value System (SVS) — a model that encourages organisations to think of IT not as a collection of technical components, but as an integrated system for co-creating value with customers and stakeholders [2]. Security embedded in the value chain will always be treated as a constraint rather than an enabler.
For FSB, the most immediately useful aspects of ITIL are its incident, problem, and change management processes. When a security breach occurs — and in the current threat environment, it is a question of when rather than if — having a structured incident management process in place makes a significant practical difference to the speed and quality of the response [26]. ITIL's supplier management guidance is equally critical given FSB's dependence on third-party vendors and cloud providers: it provides a ready-made framework for defining security expectations, measuring performance, and enforcing compliance through formal service review processes. The Continual Service Improvement (CSI) loop, meanwhile, ensures that security is never treated as a project with an end date [2].

Figure 1: ITIL 4 Service Value Chain — Security Touchpoints for FSB
	ITIL Stage
	Key Activity
	Security Relevance for FSB

	Plan
	Strategic direction & governance
	Define security policies, risk appetite, board reporting lines

	Engage
	Stakeholder interaction
	Third-party & contractor security onboarding and vetting

	Design & Transition
	Service design and testing
	Secure system architecture, BYOD policy design, cloud controls

	Obtain/Build
	Sourcing & development
	Secure SDLC, cloud vendor risk assessment, IaC scanning

	Deliver & Support
	Operations & incident management
	Incident response, DLP controls, real-time fraud detection

	Improve
	Continual service improvement
	Security audit cycles, KPI measurement, post-incident reviews


Figure 1: ITIL 4 Service Value Chain and Security Touchpoints for FSB
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Source from FSB case study using python to create photo



2.2 ISO/IEC 27001 and the ISO 27000 Family
It is the internationally recognised standard for Information Security Management Systems (ISMS), and it requires organisations to systematically identify their information risks and apply a proportionate, documented set of controls to manage them [4]. The 2022 revision reorganised the Annex A control set from 114 controls across 14 domains to 93 controls across four themes — organisational, people, physical, and technological — a restructuring that better reflects the realities of modern cloud-heavy environments and removes the implicit assumption that a physical perimeter is the primary security boundary.
The broader ISO 27000 family significantly expands coverage. ISO 27002 provides detailed implementation guidance for each control. ISO 27005 (updated in 2022) offers a structured, iterative approach to information risk management that integrates naturally with the ISMS. ISO 27701, a privacy extension, maps directly onto GDPR requirements, making it immediately relevant to FSB's obligations across European markets [24]. Certification signals to regulators and customers that security is independently verified — a meaningful differentiator in financial services where trust is difficult to rebuild once lost.
[image: ]
                                Source from ISO governance process 
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                Source from FSB case study 
2.3 NIST Cybersecurity Framework (CSF 2.0)
The NIST Cybersecurity Framework was originally designed for critical infrastructure operators in the United States, but its practical flexibility has driven adoption far beyond that initial scope [5]. Unlike ISO 27001, it does not prescribe a specific management system or require certification; instead, it organises cybersecurity activity around six functions — Identify, Protect, Detect, Respond, Recover, and the Govern function added in the 2024 update — that map to the natural lifecycle of managing cybersecurity risk [14]. The addition of Govern is significant: it reflects a growing consensus that cybersecurity cannot be managed sustainably by the technology function alone and that board-level ownership is a prerequisite for genuine resilience.
For FSB, the NIST CSF provides an excellent operational lens that complements ISO 27001's management rigour. NIST provides operational vocabulary and functional structure; ISO 27001 provides the documented management system and audit trail that regulators require. Used together, they cover both the operational and governance dimensions of cybersecurity.
[image: ]
                          Source from NIST official website 
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                  Source from FSB case study 



2.4 COBIT - Control Objectives for Information and Related Technologies
COBIT focuses on IT governance — the structures, processes, and accountabilities by which an organisation's leadership directs, monitors, and evaluates the use of technology [6]. Its Evaluate, Direct, and Monitor (EDM) domain is particularly relevant to FSB: EDM01, which concerns ensuring the governance framework is properly established and maintained, provides a board-level template for formally taking ownership of information security risk [25].

3. Proposed Security Governance and Compliance Design for FSB
3.1 Design Philosophy and Architecture
The proposed Unified Security Governance Architecture (USGA) addresses that by layering COBIT at the governance level, ISO 27001 as the ISMS core, NIST CSF as the operational framework, and ITIL as the service delivery mechanism [1]. Each layer supports and reinforces the others; none is optional.
those that treated security as a governance discipline from the outset, not as an IT problem to be delegated downward [27].
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                    FSB Unified Security Governance Architecture — Framework Mapping
	Governance Domain
	Primary Framework
	Supporting Framework
	FSB Priority

	Strategic governance
	COBIT 2019
	ISO 27001
	Board accountability, risk appetite, ISSC

	Risk management
	ISO 27005
	NIST CSF (Identify)
	Cloud, BYOD, third-party, insider threat

	Security operations
	NIST CSF
	ITIL 4
	Threat detection, incident response, SOC

	Compliance & audit
	ISO 27001
	COBIT MEA
	GDPR, UK GDPR, FCA, PCI DSS

	

	
	
	

	Service management
	ITIL 4
	COBIT DSS
	SLAs, supplier management, vendor review

	Continuity & recovery
	ISO 22301
	NIST CSF (Recover)
	BIA, RTO/RPO, DR testing, tabletop exercises

	
	
	
	


Table 1: FSB Unified Security Governance Architecture — Framework Mapping


3.2 Governance, Strategic Planning, and Policy
Governance without accountability is just documentation. For FSB, effective governance involves creating structures where individuals at the top are responsible for security outcomes. This includes an Information Security Steering Committee (ISSC), chaired by a well-resourced CISO and with representatives from the board, legal, operations, and technology, which meets quarterly to review risk, compliance, and threats [6]. The COBIT EDM01 goal emphasizes that governance frameworks—policies, structures, and processes for IT decisions—must be formally evaluated and overseen by leadership [25].
Policy hierarchy is crucial, with a board-approved Information Security Policy at the top outlining the organisation's risk tolerance. Below are domain-specific policies covering BYOD, cloud security, data classification, authentication, incident response, and acceptable use. The BYOD issue is urgent, as unmanaged personal devices connecting to FSB's cloud are uncontrolled entry points. Devices must enroll in MDM, meet security standards like full-disk encryption, current OS patches, lock screens, and remote wipe capabilities.
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                                       Source from FSB case study 
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                Source FSB official site and use Python to create this screenshot 
3.3 Risk Management
Effective risk management is an ongoing cycle, not a one-time audit. ISO 27005 offers a methodological framework for establishing context, asset management, threat and vulnerability analysis, risk evaluation, treatment, and monitoring [24]. Combined with NIST CSF's Identify function, which handles asset inventory, threat modeling, and vulnerability detection, this creates a comprehensive risk process for FSB with clear ownership and escalation paths. Each risk requires an owner, a treatment plan, a review schedule, and a way to report residual risks to the ISSC [24].

Table 2: FSB Risk Register — Illustrative Top Risks
	Risk
	Likelihood
	Impact
	Rating
	Treatment

	Unauthorised BYOD access
	High
	Critical
	Critical
	MDM enrolment, NAC, mandatory MFA

	Third-party / supply chain breach
	Medium
	High
	High
	Vendor risk assessments, right to audit, contractual SLAs

	Cloud misconfiguration
	High
	High
	Critical
	CSPM tooling, IaC scanning, cloud security baseline

	Insider threat / data exfiltration
	Medium
	Critical
	High
	DLP controls, UEBA, privileged access review

	Ransomware attack
	Medium
	Critical
	High
	Endpoint protection, immutable backups, tested IRP

	GDPR / regulatory non-compliance
	Low
	Critical
	High
	DPO appointment, DPIAs, 72-hour breach notification


Table 2: FSB Risk Register — Illustrative Top Risks
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Figure 3: FSB Risk Heat Map — Likelihood vs Impact Assessment
[image: ]
Figure 3 visualises FSB's key risks plotted along the likelihood and impact axes. Unauthorised BYOD access and cloud misconfiguration emerge as the most critical concerns — both high-likelihood and high-impact — confirming they must be prioritised in the treatment plan. The heat map also illustrates an important principle: organisations that focus exclusively on high-likelihood risks miss catastrophic-but-less-frequent threats, such as GDPR non-compliance, which sits in the lower left but carries critical impact should it materialise [9].
3.4 Protection Mechanisms and Technical Controls
Technical controls must be layered across every tier of the technology stack: perimeter, network, identity, application, and data. At the perimeter, Next-Generation Firewalls (NGFWs) and Web Application Firewalls (WAFs) provide the first line of defence, while Cloud Access Security Brokers (CASBs) provide FSB with visibility and control over data flowing to and from cloud services [1]. 
Network segmentation limits the blast radius of any breach that penetrates the perimeter; Zero Trust Network Access (ZTNA) principles ensure that no user or device is implicitly trusted merely because it has authenticated once [23].
Identity now defines the perimeter. MFA should be mandatory for all privileged accounts and remote access. PAM tools must manage credentials. Data at rest should use AES-256 encryption, and data in transit should employ TLS 1.3 or higher [18]. A SIEM with UEBA provides real-time detection of anomalies from attackers or insiders before breaches [17] [23].
[image: ]
Figure 4: FSB Security Maturity — Current vs Target State (scale 1–5)
[image: ]
                     Source from FSB official case study 
Figure 4 shows FSB's current security maturity versus the USGA target. Gaps are largest in risk management, incident response, and business continuity, especially given the bank's cloud-first, BYOD profile. The radar chart is a practical tool for the ISSC to monitor progress, set priorities, and communicate improvements to the board in simple terms [20].
3.5 Compliance -Laws, Ethics, and Multi-Jurisdictional Obligations
Compliance in multi-jurisdictional finance is complex but must not be just box-ticking. FSB's obligations include GDPR, which applies to processing EU or EEA residents' personal data everywhere due to its expansion, and UK GDPR post-Brexit. This requires a DPO, documented legal bases, data subject rights, DPIAs for high-risk processing, and breach notification procedures within 72 hours [12].
Financial regulation adds layers. The FCA's resilience framework requires UK firms to identify critical services, set impact tolerances, and prove they can stay within them during severe disruptions [28]. PCI DSS v4.0 secures card payment processing [29]. FSB's fraud detection and credit-scoring algorithms risk discrimination if not fair. Privacy by Design — embedding data minimisation and transparency — is both a regulatory and competitive requirement [7].


3.6 Contingency Planning and Service Level Agreements
ISO 22301 outlines the BCMS framework. A Business Impact Analysis (BIA) identifies critical processes and their maximum disruption time, from which Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs) are set. These inform Disaster Recovery Plans (DRPs) and cloud resilience, including multi-region deployment, automated failover, and immutable backups. The Incident Response Plan (IRP) must be detailed, role-specific, and tested in tabletop exercises at least twice yearly [13][17].
SLAs with cloud providers and third-party suppliers are, in effect, security controls. Key clauses must address: availability guarantees with meaningful financial consequences for breach; incident notification timelines that meet the GDPR's 72-hour window; data sovereignty guarantees; audit rights; data return and deletion procedures upon termination; and liability provisions for supplier-caused breaches [2]. ITIL's Supplier Management process provides the ongoing governance structure for monitoring compliance through regular service review meetings and formal escalation processes when SLAs are breached [26].

4. Critical Discussion: Why Regulations and Standards Must Keep Evolving
It is worth pausing to ask a question that is sometimes taken for granted in discussions of regulatory compliance: why do standards need to change at all? If ISO 27001 was adequate in 2013, and GDPR was carefully drafted before its enforcement in 2018, why are we already talking about revisions, updates, and new directives? The answer, when examined, reveals something fundamental about the nature of information security as a discipline.
[image: ]
             Source from FSB case study 
4.1 The Threat Landscape Is an Adversarial System
Cybersecurity differs from food safety or traffic law because it involves an active adversarial landscape. Attackers—such as nation-states, criminal groups, and opportunists—study and adapt to defences, developing new methods and exploiting vulnerabilities. The rise of AI-powered attacks, like deepfake social engineering, AI phishing, and automated exploits, highlights the increasing complexity, which pre-2023 security frameworks weren't built to handle [27].
For FSB specifically, the proliferation of mobile banking has created an attack surface that barely existed a decade agoThe ISO 27001:2022 revision addressed some of this through new controls on threat intelligence, cloud security, and data masking [4]. But the point is that the standard had to change because the world changed. A map drawn in 2013 is unreliable for navigating a city that has been comprehensively rebuilt since.
[image: ]
Figure 5: Key Regulatory & Standards Events (2013–2024) — Incidents Driving Legislative Change
[image: ]
4.2 Regulatory Learning from Real-World Incidents
Major security incidents in the past decade have driven key regulatory changes. Figure 5 links the SolarWinds attack of 2020 to NIS2's supply chain security provisions. The 2019 Capital One cloud misconfiguration revealed financial institutions' governance lagged behind cloud adoption. Enforceable from October 2024, NIS2 increases standards with stricter incident-reporting, top-management accountability, and supply-chain security requirements [10].
For FSB's compliance function, this pattern has practical implications. Regulatory change is not random — it tends to follow a discernible sequence: a significant incident exposes a systemic gap, regulatory review follows, updated requirements emerge within 12 to 36 months. Organisations that monitor this pattern can often anticipate and prepare for regulatory changes before they become mandatory. That is proactive compliance; it is also, as the evidence increasingly shows, the cheaper option [20].
4.3 Technology Creates New Risks That Standards Must Address
Two current examples are particularly salient for FSB.
Quantum computing jeopardizes current public-key cryptography, as powerful quantum computers could break the mathematical problems securing data. NIST's Post-Quantum Cryptography standardisation, with its first approved algorithms in 2024, is a proactive response to this threat. Financial institutions must develop 'crypto-agility' to update algorithms without rebuilding systems. Zero Trust, formalized in NIST SP 800-207, addresses the erosion of traditional perimeter-based security caused by cloud, remote work, and BYOD, recognizing that old control models no longer apply [23]
4.4 Harmonisation, Divergence, and the Value of International Standards
For multi-jurisdictional organizations like FSB, the growth of national regulations creates a complex compliance matrix. EU GDPR, UK GDPR, and the financial regulations of each country where FSB operates impose different — sometimes conflicting — obligations [7]. International standards like ISO 27001 help harmonize by providing a common baseline aligned with risk management across regimes [4]. However, full harmonization is elusive. The GDPR's adequacy decision framework, which the EU uses to evaluate third countries' data protection, has faced legal challenges through Schrems I and II. The 2023 EU-US Data Privacy Framework is the latest effort to address ongoing tensions [7]. FSB must stay updated since cross-border data flows that are lawful now may require reevaluation later.
[bookmark: OLE_LINK2]4.5 The Strategic and Commercial Case for Proactive Compliance
IBM Security's 2023 Cost of a Data Breach Report found that organisations with fully deployed security AI and automation had breach costs $1.76 million less than those without, and high-security maturity organisations contained breaches 108 days faster than low-maturity ones [9]. Figure 6 shows how governance maturity relates to breach cost and detection time, from no security program to the USGA proposed for FSB.
[image: ]
Figure 6: Security Maturity vs Average Breach Cost & Mean Detection Time (illustrative, based on IBM Security 2023 data)
[image: ]
Figure 6 makes a compelling business case. The organisations represented by the rightmost bar — those operating with a fully integrated governance model — experience not only the lowest breach costs but the shortest detection windows. Rapid detection is itself a form of cost control: a breach identified in 110 days causes substantially less damage than one that runs for 280 days before it is discovered. For FSB, this reframes the investment in governance, training, and technical controls not as a compliance cost but as a capital allocation decision with a measurable expected return [27].
For FSB, positioning itself as a leader in security and privacy could become a genuine competitive differentiator, particularly as the customer base expands into markets where digital trust is still being established. In the financial sector, the cost of a serious breach, including direct financial losses, regulatory fines, and reputational damage, consistently and significantly exceeds the cost of the controls that would have prevented it [20].


5. Conclusion
FSB's situation is serious but recoverable, and the path to recovery is clearer than it seems. Its core problem isn't technical but structural: it has expanded its infrastructure and customer base faster than its governance frameworks. Closing this gap needs a deliberate, coherent response, which the proposed Unified Security Governance Architecture aims to provide.
The USGA draws on the complementary strengths of four established frameworks — COBIT 2019 for governance, ISO 27001 for the ISMS core, NIST CSF 2.0 for operational cybersecurity, and ITIL v4 for service delivery — to address FSB's most pressing vulnerabilities: unmanaged BYOD exposure, cloud misconfiguration risk, third-party supply chain vulnerability, insider threat, and fragmented compliance across multiple regulatory jurisdictions. 
This assessment argues that regulatory standards must evolve because information security exists in a constantly changing environment. Threats, technologies, and legal frameworks shift due to uncontrollable forces. Successful organisations see compliance as a baseline, not a ceiling, and govern continuously rather than relying on periodic audits. For the FSB, immediate, decisive action is more cost-effective than delaying, with evidence supporting this approach.
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