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Executive Summary
The purpose of this task is to assess the concept and importance of knowledge management considering an organisation’s knowledge assets and their management. For this purpose, the organisation that has been chosen is Amazon. The subject of each scientific discipline, as evidenced by the history of the development of science, is constantly changing and evolving. The reason for this is the differences in the positions of scientists, the gradual expansion and accumulation of volumes of knowledge. As one of the areas of management, knowledge management has emerged relatively recently. Innovative information systems for conducting and managing multichannel sales include systems from IBM and SAP. They enable the implementation of modern e-commerce methods such as multichannel and cross-channel (cross-channel) selling. If there is a company that has known how to take advantage of the competitive advantages that the use of Big Data techniques can give, it is Amazon. Jeff Bezos' company is not at the forefront of online commerce by chance, thanks to its use of Big Data, Amazon is capable of not only offering personalized experiences to its users, but also of loyalty and increase their purchases. The way in which Amazon has integrated Big Data into its business processes has brought it a success that no one can deny and millions of users use this enormous electronic commerce, which began as an online book store, day by day.
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Knowledge and Information Management of Amazon.com
[bookmark: _Toc87554738]Introduction
The purpose of this task is to assess the concept and importance of knowledge management considering an organisation’s knowledge assets and their management. For this purpose, the organisation that has been chosen is Amazon. Moreover, the key knowledge management processes required for organisational development will also be analysed.
Amazon.com is an American technology multinational whose business interests include e-commerce, cloud computing, digital streaming, and artificial intelligence. Amazon.com is part of the Fortune 100 and is one of the five largest and most dominant technology companies in the United States. corporate delivery service (Chua and Banerjee, 2017). In early April 2021, then-CEO Jeff Bezos said the company had 200 million Prime subscribers, up from 150 million monopolies and anti-competitive practices in early 2020, and distribution centre employees, describing abuse and harsh working conditions.

[bookmark: _Toc87554739]Key Knowledge Management Theories
The subject of each scientific discipline, as evidenced by the history of the development of science, is constantly changing and evolving. The reason for this is the differences in the positions of scientists, the gradual expansion and accumulation of volumes of knowledge. As one of the areas of management, knowledge management has emerged relatively recently (Smith and Linden, 2017). This term entered the practice of organizations in 1989, when a consortium of American companies launched the Company Asset Management initiative for the first time.
The formulation “knowledge management” was voiced in 1986 in the speech of Karl Wiig at the UN conference. This concept acquires independence as a result of the evolution of theoretical views and conceptual ideas about knowledge (Smith and Linden, 2017). Substantive components of ideas about knowledge at the present stage of history are transformed every decade, introducing a new context of technologies, information processes and social trends. 

1960s - "Industry of knowledge"
Fritz Machlup defined "knowledge" as a commodity and tried to measure the magnitude of its production and distribution in the "knowledge industry." Frederick Taylor in the theory of "Scientific organization of labour" made an attempt to organize and systematize knowledge about the process of work in order to achieve maximum efficiency of labour (Hesse, 2018). At this stage, knowledge acquires value, and managers try to get the maximum benefit from the use of knowledge by optimizing work processes.

1970s - "Information Age"
Daniel Bell defined the beginning of the "information age", in which the economy of production is replaced by the economy of services, theoretical knowledge, information and technology are the main goods. The invention of the computer made it possible to manipulate a huge amount of data, quickly process it into meaningful information (Sadq et al., 2018). The use of the transistor marked the beginning of the transition from huge computing machines to compact personal computers available to a large number of people. As a result, the importance of theoretical knowledge has increased, professional activities related to knowledge have arisen - data processing, programming and modelling concepts have emerged. Taylor's "scientific organization of labour" has been replaced by "organizational development," which focuses on people rather than processes.

1980s - "Third Wave"
Alvin Toffler showed that the information society, which replaced the industrial one, is not only technology, but also social, cultural, moral, political, institutional relations, characterized by the "liberation of territories" for the sociophobe of the information age and the economy based on knowledge (Wegmann et al., 2018). The human element in management during this period was put at the forefront. Peter Drucker introduced the concept of "knowledge workers" - in the future, the largest group of workers, which, by combining information and technology, creates information systems (Wegmann et al., 2018). Jean Lave and Etienne Wenger have defined a “community of practice” - a group of professionals who exchange ideas and experiences that become is the main repository and mechanism for the dissemination of knowledge. Edward Deming came up with the concept of "total quality management", in which knowledge plays a key role in improving work processes.

1990s - "Information society"
The global tendency of transition to the information society is revealed by John Ney-sbitt and Patricia Aburdenet that the concepts of “information” and “knowledge” are separated, giving knowledge “qualitative” characteristics (Altun, 2019). The nonlinearity of the structure of the knowledge creation process is proved. The dynamics of knowledge creation is reflected in the ideas of programming, the creation of network systems.
The need to coordinate people and new communication technologies required "reengineering business processes." Due to the development of Internet technologies and means of data transmission, “virtual teams” are emerging (Altun, 2019). The dynamism of work and training leads to an awareness of the need not only to manage material assets, but also knowledge assets.

Late 1990s - Today - Knowledge Management
The economy of digital technologies and knowledge is defined (Don Tapscott), which assumes constant innovations, updating of products, processes, marketing. Karl-Eric Sveibi draws attention to the need to assess the intangible assets of a company, introducing the concept of "intellectual capital" (Bharadwaj, 2019). Thomas Davenport and Lawrence Prusak define two main indicators for measuring knowledge: speed and richness, saying that information, no matter how quickly it is transmitted, will not become necessary knowledge without “saturating” it with experience and context.
Organizations are trying to "manage knowledge" - they develop super-complex data processing programs that do not bring the expected results. Knowledge management is born at the intersection of technological solutions in the field of communications and interpersonal communication of employees of an organization. Thus, the general trend in the evolution of theoretical concepts of knowledge is in their increasing value for the development of all mankind (Bharadwaj, 2019). As a result, it becomes necessary to manage knowledge as the most significant asset of an individual, organization, state, providing an opportunity to create new knowledge, exchange it, effectively use and preserve it.

[bookmark: _Toc87554740]Prerequisite For Good Knowledge Management Development Practices
Innovative information systems for conducting and managing multichannel sales include systems from IBM and SAP. They enable the implementation of modern e-commerce methods such as multichannel and cross-channel (cross-channel) selling. These systems can be classified as middleware-level CRM systems (Vayngolts et al., 2019). They enable the integration, interaction and management of different sales channels. The result is improved sales performance, customer satisfaction and customer loyalty.

CRM-System Of Intermediary Integration (Middleware) Level
To automate cross-channel sales, CRM systems of an intermediary integration (middleware) level are used. They ensure the integration of information coming into the system from sellers and buyers through various sales channels, its analysis and the development of proposals for a specific buyer. All information is converted into a single format (Vayngolts et al., 2019). When developing a control solution for each specific user, the system takes into account the channel used by the user, the history of his interaction with the system, logistics of goods delivery, delivery services, and supply.
An information platform is an integration software that integrates modules of an information system. Modules installed on the platform can work autonomously or interact. Data entered in one module can be displayed in other modules and used in them (Kordrostami and Rahmani, 2020). Knowledge Management Development platforms can be conditionally subdivided into:
· platforms for creating and managing entry-level online stores;
· platforms for managing the work of developed network trading enterprises.
Information platforms are also divided into platforms that are installed on physical servers and cloud platforms that are installed on servers in the data centre. Cloud platforms are accessed via the Internet or other information network (Kordrostami and Rahmani, 2020).

Implementation of Business Processes
Information platforms of Amazon should ensure the implementation of such business processes as (Kordrostami and Rahmani, 2020):
· creation and management of the front office of the store (web showcase);
· cart management;
· calculation and accrual of taxes;
· personalization (assignment of a username and password);
· management of purchase and sale transactions;
· payment for the goods;
· delivery of goods;
· logistics and warehousing of goods;
· product visualization.
The e-commerce platform is the most important element in an integrated e-commerce solution for Amazon, and the additional benefits and benefits of each particular solution are determined by the technological sophistication of the company and the reflection of its business processes (Mousavi et al., 2021). Therefore, it is extremely important to select a flexible and modular e-commerce platform that best suits current needs and development plans.
Unfortunately, many companies today still neglect such opportunities provided by modern software products, which often leads to a lack of consistency, an increase in the cost of maintaining reliable and timely information about goods, and a number of organizational problems that inevitably affect the efficiency of the business as a whole (Mousavi et al., 2021).

Order Management
Order management of Amazon involves making changes to previously placed orders, placing orders based on templates and under contracts, managing orders with a large number of items, remote order management, working with orders placed in other information systems (Chua and Banerjee, 2017). The term "client account management" refers to the management of the collection of data that describes the user. The account contains information that the user must provide for registration in the information system. In each case, this can be a different set of data.
Content is any content on a resource, such as a website. Content search means searching through information that a user has uploaded to a computer disk (Chua and Banerjee, 2017). Important criteria for content are its accessibility, relevance, significance, reliability of the posted data, as well as the compliance of the content with the goals for its search.

Order Processing
Besides the purchase and delivery process, there are also billing and payment processes. This area requires the exchange of information between the eCommerce platform, ERP, acquiring, CRM, and tax service (Hesse, 2018). Product prices are stored in the ERP system of Amazon as an element of master data; however, they can also change in terms of promotions, discounts and individual terms of sale and, in accordance with dynamic rules, be adjusted in the e-commerce platform and imported into CRM and ERP.

[bookmark: _Toc87554741]Effectiveness Of Knowledge And Information Management Culture Within Amazon
If there is a company that has known how to take advantage of the competitive advantages that the use of Big Data techniques can give, it is Amazon. Jeff Bezos' company is not at the forefront of online commerce by chance, thanks to its use of Big Data, Amazon is capable of not only offering personalized experiences to its users, but also of loyalty and increase their purchases (Hesse, 2018). In this post we will see how Amazon uses Big Data to continue being the most used online shopping platform.


Use of Big Data for Knowledge and Information Management
The use of Big Data in Amazon is based on machine learning , that is, the ability of systems to learn through the analysis of massive data obtained from the collection, storage and ordering of Big Data (Chua and Banerjee, 2017). So, when we talk about Amazon and Big Data, we are actually referring to the application of different techniques that use algorithms to predict user behaviour and improve their experience on the platform.

Predictive Analysis Of Purchases
Predictive purchase analysis uses Big Data techniques, such as the creation of databases for subsequent analysis through automated learning, to create the recommendation system that suggests products related to their tastes to Amazon customers (Castelli et al., 2017). This system is based on the analysis of users' purchase histories (remember that in order to buy on Amazon, we need to create a user account that generates data every time we enter the platform). In addition, Amazon has tools that allow employees with very varied profiles, without the need for a technical one, to view data in an understandable way to be able to apply it in their work.

Collaborative Item-By-Item Filtering
Collaborative item-by-item filtering is a technique based on Big Data, which Amazon uses to show each user from the moment they enter the page those products or items that they are most likely to consider purchasing (Jung and Kim, 2017). In this way, it shows products based on the consumer's own tastes, on what they have looked at and bought previously, which significantly increases the chances that a purchase will end up being produced, especially if it is new.

Improved User Experience
This recommendation system has its maximum expression in "My Amazon.com", a page designed to show only recommendations to users; a page that, in addition, is different for an Amazon user, since it is built based on the behaviour of each user on the platform (Jung and Kim, 2017). As well as in the recommendations that appear if we make a small scroll down when consulting a particular article, similar products appear, but also related to the previous behaviour of the user.
Thanks to the Big Data training (or Big Data training) to which the algorithms used by Amazon are subjected to analyse the data collected and learn from it, the platform is able to offer a completely personalized experience to each user.

Sales Increase
The predictive purchase analysis and the personalization of the user experience thanks to this system of recommendations and suggestions has made Amazon increase its sales year after year, proof of this is how every Black Friday and CyberMonday manages to break online sales records (Smith et al., 2017). The fact that Amazon recommends products based on your previous purchases and searches increases the chances that you will make a compulsive purchase when you see a new product or a product that you have not seen before.

Amazon's Success In Integrating Big Data Into Its Business Processes Is A Reality
The way in which Amazon has integrated Big Data into its business processes has brought it a success that no one can deny and millions of users use this enormous electronic commerce, which began as an online book store, day by day (Wang, 2018). And although in this post we have focused more on the sales part, the truth is that data collection and analysis is present in other areas of Amazon, such as logistics or customer service, as well as in Prime Video, which has a recommendation system similar to that of the store.
Thanks to Big Data, Amazon has managed to "know perfectly" its customers and predict their behaviour when browsing its platform (Wang, 2018). We may see the next step in Amazon Go, its project of physical supermarkets, in which cashiers would be dispensed with and customers, already Amazon users, would only have to take the products they want, which would go directly to their virtual shopping cart and they would be charged upon leaving the door.

[bookmark: _Toc87554742]Amazon’s Potential Knowledge Management Challenges
Quarantine measures taken in many countries in connection with the COVID-19 coronavirus pandemic have led to a sharp decline in traffic to shopping centres and stores, on the one hand, and to a rapid increase in interest in ordering goods and services via the Internet, on the other (Zhu and Liu, 2018). Moreover, in the midst of the first wave of the pandemic, the leaders of the e-commerce market showed a significant increase in profits. For example, Amazon's operating cash flow grew 89% in Q2 2020 , while net income doubled.
Even Amazon that previously did not attach importance to Internet sales were forced to urgently increase their e-commerce capabilities in order to ensure stable income in the conditions of universal “remoteness”. Some, in order to expand sales, tried to connect to popular electronic marketplaces as soon as possible (Zhu and Liu, 2018). As a rule, the result of a rush to develop and integrate new functions in order to bring them to market as soon as possible is a lack of attention to information security issues and the emergence of new and updated systems with numerous vulnerabilities. This happened this time as well: many vulnerabilities appeared in newly-minted e-commerce systems, which cybercriminals did not hesitate to exploit:

Attack Threats for Amazon
The most serious threats in the field of information security (IS) of websites and web applications of Amazon are now the following (Guo et al., 2019):
· exposure of various kinds for the purpose of fraud (fraud);
· theft of confidential information (including personal data);
· using the company's network and server resources to implement the intentions of the attacker (for example, mining cryptocurrencies, sending spam, distributing malicious codes, etc.);
· penetration into the organization's information systems;
· mass unauthorized downloading of information from web pages of sites (web scraping);
· disruption of the operability and availability of Internet resources (for example, as a result of DDoS attacks);
· modification of the information contained on the web pages, including the replacement of the main page of the site with another (deface).
For Amazon, the most sensitive are targeted (that is, targeted at a specific organization) attacks, the purpose of which is to gain access to customer personal data, various types of fraud (with bonus artifacts, promotions, personal accounts, electronic payments), web scraping and DDoS attacks. The intensity of DDoS attacks increased especially after the start of the pandemic, in which an attacker generates a large number of malicious requests to a web application from various sources (Guo et al., 2019). As a result, these requests either completely fill the capacity of communication channels, or create a sudden sharp increase in the load on the servers, which leads to a decrease in the availability of the victim resource or its complete inaccessibility (the so-called denial of service).
Thus, DDoS attacks can cause significant damage to Amazon sites in the form of lost profits, since during the attack, customers cannot place their orders while the site is unavailable, as well as reputational costs, because dissatisfied customers will surely raise a wave of negativity towards the Internet. store, which will lead to an outflow of customers (Bhatt et al., 2020). Often, DDoS attacks play the role of a red herring: while the IT staff is busy repelling this attack, the attacker tries to implement another effect, for example, to penetrate the information systems of the organization.

Recommendation For Protection Against Threats
For comprehensive protection against targeted attacks at all levels, it is recommended for Amazon to use specialized services that include cloud-based anti-DDoS attacks (anti-DDoS) and also the functionality of intelligent web application firewalls (Web Application Firewall, WAF) (Zhao et al., 2020). It is very important that anti-DDoS services provide protection against attacks, at least at L3 (network) of the OSI model, as well as L4 (transport) and L7 (application layer), since e-commerce systems are subject to various types of DDoS attacks.
WAF services are capable of protecting e-commerce systems of a wide range of attacks described above, including those aimed at data theft (Zhao et al., 2020). At the same time, WAF is not designed to protect against DDoS attacks aimed at overflowing channels, and is vulnerable to them in the same way as application servers, therefore, to effectively protect against attacks, WAF and anti-DDoS services must be used together.

Threat Model
Based on the threat model, in particular, solutions should be selected by Amazon to protect against attacks. The best in terms of the ratio of the effectiveness of protecting e-commerce systems from threats and the cost of ownership are currently considered solutions provided from the cloud. Among their advantages are relatively low costs (a monthly subscription fee is charged, as Amazon do not need to purchase equipment and software licenses), no need for additional personnel (and this is also a saving), high protection capacity, speed of connection (from a few minutes), high expertise provider specialists (Zhao et al., 2020). A pilot project for implementing the solution will determine its applicability (taking into account the characteristics of the protected applications) and the level of service, including the real time of the solution provider's technical support service and the speed of its response.

[bookmark: _Toc87554743]Conclusion
In recent years, the most significant performance criterion has been scalability and the ability to flexibly transform a company to meet changing market requirements. That is why it is more important to be able to integrate specialized tools (systems) and services that can interact with each other than to build information systems on the principle of “all in one”. And the main reason lies in the fact that a large system will be less resilient in terms of the security and stability of the entire business. Therefore, it is worth building an information infrastructure based on the principles of systems diversification and their ability for mutual integration.
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