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CHAPTER 1
INTRODUCTION / BACKGROUND TO THE PROPOSED RESEARCH

1.2 Introduction
The thought of usage of cloud computing while an efficacy is magnetizing every organization towards implementation of the surroundings for coping through a energetically changing business surroundings (M. Song, 2010). 
IT supervisors want to utilize cloud computing as means for upholding scalability. IT communications use it to permit business agility (L. Yousef, 2008). 

New tool and protocols are proposed based on cloud security issues. Diverse foundation technology might be worn for building cloud computing dependent ahead of organizational requirements (B.Grobauer, 2011). 
The main significant with profoundly dependent technologies concerning cloud computing are virtualization (Chuliang.Weng, 2010) and Virtual Machine Monitor. 

1.2 Cloud Computing
The US National Institute of Standards and Technology (NIST) defines cloud computing as “ a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction” (R. Chakraborty, 2010). 

1.2.1 Service Models

Cloud computing have been cataloged keen on three service replicas dependent on overhauls afforded by cloud. 

(a) Software as a Service

(b) Platform as a Service (PaaS)

(c) Infrastructure as a Service (IaaS)

1.2.2 Cloud Security Issues

The accountability on protection of infrastructural facilities connected to cloud computing relies on repair presenter with customers, remaining in sight of overhaul replica (R. A. Lumley, 2010). Owing toward dissimilar deployment replicas plus technologies are worn for providing cloud computing overhauls, it might pretense several dissimilar dangers toward association (Cloud Security Alliance, 2012). 
1.2.2.1 Data Integrity

(a) They are supposed to admittance cloud assets through safekeeping procedures like HTTPS or Secure Sockets Layer (SSL) in addition to safekeeping inspection plus fulfillment examination.

(b) superior-granule admission manages for protection of data veracity plus fortification starting interlopers otherwise hackers plus solitary sign-on or sign-off. 

(c) Communal datasets to facilitating and protection commencing malevolent modification, removal or patent contravention (Kai Hwang, 2011).

1.2.2.2 Data Theft

One probable explanation is encryption of the information (V. D. Cunsolo, 2009) individual firewalls with communal datasets defended beginning Java, JavaScript with ActiveX Applets in addition to recognized VPN channels connecting reserve sites with cloud customers (Kai Hwang, 2011).
(a) Privacy subjects.

The supplier should allocate to each consumer an admission manage instrument significant while and who is departing to admission the information. Customers moreover require looking at every one the admission register of their workers plus moreover of merchant workforce (R. Chakraborty, 2010).
(b) Contaminated submission
The merchant ought to enclose admission to the servers thus to they can ensure if some malevolent consumer has uploaded some contaminated submission. 
(c) Governance

Governance earnings to encompass appropriate organize above policies, actions and ideology for IT overhaul accomplishment (Jansen, W, 2011). 
(d) Fulfillment
Fulfillment turn into multifaceted matter used for cloud overhaul contributor since unreliable safekeeping plus solitude laws administrate in dissimilar countries (Jansen, W, 2011).
(e) Law plus Regulations

Even though cloud service providers are flattering conscious of dissimilar laws plus convention, and might accumulate information within detailed manage plus pertain obligatory fortification for security with solitude. Laws for instance SOX with HIPAA etc. necessitate the consumer to be accountable for the safekeeping plus confidentiality of information horded in cloud (W.A. Jansen, 2011). 
(f) Data Location

Data location is singly the main significant fulfillment concerns featured by associations in current dates (Stephanie Overby, 2010). 
(g) Trust

Within cloud surroundings association tenders above direct above numerous features of safekeeping through implanting its conviction scheduled on cloud overhaul contributors (Jansen.W, 2011). 
(h) Data Ownership

It is significant with the intention of an association to grasp ownership above the entire information. Cloud service contributor must not be specified every right to modify or employ the information designed for it’s possess rationale or increase.
(i) individuality and admittance management

One of major spots of apprehension for association in moving at a direction of adoption of cloud is confidentiality plus data kindliness concerns. Prohibited admission avoidance has also turned into a single deliberation in favor of cloud overhaul suppliers. 
(j) Data safeguard
Data is accumulated within communal surroundings within cloud i.e. in a communal surroundings information is situated among additional consumer’s information. Data kinds which facilitates are hoarded within cloud might differ plus to maintain information apart commencing unconstitutional users admission straight as well encryption are the lone alternatives. 

1.2.2.3 Standardization Issues

Absence of consistency arise concerns similar to information seclusion, encryption and interoperability that is affecting its acceptance (S. Ortiz, 2011). To surmount the consistency concerns dissimilar renowned association are participating their responsibilities. DMTF’s OVF is supportive for Hypervisor through providing a means to convey VM among dissimilar podiums. OASIS is operational to resolve protection matters similar to individuality organization and susceptibility alleviation (H. Takabi, 2010). 
1.3 Objectives of The Present Work
After studying and analyzing the existing core technologies, methods, tools and protocols, new tool and protocols are proposed based on cloud security issues.

The objectives are:

i) To learn the existing methods, core technologies and tools of cloud computing.

ii) To learn and scrutinize the security issues in relation with cloud service user.

iii) To learn and scrutinize the security issues in relation with cloud service provider.

iv) To propose a novel approach for providing security in cloud computing environment at both the consumer and contributor levels.

v) To design and implement tools on the user side and protocols on the user and provider side.

The biggest challenge to cloud model is security. In this research work we developed a tool and protocols which will help in altering the awareness of cloud computing security plus encourage various sectors like government, military etc where data security, reliability and privacy issues are vital and require high level of security, to use cloud computing in future.
CHAPTER 2

RESEARCH & DEVELOPMENT METHODS
Research Methodology

Research Methodology is discipline of accomplishing investigate or resolving research troubles methodically. To facilitate the achievement of the preferred investigating objective we can employ dissimilar pertinent schemes or performances [C.R. Kothari,2004].

These methodologies are:

1. Literature Review

2. Survey

3. Survey Result

4. Solution of the problems (Research work)

2.1 Literature Review

In Literature we have collected information from various databases like IEEE, Blekinge, Institute of Technology, Springer, CSI, inderscience and ACM for exploring pertinent substance. But we were not inadequate to these databases only; numerous additional foundations similar to journals, books, white papers plus online IBM cloud, Google, etc were used. 

2.2 Survey

We had included some interviews with Government, Cloud news, IT Business news, IT Companies, Military, Universities, Schools, Colleges, IDC with different IT Professionals. We prepared the feedback from observance in wits our major purposes. 

2.2.1 Sources Used for Data Collection

We read books, magazines journals, and direct questions, indirect questions of IT staff, old softwares, tools and Companies databases.

2.2.2 Designing Questionnaire

The equipped of feedback from scheduled at the base of conclusions on literature appraisal in arrange to accomplish our purposes. Feedback forms were made in such a approach while to terminate our investigate query in a accurate approach. 

2.2.3 Targeted Population

Subsequent to literature review as well as conversation among our contemporaries, a target was made on the IT individuals, network administrators, system assistants, network consultants, software developers, developers, students, penetration testers, network security analysts, network and system officers etc. in concern to the said assessment.

2.3 Research Questions & Result

R1. What is the major cause that enhanced suit an association’s move toward cloud computing?

R2. Whether public or private cloud will be appropriate for government/IT Company?

R3. What are the present tendencies of usage of cloud computing like an apparatus to protected plus administer networks?

R4. What are the benefits of cloud?

R5. What are the security risks in cloud?

R6 What are price and presentation issues in implementing cloud environment within government/IT Companies?

R7. How much cloud is secure?

R8. What type of application do you think is too risky in cloud?

Literature assessment plus review be worn as explore approach for responding exceeding investigate subjects. Using literature assessment the readers will attain the knowledge of cloud computing and the ways of its deployment in accordance with every secretarial requirements. What are the present tendencies furthermore performances of executing cloud computing, the reason behind safety being the major obstacle during its adoption in the cloud environment. Our investigate query 2 demonstrate whether community or private cloud resolves to be appropriate for government/IT Company is concentrate on literature review moreover also in survey. Investigate query 3 of existing tendencies be concentrate on throughout literature review in further chapters during its exploration on the consumption replicas moreover examination replicas. Additionally, the center technology with their accomplishment through foremost merchants was as well argued. Investigate query 5 of safekeeping dangers is embattled in aspect during our literature review. In assessment the researcher will also arise several queries associated toward safekeeping furthermore came to recognize the apprehensions of the respondent’s associations. Investigate query 4 was moderately concentrate on literature review plus moderately within investigation.

2.4 Survey Result

After survey we conclude that the main challenge task in cloud is the security and people are not ready to accept cloud because cloud is not secure. From survey report 87.5 % people said cloud is not secure, so they can not adopt cloud as a tool for organization.

2.5 Introduction of Research work

For the solution of Survey result we researched and developed tool and protocols for cloud security. In this work they are developed and implemented for different levels, User and server side. 

1) Cloud Service User Security Tool

2) Multilevel Security Framework and Cloud Security Protocol.

3) Data Storage Protocol (DSP).

2.5.1 Cloud Service User Security Tool

This tool presents a deposit of safekeeping characteristics plus abilities establishing through protected stage communiqué to consumer. 

2.5.2 Multilevel Security Framework and Cloud Security Protocol

A cloud safekeeping structure has been projected allowing for the safekeeping at the Domain level plus Cloud Service Provider stage (Ning Liu, 2007). A Domain encloses an amount of Cloud Service Users (CSU) for the identical conviction assembly. 

Cloud Security Protocol

Along with the cloud security structure, a Cloud Security Protocol has been projected that can be incorporated in the framework. It is to be organized together at the CSU stage and at the CSP stage for maintaining the trust. The proposed protocol is based on Trust Model, Blocking function and Trust Based Algorithm. Security Agents, CSP_A and CSU_A maintain their own databases. 

2.5.3 Data Storage Protocol

The Data Storage Protocol (DSP) is extended to offer additional safety in the direction of accumulation of information by tenuously confirming information plus ownership on server. DSP permits consumers to attain a evidence beginning the storage overhaul contributors. Two stages are projected for Data Storage Protocol (DSP).

1. Metadata production
2. Metadata authentication
1. Metadata production
The procedure is commenced through the production of a public key constraint Pk by the cloud consumer. Subsequently the consumer produces a signature intended for personage folder blocks. The signature is an appearance of metadata which is an amalgamation of public key with file blocks that are termed as codes. In conclusion the produced metadata is conveyed to the cloud storage. 

2. Metadata authentication
Following the metadata has been forwarded to the cloud; the Third Party Auditing (TPA) can execute information confirmation. While the TPA obtains a demand beginning the client for data corroboration, it propels an inspection communication to the overhaul supplier inquiring for a position of information chunks. The overhaul supplier constructs a linear amalgamation of chunks and applies a masquerade. The service contributor propels the authenticator furthermore shrouded wedges to the TPA. In conclusion the TPA contrasts the shrouded wedges beginning service provider furthermore the metadata starting the consumer. 

CHAPTER 3
RESOURCES & PLANNING
The major anxiety through orientation to safety of information within the Cloud is to guarantee protection of information at rest. Although dependability in conditions of a protected and sheltered surroundings for the individual data and infomation of the consumer is obligatory.
In this work, we shall apply AES algorithm for encryption ahead of the storage of the susceptible information within cloud. Encrypted information is accumulated at cloud database as an alternative of imaginative information. Innovative information is removed from device. While the sanctioned consumer desires the information for practice, the information resolves to be decrypted and presented to the consumer. This instrument chains multitenant communications in which, substances might be trusted in a small iteration sequence. Every time innovative features are commenced, they are mechanically reproduced in the browser by stimulating them. Supplementary functionalities are unrestricted in diminutive sized portions plus this decreases the alter organization obstacles. It presents sustain for cloud computing plus it resolves to be modernized occasionally for meeting the consumers present requirements following the receiving of criticism with practice information beginning millions of consumers. instantaneous with earlier admission through dissimilar consumers starting dissimilar spaces are moreover sustained through this device.
3.1 Gnatt Chart
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Great Feature explains the basic works to be done during development phase which includes requirement analysis and gathering. The best feature includes the advanced works in the development phase which includes design of the project and its implementation using an appropriate language. 
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