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[bookmark: _Toc237631918]1. Introduction 
[bookmark: _Toc237631919]1.1 Definition Cloud Computing
The evolution of cloud computing has involved a shift from physical infrastructure to virtualisation, containerisation, and serverless computing. Traditional organizations operated hardware on dedicated physical servers, mostly under-utilised and a huge maintenance headache [1]. The technology of virtualisation brought the idea of hypervisors, which assist in multiple virtual machines sharing of physical resources.
[bookmark: _Toc237631920]1.2 Importance of Cloud Engineering

[bookmark: _Toc237632311]Figure 1: Diagram of managing cloud computing technologies
(Source: Self-developed)
Cloud engineering is becoming increasingly important as the digital services of today depend on an infrastructure that can respond quickly to fluctuations in workload [2]. The construction and operation of these services are made possible through the use of cloud engineering principles such as automation, virtualisation, containerisation, networking, monitoring and scalable resource management. 
[image: ]
[bookmark: _Toc237632312]Figure 2: Evolution of Cloud Computing Technologies
(Source: SEASIA Info Tech, 2025)
As an example, AWS Elastic Load Balancing maintains a simple interface that facilitates client access to a range of target groups across their resources [3].
[bookmark: _Toc237631921]1.3 Aim and Objectives 
[bookmark: _Toc237631922]Aim
The aim of this report is to evaluate modern cloud engineering by using docker, cloud scalability, load balancing which highlight the application across gateways and serverless computing. 
[bookmark: _Toc237631923]Objectives 
· To analyse docker principles within cloud computing which highlight the virtualisation, containerisation.
· To demonstrate AWS practical activities by using docker images, containers, volumes, networking and Docker Hub.
· To evaluate AWS cloud architecture, lead to indigate the load balancing, scalability and application gateways.
· To assess the key drivers of cloud adoption by comparing serverless computing with containerisation.
[bookmark: _Toc237631924]1.4 Scope and Structure
The report investigates Docker and containerisation as cloud-engineering technologies before analysing load balancing, scalability and application gateways. It assesses the actual use of AWS, which includes docker images, volumes, networking, Docker Hub and many EC2s. The report examines the economic and technical forces behind the cloud but also compares serverless/FaaS vs containerisation. At the end, applying a video which demonstrates the technologies is accurate with good justification.
[image: ]
[bookmark: _Toc237632313]Figure 3: Set Up Screen short 
(Source: Self-developed)
[bookmark: _Toc237631925]2. Cloud Technology - Docker and Examples 
[bookmark: _Toc237631926]2.1 Principles of Virtualisation
Virtualisation technology abstracts a physical computing resource from the actual computing resources and allows multiple virtual computing environments to run. One important component is the hypervisor which creates and reacts to VMs [4]. It provides them with a share of the physical CPU, memory and storage. Due to the abstraction, one hardware will be able to carry different workloads which do not need their servers.
Every virtual machine will have its own operating system and application environment, providing some degree of workload isolation. The hypervisor controls resource allocation and prevents VMs from interfering with each other directly. Type 1 hypervisors are used in enterprise and data-centre environments that directly run on the physical hardware. Examples include VMware ESXi and Microsoft Hyper-V. Type 2 hypervisors, for instance, Oracle VirtualBox, run on top of a host computer operating system [5]. These hypervisors are used mainly for desktop development and testing and laboratory environments.
Virtualisation provides resource consolidation, workload isolation and flexible infrastructure use [6]. Cloud providers can partition physical infrastructure into independently-crafted virtual resources making virtualisation vital groundwork for cloud computing. This allows organizations to provide computing capability without direct management of the underlying hardware.
[image: ] 
[bookmark: _Toc237632314]Figure 4: Diagram of Virtualisation
(Source: Self-developed)

Figures 4 and 5 show how shared hardware is possible through virtualisation that isolates hardware in virtual machines. A hypervisor is provided CPU, memory and storage resources by a physical server. The hypervisor allocates resources among various virtual machines. Each VM is capable of executing its own operating system and applications, while remaining logically isolated from other VMs [7]. 
[bookmark: _Toc237631927]2.2 Virtualisation vs. Containerisation
	Virtualisation
	Containerisation

	· Hardware abstraction
· Hypervisor
· Dedicated guest OS
· Higher overhead
· Longer startup
· Resource intensive
· VM-level isolation
· Strong OS separation
· Full OS environment
· Suitable for diverse OS workloads
	· Application abstraction
· Container engine
· Shared host kernel
· Lower overhead
· Fast startup
· Resource efficient
· Process-level isolation
· Lightweight isolation
· Application + dependencies
· Suitable for cloud-native applications


[bookmark: _Toc237632003]Table 1: Compering virtualisation and containerisation 
(Source: Self-developed)
Complete virtual machine instances are created that make up computer system emulations. Such machines require a guest operating system. This offers excellent isolation and flexibility; however, it increases the requirements for memory, storage, and processing. Containerisation exists at the level of the operating system, which essentially packages an application with its dependencies [8]. Virtualisation is still useful when you want stricter workload isolation or different operating systems while containerisation works best for microservices, cloud-native applications and fast deployment. As a consequence, knowing this distinction essentially provides the theoretical foundation for analysing Docker and cloud-engineering. 
[bookmark: _Toc237631928]2.3 Principles and Benefits of Containerisation
Containerization refers to packaging the software code along with its dependencies so that it can run uniformly and consistently on any computing environment. Containers typically do not require a full guest OS like virtual machines, allowing multiple application workloads to share the host operating system kernel. Docker gives you the tools to create images and run those images in containers. A container is a running image.
[image: ] 
[bookmark: _Toc237632316]Figure 6: Containerisation Architecture
(Source: Self-developed)
This will ensure that the same image can be moved across development, testing and cloud environments with lesser environment discrepancies. Containerisation helps to isolate application processes and their dependencies from other workloads [9]. When the same image is used to create multiple application instances, it can improve reproducibility. 

[bookmark: _Toc237632317]Figure 7: Containerisation architecture coding 
(Source: Self-developed)
Containerisation is especially beneficial in cloud computing where the cloud applications need to scale rapidly and run on distributed infrastructure. Companies can bundle an app once and deploy multiple container instances as demand rises. The practical work involved the use of Docker and an nginx-based image to serve an HTML application on AWS EC2. This just goes to show how containerisation links the packaging of applications with deployment in the cloud.
[bookmark: _Toc237631929]2.4 Docker Architecture
[image: ]
[bookmark: _Toc237632318]Figure 8: Docker result 
(Source: Self-developed)
The above are helpful components with which the apps are created in an isolated environment. The Docker client is a command line used by developers to issue commands like building images and starting containers. The Docker CLI sends these commands to the Docker Daemon, which is a background service which manages and operates Docker objects. Docker images are the read-only template comprising application code, libraries, and dependencies. Meanwhile, a Docker container is a running instance of an image highlight; the docker registry is basically a place where docker images can be stored. Docker Hub is Docker’s official public registry, which enables developers to share images independently with fellow developers. A developer employed with the Docker Client, which promotes portability and reproducibility to build an image through the Docker Engine.
[image: ] 
[bookmark: _Toc237632319]Figure 9: Workflow design of Docker Architecture 
(Source: Self-developed)
According to Figure 9, Docker components interact during application deployment. The Docker Client allows a developer to issue commands to instruct the Docker Daemon to create images and containers. Docker Hub stores docker images for pulling onto other systems. The application can thus be deployed anywhere and in a consistent way.
[bookmark: _Toc237631930]2.5 Docker Images
A Docker image allows users to bundle up an environment and install applications with all of their dependencies.  Images made of layers allow for the reuse of common components without the need to duplicate them. This layered structure also provides efficient storage and transfer of images. A container is an image with a running environment used for the execution of the application. 
Though the image does not change, the container goes through a life cycle and is created, started, stopped and removed. Containers are stored in registries and moved to other environments to ensure portability of applications [10]. For the practical work, an HTML webpage was created and packaged on a nginx base image [11]. After that, the Docker image was built and run as a container on an AWS EC2 instance. The webpage was accessed successfully through a browser. 
[bookmark: _Toc237631931]2.6 Constructing a Dockerfile
A Dockerfile refers to an HTML web page on an AWS EC2 instance.
· FROM instruction. 
· The WORKDIR indicates the location 
· COPY takes application files like HTML pages 
· RUN runs commands 
· EXPOSE signals 
These instructions together convert application source files into a reproducible Docker image. The image can then be used to create containers that are consistent irrespective of the environment and can be deployed quickly on the cloud.
[image: ]
[bookmark: _Toc237632320]Figure 10: Docker file Construction
(Source: Self-developed)
The Dockerfile specifies the environment in which the application is to execute, as depicted in Figure 10.  This environment is the base nginx environment, application location, required files, network port and container startup behaviour.
[bookmark: _Toc237631932]2.7 Building and Running a Docker Image 
[image: ] 
[bookmark: _Toc237632321]Figure 11: Docker Image 
(Source: Self-developed)
The whole experience of turning a simple webpage coded in HTML into a running application on the cloud is shown in Figure 11. The first input is HTML Page and Dockerfile. The above two inputs depict the content and build instructions for the application. The instructions you’ve defined are used by the docker build command to create a docker image. The photo then serves as the blueprint for a running container through the docker run command. The HTML application is delivered to a web browser by nginx web server. This process shows how app development, image making and container running are related. The deployment process can be reused and transitioned compatible to different cloud environments.
[image: ]

[bookmark: _Toc237632322]Figure 12: Running Docker Web Application 
(Source: Self-developed)
According to figure 12, the AWS EC2 instance is running the Docker web application. The utilitarian document shows that the application could be accessed through the EC2 public address at http://35.175.186.227:8080/, which indicates that the container was running fine and was accessible from a browser.
[image: ]
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[bookmark: _Toc237632323]Figure 13: Web Application Output 
(Source: Self-developed)
The webpage of the web application produced by the running docker container is shown. The practical document logs the page at http://35.175.186.227:8081/, providing evidence that the deployed application was served in the browser. The connection has been established successfully between the Docker container, nginx web server and HTML application.
[bookmark: _Toc237631933]2.8 Publishing Images to Docker Hub
Docker Hub is a cloud-based container registry that offers repositories for sending and distributing Docker clients. Container registries allow developers to centrally publish images. The same package of application can be fetched and deployed on different environments. A repository can have different image versions or tags that allow for controlled image management.
An image can easily be moved from one cloud instance to another without having to rebuild the application from its original source, this allows portability [12]. Through practical work completed docker image was pushed to docker hub and later on pulled and executed on a second AWS EC2 instance which proved image portability on cloud instances.
[image: ]
[bookmark: _Toc237632324]Figure 14: Docker Image Publishing Workflow
(Source: Self-developed)
As shown in Figure 14, Docker image publishing is a practical process. The finished image was uploaded to the Docker Hub and later made available for deployment on any other AWS EC2 instance. It demonstrates push/pull workflow, image portability and reproducible deployment across cloud environments.
[bookmark: _Toc237631934]2.9 Docker Volumes and Persistent Data
Containers allow data written inside a container to be lost when removing the container. This poses difficulties for applications where data needs to survive deletions and container restarts. Docker volumes allow data to persist independently of the container’s lifecycle [13]. Consequently, a volume can still remain even if the container that used it is deleted [14]. This clearly separates the application from the data lifecycle or vice-versa. It is possible to halt, delete and recreate the container while its persistent data continues to exist.
Cloud-based applications rely on volumes quite a lot since containerisation and portability does not eliminate the need for persistent state. Application data should be intentionally separated from the temporary container environment instead. This method helps recover data and allows a new container instance to reconnect to the stored data. A docker volume was created in the practical work and attached to the container.
[image: ]
[bookmark: _Toc237632325]Figure 15: Docker Volume Creation
(Source: Self-developed)
The evidence of practical creation and use of persistent docker storage uses figure 15. 
[image: ]
[bookmark: _Toc237632326]Figure 16: Persistent Data Demonstration
(Source: Self-developed)
According to Figure 16, the primary operational result is that the information could still be accessed after deleting and recreating the original container. This result is expressly recorded in the practical document as volume persistence.
[bookmark: _Toc237631935]2.10 Docker Container Networking
Docker networking allows isolated containers to communicate with each other and the outside world.  A bridge network is mainly used when containers running on the same Docker host need to communicate [15]. Containers built in a custom bridge network can communicate with their container names, which gives a simple way of service discovery. Container names are resolved to their respective container addresses by DNS that exists inside docker thus relieving users from using IPs. Networking creates connectivity and some level of network isolation because containers can be put on specific networks as per the requirement of applications [16].
Container-to-container communication is essential for multi-service and microservices applications, where different containers may offer web, application, and database services [17]. A proper network design in a cloud environment controls the communication between various services.  During the practical exercises, I've created a custom Docker network and launched two containers on that network. Through its container's name, one container succeeded in reaching the other one. Thus, we see the functioning of Docker's DNS service.
[image: ]
[bookmark: _Toc237632327]Figure 17: Docker Network Creation
(Source: Self-developed)
[image: ]
[bookmark: _Toc237632328]Figure 18: Container Networking / Connectivity
(Source: Self-developed)
The above figures show that the containers communicate with each other through the custom network. The practical evidence of a container reaching another by name demonstrates that Docker’s internal DNS works.
[bookmark: _Toc237631936]2.11 Docker Compose
[image: ]
[bookmark: _Toc237632329]Figure 19: Docker Compose Configuration
(Source: Self-developed) 
Utilize this image to showcase the definition of various Docker resources inside the Compose system.
[image: ]
[bookmark: _Toc237632330]Figure 20: Docker Compose Running Services
(Source: Self-developed) 
Refer to figure 14 to show the implementation of the services defined through Docker Compose.
Docker Compose is a tool that helps define and manage multi-container applications through a simple yaml file. Compose allows a description of the required application environment so that all required containers, networks and volumes can be created and deployed together in a coordinated manner.  Services, networks and volumes are the primary components. Services identify the containers and applications which need to run, networks provide the communication between services, and volumes provide persistent storage where necessary [18]. Because the configuration can be reused, this approach contributes to greater automation and reproducibility of the application environment [19]. In the practical work, the use of Docker composes helped to specify the web service, docker volume and custom network in one configuration, thereby simplifying the deployment workflow.
[bookmark: _Toc237631937]2.12 Overall Practical Docker-to-Cloud Workflow
A dockerfile was used to define the application environment, after which the image was built and run as a container. With the use of Docker Compose for a reusable configuration, docker volumes and networks were added. 
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[bookmark: _Toc237632331]Figure 21: AWS Application Load Balancer deployment process
(Source: Self-developed)
The Docker cloud environment has been developed as illustrated from Figures 16 to 21. It is suggested that they stay in workflow order that is, the transition from the beginning EC2/Docker setup through to image construction, container execution, aiding Docker resources and the cloud deployment. The evidence together demonstrates practical application of containerisation principles on AWS.
[image: ] 
[bookmark: _Toc237632332]Figure 22: Overall Docker-to-Cloud Workflow
(Source: Self-developed)
The underlying cloud compute environment was hosted on AWS EC2 and the docker host OS Ubuntu. The Google page, designed using HTML, was successfully converted into an image via Dockerfile packaging and subsequently called as a container. The connection of containers was enabled with Docker’s in-built DNS and service discovery. Docker Compose gave a declaration system for coordination of the web service, volume and network subsequently, for better repeatability and management. Publishing the Docker image to Docker Hub improved the workflow that only focused on one EC2 instance.  The image was then used on another EC2 instance, showing how portable and reproducible images are.
[bookmark: _Toc237631938]2.13 Benefits and Limitations of Docker in Cloud Computing
Docker allows applications to run anywhere by packaging them into images that are easy to configure. This lightweight architecture allows for rapid deployment and makes better use of resources than full VMs. The container isolation is about separating the application processes while their Docker is also compatible with DevOps, CI/CD and automation, which allows an application to build repeatedly. Image-based deployment helps improve reliability and limit environment disparity. Also, Docker supports microservices architectures, where independent packaging, deployment, and updates of applications can occur [20]. All these characteristics are what make docker a good fit for cloud-native applications requiring fast, consistent and flexible deployments.
Challenges that Docker poses in spite of the benefits.  The images, configurations, or privileges of containers can create security risks for containers. Regularly scanning and updating image vulnerabilities is essential. As credentials should never be included directly in the images, secrets management should be handled with care. Applications that persist can also make for complex storage and more containers make for a more complex network. Container orchestration platforms (like Kubernetes) may be required for larger deployments, which increases operational requirements. As applications are distributed in containers, monitoring complexity can also increase. In the end, containers typically share the kernel of the host operating system, which creates more isolation characteristics than full virtual machines. 
	Benefit
	Cloud Impact
	Limitation

	Portability
	Consistent deployment
	Image compatibility

	Lightweight
	Lower resource use
	Shared kernel

	Fast startup
	Rapid scaling
	Security hardening

	Isolation
	Application separation
	Misconfiguration

	Automation
	DevOps integration
	Operational complexity


[bookmark: _Toc237632004]Table 2: Docker in Cloud Computing benefit and limitation 
(Source: Self-developed)
[bookmark: _Toc237631939]3. Cloud Computing Concepts - Load Balancing, Scalability and Application Gateways 
[bookmark: _Toc237631940]3.1 Load Balancing
The method of distributing incoming network or applications traffic across multiple servers is defined as load balancing. A load balancer, instead of sending all requests to a single server, looks at free resources of servers and forwards the request to the right target. This helps stop servers from getting overloaded while improving the performance of the services overall. In cloud environments, backend servers might include virtual machines, containers or other application resources.
[image: ] 
[bookmark: _Toc237632333]Figure 23: Generic Cloud Load Balancing Architecture 
(Source: Self-developed)
Checking health is an important function of load balancing. The load balancer routinely checks if backend targets are healthy and available. If a server goes down, traffic can reroute to healthy targets for better fault tolerance/high availability. As such, load balancing brings together three key cloud-engineering goals: performance, availability and resource utilisation [21]. Performance gets better because workloads get shared instead of one resource taking the entire load [22]. Availability gets better because there are healthy alternatives; and Resource Utilisation gets better because requests can get processed by multiple back-end resources.
Using health checks to determine the availability of targets, AWS Elastic Load Balancing distributes incoming traffic across registered targets. Utilisation in the practical, An AWS application load balancer was configured with two EC2 instances and practically demonstrated the distribution of traffic in the cloud.
[bookmark: _Toc237631941]3.2 Scalability
The cloud system’s scalability is the capacity to either add or drop computing power so as to meet changing needs. The two main approaches are vertical and horizontal scaling. Vertical scaling refers to adding resources to an existing server, such as a CPU, memory or storage.  It may enhance an individual instance’s ability, but is limited by the maximum capacity supported by that infrastructure.
[image: ] 
[bookmark: _Toc237632334]Figure 24: Vertical and Horizontal Scaling
(Source: Self-developed)
To distribute a workload across servers or other application instances, you add more of them. For instance, the application can scale from 1 server to 2 and later 4 servers as the demand increases. When combined with load balancing, horizontal scaling works particularly well since incoming requests can be spread among the new instances. 
Cloud platforms offer elasticity so that resources can engage and disengage as per workload conditions [23]. Auto Scaling adjusts the number of instances automatically according to the need or requirement to reduce wastage of resources during the quiet times.  AWS Auto Scaling allows you to dynamically manage capacity for AWS resources. As a result, scalability enables optimised performance in addition to cost-effectiveness, as the organisation can provide the necessary resources according to actual demand, not excess fixed infrastructure.
[bookmark: _Toc237631942]3.3 Application Gateways
An app gateway is an application-level entity. An app gateway typically acts on the messages that use HTTP and HTTPS protocols between user and backend application services. An application gateway can make application-level routing decisions, unlike a basic network load balancer that merely distributes connections or traffic at lower network levels. An example of this could be routing /images to one backend while /api gets routed to another one. Requests can also be routed based on the requested domain name. 
Cloud-based application gateways can terminate TLS, which means encrypted HTTPS traffic is decrypted at the gateway and sent to backend services [24]. Certificate management becomes easier and processing load on the individual application servers is reduced. Along with this, they can also work with a Web Application Firewall (WAF) to check HTTP/HTTPS requests and protect against web-based attacks. 
So, an application gateway offers more intelligent traffic management than a simple network load balancer. The intelligent routing decisions they make based on application awareness make these sites very useful for web-based applications and microservice architectures requiring request routing based on urls, hosts or other http-related features. The application layer capabilities of the AWS Application Load Balancer include host and path-based routing as well as TLS termination. 
[bookmark: _Toc237631943]3.4 Cloud Provider Approach: AWS 
Derive a fully integrated solution for balancing and scaling applications with AWS Elastic Load Balancing and Auto Scaling. The Application Load Balancer, or ALB, helps distribute incoming application traffic across multiple targets, such as EC2 instances, in a single availability zone. Requests are sent to healthy targets, and health checks continuously monitor targets’ availability as a result, targets are organised into target groups. 
AWS auto-scaling works with load balancers to scale computing capacity as a workload requires. An Auto Scaling group's minimum capacity, desired capacity and maximum capacity can be configured and scaling policies determine when to add or remove instances in the Auto Scaling group. This permits adaptability of ROKIT to consumer demand so that unnecessary resources are not consumed.
For AWS, the Application Load Balancer is the most equivalent to an application gateway since it has Layer-7 traffic control. Cloud providers have different terminologies. The Microsoft Azure Application Gateway specifically designed as an application gateway provides HTTP/HTTPS routing, TLS termination and WAF integration. Google Cloud also offers managed load-balancing services for application traffic. Despite variances in implementation terminologies, the intention is a combination of intelligent traffic management and scalable backend resources.
[bookmark: _Toc237631944]3.5 Why Load Balancing and Scaling Are Complementary 
Load balancing and scaling are two cloud-engineering concepts that complement each other since they have distinct roles. Scaling is the process of adding or enhancing computing resources [25]. It can be either vertical or horizontal. Load balancing allocates new traffic to the available resources. Thus, having more servers would not themselves improve service delivery in case requests are not distributed efficiently. When there is an overload of backend resources, all processing capacities are overloaded and not managed. Better performance, availability, fault tolerance and resource utilisation can be supported by this combination, along with the capacity to respond to changing customer demand.
[bookmark: _Toc237631945]3.6 Combining Load Balancing, Scaling and Application Gateway 
Tie-up of an application gateway & load balancing & auto-scaling will prove more reliable. The application gateway manages HTTP and HTTPS requests intelligently, enabling the application of security rules prior to reaching backend resources. 
[image: ] 
[bookmark: _Toc237632335]Figure 25: Application Gateway, Load Balancing and Auto Scaling Architecture
(Source: Self-developed)
The load balancer then distributes the requests to the healthy application instances and does not overload the individual servers. Auto Scaling adds instances as demand rises, and removes them at other times. This way, there are always enough resources available during peak periods, and resources are not maintained during lean periods. As a result, there is better availability, performance, security, scalability and resilience, with less downtime and reduced performance impact.
[bookmark: _Toc237631946]3.7 Practical AWS Demonstration 
[image: ]
[bookmark: _Toc237632336]Figure 26: Second EC2 Instance
(Source: Self-developed)
[image: ]
[bookmark: _Toc237632337]Figure 27: AWS Load Balancer Configuration
(Source: Self-developed)
[image: ]
[bookmark: _Toc237632338]Figure 28: Target Group
(Source: Self-developed)
[image: ]
[bookmark: _Toc237632339]Figure 29: Registered Instances
(Source: Self-developed)
The first failure was logged when someone accessed the public address of the Application Load Balancer. Thus, this indicates the deployment was not yet working. Figure 31 depicts the troubleshooting effort that followed, while Figures 32 and 33 present configuration verification and additional validation. The series shows a diagnostic process rather than only the end success. The practical work began with observing the service failure and proceeded to check the relevant AWS configuration; validating the backend setup followed. Troubleshooting in cloud engineering is essential because a distributed service can fail due to configuration dependencies even if the individual EC2 instances are working.
[image: ]
[bookmark: _Toc237632340]Figure 30: Initial Load Balancer Error
(Source: Self-developed)
[image: ]
[bookmark: _Toc237632341]Figure 31: Troubleshooting Step
(Source: Self-developed)
[image: ]
[bookmark: _Toc237632342]Figure 32: Configuration Verification
(Source: Self-developed)
[image: ]
[bookmark: _Toc237632343]Figure 33: Further Validation
(Source: Self-developed)
Figures 34, 35, and 36 show the moment where the fundamental configuration problem was found. This portion of the practical document is specifically marked “Found the issue” along with previous ALB error and config checks. The load balancer and EC2 instances had a mismatch in availability zones. Until this mismatch was rectified, the ALB would not be able to balance requests to the backend servers [26]. This is useful evidence because it shows practical problem solving: the student has realised that success of individual EC2 operation does not mean success of loadbalanced delivery. Consequently, configuration was linked to application availability. 
[image: ]
[bookmark: _Toc237632344]Figure 34: Corrected Configuration
(Source: Self-developed)
[image: ]
[bookmark: _Toc237632345]Figure 35: Successful Application Load Balancer Output
(Source: Self-developed)
[image: ]
[bookmark: _Toc237632346]Figure 36: Final Successful Cloud Service
(Source: Self-developed)
Figures 36 describe the completion of the troubleshooting tests. After fixing the availability-zone configuration, the ALB worked as intended with the EC2 instance that was registered to it. The practical evidence shows that the ALB public address was successfully accessed post-issue resolution. This assurance indicated that the application no longer depended on any single server and traffic could be redirected to various back-end resources.
[bookmark: _Toc237631947]Critical Evaluation
While using load balancing and multiple EC2 instances will increase availability and scalability, it is also an additional infrastructure cost and configuration complexity. The architecture is reliant on properly setup target groups, health checks, security groups and availability zones. If settings aren’t properly configured, healthy backend instances will not receive traffic. Monitoring also helps to highlight unhealthy targets and performance issues [27]. When the first Application Load Balancer configuration failed to work as intended, the practical implementation showed this limitation, leading to an investigation of the deployment configuration before successful traffic distribution. 
[bookmark: _Toc237631948]4. Main Driving Forces 
[bookmark: _Toc237631949]4.1 Cost Efficiency
Organisations don’t need to invest huge capital (CapEx) in servers, networking equipment and data-centre facilities. They can use cloud resources as per their requirements and pay on consumption through an operational expenditure (OpEx) model. This lessens hardware ownership, upkeep and infrastructure-management duties. Cloud websites additionally enable resources to be provided rapidly [28]. Essentially, a cloud platform can potentially improve resource utilization as compared to permanently taking care of physical infrastructure to satisfy peak demand.
Cloud computing does not automatically come cheaper than on-premise infrastructure. How resources are designed, provisioned and monitored influences cost efficiency [29].  Resources that are not being used can keep generating charges, even though they are delivering little in regards to the value of the business. Just like that, data-transfer costs can add up for applications that frequently move significant amounts of data between services or regions. 
Assigning more computer power than needed presents another issue, as over-provisioning will affect the economics of cloud adoption.  True cloud cost efficiency requires continuous monitoring and right-sizing, as well as demand-based scaling and appropriate Resource.
[bookmark: _Toc237631950]4.2 Flexibility and Agility
Cloud computing enhances the flexibility and agility of organisations by allowing the organisation to provision computing infrastructure rapidly and scale as necessary. Businesses can obtain on-demand infrastructure and deploy computing resources when they are required instead of waiting for physical hardware to be purchased, installed and configured. This reduces the time from technical identification to a workable solution being implemented.
DevOps practices benefit from Cloud environments, enabling development and operations activities to come closer together. Infrastructure and application environments can be created, tested and changed consistently through automation [30]. This allows for an application’s changes to be developed, tested and released more frequently, rather than relying on infrequent large deployments.
This agility is demonstrated by the practical work that follows using Docker. A Docker image was created of the application. This was then transferred to a second EC2 instance via Docker Hub. This demonstrates that the same application environment can be deployed on the cloud without having to rebuild an application from its source.
One of the advantages of cloud flexibility is that it allows experimentation, as temporary resources can be created for development, testing and evaluation. In turn, these resources can be removed when they are no longer required. As a result, firms can test new technologies and application ideas with less reliance on infrastructure.
[bookmark: _Toc237631951]4.3 Scalability and Elasticity
Cloud computing allows organizations to dynamically change computing resources based on fluctuating demand as stated in Section 3, automatic scaling means that application capacity can heighten when work load rises and shrink down when demand shoots down.  This can be especially useful for seasonal workloads, such as retail applications that may face surging traffic during special promotion periods, and for unanticipated spikes in traffic that could easily overwhelm fixed infrastructure.  Elasticity also supports global services where required resources can differ by location and time zone [31]. Matching infrastructure capacity with current workloads optimises performance and avoids unnecessary resource spending when workloads are low [32]. Scalability is an important driver of cloud adoption 
[bookmark: _Toc237631952]4.4 Availability and Resilience
Using cloud computing can greatly improve the availability and resilience of workloads. The use of various availability zones can reduce “reliance” on a single physical location and create a redundant way that an infrastructure component can become unavailable. Disaster recovery is supported by cloud services with redundant systems, backups and alternate deployment environments [33]. When an application can still run despite the failure of any one resource, fault tolerance enhances. A practical implementation of AWS supporting this principle involved two EC2 instances behind an Application Load Balancer, distributing application traffic to backend resources.
[bookmark: _Toc237631953]4.5 Global Accessibility
Through cloud computing, applications and services can be deployed over global regions thus helping organizations to serve customers in different geographies [34]. Content delivery technologies can augment the cloud infrastructure by enabling commonly accessed content to be positioned in close proximity to users, thereby reducing latency [35]. This functionality is also useful for employees who work from home and require access to cloud-based applications. For organizations that serve international customers, widely-dispersed cloud resources can help them provide more service coverage, and support regional demand. Cloud computing transforms applications from being limited by local infrastructure to being available as services globally, but still, performance and geographic deployment depend on the right architecture, network connection and cloud-resource configuration.
[bookmark: _Toc237631954]4.6 Automation and DevOps
Cloud computing supports automation and DevOps allowing infrastructural and application environments to be defined, deployed and managed through repeatable processes. Via Infrastructure as Code (IaC), our infrastructure configuration is rendered in the manner of code. Moreover, CI/CD pipelines facilitate the automation of build, test, deploy, etc. Because application code and dependencies can be packaged into consistent images, containers further support automated deployment. The HTML application was defined with a docker file, converted into an image, executed as a container, published to Doc Hub and finally deployed on a second EC2 instance.
[bookmark: _Toc237631955]4.7 Serverless Computing 
The concept of serverless computing does not imply that the physical servers vanish. The cloud provider is responsible for the underlying computing and operating environment, most of the scaling, allowing the developer to only focus on application functionality. The event-driven code execution in Function as a Service (FaaS) serverless model negates traditional developer requirements to maintain a constantly running server.
AWS Lambda allows code execution with serverless compute where the code can run without provisioning or managing servers, scaling automatically and charging only for usage. Lambda functions can be invoked by events from functions like Amazon S3, API Gateway, Event Bridge, IoT and other queues.
Likewise, Azure Functions offers a serverless event-driven framework that supports HTTP requests, storage events, queues, timers and more triggers. Azure's Flex Consumption setup currently permits billing as per usage and event-based scaling. Meanwhile, Microsoft labels the older Consumption model as legacy and not for new use.
One of the advantages of this is automatic scaling; when volumes of events rise, capacity can increase and fall when demand falls. Organizations won’t have to maintain dedicated application servers on a constant basis, so serverless can be appealing for variable or intermittent workloads.  Nonetheless, serverless imposes runtime constraints, limitations on execution, and cold-start issues related to the provider.
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[bookmark: _Toc237632347]Figure 37: Serverless Function Architecture
(Source: Self-developed)
	AWS 
	Azure 

	AWS ecosystem
	Microsoft Azure ecosystem

	Event-driven
	Event-driven

	Automatic scaling
	Automatic scaling

	Function execution
	Function execution

	Pay-per-use
	Consumption / pay-as-you-go options

	API Gateway integration
	HTTP trigger integration

	S3 / EventBridge / IoT
	Storage / Event Hubs / Service Bus

	Scale-to-zero
	Dynamic scaling / scale-to-zero options

	AWS IAM integration
	Microsoft Entra ID / Azure security integration


[bookmark: _Toc237632005]Table 3: Comparison between AWS and Azure 
(Source: Self-developed)
Amazon Web Services Lambda and Azure Functions function on the same basic principle of Function as a Service (FaaS) to help your cloud development work but in different environments. Lambda is closely integrated with AWS services and supports event sources like S3, API Gateway, EventBridge and IoT. Azure Functions also supports triggers for HTTP, storage, messaging, IoT and scheduled with current Flex Consumption providing event-driven scaling and billing. Both lessen server management tasks and quickly adjust resources, making them suitable with workloads. The main difference is not so much in the basic execution model but rather in integration with ecosystem, services, runtime, pricing and architectural dependencies.
	Factor
	Containers
	Serverless

	Infrastructure management
	Some responsibility
	Provider managed

	Portability
	High
	More provider dependent

	Runtime control
	High
	Lower

	Startup
	Fast
	Potential cold start

	Scaling
	User/platform managed
	Highly automated

	Cost model
	Resource/runtime based
	Invocation/execution based

	Long-running applications
	Suitable
	Less suitable

	Microservices
	Excellent
	Excellent

	Custom environments
	Strong
	More limited

	Operational responsibility
	Higher
	Lower

	Deployment model
	Image/container
	Function/package

	State management
	Externalised when required
	Usually, external services

	Infrastructure control
	Greater
	Lower

	Best suited to
	Persistent/custom workloads
	Event-driven workloads


[bookmark: _Toc237632006]Table 4: Containers versus Serverless
(Source: Self-developed)
Containers allow greater control over the runtime environment, dependencies, networking and application lifecycle, making them suitable for long-running services, custom environments and applications needing specialised configuration. Providing strong portability because the application and its dependencies can be packaged into an image. Serverless makes the cloud provider more operationally responsible and provides significantly more automated scaling.  This makes it attractive for event-driven and interruptible workloads. Despite the ease of access, this creates more dependence on the provider and cold-start concerns. As such, AWS Lambda and Azure Functions are well-suited to workloads that can be decomposed to independent functions. Containers are generally preferable when developers require more infrastructure and runtime control.


[bookmark: _Toc237631956]5. Video Presentation 

Video link :  https://youtu.be/DNgzMGutj40?is=0nm3uSaaajaKazoC
















[bookmark: _Toc237631957]6. Conclusion 
According to this report, cloud engineering provides a flexible foundation to deploy, scale and manage modern digital services. The use of Docker in this practical implementation demonstrated how containerisation can encapsulate applications to ensure consistency while Docker volumes, networking, Docker Compose and Docker Hub.  The AWS execution also showed how load balancing, scalability and application-layer traffic management can combine to gain resilient cloud services. Redesign this (25 words): 
The Application Load Balancer practical troubleshooting had demonstrated that cloud engineering is about configuration management, monitoring and systematic problem-solving rather than deploying the technologies. Serverless computing is a complementary approach for event-driven workloads to offload infrastructure-management burden. Overall, the most appropriate architecture depends on workload characteristics, required control, scalability, cost and operational capability.
The workloads that should be run on containers instead of serverless functions are persistent, custom workloads and microservices. For instance, Coca-Cola Andina analyses AWS Lambda and uses S3 and RDS to show how serverless can complement traditional cloud services.
Instead of relying on a fixed capacity, organisations should combine load balancing, monitoring and automatic scaling. 
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What's next:
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docker: Error response from daemon: Conflict. The container name "/webapp2” is already in use by container "Sd5c715a3b896f1d9413d9541242fF15bb43
29ccOcazedbs25c937bbed1c9de7" . You have to remove (or rename) that container to be able to reuse that name.
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PS C:\Users\AsUS\app\app> docker start webapp2

>> docker exec webapp2 sh -c 'echo "<hl>Volume test</h1>" > Jusr/share/nginx/html/index.html’

webapp2

test</hi> > [usr/share/nginx/htnl/index.htnl: line 0: can't open hi: no such file

PS C:\Users\AsUS\app\app> [l &
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