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[bookmark: _Toc214536561]ABSTRACT
The study is a critical review of the intersection of cybersecurity, remote working, and hybrid workforce management based on a Systematic Literature Review (SLR) of eight peer-reviewed articles published between 2020-2025. Based on the interdisciplinary evidence of technical, organisational, and behavioural approaches, the study singles out the most prominent trends in the areas of cybersecurity governance, human factors, implementation of zero-trust, and policy adjustment. The results of the conducted research indicate that although the digital transformation will increase speed and connectivity in business operations, it will also increase exposure to cyber threats, including identity theft, data breach, and phishing attacks. As shown by thematic synthesis, the key to successful cybersecurity in hybrid work model lies in the awareness of the employees, ethical monitoring, and strategic management that is underpinned with the principles of zero-trust. It is established that organisational preparedness and talent capacity are key factors that affect cyber resilience, particularly in the globalised firms such as Uber where hybrid and remote organisations are dominant. The study is relevant to the current knowledge as it fills the gap between technical frameworks and human-centric management of cybersecurity to provide policy-based insights on sustainable digital transformation and future models of corporate governance.
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[bookmark: _Toc214536562]CHAPTER 1: INTRODUCTION
[bookmark: _Toc214536563]1.1 Introduction
Over the past few years, global enterprises have been facing an immense change in the way their operations run, work structure, and security vulnerability because of the pressures of the digital transformation and distributed workforce arrangements. Uber Technologies Inc. is one of the brightest cases of a platform-based mobility organisation that facilitates this change by resorting to the large-scale use of cloud infrastructure, real-time analytics, and systems of the hybrid workforce (Uber Technologies Inc., 2024). The fact that it depends on multi-layered data ecosystems, which interconnects millions of drivers, customers, and partner APIs in more than 300 cities requires strong cybersecurity systems to keep information flowing and users trusting (Elias, 2025). Due to the proliferation of remote and hybrid workplaces, the risks faced by cyberattacks, including identity theft, data breaches, and credential compromise, have increased, which is similar to the trend of other multinational digital companies (Gowda & Gowda, 2023).
[bookmark: _Toc214536564]1.2 Background
The mobility of the world and the platforms of gig-economy are based on advanced digital infrastructures, which unite the cloud computing, the automation based on AI, and the huge amount of data transfer between the remote nodes. The taxi industry is projected to expand USD 138.58 billion in the year 2025 with China leading USD 53 billion, and this illustrates the sheer volume and size of data in the sector that is being operated (Statista 2025).
[image: ]
Fig: Global taxi market revenue
(Source: Statista 2025)
 As reported by Uber in 2024 Annual Report, the company earned USD 40.7 billion in revenue and transported more than 9.7 billion trips in 300 cities, which demonstrates that it is highly dependent on advanced digital systems, which allow real-time communication and provision of services. The use of AI-based anomaly detection systems by Uber and the adoption of the principles of Zero Trust Architecture (ZTA) of its working networks is also another aspect presented in the report. All these measures resulted in the reduction of the number of reported cases of frauds by about 22 percent by the financial year, which is the practical advantages of considering cybersecurity innovation as a component of corporate strategy and governance. This security and strategic management synergy makes the company strong in the competitive global mobility market (Uber Technologies Inc., 2024).
[image: ]
Fig: Uber performance indicators
(Source: Uber annual report, 2024)
Stafford (2020) posits that the Zero Trust Architecture (ZTA) implied in the NIST SP 800-207 framework obviates the implication of trust and as such, all users, devices and transactions are continually authenticated therefore redefining enterprise security in the ubiquitous connectivity environment. The model aligns with the recent study, which states convergence of identity governance, micro-segmentation, and behavioural analytics as the basis of the current cyber resilience.
Sarkar et al. (2022) continue by stating that the Zero Trust Networks are superior to the classical models as they are predicated on predictive analytics and automated trust scoring that allows asserting the integrity of the system in the real-time. The method has also been notably applicable in the case of cloud infrastructures whereby the statistic perimeter controls do not handle decentralized risks. In addition to this, Austin-Gabriel et al. (2021) emphasize that the combination of artificial intelligence and data science with the principles of Zero Trust contributes to improving real-time decision-making and automatic enforcement of policies in the context of enterprise cybersecurity systems.
According to Nahar et al. (2024), the new generation of wireless and cloud infrastructures, including 6G networks, are associated with new vulnerabilities associated with the high-speed connectivity and dense devices, which necessitates adaptive Zero Trust systems to dynamically perform authentication and risk assessment. Li et al. (2024) build on this argument by demonstrating that the use of zero-trust-based systems to secure the industrial IoT, which are further underpinned by the blockchain authentication, can minimize the cases of unauthorized data manipulation and privacy assurance of large-scale distributed networks.
One of the areas of convergence of digital innovation, labour flexibility, and cybersecurity governance in this global and technological setting is the Uber post-pandemic business model. The ZTA concepts applied to its systems are consistent with the industry and academic agreement that the traditional network boundaries are no longer applicable and that, to be resilient in the future, it is necessary to ensure that checking and adaptive reactions skills are constantly present.
[bookmark: _Toc214536565]1.3 Research Aim
This study intends to examine the issue of cybersecurity in remote working conditions and suggest ways to manage risks in the case of Uber.
[bookmark: _Toc214536566]1.4 Research Objectives
1. To identify the most common cybersecurity threats faced by Uber.
2. To evaluate the effectiveness of existing cybersecurity measures in remote work environments.
3. To examine the role of risk management frameworks in mitigating remote work cybersecurity challenges.
4. To propose practical recommendations for improving cybersecurity risk management in remote work settings in Uber.
[bookmark: _Toc214536567]1.5 Research Questions
1. What are the key cybersecurity threats that arise in remote working environments in Uber?
2. How effective are current organisational strategies in addressing cybersecurity risks for remote workers?
3. In what ways can risk management frameworks be adapted to better suit remote work cybersecurity needs?
4. What best practices can businesses implement to strengthen their cybersecurity risk management in a hybrid or remote working model?
[bookmark: _Toc214536568]1.6 Chapter Summary
This introduction chapter has prepared the background to research on cybersecurity in the Uber hybrid and remote work systems. It has contextualized the study on the general evolution of the global mobility markets and transition to Zero Trust frameworks as one of the primary aspects of enterprise resilience. Other than the element of operational security, remote work has altered the human resource approaches in corporations. Authors like Hsu and Tambe (2025) indicated that the conditions of remote working increase the diversity of applicants by 12-18 percent in the technology-based company, and that is why the distributed workforce is not only a structural change but the instigator of inclusiveness and digital changeover. Such transitions make cybersecurity more important in ensuring that there are an equal access and safe digital interaction.


[bookmark: _Toc214536569]CHAPTER 2: LITERATURE REVIEW
[bookmark: _Toc214536570]2.1 Introduction
The question of cybersecurity is no longer an eventuality to the systemic risk, which is a facet of the digital transformation of organisations. The COVID-19 pandemic imposed a number of unprecedented burdens on cloud computing, distributed devices, and human-machine interfaces since the remote and hybrid work models accelerated during and after the COVID-19 pandemic. This chapter is a critical review of previous studies that have examined cybersecurity within the remote working environment and the three aspects that are explored are connected, including (1) threats and vulnerability of remote systems; (2) human and organisational factors, which influence cybersecurity resilience; and (3) the manner in which new architectures, such as ZTA, can be exploited to enhance defence mechanisms. The discussion evaluates the strengths and weaknesses of the methodology based on the literature, and gives an analytical basis of researching the cybersecurity strategy of Uber in the framework of a hybrid and remote.
[bookmark: _Toc214536571]2.2 Cybersecurity Threats of remote and hybrid workplaces.
Remote work actually transformed the threat spaces by extending the organisational boundaries to the home and open networks. The empirical literature shows that such increase increased the attack surface to the threat actors. Treacy et al. (2023) employed the qualitative research design as the study providers conducted twenty semi-structured interviews with cybersecurity personnel to explore post-pandemic organisational vulnerabilities. Their assessment identified the human error and improperly set up remote-access tools as the key source of breaches within their analysis of the risk factors into technical, managerial, and human domains. The research also gave a detailed understanding of the practices in organisations but was not quantitatively validated on the frequency or severity of attacks, which would have restricted its predictive value.
[image: Work From Home: Evolving Cybersecurity Risks]
Fig: Risks of working from home- cybersecurity
(Source: Fortinet n.d)
Weil and Murugesan (2020) supported this observation with the framework analysis using the U.S. National Institute of Standards and Technology (NIST) Cybersecurity Framework. They observed that the swift shift to the digital operations under the pandemic led to poor authentication measures and lack of endpoint visibility, which decreased the capacity to identify ransomware and phishing activity. Their value is that they provide a resilience-based model that combines a business continuity and cybersecurity planning, but their applicability is limited due to the use of conceptual evidence instead of case data.
Malecki (2020) took a practical perspective by analysing how enterprises are responding to the risks of remote-work using industry case studies. His conclusions focused on the fact that personal devices, home routers, and weak Wi-Fi are the most widely-used methods to gain unauthorized access. The operational relevance of the study is its strength, but the study is descriptive so that it is not possible to examine the causal relationships further. Likewise, Malik and Khan (2020) suggested an idea of a layered-defence paradigm that integrates firewalls, intrusion-detection systems, and AI-based anomaly checking. Although conceptually good, the model efficacy was not substantiated empirically.
The exploratory design used by Bispham et al. (2021) involved a combination of both interviews and literature reviews as a way of knowing about sudden digital migration during COVID-19. Their findings disclosed that the early assumptions of organisations about the technical and behavioural aspects of working out of home were underestimated and thus caused inconsistency in the security protocols and gaps in employee awareness. The research provided great historical information on the initial phase of remote-work accommodation yet offered minimal advice on the long-term management.
[bookmark: _Toc214536572]2.3 Human Factors and Organisational Vulnerabilities
A qualitative case-based policy analysis within the HRM framework was employed by Ilhan (2025) to explore the effects of remote recruitment and monitoring procedures posing privacy threats. The research found that implementing cybersecurity awareness in the HR policy cycles decreases the insider threat and data-processing mistakes. It has the opportunity to connect cybersecurity with the strategic HR functions, and it offers little discussion on the technological infrastructure, except policy recommendations.
[image: Cybersecurity concern level in remote work 2023| Statista]
Fig: Risks associated with employee working remotely
(Source: Statista 2025)
The above figure shows that over 45% of respondents expressed high concern about cybersecurity threats associated with remote work, highlighting persistent organisational anxiety regarding employee-related security risks in distributed environments (Statista, 2025). Rakha (2023) took a legal and regulatory approach to the same theme and examined the best practices on an international level based on fifty sources of academic and policy materials. The study has determined that compliance with regulatory requirements, especially with GDPR and ISO 27001, can substantially reduce the liability of breaches of remote-work violations. The strength lies in the breadth of the law in the work however the weakness is the lack of behaviour analysis on how compliance is exercised by the employees.
A mixed-methods approach to a comparison between pre- and post-pandemic data on remote work-related threats by Nurse et al. (2021), revealed that the spread of so-called shadow IT and the use of personal devices augmented privacy violations and the absence of boundaries between accountability. The empirical balance between qualitative and quantitative data used in the study makes it more credible. Nonetheless, it has narrowed scope in terms of time because it is focused on the early pandemic years, limiting its relevance to hybrid work standards after 2022.
One descriptive review by Sebastian (2021) reached an eight-step mitigation plan of work-from-home cyberattacks, such as awareness, access control, network security, and reporting procedures. The systematic simplicity of the plan will be beneficial to small businesses, but the model oversimplifies complicated enterprise designs and does not provide metrics of validation.
Esteve-Gonzalez et al. (2023) presented one of the most detailed empirical data with a world survey of more than 2,000 participants comparing the home, office, and hybrid work trends. This research has shown that hybrid environments have a more perceived cyber risk, but are more adaptive with the introduction of a clear policy and training. The sample size is very large, which improves reliability but the use of self-reporting could create perception bias.
In general, anthropocentric studies indicate that the use of technical controls cannot be effective unless they are actively trained and governed. The most potent researches, e.g., Nurse et al. (2021) and Esteve-Gonzalez et al. (2023), can be described as behavioural and structural, and the purely normative ones, like Sebastian (2021), do not provide a level of context.
[bookmark: _Toc214536573]2.4 Social Engineering and Psychological Exploitation
The increase in social-engineering attacks during the pandemic is an indication of the fact that remote connectivity presents cognitive and emotional weaknesses. Hijji and Alam (2021) conducted a multivocal literature review that combined both scholarly and grey literature. By examining fifty-two studies, they discovered that ninety-nine percent of breaches in 2020- 2021 involved human interaction and not technical vulnerabilities. Such a cross-source method has high external validity, but the heterogeneous evidence is aggregated making causal accuracy limited.
Based on this, Anuar et al. (2023) reviewed post-pandemic case studies qualitatively by triad of risk models, which is the confidentiality-integrity-availability (CIA) triad. They have concluded that remote-work environments increased the vulnerability to phishing and social manipulation, mostly because isolated employees and exposed to home-networks. Their framework is theoretically clear but based on secondary data, which limits its empirical value.
Panda (2025) developed the discussion and traced the development of phishing since it started with traditional emails to AI-generated deepfakes. He suggested a multi-layered defence system that involved AI-based detection and behavioural training. The originality in the study is the connection of technological and psychological defence, but the use of single-author narration does not provide the transparency of methods.
Further, on a technical edge, Tsinganos et al. (2023) applied dialogue-state tracking and language models based on BERT to automatically identify malicious patterns of chat in real-time. They have shown by their experiment that machine learning can identify social-engineering intent with no prior attack samples. The study is strong in analytics but weak in the description of the viability of organisational deployment.
Compared to it, Hijji and Alam (2021) offer a wide-range synthesis of the systemic vulnerability of people, whereas Tsinganos et al. (2023) offered the micro-level innovation of detection. The lack of interdisciplinary integration is the weakness of this body of work: there are not many studies that could combine psychological theory and machine-learning practice, and it is a gap in the research of sociotechnical alignment.
[bookmark: _Toc214536574]2.5 Cyber-Risk Factors in Hybrid Workforce Environments.
Hybrid offices take the advantages of remote work, such as convenient working, and the risks of offices that are hard to control. Przybyszewski et al. (2023) have surveyed nearly three hundred European employees and used quantitative factor analysis to exclude significant risk determinants. The outcomes indicated that human carelessness, unreliable equipment and violation of policies were key predictors of security occurrence. This is one of the few studies that are statistically sound due to their methodological rigour and sample size. Nevertheless, it is limited to a single geographic setting (Poland and EU) which does not allow the generalization on a global scale.
Golubock (2024) also discussed these risks within the legal-doctrinal framework, referring to the case law in the U.S. as the author investigated the issue of employer liability in case of data breach under hybrid-work conditions. The conclusion of the paper was that organisations can be found guilty when they do not take reasonable preventive measures to ensure that they do not risk their security systems with encryption and multi-factor authentication. It has the advantage of developing the legal covenant of accountability but the drawback is that it is jurisdictionally limited.
A new strategy suggested by Steingartner et al. (2021), called cyber-deception, involves honeypots and decoys as an early-warning system in the context of hybrid threat models. This theoretical advancement adds to the concept of proactive defence theory, but since this has not been empirically proved, its practical usefulness remains unclear.
The overall meaning of these works is that hybrid models are borderline blocs between technical and legal responsibility. Although quantitative studies such as Przybyszewski et al. (2023) can offer a measurable aspect, doctrinal and conceptual research, including Golubock (2024) and Steingartner et al. (2021), focuses on the aspects of governance and strategy.
[bookmark: _Toc214536575]2.6 Zero Trust Architecture (ZTA) and Post-Perimeter Security
Zero Trust Architecture has become the foundation of the next-generation of cybersecurity as increasingly evidenced in literature. He et al. (2022) performed a comprehensive survey of more than 200 articles related to the use of ZTA on cloud and hybrid systems. Their synthesis revealed legacy integration, complexity of identity-management and cost to be the primary obstacles to adoption. The broadness offers much academic credibility, but it does not include a case-study aspect of connecting theory to practice.
Ghasemshirazi et al. (2023) compiled a list of Zero trust applications in cloud network, IoT, and remote networks. Interoperability and cost of resources were the challenges they found persistent and stated that machine-learning-based trust assessment would resolve the issues. The taxonomy of the paper is methodologically correct and is too technical, which does not provide much information on the processes of organisational change.
Ahmadi (2024) used qualitative thematic analysis by conducting a systematic literature review of articles published in 2020-2024 to evaluate ZTA effectiveness on clouds. The results indicated that there were quantifiable insider threats and unauthorized sideways movements which were reduced after the adoption of micro-segmentation and identity-access controls. The key strength of the work is that comparative data provided in the form of multiple case studies is used, which is practical, unlike the previous surveys. Nonetheless, use of secondary sources continues to limit the depth of the empirical studies.
Teerakanok et al. (2021) provided a conceptual roadmap of migration between perimeter and Zero Trust network with a focus on the classification of assets, policy formulation, and constant supervision. This is a structured model that is bridging between the technical and managerial views but is theoretical.
Compared to He et al. (2022) and Ghasemshirazi et al. (2023), Ahmadi (2024) is more focused on presenting empirical data of the effectiveness of ZTA. The overlap of the studies proves the value of ZTA to reduce threats related to cloud-based applications, whereas researchers identify the high cost of an implementation and training as a constraint.
[bookmark: _Toc214536576]2.7 Gaps in Literature
There are strengths in the current literature body. It offers cross-functional knowledge in the field of technology, management, psychology, and law. Such works as He et al. (2022) and Esteve-Gonzalez et al. (2023) have shown a thorough synthesis and the empirical scale, whereas İlhan (2025) fuses the organisational policy with cybersecurity, providing the holistic governance perspective. Moreover, novel AI-driven detection mechanisms are presented by Panda (2025) and Tsinganos et al. (2023), and it is worth noting that AI-based defences have shifted to a predictive mode.
Nonetheless, it has a number of weaknesses.
1. Empirical scarcity: Numerous models are hypothetic, and few of them are verified in the field.
2. Short-term orientation: The majority of the research will determine the immediate effects of the pandemic as opposed to long-term organisational change.
3. Functional silos: Technical and behavioural views are still very detached.
4. Weak attention to large, data-driven enterprises: There is a paucity of studies that looks at complicated gig-enterprises such as Uber that merge huge data amounts with elastic labour frameworks.
These gaps explain deployed research that connects Zero Trust models to practical organisational settings, which unites technical performance indicators and human-factor administration.
[bookmark: _Toc214536577]2.8 Chapter Summary
The examined literature reveals that the sociological and technological problem of cybersecurity at home and hybrid offices has been identified. That these early pandemic researches unveiled the inefficiencies of migration to digital, and even newer research offered advanced design of Zero Trust Architecture and AI-driven defences. The comparative analysis shows that major steps are taken in the development of the theory sophistication but there are no achievements in the verification, synthesis, and variety of the context in the empirical validation.


[bookmark: _Toc214536578]CHAPTER 3: METHODOLOGY
[bookmark: _Toc214536579]3.1 Systematic Literature Review (SLR) 
SLR is a process of synthesising knowledge that involves systematic, transparent, and replicable process of identifying, evaluating and synthesising available data on a topic. SLR is more objective and reproducible as unlike traditional narrative reviews, that might be based on subjective interpretation, the former uses a formal protocol to identify, evaluate and synthesise evidence in a systematic fashion (Creswell and Creswell, 2017). 
[bookmark: _Toc214536580]3.2 Search Strategy
The search protocol used was systematic and transparent as it was in line with typical SLR protocols. The review was conducted in four steps namely: (1) development of a specific search question, (2) systemic searching of databases, (3) inclusion/exclusion screening, and (4) critical evaluation and data extraction. This helped in making the evidence base replicable, complete and methodologically consistent. The preliminary search of the interdisciplinary literature allowed pointing out common themes, including the aspects of the vulnerabilities of remote-working, the gaps in the governance of the hybrid-working, and the operationalisation of the Zero Trust Architecture. Such preliminary mapping determined the search logic and filtering strategy that followed.
Though the SLR ended up with 20 peer-reviewed articles, it underwent multiple refinement processes to eliminate the chances of thematic bias and cover the technological, behavioural, and governance perspectives. The philosophical perspective on the search entailed positivist transparency (structured protocols and replicability) with interpretivism sensitivity to contextual meanings in cybersecurity behaviour. This twofold nature reinforced thematic synthesis by accepting measurable patterns of cyber-risks and social based remote-work behaviours. Repetitive ideas were identified using the method of inductive reasoning and combined into higher level analytic concepts, which allowed interpreting heterogeneous academic materials more deeply (Azungah, 2018).
[bookmark: _Toc214536581]3.3 Search Terms
A series of Boolean-based search strings were created and narrowed down over time with pilot searches to make them more specific and eliminate the irrelevant returns. Main search terms were:
· (remote work or hybrid work or telecommuting) and (cybersecurity or information security or data protection).
· (hybrid work OR remote work) AND Uber.
· (Zero Trust Architecture OR ZTA) AND (cloud computing OR risk management).
· (social engineering OR phishing) AND (remote workforce OR WFH).
Search of the pilots showed too much duplication and irrelevant ICT studies and had to be narrowed to relevance and recency. This is a matter of refinement that is guided by the fact that key word flexibility is critical when defining search procedures in the emerging socio-technical disciplines (Azungah, 2018).
[bookmark: _Toc214536582]3.4 Keywords
Keywords were categorised in three analysis groups to ensure the conceptual clarity:
Cluster	Keywords
· Cybersecurity Risks	Remote work, hybrid work force, social engineering, phishing, data breach.
· Organisation Practises	Risk management, resilience, policy on cybersecurity, awareness among employees.
· Technological Solutions Zero trust architecture, AI-powered defence, cloud security, digital governance.
This association resembles the direction that underlines the importance of mapping significant constructs at social, managerial, and technical levels to conduct interdisciplinary reviews (McCusker and Gunaydin, 2015).
[bookmark: _Toc214536583]3.5 Databases
Various quality academic databases were accessed without reducing disciplinary blind spots. Searches were conducted in:
Scopus - to business management and organisational cybersecurity.
IEEE Xplore- Zero trust, cloud security and technical cyber models.
ScienceDirect - in digital-transformation and information-systems research.
Google scholar - to get more scholarly coverage.
Various databases minimise the selection bias and increase the strength and reproducibility of SLRs (Creswell & Creswell, 2017).
3.6. The inclusion and exclusion criteria were as follows: 
The filtering process was transparent and consistent with the help of clear criteria. Subjectivity in selection choices is minimised by use of explicit parameters which enhances reliability (Saunders et al., 2007).
[bookmark: _Toc214536584]3.6.1 Inclusion Criteria
· Articles that are peer reviewed and published after 2020-25.
· Research touching on the topic of cybersecurity during remote or hybrid work.
· Studies surrounding risk management, Zero Trust Architecture or social engineering.
· Articles in English Full-text articles.
[bookmark: _Toc214536585]3.6.2 Exclusion Criteria
· Studies published before 2020
· Blogs, news items, and other non-peer-reviewed materials (grey literature).
· Non-organisational cybersecurity or remote-work risk governance research.
· Redundant articles or conference abstracts which lack empirical evidence.
· Explicit selection protocols are critical to philosophical, as well as methodological transparency in designing SLRs (Žukauskas et al., 2018).
[bookmark: _Toc214536586]3.7 Search Results- PRISMA diagram
[image: ]
Fig: PRISMA diagram
(Source: self-developed)
This systematic screening process produced 278 initial records, but this was evaluated in terms of relevancy, duplication and methodological appropriateness. Following the screening of title and abstract, 41 articles were retained and the full-text evaluation narrowed the list down to 20 peer-reviewed articles. All these studies touched upon organisational cybersecurity governance, human-factors risk behaviour, and hybrid-work vulnerability as well as technological infrastructures including Zero Trust Architecture (ZTA). The wide range of geographical and methodological settings enhanced the analytical usefulness of the SLR through introducing a variety of organisational, behavioural, and technical angles that would facilitate the triangulation that is anticipated with interdisciplinary cybersecurity studies.
In order to make the studies robust and transparent, a structured evaluation was conducted on each of them with the Critical Appraisal Skills Programme (CASP) checklist. This was the evaluation that made it possible to compare the quality of epistemology, methodological aptitude, and input in the objectives of the SLR. Notably, the incorporation of conceptual, experimental, mixed-method, and qualitative studies allowed the thorough synthesis, yet various ones showed drawbacks in the form of the absence of sufficient justification of the research design or the absence of clear ethical considerations. During thematic interpretation these limitations were recognised in order to prevent over-generalisation.
CASP Quality Appraisal Table
	CASP Criteria
	Key Question
	Overall Judgement Across Selected Studies

	1. Clear Aims
	Did authors articulate explicit research aims?
	Most studies clearly defined their aims, especially those examining governance (Liu et al., 2023) and behaviour (Masoodi et al., 2021). A minority (e.g., Gowda & Gowda, 2023) presented broad aims with limited contextual framing.

	2. Appropriate Methodology
	Was the chosen method suited to the aims?
	Experimental research (Moldovan & Riurean, 2022) and mixed methods (Burrell, 2020) showed strong methodological alignment. Conceptual papers (Olayinka, 2025) lacked empirical grounding but contributed theoretical depth.

	3. Research Design Justification
	Was the design clearly justified?
	Governance-focused and behavioural studies provided strong theoretical rationale. Technical studies justified experimental controls. However, some remote-work papers provided minimal design reasoning.

	4. Sampling / Data Source Adequacy
	Were data sources appropriate?
	Corporate and national-level case studies used relevant datasets, but some narrative or conceptual works lacked explicit sampling protocols.

	5. Data Collection Transparency
	Were data collection methods described clearly?
	Technical and behavioural studies provided detailed methods. Some conceptual papers (e.g., Malik & Khan, 2020) provided insufficient methodological depth.

	6. Researcher Reflexivity
	Was researcher bias addressed?
	Only a few studies explicitly acknowledged researcher influence (e.g., Masoodi et al., 2021). Several technical papers did not discuss reflexivity, reducing transparency.

	7. Ethical Considerations
	Were ethical issues addressed?
	Studies involving employee data addressed privacy and consent; technical and conceptual papers often did not include ethical statements.

	8. Data Analysis Rigour
	Was analysis systematic and rigorous?
	High rigour in algorithmic evaluations (Moldovan & Riurean, 2022) and thematic coding (Vasquez & Gonzalez, 2022). Some studies lacked analytical depth.

	9. Findings Credibility
	Were findings clearly presented and credible?
	Most studies presented coherent findings supported by evidence. A small number of conceptual papers lacked empirical substantiation.

	10. Contribution to Knowledge
	Did the study add theoretical or practical value?
	Nearly all studies contributed to the understanding of organisational risk, hybrid-work vulnerability, or technological capability, although with varying empirical strength.



This quality appraisal saw to it that the end data set was up to the expected standards of rigour, credibility as well as relevance to the objectives of the SLR.
[bookmark: _Toc214536587]3.8 Ethical considerations
Even though systematic reviews involve the use of secondary data, ethical behaviour is also necessary. This study adhered to ethical standards in the review by adopting the principles of transparent attribution, impartial interpretation and proper representation of source content as suggested in the academic integrity guidelines (Creswell and Creswell, 2017). The references to all the studies were provided properly and no confidential or unpublished information was utilised. Interpretation was done with reflexive awareness so as to reduce subjectivity in the synthesis of different methodological paradigms. In addition, only publicly available materials, peer-reviewed and verifiably, were used, which guaranteed adherence to ethical research practise (Saunders et al., 2007). These measures enhanced the reputability of the review and obviated ethical erosion by misrepresenting or being selective in reporting.
[bookmark: _Toc214536588]3.9 Chapter Summary
The critical description of the methodological framework of the systematic literature review in this chapter indicated how positivist structure and interpretivism depth were combined to investigate the issue of cybersecurity in remote and hybrid organisational settings. A search process was used that was transparent and replicable based on a Boolean logic, several academic databases, a clear inclusion/exclusion protocol, and a CASP-based quality appraisal. The 20 studies chosen allowed the researcher to conduct an effective thematic synthesis on organisational governance, organisational behavioural dynamics, technological architecture, and policy infrastructures. Through epistemological consistency and methodological clarity, the review provided a good background of the thematic results of the following chapter.

[bookmark: _Toc214536589]CHAPTER 4: FINDINGS AND DISCUSSION
[bookmark: _Toc214536590]4.1 Introduction
The chapter defines and critically appraises the findings of eight selected peer-reviewed articles devoted to the subject of cybersecurity management in the framework of hybrid and remote working. The purpose of the given chapter is to synthesise and interpret the available evidence on the basis of the Systematic Literature Review (SLR). Instead of accumulating new information, the SLR can make comparisons and syntheses of previous studies to determine tendencies of occurrence, theoretical and practical issues regarding cybersecurity governance.
The systematic review of the studies to identify the most important issues of digital transformation, cybersecurity awareness, technological defence mechanisms, governance models, and human resource competency was conducted through a data-extraction and thematic-synthesis procedure. The Uber Technologies Inc. (2024) and Elias (2025) are also industry evidence used in the analysis and they provide a contextual understanding of how giant global organisations are adjusting to the hybrid age by transforming their cybersecurity and workplace policies.
It was synthesised using an inductive thematic approach and targeted five general themes, such as cybersecurity preparedness and administration, human factors and supervision, technological protection and zero-trust framework, human-resource competency, and policy implications. These themes have been developed after taking into account the concept of qualitative synthesis, which highlights the point that cybersecurity resilience does not only depend on the high-level technology, but also on the culture, organisational and behavioural readiness in the contemporary hybridised work environment.
4.2 Data Extraction Table
	No.
	Author(s)
	Title of Study
	Country of Study
	Summary of Findings

	1
	Droppa & Harakaľ (2020)
	Cyber Security State in Real Environment
	Slovakia
	Found weak cybersecurity readiness in civil–military structures; poor coordination, fragmented training, and limited incident-response capability.

	2
	Liu et al. (2023)
	Cybersecurity in Business: A Case Study of DiDi
	China
	Showed how state regulation forced DiDi to adopt data-localisation, encryption, and strengthened compliance governance.

	3
	Olayinka (2025)
	Built for Speed, Breached by Threats: The Cybersecurity Dilemma of Digital Transformation
	Global
	Found rapid digitalisation expands API, cloud, and automation vulnerabilities, creating “innovation debt” that outpaces risk controls.

	4
	Moldovan & Riurean (2022)
	Cyber-Security Attacks, Prevention and Malware Detection Application
	Romania
	Demonstrated >90% accuracy of behavioural AI malware detection; limited generalisability to real hybrid enterprise networks.

	5
	Masoodi et al. (2021)
	Workplace Surveillance and Remote Work
	Canada
	High remote-work surveillance reduced trust, psychological safety, and willingness to comply with cybersecurity policies.

	6
	Gowda & Gowda (2023)
	Importance of Cybersecurity in the Expansion of Remote Work
	India
	Identified insecure home networks and low awareness; recommended training, MFA, and structured digital-hygiene policies.

	7
	Vasquez & Gonzalez (2022)
	Cybersecurity Engagement in a Remote Work Environment
	USA
	Found trust-based leadership and transparent communication significantly improve cybersecurity engagement.

	8
	Burrell (2020)
	Talent Management Intricacies of Remote Cybersecurity Teams
	USA
	Noted burnout and weakened coordination in remote cybersecurity teams, decreasing incident-response performance.

	9
	Bispham et al. (2021)
	Cybersecurity in Working from Home: An Exploratory Study
	UK
	Revealed widespread insecure behaviour (password reuse, personal device use) due to unclear communication and lack of support.

	10
	Esteve-Gonzalez et al. (2023)
	Cybersecurity Implications of Changing Patterns of Office, Home, and Hybrid Work
	Global
	Identified major inconsistencies in organisational readiness; many firms lacked governance structures for hybrid/remote cybersecurity.

	11
	İlhan (2025)
	Cybersecurity in Human Resource Management in Remote Work
	Turkey
	Demonstrated HR’s new strategic role in cybersecurity through policy enforcement, staff digital conduct, and risk-skills training.

	12
	Malik & Khan (2020)
	Cybersecurity Threats in the Age of Remote Work
	Pakistan
	Highlighted phishing, cloud misconfigurations, and weak authentication as dominant remote-work threats; stressed user-training deficits.

	13
	Przybyszewski et al. (2023)
	Identifying Cyberrisk Factors in Hybrid Workforce Environments
	Poland
	Provided a risk-factor taxonomy showing increased threats due to device heterogeneity, shadow IT, and inconsistent access control.

	14
	Rakha (2023)
	Ensuring Cybersecurity in Remote Workforce
	UAE
	Found regulatory gaps in global remote-work laws; argued for harmonised legal frameworks and international best-practice adoption.

	15
	Sarkar et al. (2022)
	Security of Zero Trust Networks in Cloud Computing
	South Korea / Global
	Compared ZTA models; found strong protection but high implementation complexity and continuous monitoring burdens.

	16
	Steingartner et al. (2021)
	Cyber Deception Approach & Education for Resilience
	Croatia
	Found that cyber-deception training strengthens resilience in hybrid-threat environments and improves attacker detection.

	17
	Teerakanok et al. (2021)
	Migrating to Zero Trust Architecture: Reviews and Challenges
	Japan
	Identified challenges such as identity sprawl, legacy-system incompatibility, and administrative overhead in ZTA adoption.

	18
	Treacy et al. (2023)
	Organisational Cybersecurity Post-Pandemic
	Ireland
	Found remote-work risks were amplified by unclear policies and overloaded systems; recommended layered defences and governance reform.

	19
	Tsinganos et al. (2023)
	Zero-Shot Chat-Based Social Engineering Attack Recognition
	Greece
	Developed a machine-learning model to detect conversational social-engineering attempts with strong early recognition potential.

	20
	Weil & Murugesan (2020)
	IT Risk and Resilience—Cybersecurity Response to COVID-19
	USA
	Found organisations shifted to reactive cybersecurity during COVID-19; highlighted resilience gaps and need for long-term risk governance.



4.3 [bookmark: _Toc214536591]Thematic Analysis
[bookmark: _Toc214536592]Thematic coding table:
	Theme
	Code
	Sub-Code
	Indicative Extract 
	Source(s)
	Alignment to Objectives

	Theme 1: Preparedness & Governance in Hybrid Cybersecurity Spaces
	Governance Strength
	Fragmented oversight
	Civil–military sectors in Slovakia lacked coordinated oversight, leaving gaps in awareness & readiness.
	Droppa & Harakaľ (2020)
	Obj.2 & Obj.3 – ineffectiveness of governance, failure of preparedness

	
	Regulatory Enforceability
	External pressure
	DiDi overhauled data localisation & encryption after government sanctions forced compliance reform.
	Liu et al. (2023)
	Obj.3 – role of regulatory risk frameworks

	
	Governance Maturity
	Board-level readiness
	Uber established board risk committees & internal cyber audits; however, systemic weaknesses persisted.
	Uber 2025 Governance Report
	Obj.1 & Obj.3 – governance failures as threat vectors

	
	Privileged Access Risks
	Monitoring failures
	Uber breach exploited embedded credentials & poor privilege monitoring.
	Cloud Security Alliance (2023)
	Obj.1 – identifies critical threats; Obj.2 – shows control failure

	
	Hybrid Misalignment
	Policy–practice gap
	Global organisations lacked remote-work governance structures, leading to unclear cyber responsibilities.
	Esteve-Gonzalez et al. (2023)
	Obj.2 – cyber measures ineffective due to unclear governance

	Theme 2: Human Factors, Remote Work & Digital Trust
	Surveillance Impact
	Trust erosion
	High-intensity monitoring in remote work damaged morale and reduced reporting of anomalies.
	Masoodi et al. (2021)
	Obj.2 – cyber behaviours weaken under mistrust; gaps in effectiveness

	
	Positive Engagement
	Leadership transparency
	Trust-based leadership increased cyber-hygiene behaviours and reduced risky actions.
	Vasquez & Gonzalez (2022)
	Obj.2 – effectiveness of human-centric measures

	
	Workforce Stress
	Burnout & awareness decline
	Remote cyber teams became fatigued, reducing detection ability and coordination.
	Burrell (2020)
	Obj.2 – human limitations undermine technical measures

	
	Poor Cyber Practices
	Insecure shortcuts
	Home workers reused passwords & bypassed policies due to communication gaps.
	Bispham et al. (2021)
	Obj.1 – identifies human-originating threat vectors

	
	Corporate Case Link
	Hybrid autonomy vs oversight
	Uber shifted from flexible autonomy (2024) to visibility-based control (2025).
	Uber 2024; Elias 2025
	Obj.2 – shows fluctuating effectiveness of organisational controls

	Theme 3: AI-Based Detection, Zero Trust & Technological Defences
	AI Efficacy
	Behaviour analytics
	AI-enhanced detection reached 90%+ accuracy in controlled settings.
	Moldovan & Riurean (2022)
	Obj.2 – evaluates technological control effectiveness

	
	Innovation Debt
	Rapid digitalisation risks
	Fast digital transformation created API vulnerabilities, cloud exposure & automation risks.
	Olayinka (2025)
	Obj.1 – emerging threats; Obj.3 – governance failing to keep pace

	
	Zero Trust Challenges
	Identity sprawl, legacy conflict
	ZTA reduces lateral movement but requires maturity, continuous monitoring & integration resources.
	Sarkar et al. (2022); Teerakanok et al. (2021)
	Obj.3 – evaluates ZTA as risk-management framework

	
	Uber ZTA Failure
	MFA bypass & credential theft
	Uber’s attacker bypassed MFA, weaponised embedded credentials, escalated access across AWS, Slack & admin systems.
	Cloud Security Alliance (2023)
	Obj.1 – direct Uber threats; Obj.2 – effectiveness gap; Obj.3 – ZTA not fully implemented

	Theme 4: Workforce Vulnerability & Knowledge Management
	Skill Deficits
	Lack of cyber-hygiene training
	Global hybrid workers lacked training on secure remote practices, increasing phishing and configuration errors.
	Esteve-Gonzalez et al. (2023)
	Obj.2 – effectiveness undermined by low workforce capability

	
	Developing Economy Risk
	Poor home-network security
	India’s remote workers faced higher exposure due to weak network setups & low awareness.
	Gowda & Gowda (2023)
	Obj.1 – identifies threat patterns; Obj.3 – need for risk frameworks

	
	Psychological Load
	Burnout reduces detection
	Remote cyber teams’ fatigue lowered situational awareness and detection speed.
	Burrell (2020)
	Obj.2 – behavioural limitations in cyber response

	
	Improvised Insecurity
	Unsecure work-arounds
	Weak support systems made workers adopt risky shortcuts (duplicate passwords, personal devices).
	Malik & Khan (2020)
	Obj.1 & Obj.2 – human-origin threats and control ineffectiveness

	Theme 5: Policy, Regulation & Organisational Adaptation
	Regulatory Stimuli
	State-driven reform
	Audits, sanctions & strict compliance reshaped DiDi’s cybersecurity governance.
	Liu et al. (2023)
	Obj.3 – regulatory risk frameworks

	
	Policy Gaps
	Innovation > regulation
	Rapid digital market evolution outpaced cyber governance, creating systemic exposure.
	Olayinka (2025)
	Obj.1 – new threat vectors; Obj.3 – regulatory insufficiency

	
	Governance Failure Case
	Lack of board oversight
	Uber’s 2016 breach attributed to board-level failures, poor reporting channels & no escalation planning.
	Westby (2022)
	Obj.1 – Uber threats; Obj.3 – governance breakdown

	
	Hybrid Policy Shifts
	Oversight regression at Uber
	Uber reverted from flexible hybrid to mandatory office days, reflecting managerial concern over control.
	Uber 2024; Elias 2025
	Obj.2 – measure effectiveness and behavioural impact

	
	Legal Inconsistency
	Cross-jurisdictional gaps
	Inconsistent legal governance left hybrid organisations unprotected across borders.
	Rakha (2023)
	Obj.3 – limitations of frameworks for remote-work security


[bookmark: _Toc214536593]Thematic map:

Fig: Thematic map
(Source: self-developed)
[bookmark: _Toc214536594]Theme 1: Preparedness and Management in Hybrid Cybersecurity Spaces.
In the evidence base, one prevailing trend is structural preparedness and quality of governance that is the basis of cybersecurity resilience. Droppa and Haraka (2020) revealed that the civil-military digital infrastructure in Slovakia was not managed in a coordinated way, uncoherent training, incomplete oversight, and an inability to communicate with another agency on the operational level. These institutional frailties developed the defensive posture approach instead of the general preparedness, meaning that the gaps in capabilities were more of an organisational in-cohesiveness than a lack of technology (Droppa and Haraka, 2020).
Comparatively, Liu et al. (2023) indicated that post-regulatory restructuring in China by DiDi did entail forceful compliance practises like data localisation, augmentation of audit cycles and encryptions in response to state sanctions, showing how succinct external regulation can force internal reorganisation (Liu et al. 2023). The difference tells itself: in Slovakia deform governmental structures enabled voluntary compliance, whereas in China, the enforcement pipes were inflexible, as a result of the state-directed approach.
This is similar to results found in bigger corporates. In the governance report, Uber has verified that the company has established a board-looking risk committees, internal cybersecurity audits, and enterprise-wide training to respond to the changing level of regulations (Uber Technologies Inc. 2025). However, the Cloud Security Alliance analysis has shown that there are systemic problems with governance that led to the 2022 Uber breach, such as embedded credentials and lack of monitoring of privileged access (Cloud Security Alliance 2023). The inconsistency between the strategic rules and day-to-day behaviour is repeated in the studies. This misalignment is maximised by the nature of hybrid environments since dispersed teams are governed by uneven policy compliance. Esteve-Gonzalez et al. (2023) also discovered that global organisations do not have comparable organisational readiness, as many companies had no clear governance controls that were set to address a home-based workforce (Esteve-Gonzalez et al. 2023).
Altogether, this evidence confirms that neither an advanced level of technology nor the strictness of regulations alone can ensure hybrid infrastructures; instead, the maturity is secured by long-term commitment of the leaders to the implementation of the behavioural regulations and the coordination of various departments (Droppa and Harakaľ 2020; Liu et al. 2023).
[bookmark: _Toc214536595]Theme 2: Remote Work, Human Factors and Digital Trust.
The most consistent weakness in the hybrid systems was human behaviour. Masoodi et al. (2021) have shown that remote-work surveillance with high intensity lowers trust and morale and people become more resistant to security policies and their psychological safety is worsened (Masoodi et al. 2021). Working in a surveillance-intensive climate instilled complacency burnout, reducing the desire of the workers to report anomalies. The opposite effect was found by Vasquez and Gonzalez (2022): open communication and participatory leadership led to higher cyber-hygiene activity, decreasing risky behaviour (Vasquez & Gonzalez 2022). According to their results, behavioural anchors of cybersecurity resilience are trust, autonomy, and clarity.
There is more evidence that supports this dynamic. Burrell (2020) found a report of burnout, team fragmentation and worsening situational awareness in the remote cybersecurity teams during the COVID-19 shift, which was associated with heavy workload, ineffective communication lines, and undermining incident response (Burrell 2020). Bispham et al. (2021) also discovered that home-based workers tended to create improvised low-security solutions, like using the same passwords, since the communication channels in the organisation were not transparent (Bispham et al. 2021). These areas of weakness are in line with trends observed in the evolution of Uber employees. In 2024, Uber adopted the hybrid approach with the focus on autonomy and employee welfare to facilitate productivity, but the mandate to go to offices three days a week in 2025 demonstrated a managerial switch towards visibility-based control (Uber Technologies Inc. 2024; Elias 2025). This surveillance followed the surveillance dilemma mentioned by Masoodi et al. (2021).
This is how the literature leads up to a key point: trust and a sense of psychological security are not mere soft factors, as they define whether remote and hybrid workers will or will not adhere to cybersecurity policies (Masoodi et al. 2021; Vasquez and Gonzalez 2022).
[bookmark: _Toc214536596]Theme 3: AI-Based Detection and Zero Trust in Technological Defences.
The technological protection plays a critical role but gets limited due to organisational capability and behaviour gaps. Moldovan and Riurean (2022) reported high detection rates (above 90) of AI-enhanced behavioural malware analytics during a controlled experiment (Moldovan & Riurean 2022). Their controlled model was promising, but unstructured human behaviour was not a part of it, which cast doubt on its translation to live enterprise networks. Olayinka (2025) contended that digital transformation enhances the rate of vulnerability; because fast cloud, automation, and API adoption generates innovation debt that exceeds risk assessment (Olayinka 2025). Their study revealed that a large number of organisations implement superior technologies without ensuring governance, and this increases attack surfaces.
Research of Zero Trust Architecture (ZTA) intensifies this complication. According to Sarkar et al. (2022), zero-trust networks can minimise the movement on a lateral basis but need a high level of implementation maturity, cross-team coordination, and continuous monitoring (Sarkar et al. 2022). Teerakanok et al. (2021) found such issues as identity sprawl, integration with legacy systems, and high administrative overhead in the use of enterprise ZTA (Teerakanok et al. 2021). The breach of Uber gives modern-day data to support these flaws. Hackers bypassed MFA, got access to privileged credentials baked in scripts and increased access to various internal systems, demonstrating that ZTA principles were not completely operationalised (Cloud Security Alliance 2023).
These results demonstrate that there is a general structural issue: companies are investing in sophisticated detection without creating behavioural, governance and architectural coherence, which result in fragmented defences (Olayinka 2025; Moldovan and Riurean 2022).
[bookmark: _Toc214536597]Theme 4: Workforce Vulnerability and Knowledge Management, Human-Resource Capability.
The human ability is a determinant of the success of technological and operational protection. Burrell (2020) demonstrated that remote working cybersecurity teams had fatigue, low coordination, and situational awareness, which impaired threat detection (Burrell 2020). Gowda and Gowda (2023) discovered that the expansion of remote-work in India exposed the customers to more risks compared to what was considered normal considering the poorly configured home networks and lack of awareness, and suggested that organised training and multi-factor authentication are simple measures to mitigate security (Gowda and Gowda 2023).
These trends were backed up by further evidence in the form of surveys around the world. The study by Esteve-Gonzalez et al. (2023) has noted that a large number of employees had no appropriate training on cyber-hygiene in hybrid work, which increased the risk of falling prey to phishing and error in configuration (Esteve-Gonzalez et al. 2023). The same study conducted by Malik and Khan (2020) demonstrated that insecure shortcuts were commonly taken by remote workers in case of the lack of technical support (Malik and Khan 2020). Overall, this evidence shows that there is a regular trend, technological investment without increasing the workforce can bring only a certain level of resilience. The primary determinants of organisational cybersecurity performance are knowledge management, constant training and psychological well-being (Burrell 2020; Gowda and Gowda 2023).
[bookmark: _Toc214536598]Theme 5: Policy, Regulation and Organisational Adaptation.
The developing literature on cybersecurity defines it as an ecosystem of policy and not a technical field of study. Liu et al. (2023) depicted that compliance overhaul in DiDi started with government sanctions, which imposed obligatory audits and structural redesign on the companies, which transformed corporate governance to a large degree (Liu et al. 2023). On the other hand, Olayinka (2025) defined global private-sector conditions with an acceleration of innovation more than regulatory control resulting in the creation of gaps in API securities, supply-chain screening and third-party control (Olayinka 2025). This trend is reflected in the failures of corporate governance. Westby (2022) claimed that the past breach management in Uber reflected poor board-level supervision, absence of reporting systems and role separation between legal and security management (Westby 2022). These miscarriages were signs of a lack of structural governance maturity and not personal malpractices.
Organisational change is also shed more light by the policy of hybrid-work. The flexibility framework of 2024 created by Uber was supposed to increase autonomy and satisfaction and the transition to office-based monitoring in 2025 was more of a step backwards to control based on oversight (Uber Technologies Inc. 2024; Elias 2025). The inconsistency of the regulatory pressure, organisational culture and corporate governance introduces high cross-jurisdictional inconsistency, which is one of the weaknesses in the analysis of legal frameworks in remote-work settings conducted by Rakha (Rakha 2023).
[bookmark: _Toc214536599]4.4 DISCUSSION
It is shown in the synthesis of 20 academic papers, Uber internal documents and breach reports that the interaction between structural governance, human behaviour, and technological adaptation is complicated. One of the fundamental points is that cybersecurity endurance of a hybrid setup lacks a defined determinant. Rather, resilience comes as a result of alignment; alignment between policy, culture, workforce capability and technical architecture. Both Droppa and Harakaľ (2020) and Liu et al. (2023) showed that institutional readiness is determined by the model of governance. Compliance can be enforced centralised and leadership coherence is important in decentralised systems. But each of the two models is based on the dependency on the compliance of employees, which is supported by Masoodi et al. (2021), Vasquez and Gonzalez (2022), Burrell (2020), and Bispham et al. (2021).
Theoretical effectiveness of technological advancements, including AI-based detection systems, has low practical translation, unless organisations are coherent in risk governance, which is highlighted by Olayinka (2025), Moldovan and Riurean (2022), and the Cloud Security Alliance (2023).
These tensions are exacerbated by hybrid-work adaptation. This is reflected in Masoodi et al. (2021) research that reveals that distrust-based supervision sabotages compliance, which is embodied by the shift of autonomy (Uber 2024) to surveillance-closeness (Uber 2025). The misgovernment of Uber described by Westby (2022) also demonstrates how the weak control in the board of directors can transform technical weaknesses into reputational, legal, and operational disasters.
Most studies were either exploratory, qualitative or cross-sectional studies, which restricted generalisability. But multiplicity of results across geographies, industries, and approaches to results enhances the efficacy of the socio-technical interpretations.
A recurring theme is clear sustainable hybrid-work cybersecurity needs entailed governance schemes, workforce empowerment and rigorous disciplined digital transformation practises.
[bookmark: _Toc214536600]4.5 SUMMARY
In this chapter, 20 scholarly articles and the current evidence of corporations were synthesised in a critical manner in order to explore cybersecurity in remote and hybrid organisational conditions. There were five interrelated themes that consisted of governance readiness, human-trust dynamics, technological defence maturity, workforce capability, and policy variation.
The results indicated that fragmented resilience is obtained when technological investment is made without behavioural and governance congruence. Organisational culture, communication, and leadership are the factors that make hybrid work more vulnerable in cases where cyber-secure behaviour is not endorsed. The practise of adopting hybrid policies and the history of breaches as in the case of Uber demonstrate the practical implications of the governance loopholes and lack of compliance with policies on the ground.
All in all, the concept of cybersecurity in hybrid environments becomes a social-technical ecosystem that needs to learn continuously, govern cross-functional, and harmonise the technologically innovative process with behavioural and policy frameworks. These understandings directly drive the suggestions in the following chapter.


[bookmark: _Toc214536601]CHAPTER 5: RECOMMENDATIONS, CONCLUSION AND LIMITATIONS
[bookmark: _Toc214536602]5.1 Introduction
The chapter is a summary of the knowledge gained during the analysis of the cybersecurity practises in a hybrid and remote work setting. Based on the evidence presented in the eight studies reviewed and using both the corporate information about Uber Technologies Inc. (2024) and Elias (2025), this chapter outlines the actionable recommendations, summarises the conclusion, and critically considers the limitation of the study. The framework adheres to the outlines offered by Saunders et al. (2019) and Bryman and Bell (2015), and all the elements prove their clarity, practical use, and academic relevance. As highlighted in the discussion, technological innovation alone cannot ensure the safety of cybersecurity in a hybrid workplace, but also requires human-centred governance, trust-based interaction, and long-term policy implementation.
[bookmark: _Toc214536603]5.2 Recommendations
Based on the research conducted, the following recommendations can be provided. These recommendations are evidence-based and offer practical solutions to the evidence reviewed. These are designed in three levels i. e. organisational, technological and policy-oriented to ensure holistic application. The support of each of the recommendations is attached to the empirical knowledge of the chosen sources.
[bookmark: _Toc214536604]5.2.1 Recommendations at the Organisational-Level.
The following recommendations can be provided at the organisational level from the research. 
1. Incorporate organisational culture on cybersecurity awareness.
Research in various settings shows that awareness and behavioural training is the least strong point in hybrid cybersecurity. Gowda and Gowda (2023) were able to show that the effect of organised awareness programmes was a significant decrease in user negligence in a remote environment. On the same note, Burrell (2020) determined that the morale and consistency of communication in a team enhanced cyber resilience. Thus, recurring awareness training sessions and behavioural audits should be institutionalised in organisations to uphold a long-term vigilance (Gowda & Gowda, 2023).
2. Stability monitoring and trusting employees.
Over-observation in remote working compromises psychological safety which reduces cooperation and compliance. According to Masoodi et al. (2021), excessive surveillance leads to resistance and mistrust. Open communication systems as emphasised by Vasquez and Gonzalez (2022) foster shared responsibility and enhance compliance with cybersecurity measures. The introduction of hybrid models by the companies should consequently be followed by proportional monitoring the use of data-based measurements instead of the intrusive monitoring (Masoodi et al., 2021).
3. Acquire the skills of hybrid-team management.
Efficient cybersecurity administration needs a knowledgeable leadership that is able to encourage communication among dispersed teams. Burrell (2020) reported the leadership inconsistency as one of the primary contributors to the decreased performance in telework. As a hybrid model, leaders ought to be provided with specialised training in digital collaboration, ethical supervision, and understanding management to maintain stability (Burrell, 2020).
4. Embrace fluid hybrid models that maintain autonomy.
The research suggested that hybrid policy direction of Uber is a warning on the issue of overcorrection. The transition of the company to the flexibility to the mandatory in-office working arrangement, despite its intention to reestablish a sense of cohesiveness, threatened to destroy the trust in digital (Elias, 2025). The sustainable hybrid concepts must be autonomous, but with accountability that is not enforced based on presence but performance (Uber Technologies Inc., 2024).
[bookmark: _Toc214536605]5.2.2 Technological Recommendations
The following recommendations can be provided at the technical level from the research. 
1. Introduce machine-powered threat identification that is controlled by humans.
Moldovan and Riurean (2022) proved that behavioural-analytics models were highly detected in hybrid infrastructures. Nevertheless, human assessment should not be automated. To avoid misuse and provide a contextual accuracy, the cybersecurity teams are recommended to integrate AI-driven analytics with expert examination (Moldovan and Riurean, 2022).
2. Embrace risk-based digital transformation planning.
Olayinka (2025) discovered that the security integration is frequently slowed down by rapid innovation, which results in what was labelled as innovation debt. Companies are supposed to incorporate cybersecurity risk evaluation in all levels of digital growth. The risk evaluation must be documented in the change-management frameworks prior to the implementation of new systems (Olayinka, 2025).
3. Provide redundancy and resiliency by ensuring continuous system testing.
Droppa and Harakaľ (2020) found that the readiness testing was not consistent in the institutions of Slovakia, which resulted in piecemeal response capacity. The system audits, penetration tests, and redundancy cheques should be conducted regularly to avoid similar vulnerabilities (Droppa & Harakaľ, 2020).
[bookmark: _Toc214536606]5.2.3 Policy and Governance Recommendations
The following recommendations can be provided in terms of policy and governance from the research. 
1. Audit compliance on mandates and impose regulatory harmonisation.
Liu et al. (2023) have shown that enforcement of regulations resulted in DiDi adopting end-to-end encryption and compliance practises. Such models should be followed by governments, and compliance audits should be imposed on the industries to have standardised data protection (Liu, Li and Yang, 2023).
2. Develop global cyber ethics standards in hybrid work.
Ethical dilemmas of surveillance at the workplace require international advice. An internationally approved set of ethics, including the extent of remote surveillance, the protection of employee data, and digital mental health, would encourage the moderate approach to execution in different countries (Masoodi et al., 2021).
3. Foster multi-stakeholder workforce upskilling
The coordination of programmes between governments, educational institutions, and companies can help to standardise the cybersecurity certifications and make them accessible to remote experts (Burrell, 2020; Gowda and Gowda, 2023).
[bookmark: _Toc214536607]5.3 Conclusion
The findings of this study suggest that cybersecurity within hybrid and remote workstations is a socio-technical phenomenon, which must create a balance between governance, human trust, and technology defences. The synthesis of the results on the eight reviewed studies demonstrated five major insights:
Cybersecurity readiness is institutionally uneven.
Droppa and Harakaľ (2020) described that fragmented governance leads to lower preparedness, and Liu et al. (2023) showed that regulating compulsion increases accountability. This implies that strong systems need institutional independence as well as state regulation.
The critical variable of cybersecurity performance is human behaviour.
The factors that have direct impact on compliance are trust, communication, and ethical monitoring. The findings of Vasquez and Gonzalez (2022) and Masoodi et al. (2021) support the view that in the absence of trust, the elements of technical protocols are not defensive, but act as a performance.
The sophistication in technology should be in line with the adaptive governance.
The effectiveness of AI-based defences such as those suggested by Moldovan and Riurean (2022) is effective when it is combined with strategic integration and ethical oversight. Olayinka (2025) also emphasised the risk associated with innovation being ahead of control, which confirms the necessity of co-ordinated development of security.
Long term resilience is based on leadership and workforce development.
The works of Burrell (2020) and Gowda and Gowda (2023) jointly concluded that employee engagement and awareness play a critical role in eliminating the weaknesses in remote work. Technical and behavioural differences can be united with leadership based on the importance of learning, flexibility, and empathy.
Breadth of governance tensions is manifested in corporate policy.
The moving nature of the Uber hybrid policy of flexibility (2024) towards mandatory attendance in the office (2025) reflects the organisational uncertainty in the world. Returning to physical oversight restores managerial control but can easily put at risk the collaborative trust needed in cybersecurity compliance (Elias, 2025; Uber Technologies Inc., 2024).
The synthesis of these results proves that cybersecurity is not limited to the IT departments anymore as it is a human-driven strategic enterprise. Further development depends on the ability to harmonise the opposing demands of surveillance and freedom, and innovation and conservatism, regulation and adaptability. The value of this research is in the expression of the idea that cybersecurity resilience preconditions the consistent dialogue between technological capacity, the consistency of policy, and the ethical responsibility.
[bookmark: _Toc214536608]5.4 Research Limitations
Reflexivity on shortcomings shows that the study knows its limitations and not its weaknesses as it is perceived to do by Saunders et al. (2019) and Bell and Waters (2018). Three main types of limitation (methodological, theoretical, and practical) were singled out.
[bookmark: _Toc214536609]5.4.1 Methodological Limitations
This research focused on gathering and analysing relevant secondary data related to the topic, instead of gathering primary information. Although this method was able to support the thematic area exhaustively, it also resulted in limiting causal validation. Numerous studies reviewed such as Masoodi et al. (2021) and Vasquez and Gonzalez (2022) utilised qualitative or cross-sectional study designs. Such designs get snapshots and perceptions of organisations but they are not longitudinal. As a result, results on trust, leadership, and behavioural change cannot support time persistence. In addition, the sample was localised (scarcity of African and Middle Eastern data), which limited the extrapolation of findings to other settings.
[bookmark: _Toc214536610]5.4.2 Theoretical Limitations
Thematic synthesis was applied inductively to analyse without any reference to a single master theory of cybersecurity governance. This flexibility permitted more rich comparison, but less uniformity of theory. As shown by Droppa and Harakaľ (2020) and Olayinka (2025), the concepts of cybersecurity preparedness and digital transformation are multi-level phenomena, and these are technological, sociological, and economic. It may not be well described using a single theoretical model. Future studies can use hybrid models, including both socio-technical systems theory and organisation behaviour frameworks, to describe relationships among policy, human factors, and digital infrastructure.
[bookmark: _Toc214536611]5.4.3 Practical Limitations
The secondary data also has limitations in practise. The number of the reviewed sources precludes the use of precision in cross-comparison due to the differences in the publication dates, contexts, and reliability of data. As an example, the data provided by Burrell (2020) might not be the post-pandemic hybrid stabilisation, and Uber has changed its 2025 policy, which indicates that the reality can change very fast. Also, the corporate knowledge like the hybrid model (Uber Technologies Inc., 2024) and workplace shift (Elias, 2025) is a particular organisational culture, and not a general pattern.
Moreover, the scope of the current study did not permit a close-up quantitative analysing of risk and the application of the technical performance metrics. Consequently, the recommendations are policy based and behaviour oriented as opposed to being empirically predictive.
[bookmark: _Toc214536612]5.5 Future Research Direction
These limitations can be identified to give a basis in the development of research. Future studies should:
Carry out longitudinal studies to monitor behavioural change following transitions to hybrid policies on cybersecurity culture to sustain.
Use mixed methods, including quantitative data of performance and qualitative interviews to analyse the causal relationships between awareness and engagement and the reduction of threats.
Increase the geographic coverage to determine the impact of socio-economic variables on cybersecurity preparedness to hybrid-work among various economies.
Test the idea of regulatory harmonisation by comparing efficiency in compliance in a state based (as in China) and decentralised system (as in Europe).
Research corporate case studies e.g. Uber to determine the impact of leadership communication on compliance and morale when reversing policies.
These extensions would enhance the generalisability and bridge the gap between human governance and technological innovation on cybersecurity.
[bookmark: _Toc214536613]5.6 Summary
In this chapter, actionable recommendations have been critically synthesised, a broad conclusion has been made, and a reflective research limitation assessment has been done. Using the research conducted in Slovakia, China, Romania, Canada, India, and the United States along with the corporate level of Uber, the evidence as a whole emphasises the fact that hybrid-work cybersecurity needs to be balanced between technological vigilance, trust in the organisation, and integrity of the regulations.
The recommendations include active management, moral surveillance, AI-powered alerting, and institutionalised policy frameworks to protect hybrid infrastructures. The conclusion reiterated the fact that cybersecurity is an enterprise that remains human-centred and relies on trust, education, and dynamic regulation. Methodological scope and contextual range limitations were recognised and future research was given clear guidelines on how future research can be more integrated, more empirical and cross-national.
Finally, such synthesis supports the fact that the control is not the only way of ensuring cybersecurity resilience in hybrid workplaces; collaboration, competence, and life-long learning are also the tools that maintain it (Liu, Li and Yang, 2023; Masoodi et al., 2021; Burrell, 2020).
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 CYBERSECURITY RISK MANAGEMENT IN HYBRID WORK ENVIRONMENTS



THEME 1: Preparedness & Governance in Hybrid Cybersecurity Spaces
• Fragmented oversight & weak coordination (Droppa & Harakaľ, 2020)
• Regulatory-driven compliance reform – DiDi case (Liu et al., 2023)
• Board-level governance maturity & gaps (Uber Governance Report, 2025)
• Privileged access mismanagement & embedded credentials (CSA, 2023)
• Global governance misalignment in hybrid work (Esteve-Gonzalez et al., 2023)


THEME 2: Human Factors, Remote Work & Digital Trust
• Surveillance → morale decline, trust erosion (Masoodi et al., 2021)
• Transparent leadership → higher cyber engagement (Vasquez & Gonzalez, 2022)
• Burnout & reduced situational awareness (Burrell, 2020)
• Poor home cyber-practices & shortcuts (Bispham et al., 2021)
• Uber's shift from autonomy (2024) → oversight (2025) (Uber; Elias 2025)


THEME 3: AI-Based Detection, Zero Trust & Technological Defences
• AI-enhanced behavioural malware detection (Moldovan & Riurean, 2022)
• Innovation debt: rapid digitalisation → expanded attack surface (Olayinka, 2025)
• Zero Trust limitations: identity sprawl, legacy friction (Sarkar et al., 2022)
• Architectural & MFA failures in Uber breach (CSA, 2023)


Objective Links: 
Obj.1 – Identify threats 
Obj.2 – Assess effectiveness of controls 
Obj.3 – Evaluate role of risk frameworks 


►Objective Links: 
Obj.1 – Identify human-factor threat vectors 
Obj.2 – Evaluate existing measures 
Obj.4 – Improve risk management practices 


Objective Links: 
Obj.1 – Identify technological threat vectors 
Obj.2 – Evaluate cybersecurity measure effectiveness 
Obj.3 – Examine framework-based mitigation strategies 


THEME 4: Workforce Vulnerability & Knowledge Management
• Lack of cyber-hygiene training globally (Esteve-Gonzalez et al., 2023)
• Increased vulnerability in developing economies (Gowda & Gowda, 2023)
• Psychological load → slower detection (Burrell, 2020)
• Improvised insecure behaviours (Malik & Khan, 2020)


THEME 5: Policy, Regulation & Organisational Adaptation
State-level sanctions driving reform (Liu et al., 2023)
• Regulation lagging behind innovation (Olayinka, 2025)
• Governance breakdown in Uber’s breach (Westby, 2022)
• Hybrid-policy shifts reflecting organisational risk perception (Uber; Elias 2025)
• Cross-jurisdictional policy inconsistency (Rakha, 2023)


Objective Links: 
Obj.2 – Assess effectiveness of remote-work security 
Obj.4 – Propose workforce-focused risk improvements 


Objective Links: 
Obj.1 – Identify regulatory exposures 
Obj.3 – Examine risk-management frameworks 
Obj.4 – Propose governance-aligned improvements 
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