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[bookmark: _Toc505008412]Abstract
Routing means selection of path, but in network world, it is a concept to select a best path form source to destination for packets delivery. A specific device is assigned to perform routing is called Router, Operating on layer-3(network layer) of OSI reference model. We know that internet is the collection of networks and networks are the collections of routers. Routing is one of the important techniques used on internet to send a message from one router to another router and eventually reached the target by following a best path i.e. the router play an intermediate role between the computers. In order to aid the routers to make routing decision quicker and hence send the traffic faster. Routing protocols are used to select the best path between the source and destination using some algorithm i.e. enable the network to adjust it condition dynamically. There are many routing protocols including RIP, EIGRP, IGRP, IS-IS, BGP, MPLS, each routing protocol has own criteria to select the best path and display it in its routing table, One of the most important factors to consider is choosing the appropriate routing protocol.
EIGRP stands for enhanced interior gate way routing protocol, and also called advanced distance victor routing protocol. EIGRP also called hybrid protocol, because EIGRP is the combination of good qualities of distance vector and link state protocol while OSPF stands for open shortest path first, a link state protocol using different area concept so that o minimize the complexity of a network and enhanced the router performance. As a result, this project aims is to compare the performance of two dynamic routing protocols, which are OSPF and EIGRP. In this project we will compare these two protocols using Voice traffic with the help of simulation OPNET Modeler that which routing protocol performs better in small and large networks with voice traffic. We will investigate by collecting graphs and recording time it took the protocols to do certain tasks, such as convergence, Jitter, End to end delay, throughputs
Key Words: OSPF, EIGRP, Opnet Modeler, Jitter, convergence, Voice Traffic, TCP, UDP Throughputs, End to end delay, Voice Traffic, Traffic data,
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[bookmark: _Toc505008414]Chapter 1:  Introductions
[bookmark: _Toc505008415]1.    Introduction
Data traffic on computer networks is growing fast with new variety of traffic, as video and voice are sent over the networks that were originally designed to carry data only. In order to keep up with the ever growing network traffic, more powerful network devices, such as routers, switches and cables with higher bandwidth are developed constantly and these are replaced with the out-dated network devices[1].
Furthermore, just changing the hardware is not enough to ensure that the networks are at their optimal performance. Traffic between networks is normally guided by routers, which are network devices that send network traffic between different networks. These routers must somehow know which network traffic received is destined for. The information routers use to make routing decisions can either be provided to them by network administrators or the routers can learn it themselves by using routing protocols. Among other things such as using quality of service to optimizing network performance, choosing an appropriate routing protocol is absolutely essential as this will increase speed of data delivery in the network and reduce traffic on the network at the same time[1]. 
This project investigates which of the two most popular interior routing protocols, OSPF and EIGRP performs better in both small and large networks. The routing protocols are simulated using OPNET Modular and voice has been used in order to model traffic in the networks. The project starts with this chapter followed by chapter 1, which outlines the main objectives and aims of this project. Chapter 2 focuses on routing, why routing is important and introduces different types of routing protocols. Chapter 3 is all about EIGRP as it starts with basic knowledge of EIGRP and then leads into advanced topics. Chapter 4 is exclusively about OSPF and almost everything that needs to be known about it is contained in this chapter, followed by chapter 5, which explains the design of the networks in this project. The implementation of the project and the performance analysis of the routing protocols is covered in chapter 6 and it is where all the graphs obtained from the simulation are explained[3].


[bookmark: _Toc505008416]1.2    Aims and Objectives
The goal of this project is to compare and analyses the performance of two IP routing protocols through simulation. These protocols are Enhanced Interior Gateway Routing Protocol (EIGRP), which is Cisco proprietary and Open Shortest Path First (OSPF), an open standard protocol developed by the EITF. Firstly, Performance analysis while observing the superiority of EIGRP over OSPF on simulation has been done in the past.  However, there is no apparent approach of doing the performance analysis while comparing the two protocols instead of preferring EIGRP over OSPF [3]. Also, the architectural design of each routing protocol is simulated and analysed, which leads to simulating multi-area networks for OSPF and autonomous systems for EIGRP. This is where this project comes in, as the performance of each routing protocol is analysed equally as both routing protocols are simulated and analysed in both small and large networks that are identical, then the results ultimately decide which routing protocol performs better[2].
Secondly, the results from the performance analysis of the routing protocols are intended to help organizations make decisions about which routing protocol would be suitable for their networks [1].
Finally, during the research of the project, extensive knowledge about routing protocols was gained. Simulating the routing protocols will require knowledge and skills for various simulation applications, particularly OPNET, which will be learned and developed during the simulation part of the project [3].
[bookmark: _Toc505008417]1.2.1Objective
Extensive reading about OSPF and EIGRP is done for the project so far, this provided in-depth knowledge of the routing protocols and will aid in writing the final report of the project. The research also made the decision of which simulation software to use, how to use it and finding out about its background technologies a lot easier [5].
[bookmark: _Toc505008418]1.3Research
 Extensive reading about OSPF and EIGRP is done for the project so far, this provided in-depth knowledge of the routing protocols and will aid in writing the final report of the project. The research also made the decision of which simulation software to use, how to use it and finding out about its background technologies a lot easier. The main three books used during the research are the listed below [4].
1 CCNA study guide(ISBN:0782143911)
2 Cisco CCIE Routing(ISBN:9781587052026)
3       IP Routing Primer plus (ISBN:75206332109)
Other books and websites used for the research are listed on the final report’s referencing list.
[bookmark: _Toc505008419]1.4 Simulation
Using OPNET Modeler, each routing protocol will be simulated in both large and small IP networks. Two similar small networks and two large networks will be simulated in Opnet Modeler. Then one small and one large network will be setup with EIGRP and vice versa will be done with OSPF. The type of traffic that will be used during the simulation will be voice [8].
[bookmark: _Toc505008420]1.5      Parameters and justification
The analysis will be based on the following parameters, which will be set on each scenario created for the two different routing protocols. Why each parameter is used is also justified.
[bookmark: _Toc505008421]1.5.1 Network Architecture
Using OPNET, OSPF will be designed in multi-Areas and will be analysed, to see how it performs in a Multi-area environment. However EIGRP uses Autonomous systems instead of Areas, Autonomous systems will be setup for EIGRP. This will be used to observe and decide which architecture is better on the designed networks [7]. 
[bookmark: _Toc505008422]1.5.2 Convergence and re-convergence time
Convergence happens when all the routers have exchanged the routing information they require from each other. Convergence is one of the most important factors, because the faster a network converges, the better, because the sooner it is done, the more bandwidth that will be available for data. Convergence will be analysed by simulating the start of the routing protocols and re-convergence will be analysed by simulating a link failure and then bring the link up. Convergence and re-convergence time is the time it takes all routing tables to reach a consistent state [10].
[bookmark: _Toc505008423]1.5.3	Jitter
Jitter is the variation in the time between packets arriving, caused by network congestion, timing drift, or route changes. Jitter has been chosen, because it is critical for voice data by sending voice data, which routing protocol provides better jitter rate will be analysed [9]
[bookmark: _Toc505008424]1.5.4	End to End delay
This is defined as the time a packet travels from source to destination and it will be analysed on the simulation on both of the different networks for the two protocols. This has been chosen, because it has a great effect on voice, as voice can be broken down [11].
[bookmark: _Toc505008425]1.5.5	Throughput
Network throughput refers to the average data rate of successful data or message delivery over a specific communications link. This is one of the factors that will be analysed in both protocols during simulation. It has been chosen, because this is the data actually received. 
[bookmark: _Toc505008426]1.5.6	 Traffic data
Voice traffic data will be used to test Jitter, End to End Delay and Throughput. Voice has been because delay and jitter in voices can breakdown voice conversations [12].  
[bookmark: _Toc505008427]1.6 Research methodology
In this research I will compare the performance of two dynamic routing protocols EIGRP and OSPF using voice traffic .The main purpose of the research is to check that which routing protocol is performing better in a small, and Large Network using voice traffic. I will explain in details the complete technical information about the OSPF and EIGRP. 
In the second step both the routing protocol is simulated using Opnet Modular .Bothe the routing protocols are simulated to a small network and check the result of  different parameters including using different graph and comparison tables  
(1) Convergence and re-convergence time
(2) Jitter
(3) End to End delay
(4) Throughput
(5) Traffic data
In third step the same protocols are simulated on a large network using Opnet modular and Measure different parameters includes  
(1) Convergence and re-convergence time
(2) Jitter
(3) End to End delay
(4) Throughput
(5) Traffic data
The major goals of this project have been achieved, which were comparing the performance of OSPF and EIGRP in terms of convergence, throughput, jitter and end to end delay of voice packets. The preferred simulation software to be used was Opnet Modeler and that also has been a success as all the required graphs were collected for all the scenarios created. In terms of report, the major topics of the two routing protocols have been covered and a lot of emphasis was put into the advanced features of these routing protocols. 
[bookmark: _Toc505008428]1.7 Literature review
In paper [1], the author compares EIGRP/IS-IS and OSPF/IS-IS. In this paper both the link state and advance distance vector routing protocol are compared to each other in a network .The comparison result is done on the basis of simulation OPNET. The comparison is done on using different parameters including robustness, convergence time, throughputs and response time. But this paper fails to address the performance review in a large network and soft small network .Also this paper fail to address End to end delay, Jitter and traffic data
In paper [2], the author focused to compare the distance vector r routing protocols RIP (Routing information protocol), Advance routing protocol EIGRP (Enhance distance vector routing protocol) and Link state protocol OSPF ( Open shortest Path First).The author compare these protocol in a network using different parameters including convergence time  ,end to end to delay using OPNET modular. But author fail to test the performance of these protocols in a large network with different parameters i.e. End to end delay, Jitter, and protocol data.
In paper [3], the author gave an idea about the performance of OSPF and EIGRP Using video streaming over next generation network. The paper the author measure the performance of EIGRP and OSPF using QOS permeates including Throughputs, packet Loss, convergence time, End to end delay. The main source of measuring the network data is video conferencing application using single network. But this author fail to address to compare the routing protocols performance in ,multiple networks using different parameter including end to end delay, traffic data ,throughputs, etc. in both the network.
In this paper [4], the author explains about the performance of EIGRP and OSPF .He performed the performance comparison between these protocols (as one is link state and other is advance distance vector routing protocol. The authors configured EIGRP in a network and measure its performance using different premasters including convergence time, Jitter, End-to-End Delay through puts and Packet loss. The author the configure the OSPF on the same network and topology and measure the performance of OSPF keeping the same parameters convergence time, Jitter, End-to-End Delay through puts and Packet loss. He founded that EIGRP performance is better than the OSPF. But the comparison is done in a single network using TCP traffic only and fails to address the performance result for UDP traffic.
In this paper [5],the author compared the two routing protocols EIGRP (Enhance Interior Gateway Routing Protocols),a distance vector routing protocol and OSPF (Open shortest Path first), a link state routing protocol using OPNET Modular. The simulate the EIGRP routing protocol on a network and perform different activities and measure the protocol performance Convergence  Time,  Jitter,  End-to-End  delay, Throughput. The author the simulate the OSPF a link state protocol on the same network and measure the same parameters .In this paper the author emphasize on the convergence time only and he found that EIGRP is performing batter then the OSPF . The Author fail to show any result for UDP base traffic and also failed to compare the two routing protocol on different network with different parameters. 
In this paper [6],the author compares the dynamic routing protocol in using different topology. He performed this compared using RIP ( Routing Information Protocol),EIGRP ( Enhanced Interior Routing protocol),OSPF ( Open Shortest Path First).using different performance parameter convergence and compare the two routing protocols in different topologies. But the author fails to compare the routing protocols using UDP base traffic in different topologies with different performance parameters.  
[bookmark: _Toc505008429]1.8	Related Work
There are  a lot of  work has been done similar to my project in the past on simulating OSPF and EIGRP, but these projects or papers are trying to find advantages of EIGRP had over OSPF and it was also running the two routing protocols in a single network. The project had 3 scenarios, one network with just OSPF, another with just EIGRP and one network with both routing protocols. However the simulation that is been done for this project is different in the sense that 4 networks are setup, 1 small and 1 large OSPF networks and 1 small and 1 large EIGRP networks. Then parameters and the routing protocols are changed on these networks to observe the performance of the networks. The large networks are used to analyse how OSPF performance in multi-area networks and also how EIGRP performs in large autonomous system. The small networks are used to analyse how each routing protocol performs in small networks. To conclude, this project is different as it analyses more advance network designs such as EIGRP in large Autonomous system and OSPF in multi-Area networks [13].  









[bookmark: _Toc276365970][bookmark: _Toc281569919][bookmark: _Toc505008430]Chapter: 2 Introductions to Routing
[bookmark: _Toc505008431]2     Routing
Routing in packet switched networks, is the process of delivering packets between hosts that are in deferent networks, or more precisely in different subnets. Routers or layer three switches normal route these packets, as these devices are on layer three of the OSI model and have the ability to make routing decisions based on the destination IP addresses. Bridging or layer 2 switching is not the same as routing, because these decisions are made by layer 2 devices and the MAC/hardware address is used instead of an IP address [14].
[bookmark: _Toc292206811][bookmark: _Toc505008432]2.1    Important routing
Without routing, packets cannot be delivered between different networks. This is because routers and layer 3 switches are used to create different networks and if a packet needs to be send to a different network, then it must go through a layer 3 device, such as a router, which will in turn route it to the correct network. Layer 3 devices have the ability to understanding logical addressing, which is IP addressing and this gives them the capability to route packets to different networks, as networks are normally distinguished by their network IP addresses [15].
[bookmark: _Toc292206812][bookmark: _Toc505008433]2.2    Distributed versus Centralized routing
In centralized routing, one router called Routing Control Centre (RCC) collects and distributes the routing information for part or the entire network. Although this relieves routing calculations from all of the other routers in the network, its disadvantages outweigh its advantages as a failure of the RCC stops all routing and links between RCC and other routers carry a lot of traffic [16].
In the other hand Distributed routing is quite the opposite, as each router is responsible of collecting, distributing routing information. Because each router can do its own route calculation, this method is more fault tolerant of route failure. Traffic is evenly distributed among the routers, rather than sending all information to one router and this will avoid certain links being very busy. Because of its advantages, distributed routing is used at present and all the routing protocols in this project are based on distributed routing [17].
[bookmark: _Toc292206813][bookmark: _Toc505008434]2.3    Types of routing
There are three types of routing, which are listed below. A combination of all three is normally found in networks. But the ultimate decision of which type to use is defined by the requirement of a certain network. This project is about dynamic routing.
[bookmark: _Toc292206814][bookmark: _Toc505008435]2.3.1Static routing
With static routing, the routing is done manually. This involves a person manually adding routes into the router’s routing table. With this method, there is no CPU overhead as there are no routes to calculate and less bandwidth usage, as no routes are advertised. The main disadvantage of this method is that it is not feasible in large networks, as it is laborious to add routes into every router. 
[bookmark: _Toc292206815][bookmark: _Toc505008436]2.3.2Default routing
This is a route manually added to a routing table and it is used to direct packets that do not match any other route on the routing table. It can only be used in a stub network and is normally used to connect to an ISP [16].
[bookmark: _Toc292206816][bookmark: _Toc505008437]2.3.2Dynamic routing
[bookmark: _Toc276365971][bookmark: _Toc281569920][bookmark: _Toc292206817]Dynamic routing occurs when routing protocols are used to find networks and update routing tables automatically without human intervention. This method is easier than static routing as any network topology change, such as addition or failure of a link is updated by the routing protocol. This method has CPU overhead as routes are calculated and more bandwidth is used as routes are advertised to other routers, which creates more traffic on the network links 2.7    Routing protocols
When a router receives a packet, it examines the destination IP address of the packet and in order to make a routing decision, it looks at a routing table. A routing table is a set of rules, often viewed in table format, which is used to determine where data packets travelling over an Internet Protocol (IP) network will be directed. A routing table normally contains interfaces of the router, their IP addresses, metrics and routes that packets can take to reach their destination. Routers automatically store directly connected networks on their routing table, however routers do not know about remote networks without the help of dynamic or static routing [18].
In static routing, the network administrator types in the routes by hand,  with dynamic routing, routers commutating with each other and exchanging route information by using dynamic routing protocols.  Thus Routing protocols define how routers communicate with each other and share routing information [18].
[bookmark: _Toc292206818][bookmark: _Toc505008438]2.8    Types of routing protocols
Routing protocols are classified into Border Gateway Protocols and Interior Gateway Protocols, BGP and IGP for short respectively. BGP is used to Interconnect Autonomous Systems and ISPs. Autonomous Systems or AS for short are collection of IP networks that are under a single administration. IGPs in the other hand are used within an AS, which is why they are called interior gateway protocols. IGPs are then sub classified into Link State, Advanced Distance vector and Distance Vector routing protocols, see Figure# 2.1 below[19]. [image: ]






Figure # 2.1

[bookmark: _Toc292206819]

[bookmark: _Toc505008439]2.9Common properties of Routing Protocols
All routing protocols have 4 common properties, which are path determination, metrics, convergence and load balancing. Each of these properties is explained below.
[bookmark: _Toc505008440]2.9.2   Path determination
Path determination is the process routing protocols follow in order to decide on which port of a router a packet should be directed to. This is done by examining the routing table and depending on the destination IP address of the packet, it is directed to the appropriate interface. The port the packet is outputted could either be its final destination or the next hope to the final destination. 
[bookmark: _Toc505008441]2.9.3   Metrics
A metric is a variable that is assigned to routes, so that the routing algorithm can decide which route is the best route to forward a packet. The lower the metric number is, the more preferable that route is. Although all routing protocols have metrics mechanism, different routing protocols have different ways of defining their metrics. For example RIP only uses hop count as a metric, which only counts the number of routers that must be traversed before the destination network is reached. The types of metrics that exist are listed below[19].
[bookmark: _Toc505008442]2.9.4   Bandwidth
With the bandwidth metric, the bandwidth of the links is used as factor for deciding which path a packet should be send through. With this metric, paths with higher bandwidths are chosen over those with lower bandwidths. For example, a path that has 1.44Mbps will always be chosen over a 56kbps path. This metric alone may not be enough, as the higher bandwidth paths may have more delay or load than the slower paths [19]. 
[bookmark: _Toc505008443]2.9.5   Hop count
As mentioned earlier, this metric counts the number of routers that must be traversed before the final destination network is reached.  As shown in Figure 3.2 below, if router C is sending a packet to Network X, then hop count to reach the destination network would be 2 hops by taking the CDISP route. If hop count is the only metric used, then the smaller number of hops, the better the route is. For example, the route through D is shorter than the other route through B, which has more hops. It is important to note that only using hop count as metric is not efficient, for example on Figure 2, the route to Network X from router C through router B is much faster than the route through D, as T1 links are much faster than 56k links. Hop mechanism will always pick the route through D, because it has lower hop count [18].[image: ]



Figure #2.2

[bookmark: _Toc505008444]2.9.6   Load
If load is used as a metric, utilisation of the links on the path to the destination is considered. This load usually occurs because of other traffic traversing through links. It is important to note that load can change, unlike the bandwidth and hop count metrics, as the amount of traffic on the links can increase or decrease at different times. Load is measured as the amount of traffic that passes through a link in a time frame of 5 seconds. It is updated every 5 minutes in order to avoid the network from being unstable and to reduce traffic on the links. A number between 1 and 255 is used to indicate the load on each link along the path and the higher this number is, the busier and less desirable that path is.  As shown below on Figure 3, there are two paths to network X, which are the upper path and the lower path as indicated by the dotted arrows.  In this case the lower path will be taken as it has fewer loads than the upper path and this is indicated by the lower path having links that all have the value of 1, while the links of the upper path all have value of 128. For each path, the worst load is selected in order to find the load of that path, for example, if one path has two links, 1 link that has 128 and other with 20, the 128 value will be chosen to calculate the total load of that path [17].[image: ]







Figure #2.3 

[bookmark: _Toc505008445]2.9.7   Delay
Delay is used to measure how long it takes a packet to traverse a path. The path with the lowest delay is preferred. The delay can be measured in many ways and not only the delay of the links may be considered, but the queuing delay and the router delay may also be used to calculate the delay. However it is normally measured in 10 microseconds (µs) and it is the accumulative value of all delays along the path to the destination. For example the total path delay of the upper path on Figure 3.4 below is (255+255+255) /10, it is divided by ten in order to have the values in 10 microseconds.  In this case the lower path would be used in the metric calculations because it has lower delay than the upper path [19].
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Figure # 2.4


[bookmark: _Toc505008446]2.9.8   Cost
This metric is configured by the network administrator in order to determine the best preferred path. It is normally used in OSPF, but it can also be used as a generic term to describe the route choices made by routing protocols. 
[bookmark: _Toc505008447]2.9.9   Reliability
Reliability metric is used to determine the likelihood that a link will fail. This can be measured as fixed or variable reliability. Fixed reliability is usually determined by the network administrator and the variable reliabilities are measure as the number of errors received from a link, for example, how many times a link has failed. The path with the highest reliability is preferred. It is usually measured as a percentage of 255 and the higher this number is,  the more reliable a path is, for example 255 is the most reliable, while 1 is the least reliable. Figure 3.5 shows that the upper path is the most reliable as its entire links have a value of 255, while the lower path has 200 as its most reliable load.  Normally the worst value of the reliability values is chosen for calculating the metric. For example, if one of the links of the upper path shown below has 200 and the other was 150, then the 150 would be chosen as the reliability of the whole path [20].
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Figure #2.5


[bookmark: _Toc505008448]2.9.10   Load Balancing
If a router has two routes in his routing table with to the same destination, then the router will choose the route having high ad value, if both the routes have the same Administrative value, then best route is selected on the basis of the metric the metrics. If the routes have the same AD and the same metric, then load balancing is used, which means both routes are used to send packets. Load balancing can be equal, unequal, per destination or per packet, where Pre destination means that the packets are distributed on the biases of their IP addresses. For example if there were two equal paths, then packets for destination 1 will be send over first path and packets for destination 2 will be send on the second path. With per packet load balancing, first packet is send for destination 1 on the first path and second packet is send over second path for destination [18].
[bookmark: _Toc505008449]2.9.11   Convergence
Convergence is a term used to describe when all routing tables across the network reach a state of consistency. Each router must inform its directly connected networks to other routers in the network, it must also be able to process the routing information it receives from other routers and pass on the routing information it receives to other routers. Finally it must be able to calculate the best route to each remote network. All of these procedures must be provided to the router by a routing protocol. Convergence time is the time it takes for all the routers in the network to converge and re-convergence time is the time taken for the routers to converge after a link or router failure [18].     
[bookmark: _Toc292206820][bookmark: _Toc505008450]2.9.12Distance Vector Routing Protocols
Distance vector routing protocols make routing decisions based up on the direction and distance of the destination network. The distance is normally measured by the number of hops traversed in order to reach the destination network. The vector indicates the direction to the destination network. Distance vector routing protocols exchange the whole routing table with their neighbours and each router that receives this information merges it with its own routing table in order to build a routing table. The routing in distance vector is called routing by rumour, because the routers believe the routing information from their neighbours are true without verifying these routes really exist.  Distance Vector protocols are IGRP, RIP and RIP2[19]. 
[bookmark: _Toc292206821][bookmark: _Toc505008451]2.2     Common properties of distance vector routing protocols
All distance vector routing protocols, except EIGRP broadcast their full routing tables. Brief description of how this works has been described below in small sections.  
Full routing table updates
As mentioned earlier traditional distance vector routing protocols send full routing tables every time there is routing update. Each router sends its full routing table to its neighbours and also receives full routing tables of its neighbours.    
[bookmark: _Toc505008452]2.2.1   Neighbour
Neighbours are routers that share a common communication link and a routing protocol.
The routers depend on their neighbours to pass on their routing information to other routers and also to provide them all routing information they require from other routers. 
[bookmark: _Toc505008453]2.2.2   Periodic updates
All traditional routing protocols send period routing updates, for example RIP sends an update every 30 seconds, while IGRP sends every 90 seconds. Other advanced routing protocols such as EIGRP and OSPF send updates only at the initial routing period or when a topology change occurs only. 
[bookmark: _Toc505008454]2.2.3   Broadcast updates
When a router with a traditional routing protocol starts up, it broadcasts its existence and this broadcast can reach all other network nodes that are connected to the network. 
[bookmark: _Toc505008455]2.2.4   Routing Algorithm
All distance vector routing protocols, with the exception of EIGRP use Bellman-Ford algorithm, which is applied to the routing tables received from neighbours in order to find the best path, which is then placed in the routing table. The problem with this algorithm is that it is susceptible to routing loops and it requires a number of loop avoidance mechanisms, such as split horizon and poison reverse [21].
[bookmark: _Toc292206822][bookmark: _Toc505008456]2.2.5   Hybrid routing
Advanced distance vector has characteristics of both distance vector and link state. EIGRP is an advanced distance vector routing protocol, as it exchanges complete routing protocols at convergence stage, which is a characteristic of distance vector. However once converged, there are no periodic updates of full routing tables, but instead hello packets are used as a keep alive mechanism and only topological changes are propagated. EIGRP will be discussed in depth on chapter 4 “EIGRP” [21].
[bookmark: _Toc292206823][bookmark: _Toc505008457]2.2.6   Link State Routing Protocols
Link State routing protocols make routing decisions based on the information received from neighbours, which provide information about the state of their links. Each router has a complete map of the network and makes routing decisions independently. This is achieved by each router advertising routing information to its neighbours, the routing information contains information about the router itself, its directly connected links and their state and any neighbours connected to those links. Each router that receives this routing information makes a copy of it and forwards it to its neighbours. Once the routers are converged, all routers in the network should have identical map of the network. Using Dijkstra algorithm each router calculates its own best paths to every destination.  It is important to note that Link state routing protocols do not exchange full routing protocols, instead the routers exchange the state of their own links to their neighbours. Examples of Link state routing protocols are OSPF, IS-IS, DNA Phase V and NLSP [21].
[bookmark: _Toc292206824][bookmark: _Toc505008458]2.3.	Common characteristics of Link State Routing Protocols
Link State routing protocols have first-hand routing information, unlike Distance vector routing protocols, which use routing by rumour. With Link State Routing protocols, each router first forms a relationship with its neighbours and then advertises information about itself, its links and any directly connected neighbours to its neighbours. Each router that receives this information makes a copy of it and then forwards it to its neighbours. How this works has been explained below in detail [21].
[bookmark: _Toc505008459]2.3.1Neighbours
With Link State protocols, each router forms a relationship with each of its neighbours before exchange any routing information .This is called adjacency or forming an adjacency. It is done by the routers forming a special packet called Hello packet, which contains certain parameters such as Router ID, address, Hello interval and dead interval and exchanging it with their neighbours. Once the routers exchange their initial Hello packets and form adjacency, the next step is to exchange routing information. This method is much better than the one used by Distance Vector, as no broadcasting is used here, thus there will be less flooding of unnecessary broadcasts. Hello Packets are also used as a keep alive mechanism, for example, if a router does not receive a Hello Packet from a neighbour within a specified time, then the link to that neighbour will be declared as unreachable and the adjacency will be broken [21].
[bookmark: _Toc505008460]2.3.2 Link State Flooding
After adjacency is formed, each router sends packets called Link State Advertisement (LSA) to all of its neighbours. The information contained in the LSA packets are, a list of the router’s links and for each link it defines the link, its state, metric cost from router’s interface to the link and any other neighbours connected to that link. Instead of sending the whole routing table, Link State Routing protocols only send LSA to their neighbours, which will save a lot of bandwidth and avoid sending unnecessary traffic on the network. Each router that receives a LSA copies it and then forwards it immediately.  
[bookmark: _Toc505008461]2.3.4Link State Database
When a router receives LSA packets, it copies and stores the LSA packets in its Link State database, this is a database that contains records of all the LSAs received by a router. It is also known as a topological Database.  The most important information that must be stored in the Link State Database are Router ID(RID), Network ID and cost of the link to the neighbour router[22]. 
[bookmark: _Toc505008462]2.3.4  Dijkstra algorithm
Once all the routers in the network have an identical Link State Database,  Dijkstra algorithm or  more commonly known as shortest path first algorithm (SPF algorithm) is applied to the Link State Database in order to find the shortest path to each network. The shortest path found is then placed in the routing table for every network that must be reached by a router. Finally, the router will consult the routing table to make routing decision.  The SPF algorithm is discussed in more depth on chapter 5 “OSPF” [23].		














[bookmark: _Toc292206825][bookmark: _Toc505008463]Chapter 3:  EIGRP (Enhanced Interior Gateway Routing Protocol)

[bookmark: _Toc292206826][bookmark: _Toc505008464]3    Overview of EIGRP
Before going into EIGRP, it is worth mentioning Interior Gateway Routing Protocol (IGRP). IGRP is a Cisco proprietary routing protocol, which was designed by Cisco in the middle of 1980s to overcome the limitations of RIP. IGRP has the below advantages of RIP.
[bookmark: _Toc505008465]3.1   Hop count
RIP cannot go beyond 15 hops, but IGRP increased this to 255 hops, which made it more suitable to large networks.
[bookmark: _Toc505008466]3.1.1Update timer
The periodic update time for IGRP is 90 seconds, while for RIP, it is 30 seconds. This will create less traffic on the network and avoid unnecessary traffic traversing the network, especially when there are no topology changes. 
[bookmark: _Toc505008467]3.1.2 Unequal Load balancing
IGRP provides unequal load balancing, which means it can load balance between links that do not have the same bandwidth. RIP and in fact all the other Interior Gateway protocols, with the exception of EIGRP, only have the capability of equal load balancing.
Although IGRP was an improvement to RIP, it still had;
1. periodic updates
2. only supported class-full addressing 
3. only supported IP
4. used the Bell-Ford algorithm(susceptible to routing loops)
Although the main reason EIGRP was developed was to make IGRP classless, the development of EIGRP led to many more features and improvement to IGRP which will be discussed in the subsequent sections. IGRP has been obsolete since Cisco IOS 12.2(13) T and 12.2 (R1S4) S.EIGRP is an improved version of IGRP and it has characteristics of both distance vector and Link state protocols. Although it is sometimes referred to as a hybrid routing protocol, it is officially classified as advanced distance vector by Cisco. For example EIGRP sends traditional distance vector updates with information about networks and cost of reaching those networks from the viewpoint of the router sending it and sends the entire routing table when it discovers a new neighbour. Both of those two features are from traditional distance vector routing protocols. However, after EIGRP network is converged, only the changes to the routing table are sent when a topology change happens and hello packets are used as keep alive mechanism, which are features from link state routing protocols. EIGRP uses DUAL algorithm to calculate the shortest path, has maximum hops of 255 and by default uses a composite metric of Bandwidth and Delay [23]. 
[bookmark: _Toc292206827][bookmark: _Toc505008468]3.1.3Protocol structure
The packet headers of the EIGRP and all of its fields have been described below.
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Figure #3.1 


1. Version: Used to describe the version of EIGRP, which is usually 2 and never changed since EIGRP was released.
2. Opcode: The opcode describes what type of EIGRP Packet this header carries. This opcode field can have the following numbers with their respective packets shown on the table in Table 4.2.
[bookmark: _Toc292206828][bookmark: _Toc505008469]3.1.4   Types of EIGRP packets
	Opcode
	Type

	1
	Update

	3
	Query

	4
	Reply

	5
	Hello

	6
	IPX SAP

	10
	SIA Query

	11
	SIA Reply





[bookmark: ch07table03]
Types of EIGRP packets

1. Checksum: The checksum is the normal IP mechanism for checking the integrity of the data in packet. It is normally calculated for the entire EIGRP packet, but not including IP header.
2. [bookmark: idd1e33910][bookmark: idd1e33919][bookmark: idd1e33923][bookmark: idd1e33932]Flags: There are only two flags available. The first bit from the right is the Init and when set to (0x00000001), indicates the forming of an adjacency. The second bit is for the Conditional receive bit and when it is set 0x00000002), it is used for 
3. Sequence:  The sequence is the 32-bit sequence number used by the RTP to ensure that orderly delivery of packets.
4. ACK: Acknowledgement is the 32-bit sequence number last received from the neighbour to which the packet is being sent. Autonomous System Number is the identification number of the EIGRP domain [24].
[bookmark: _Toc292206829][bookmark: _Toc505008470]3.2.5   Features
EIGRP has four major features that make it unique compared to its predecessor IGRP. These features are Neighbour Discovery/Recovery, RTP, DUAL and PDM. Each of these features is discussed in detailed below. Figure
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Figure #3.2


[bookmark: _Toc292206830]
[bookmark: _Toc505008471]3.1.6   Neighbour Discovery/Recovery
Unlike other distance vector routing protocols, EIGRP updates are not periodic, thus there must be a way to discover neighbours and form adjacency with them. This is done by EIGRP using Hello packets. The Hello packets are sent periodically as multicast on every 5 seconds by default, on links that are faster than T1/1.544Mbps. However on Multipoint links such as Frame-relay and ATM that are slower than T1 speeds, Hello packets are sent every 60 seconds as unicast. The Hello packets are also used to maintain communication with neighbour routers and get an update if they go down. The Hold time is normally 3 times of the Hello interval, and if a no Hello packets are received from the neighbour for the period of the hold time, then the neighbour is marked as unreachable and is removed from the EIGRP tables and re-convergence occurs. The default hold time for networks faster than T1 is 15 seconds and for those that are slower, it is 180 seconds [25].  
[bookmark: _Toc292206831][bookmark: _Toc505008472]3.1.7   Reliable Transport Protocol (RTP)
In order to guarantee the delivery and orderly delivery of packets, EIGRP uses the Reliable Transport Protocol. The guaranteed delivery is achieved by the reliable multicast algorithm, using the reserved multicast address 224.0.0.10. Any router that receives a packet through the reliable multicast should reply with a unicast acknowledgement. The orderly deliver is accomplished by including two sequence numbers on each packet sent. The sender includes a new sequence number each time a new packet is sent and the sending router also includes the sequence number of the packet last received from the receiver router. Sometimes packets are sent unreliably and if this is the case, no acknowledgement or sequence number is required. EIGRP has several packets which are all marked as protocol 88 in the IP header and these packets are as follows [6].
[bookmark: _Toc505008473]3.1.8   Hellos
Hello packets are used to discovery neighbours and to get constant update if the neighbours, so that if there is loss of communication, this can be discovered. Hello packets are usually multicast and do not use reliable delivery [25].
[bookmark: _Toc505008474]3.1.9   Acknowledgement
Acknowledges are used to confirm that packets are received successfully and are unicast and delivered unreliably. 
[bookmark: _Toc505008475]3.1.10   Updates
Updates are packets that contain routing information from adjacent routers. These updates are partial, because only the routes that have changed are sent and they are bounded as the updates are only sent to the routers that need to know them. Updates are always delivered by reliable delivery. When the updates are for multiple routers, multicast is used, however, when a single router requests an update, then unicast is used to send the updates [23].

[bookmark: _Toc292206832][bookmark: _Toc505008476]3.1.11   Protocol Dependent Modules (PDM)
Most routing protocols only provide support for IP. However EIGRP supports IPX, AppleTalk and IP. EIGRP provides a module for each of these protocols. It is hard to say that this is an advantage EIGRP has in the current era as IP is the most popular and the only protocol used on the Internet alongside TCP[21].  
[bookmark: _Toc292206833][bookmark: _Toc505008477]3.1.12   Diffusion Update Algorithm (DUAL)
Unlike IGRP and the other distance vector routing protocols, EIGRP uses Diffusing Update Algorithm (DUAL). DUAL is a convergence algorithm that is used by EIGRP to define all loop free paths, select the best path to each destination and also to provide a backup route in case the primary path fails. 
 In order for DUAL to work, RTP is required to perform the following.
1. Each router must detect the existence and failure of a neighbour router within a finite time.
2. Any changes to the cost of links, all the messages, failure of links are all detected in the order they happen within a fixed time. 
3. All the information transmitted over operational links are received correctly and in the right order within fixed time.
4. Once an EIGRP router starts up, it starts to form adjacency with its neighbour routers. Once adjacency is formed, the router will then receive routing information from its neighbours, which will contain all paths known by the routers that sent the updates. Because EIGRP does not have a complete map of the network and only calculates routes from the perspective of its neighbour routers, the terms explain below are used by DUAL in order to select loop free paths [21].
[bookmark: _Toc505008478]3.1.13   Feasible Distance (FD)
This is the path with the lowest metric to the destination network and it is placed in the routing. This is normally made up of the reported distance of the remote router, plus the metric to reach the router advertising it. 
[bookmark: _Toc505008479]3.1.13   Reported Distance (RD)
This is actually the feasible distance of the router that is advertising the route. In other words, it is the metric of a remote path as reported by the neighbour route Successor
This is a neighbour router that is used for packet forwarding and it has the route with the lowest cost to the destination network [22].
1. Feasible Successor (FS)
This is a neighbour router that offers loop free backup route to the same destination as the successor and it must meet the feasibility condition in order to become FS. Feasible successors are important as they reduce the number of Dual calculations, this is because if the successor goes down, then DUAL can simply replace it with a feasible successor if one is available and does not need to recalculate [22]. 
2. Feasible Condition (FC)
A feasibility condition is met when the advertised distance of the neighbour router is less than the feasible distance of the local router. This condition is used to avoid loops as the router will ensure that the route does not lead through itself .EIGRP first builds the neighbour table, once this is built, it means that a router knows all about its neighbours. Next the topology table is built, which contains all the routes that were learnt from neighbours. Once the topology table is created, DUAL is applied to the topology table and the best paths are placed in the routing table. After DUAL is applied, the topology table contains a successor route which is placed in the routing table and a feasible successor route if any exist. It also contains all the other routes received from neighbours, the other routes are called possibilities [25].     
If the successor route fails, then the topology table is searched for a feasible successor, if successor is found, the state of the route stays passive, which means the route is in stable mode and it can be used to send packets. The feasible successor is placed in the routing table in this case. If a feasible successor is not found in the topology table, then the route is put into active mode, which means dual is either searching or recalculating a new route. Then DUAL will send queries to neighbours, asking for an alternative route. If an alternative loop free path is received from a neighbour, that route is placed in the topology and the routing table. The route status is also put back into passive. However if no replies are received from the queries to the neighbour routers, the querying router normally sets a timer from when the query is sent, if no reply is received from neighbour routers, the querying router will continuously send queries which could cause Stuck In Active. The SIA problem can be solved by good EIGRP design, such as using Summarizations which will be discussed in the subsequent sections [26]. 
3. [bookmark: _Toc292206834]Metrics
EIGRP uses composite metric which consists of bandwidth, delay, load and reliability. However by default, only bandwidth and delay are used to calculate the metric of a path. Also the only difference between IGRP and EIGRP metrics wise is that 256 is multiplied to the EIGRP metric.  The four variables are each explained below[26].
4. Bandwidth 
The bandwidth is measured as 107 kbps divided by the lowest bandwidth along the path. This is done in order to lower the metric of paths that have high bandwidth since EIGRP selects the path with the lowest metric.
5. Load 
Load is an 8 bit value that is dynamic and those changes depending on the performance of the link, for example when the link is busy or less busy. It is measured as a fraction of 255, where 1 means no traffic and 255 means 100% traffic. This metric is not used by default for EIGRP and thus is set to zero. If used, the link with the worst load along the path is selected for calculating the metric [27].
6. Reliability
Reliability is also an 8 bit value used to measure the performance of the link. It is used to measure how reliable a link is, for example, if a link is flapping then its reliability will be reduced. This variable is dynamic, but it can also be set manually if desired. Reliability is also measure out of 255, however higher number means more reliability, for example, 255 is 100% reliability, while 1 is 0 reliability.  Load and reliability are 8-bit calculated values based on the performance of the link. Both are multiplied by a zero K-value, so neither is used[25].
7. Delay
Delay is a constant variable that is used to measure the delay of a link, for example the delay of an Ethernet link is 1000 microseconds. With EIGRP the delay of all the links along the path are all added together and then divided by ten, this is because delay is measure in 10 microseconds.   
8. K-values
These variables are also called k-values and by default these are set as the following.
K1 (Bandwidth)=1, K2(Load)=0, K3(Delay)=1, K4(Reliability)=0.  
As it can be seen from above, only K1 and k3, bandwidth and delay respectively are set by default, by assigning value 1 to each of them.
9. Metrics calculation formula 
The formula used to calculate the metrics is shown below. It looks somewhat complicated, but as the rest of the variables are set to 0, only the bandwidth and delay are set to 1 and all boils down to the total of these two values times by 256 for EIGRP [28].



Here is the simplified version with only the bandwidth and delay. As it can be seen from the formula, the minimum bandwidth of the links and the total delays of the links along the path are used in the calculations [28]. 
[image: ][18]


10. 

[bookmark: _Toc505008480]3.1.14   Default metric Calculation example
An example of the default metric has been done below. The network below on Figure 4.4 has been used as an example for calculating the metric below. The metric is calculated in order to find a route for R1 to reach network 172.16.1.0. The route taken for this calculation is via R4.
Thus the link with lowest bandwidth to network 172.16.1.0 via R4 is 1544 kbps, which is the link between R1 and R2. The total delay is all the delays between R1 and SW1 on the 172.16.1.0 network via R4 [28]. 
The 10,000,000   is divided by the minimum bandwidth, this is done in order to lower the metric of paths that have high bandwidth since EIGRP selects the path with the lowest metric. The total delays of the links along the path are divided by 10, because the delay is measured in 10s of microseconds [27]. 
Minimum bandwidth (107 /1544) =6476 
Sum of delays= (2000+2000+100+10)/10=411
Total Metric= 256*(6476+411)=1763072[image: ]





Figure#3.3



[bookmark: _Toc505008481]3.1.15   Complex metric calculation example
Bandwidth and delay are used for the default metric calculations, for this example, load has been added in order to show how this affects the metric calculations. The network in Figure 3.3 has been used for the calculation. For the network below, load has been added for the links between R1 and the 192.168.1.0 network via R4.  The same values as those done in the previous calculations have been used, apart from the load, which is added in the metric calculations this time. The load is 256 minus the load of the link, then the bandwidth is divided by this value and formula used is Minimum bandwidth / (256-load)[26]. 
For the load, the link with the worst load is selected, which in this case is 200 for the link between R4 and R5.
Minimum bandwidth(107/1544) =6476
Sum of delays= (2000+2000+100+10)/10=411
Load= 1544/ (256-200) =27
Total Metric= 256*(6476+411+27) =1769984
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Figure# 3.4



[bookmark: _Toc292206835][bookmark: _Toc505008482]3.1.16    Convergence
Before EIGRP routers in an Autonomous System can exchange routing information, they must form adjacency with their directly connected routers. This adjacency is a way of establishing connection with adjacent routers in order to share routing information. Adjacent routers are also called neighbours. Three conditions must be met before routers can form adjacency, Hello packets exchange, AS numbers and the metrics must match. The Hello packets are used to establish the adjacency and to check the status of the neighbours. Once the routers form adjacency, all information about the neighbours that adjacency is formed with is stored in a database called neighbour table. All routing advertisement in the network received from neighbour routers is stored in the topology table database. Once all the known neighbours are stored in the neighbour table and all the known routes have been stored in the topology table, the DUAL algorithm is applied to the topology table in order to find the best path to every remote network within the Autonomous System. The path with the shortest metric to a given destination is called the successor and is placed in the routing table, while the other loop free paths to the same destination, but with a higher metric are called feasible successor and they are left in the topology table. The successor route is also kept in the topology table[29]. 
EIGRP has an advantage over all of the other routing protocols, which is the ability to have a backup route, in case the primary route to a destination fails. For example if a primary route fails, DUAL will be able to look for a feasible successor in the topology table, if one exists, it will be placed in the routing table immediately to replace the failed route. This is so effect in terms of the time for the network to re-convergence after a link failure.Even if there is no feasible successor found, DUAL is able to query neighbour routers if they can provide an alternative route. If an alternative route is provided by the neighbours, then that route is placed in topology table and then placed in the routing table. If no route is received from the neighbours after a fixed period of time, then that route is removed from the topology table and routing table. Finally, the router sends an update out all of its interfaces to make other routers aware of the change of the topology and the routers that receive this routing information reply with acknowledgements. This is done in order to ensure that the routing is synchronised among the routers [30].
[bookmark: _Toc292206836][bookmark: _Toc505008483]3.1.17    Summarization
Summarisation is a technique that is used to reduce the number of routes in a routing table. The problem with large routing tables is that they consume the memory of the router and the router will also be slow to find a route from a large routing table as it may search through other routes in the routing table, in order to find a matching route. If the router is slow to find a route, this will slow down the routing of the router [30]. 
1 Summarization example 
As shown below on Figure 8, Seville and Yosemite routers both have contiguous networks that can be summarised. This network is well planned as Yosemite can summarise its networks to 10.2.0.0/16 and Seville can do likewise as 10.3.0.0/16. Now the routing table of Albuquerque will be showing all the networks from both Seville and Yosemite without summarisation, but with summarisation, the only routes shown on Albuquerque’s routing table would be 10.2.0.0/16 and 10.3.0.0/16. As it can be seen, there would be far less routes on the routing table of Albuquerque, which is the main reason behind summarisation [31]. 
The summarisation would be configured on the interfaces that are connected to the Albuquerque for both Seville and Yosemite.
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Figure#3.5  


Summarisation is how EIGRP achieves scalability as it allows EIGRP to limit advertisements, minimise the routing tables, optimises search in routing protocols and route calculations. It also solves a problem that is only found in EIGRP, which is stuckin Active. Summarisation solves this problem by creating logical points in the network and informing queries that only those routes are found beyond the logical point. This will avoid the looping of queries in SIA[32]. 
[bookmark: _Toc292206837][bookmark: _Toc505008484]3.1.18    Autonomous systems
Autonomous system is a collection of networks under a single administration. An example of an AS may be a network owned and administered by an organisation, such as University, business enterprise or even an ISP. Border Gateway Protocols are used to provide communication between Autonomous Systems. The BGPs use Autonomous System numbers to identify different routing domains. The AS numbers are current 32 bit numbers, which provide about 4 billion AS numbers.  EIGRP uses process domains to define different processes of EIGRP. With this approach, traffic from different processes can be isolated, especially in large networks, in order to reduce routing traffic and to increase the speed of network convergence. Also when a large network is divided into smaller networks, there will be smaller number of routing tables advertised, which will save bandwidth and the smaller number of routers will also decrease  the number of hello packets, which will conserve bandwidth[33]. 
Figure 3.5 illustrates the difference between Process Domains and Routing domains.  There are AS 20 and 30 within AS 10, which define two routing processes/process domains within a routing a domain. The AS numbers in the routing domain are routable on the Internet, while the routing processes/routing domains’ AS numbers are only used within a routing domain in EIGRP and these AS numbers are not routable on the Internet, while the AS numbers for the routing domains are routable on Internet. The router between AS 30 and 20 supports both routing processes and handles redistribution between the two routing processes [34].
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[bookmark: _Toc505008485]3.1.19Unequal Load balancing
By default EIGRP supports equal load balancing, which means if two paths have equal cost/metric, traffic will be sent on both paths equally as per destination or per packet. In fact EIGRP can load balance up to four equal paths by default.  
EIGRP is the only Interior Gateway Protocol that supports unequal load balancing and it achieves this because it has the ability to have a loop free backup path. Unequal load balancing is the ability to load balance between links that do not have the same metric. 
As illustrated on Figure 4.8, router A has two paths leading to destination network on router C. The Primary route on router A is S0, which as an example has metric of 256, while the backup route on S1 has a metric of 128. The variance command is used to configure unequal load balancing. This command is 1 by default, which means equal load balancing. For this network, the variance command can be set to 2, as this will times the primary route’s metric by 2, which will change the metric of the primary route to 256. Since the metric is 256, the backup route also has the same metric and will be include for load balancing. Now both paths will be used for load balancing, but it will be unequal load balancing. This means that if 2 packets are sent on S1, one packet will be sent on S0 [34]. 
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[bookmark: _Toc292206838]

Figure#3.6
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[bookmark: _Toc505008486]3.1.20Authentication
EIGRP only supports MD5 cryptographic checksums as a means of authentication. There is no support for clear text password authentication in EIGRP, unlike the other routing protocols such as OSPF and RIP. However this is not an disadvantage as clear text is less secure than MD5 and EIGRP only communicates with Cisco routers which have the capability to support MD5.  
[bookmark: _Toc292206839][bookmark: _Toc505008487]3.2   EIGRP for IPv6
There is a version of EIGRP called “EIGRP for IPv6” that supports IPv6. The only main difference between EIGRP and EIGRP for IPv6 is that three new TLVs have been added to the latter. These new TLVs are IPv6_REQUEST_TYPE (0X0401), IPv6_METRIC_TYPE (0X0402) and IPv6_EXTERIOR_TYPE (0X0403). Everything else such as the protocol number, Router-ID and command line interface is pretty much the same. EIGRP for IPv6 was released on Cisco IOS 12.4 and onwards[34].
[bookmark: _Toc292206840][bookmark: _Toc505008488]1.  Benefits
It is difficult to list all of the advantages of EIGRP, however its advantages are not limited to but include the following,
A. Supports Variable Subnet Masking(VSLM) and CIDR  to conserve IP addressing
B. Supports unequal load balancing, which is not found in any of the other IGPs
C. It is easy to configure, compared to other routing protocols, such as OSPF
D. It provides backup loop free paths if primary route fails
E. Supports multiple layer 3 protocols (IP, IPX and AppleTalk)
F. EIGRP by default uses no more than 50% of the link bandwidth
G. EIGRP has fast convergence due to its ability to use backup routes and ask neighbours for lost routes
H. EIGRP also supports the routing update authentication using MD5 cryptographic checksums
[bookmark: _Toc505008489][bookmark: _Toc292206841]2. Drawbacks
A. EIGRP is a very efficient routing protocol, it is sometimes hard to find many drawbacks. Some of its few disadvantages have been listed below [28];
B. The main disadvantage of EIGRP is that it is Cisco proprietary and it can be used by routers made by other vendors.
C. EIGRP by default summarises routes at the class full boundaries
D. EIGRP has some distance vector characteristics- full routing tables are exchanged at start-up of convergence







[bookmark: _Toc292206842]


[bookmark: _Toc505008490]Chapter 4: OSPF   (Open Shortest Path First)
4. Background
OSPF is an Interior Gateway Routing protocol and a typical example of a link state routing protocol. The IETF developed OSPF andit is a standard protocol, which means routers from different vendors can use it, unlike EIGRP. OSPF was designed to overcome the limitations of RIP, such as hop count of 15 and periodic updates with full routing tables. There are two versions of an OSPF I.e. OSPFv2 designed for IPv4 while another is OSPFv3 designed   for IPv6. OSPFv2 is usually referred to as OSPF and for the remaining of this thesis, OSPF refers to OSPFv2. Before moving into the operations and detailed information about OSPF, it is important to clarify and discuss the main features of OSPF, which are discussed in the following sections [36].
[bookmark: _Toc292206844][bookmark: _Toc505008492]4.1    Fast convergence
The fast convergence of OSPF is achieved by two mechanisms, which are flooding and triggered updates. OSPF has the ability to trigger updates only when there is topological change, for example when a link fails or joins the network, each router that detects this event will send updates to all other routers within the same routing Area, which is called flooding. This enables OSPF routers to quickly detect changes in the network and inform all other routers in the network about the change and these speeds up the convergence of OSPF [36].
[bookmark: _Toc292206845][bookmark: _Toc505008493]4.1.1   OSPF Multicast
OSPF is efficient on bandwidth and reduces the processing required by routers on the network. This is achieved by sending routing updates and advertisements as multicast rather than broadcast. With multicast, only routers within the same Area will be able to receive updates and advertisements. The advertisements and updates will not reach routers outside a specific Area and any other network nodes. This will save other devices from having to process routing information.  OSPF uses two multicast addresses, which are 224.0.0.5, used to send updates and advertisements to all OSPF routers within an Area and 224.0.0.6 used to send updates to Dedicates routers, which will be discussed later [37]. 
[bookmark: _Toc292206846][bookmark: _Toc505008494]4.1.2    Link State Advertisement (LSA)
OSFP routers share routing information by sending Link State Advertisements.  Routers use LSAs to send their local routing information to their neighbour routers. These LSAs are a vital part of ensuring that routers in an OSPF network are converged and have consistent routing information. The main 6 types of LSAs available in OSPF are listed and discussed on the following sections [37].
[bookmark: _Toc505008495]4.1.3   Type 1:  Router LSA
OSPF routers normally advertise and existence on the network and the state of their links to their neighbour routers that are within the same Area and this is called router SLA. Router SLAs are only flooded in the Area the router sending it belongs to. Routers usually send type 1 LSAs to multicast address 224.0.0.5, but on multicast and none multicast, they are send to 224.0.0.6 which is the multicast address of DR and BDR routers. See figure 4.1 for illustration. [image: ]





Figure #4.1


[bookmark: _Toc505008496]3.1.4   Type 2: Network LSA:
On broadcast and none broadcast networks, where DRs and BDRs exists, Type 2 SLAs are sent from the DR routers to all other routers. See Figure 4.2 for illustration. [image: ]





[bookmark: _Toc505008497]Type 3: Summary LSA:Figure#4.2 

Border Area Routers (ABR) usually summaries routing information from one Area attached to it and send this information to another Area that it is also connected to. This information is sent by using Type 3 LSA. See Figure 3.3 for illustration [36]. 
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[bookmark: _Toc505008498]3.1.5   Type 4: ASBR-Summary LSA
Used by ABR routers to identify Autonomous Border Routers that provide access to none OSPF networks that are outside the local AS. See Figure 4.3 above for illustration 
[bookmark: _Toc505008499]3.1.6   Type 5: External LSA
These are sent by ASBR routers that run multiple routing protocols, such as EIGRP, OSPF, Rip and so on. External LSAs advertise foreign routes throughout the AS, ensuring that all routers within the AS all know about them. See Figure 4.4 for illustration
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Type 7 	Figure#4.4

Type LSAs are used in Not-so-stubby-area to tell ABRs about external routes. ABRs then translate these routes into type 5 and flood them throughout the AS. See Figure 4.5 for illustration. [image: ]






Figure #4.5


[bookmark: _Toc292206847][bookmark: _Toc505008500]4.2   OSPF Header
The OSPF header shown on Figure 4.6 is encapsulated within the layer 3 IP packet and its fields and their descriptions are discussed in the following sections.  
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Figure #4.6


a. Version: Used to indicate types of OSPF version used, it is 2 for OSPFv2 and 3 for OSPFv3.
b. Packet Type: Indicates OSPF packet types. There are five of these packets in OSFP and they are Hello, Database Description (DBD), Link State Request (LSR), Link State Update (LSU) and Link State Acknowledgement (LSAck). Each of these will be discussed in subsequent sections. 
c. Router ID: Identifies ID of the source router.
d. Area ID: Identifies ID of the Area the packet came from, such as 0.0.0.0 for Area 0.
e. Checksum: Used to verify the integrity of the packets during transmission.
f. Au Type: Indicates the type of authentication used and there are three types. Type 0 indicates that there is no authentication used, type 1 indicates that simple plain password authentication is used, while type 2 use of MD5 authentication, which has cryptographic authentication.
g. Authentication: Used by routers to authenticate each other before sharing routing information. Only routers with the same authentication details can form adjacency and exchange routing information [37]. 
[bookmark: _Toc292206848][bookmark: _Toc505008501]4.3OSPF packets
As mentioned earlier the packet type field of the OSPF header can represent 5 different packet types, which are the packets used by OSPF. Each of these packets has been discussed in the following sections. 
[bookmark: _Toc505008502]4.3.1Hello (Type 1)
Hello packets are classified as type 1 packets in OSPF and they are used to form and maintain adjacency between neighbour routers. It also contains parameters that must be agreed upon in order to form adjacency. The Hello packet and its fields are described below. 
[image: ]



Figure#4.7


[bookmark: _Toc505008503]4.3.2   Network Mask: This is 32 bit number used to identify the subnet mask of source interface.
[bookmark: _Toc505008504]4.3.3   Hello Interval: Used to indicate the period between Hellos sent by the router and it is measured in seconds. The Hello interval is 10 seconds for point to point and 30 seconds for broadcast media in OSPF. Routers must have same Hello interval to form adjacency.
Option: Used to ensure that neighbours have compatible capabilities. Routers may not form adjacency due to optional features mismatch.
[bookmark: _Toc505008505]4.3.4   Router Priority: Used in DR/BDR and priority 1 means router can become DR or BDR, but zero means it is ineligible.
[bookmark: _Toc505008506]4.3.5   Router Dead Interval: This field indicates the time a router will wait for the hello packet of a neighbour before declaring that neighbour dead. It is usually 4 times the Hello interval time and is measured in seconds [36].
[bookmark: _Toc505008507]4.3.6   Designated Router: Used to indicate the IP address of interface connected to DR.
[bookmark: _Toc505008508]4.3.7   Backup Designated Router: Used to indicate the IP address of interface connected to BDR.
[bookmark: _Toc505008509]4.3.8   Neighbour: This field lists all the neighbour routers that the originating router receives since the last dead interval [37].
[bookmark: _Toc505008510]4.3.9    Database Description (DBD) Type 2
Used during the establishment of adjacency in order to describe the LSAs in the database of the router sending the DBD. The DBD contains enough information that the receiving route can 
[image: ]




Figure#4.8

Identify whether there are any LSAs it needs from the sending router. The packet of DBD is shown on Figure 4.8 and fields that it contains are described below.
[bookmark: _Toc505008511]4.3.10   Interface MTU: It is in octets and it is used to identify the largest IP packet that can be sent out of the sending router’s interface without fragmentation.
Options: Same as Options field in a Hello packet
I: It is the initial bit. Set to 1, if this is the first packet and following packets are set to 0. 
M: Called the More bit, used to indicate of packet is the last packet, set 0 if its and 1 otherwise.
MS:Master and Slave bit. Master is set 1, while Slave is set to 0.
DD Sequence Number: Used to sequence DBD packets. 
[bookmark: _Toc505008512]4.3.11   LSA Header: Contains LSA the headers that describe the sending routers database [38][37].
[bookmark: _Toc505008513]4.3.12   Link State Request (LSR) Type 3
When a router inspects the DBD packet it received, it uses the LSR packet to request any LSAs that it is missing from the neighbor router that sent the DBD packet. LSR packet is shown on Figure 4.9 below and some of its distinct fields are also described below. 
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Figure #4.9



[bookmark: _Toc505008514]4.3.12   LS Type: Used to identify the LSA type number, such as Router LSA, Network SLA and so on.
4.3.13 Link State ID: Depends upon the type of LSA being advertised.
4.3.14   Advertising Router: Router ID of the requesting router.
[bookmark: _Toc505008515]4.3.15   Link State Update (LSU) Type 4
Used for the flooding of LSAs and to respond to LSRs. Figure 3.10 below shows LSU packet and its unique fields are described in the following section. 
SAs:  These are the actual LSAs and each update can carry up to the packet size limit of the link.
[bookmark: _Toc505008516]4.3.16   Link State Advertisement (LSAck) Type 5
The Link State Advertisements are used to deliver Link Sate advertisements reliably. This is done by ensuring that each Link State Advertisement received by a neighbour is acknowledged by reply with a Link State Acknowledgment. The Link State Advertisement packet is show below on Figure 4.10[image: ]
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[bookmark: _Toc292206849][bookmark: _Toc505008517]4.4   Areas
OSPF is normally suitable for large networks and as the number of routers increase, usually beyond 10 to 15 routers, the amount of routing information that traverses the network can saturate the bandwidth of the network. OSPF also uses Dijkstra Algorithm, which is complex and requires CPU resources, but what takes most of the CPU resources of the routers is the amount of traffic that has to be processed in large networks [35]. 
OSPF solves this problem by dividing routers into logical groupings called Areas. With this method, only routers within the same Area will be able to share detailed routing information and this will reduce the burden put on the bandwidth of the network and the CPUs of the routers as smaller number of routers are grouped together in Areas. A typical Area normally consists of 10 to 15 routers [37].
[bookmark: _Toc505008518]4.4.1   Area Types
Although OSPF networks can have a single Area network, where all routers are connected to Area 0, Areas other than Area 0 do exist and these are discussed in the following sections .
[bookmark: _Toc505008519]4.4.2    Backbone area (area 0)
Area 0 is the backbone for all other Areas in a network. All the other Areas connect to the Area 0 and its responsibility is to distribute summarised routing information to all other areas that are non-backbone. A backbone Area is illustrated on Figure 4.11 below. A router called Area Border Router connects non-backbone Areas to the backbone Area.[image: ]






	Figure#4.11

[bookmark: _Toc505008520]4.4.3   Standard area
Standard Areas are subareas of Area 0 and accept type 1-5 LSAs. This means a standard area accepts intra-area routes, intra-area summarised routes and External AS routes. See Figure 4.12 below for illustration.
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Figure #4.12


[bookmark: _Toc505008521]4.4.4   Stub area
Stub areas do not accept type 5 LSAs (external Summary routes). ABR replaces the type LSA with a default route. All Internal routers forward external traffic to their nearest ABR. Stub areas are use because they protect less powerful routers from being overwhelmed by external routes. See Figure 4.13 for illustration below.[image: ]
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[bookmark: _Toc505008522]4.4.5   Totally stubby area
Totally stubby area does not accept routes from LSAs 3-5 and these are replaced by an ABR with a default route. Internal routers are protected by totally stubby area by minimising the routing tables and summarising everything outside the Area with a default route. 
This is a Cisco proprietary solution. See illustration below Figure 4.14
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[bookmark: _Toc505008523]4.4.6   Not-so-stubby area (NSSA)
As stubby areas do not supports Type 5 LSAs, NSSAs use type 7 LSAs to hide external information, which is then converted by ABR into type 5 before it is send to Area 0. See illustration below Figure 4.15.[image: ospf_nssa.jpg]







Figure #4.15

[bookmark: _Toc292206850][bookmark: _Toc505008524]4.5    OSPF router types
OSPF routers are normally categorised in terms of the Areas their interfaces are connected to. There are four types of routers in OSPF. Refer to Figure 4.17 for illustration of these router types.
[bookmark: _Toc505008525]4.5.1   Internal routers
These are routers that have all their interfaces in one Area.
[bookmark: _Toc505008526]4.5.2   Backbone routers
These are routers that have one or more interfaces connect to Area 0. This also makes ABR routers backbone routers as well, but it is important to note that not all backbone routers are ABRs, as these routers may have all their interfaces in Area 0.
[bookmark: _Toc505008527]4.5.3   Area border routers (ABR)
ABRs connect other Areas to the backbone Area/Area 0. These routers also used a gateway for inter-Area traffic. Since ABRs have their interfaces in different Areas, they normally hold different link state databases for different Areas and are required to be more power than other internal routers [38]. 
[bookmark: _Toc505008528]4.5.4   Autonomous system boundary routers (ASBR)
ASBR normally connect OSPF domains to other domains that run routing protocols other than OSPF, such as RIP, EIGRP. [image: ]
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[bookmark: _Toc505008529]4.5.5   PF Metric
The metric used in OSPF is referred to as cost. The cost can be configured and it is normally associated with the exit interface of a router. The cost is calculated by dividing the reference bandwidth by the configured bandwidth (in bps) of an interface. The reference bandwidth is usually defined as 108 and it can be changed to accommodate faster links, the reference bandwidth can be changed using the auto-cost reference-bandwidth command in Cisco IOS. The reference bandwidth is used in order to have lower metrics for higher bandwidth links, since OSPF chooses routes with the lowest metric [38].
The configured bandwidth refers to the bandwidth of the exit interface of a router and although it does not affect the speed of the link, it is used for routing purpose. However it is important that it reflects the speed of the link, so that the routing protocols can make the right routing decisions, for example a router may choose a link with a lower bandwidth over a high bandwidth link, because it has a lower metric.  For this reason, network administrators normally configure this bandwidth, especially with serial interfaces as these always default to 1.544Mbps and this is why it is called configured bandwidth [37].
[bookmark: _Toc505008530]4.5.6   Metric formula
Cost=108/Configured bandwidth in bps                   
Example: If the bandwidth configured on an exit interface of a router is 10,000,000bps, then the metric of the link connected to that interface will be cost=108/10,000,000bps=10. The cost of using the link connected to this interface is 10 now and if there was any other link to the same destination with a lower cost, that link will be used.
The cost in OSPF is normally accumulative value from source to destination, as shown on Figure 4.17 below, the cost from R1 to network 10.10.10.0 on R2 is 65. The cost from R1 to R2 is 64 plus the cost of R2 to network 10.10.10.0 is 1, thus totalling to a cost of 65.[image: ]
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[bookmark: _Toc292206852][bookmark: _Toc505008531]4.5.7    Shortest Path First Algorithm (Dijkstra Algorithm)
All routing protocols have some sort of algorithm that aids them to find the shortest path to a destination network. For example EIGRP has DUAL, RIP uses Bellman-ford. OSPF has its own algorithm called Shortest Path First; in fact it is where the routing protocol got its name from, as it stands for Open Shortest Path First [39].   
The Dijkstra algorithm was developed by Edsger Dijkstra in 1956 in order to find a solution to the single source shortest path problem. It is a graph search algorithm that once it is run should produce a shortest path tree similar to the one shown on Figure 4.18. 
The algorithm works by finding the shortest path from a given source vertex in a graph to every other vertex in the graph. A vertex is an intersection in the graph. On Figure 4.18 a vertex would be on top of the tree and all the rest of the tree show every shortest path to every destination vertex. This is repeated for each vertex in the graph until all the shortest paths from any given source vertex to any given destination vertex is found in the graph. 
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Figure #4.18




[bookmark: _Toc505008532]4.5.7   Example of Dijkstra algorithm
A series of graphs have been used below to demonstrate how Dijkstra algorithm finds the best path to a given destination. On the graphs, each circle represents a vertex, the lines represent the paths between the vertexes. The numbers between the vertexes are the distance between them. The numbers in the vertexes are used to identify them. Visited vertexes are coloured red, while unvisited once are blank [37].
Step 1: Suppose vertex a wants to find the shortest path to vertex b on the on 1st graph. Vertex a starts from itself by assigning a 0 to itself and marking other vertexes as infinity. (∞).  
Step 2:On the 2nd graph, vertex will now consider the distance from itself to all its directly connect vertexes. Vertex a adds its distance, which is 0 to the distance of each directly connected vertex. As it can be seen on 2nd graph, to reach vertex 6, the distance is 0+14, which is 14. This distance is assigned to vertex 6. The same has been done to vertex 2. Once all directly connected vertexes are done, the current vertex becomes the vertex with the shortest distance, in this case vertex 2, with distance of 7.
Step 3:Vertex 2 considers its unvisited directly connected vertexes, which are 3 and 4 with distances of (7+10=17) and (7+15). Vertex 3 is chosen since it has lower metric.  
Step 4:On 4th graph, vertex 3 now considers its directly connected vertexes (6 and 4), with distances of   11 and 20.  Vertex 3 marks itself as visited and vertex 6 is chosen next as it has lower metric[37].
Step 5:On the 5th graph, vertex 6 considers it’s directly connect vertex 5, as it is the only directly connected, unvisited vertex.   Finally vertex 5 has been reached, which was the destination. Now as it can be seen on the 5th graph, the shortest path from source a to destination b isthrough vertex 3 and 6, which has a total distance of 20 and this is the shortest path between the source (a) and the destination (b).
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The Dijkstra Algorithm in OSPF is referred to as Shortest Path First. In reality, the aim of all routing protocols is to find the shortest path to a given destination and the Dijkstra algorithm has the same aim, hence it is used in OSPF as an algorithm for finding the shortest path a given network [36]. 
In the previous example that was done for Dijkstra algorithm, the vertexes can be compared to routers in OSPF, the paths to links between the routers and the distance between the vertexes as the metric of the paths.
[bookmark: _Toc292206853][bookmark: _Toc505008533]4.6 OSPF operations
Before going into operations of OSPF, it is important to clarify the three tables that are central to the operation of OSPF.
[bookmark: _Toc505008534]4.6.1 Neighbour table
Prior to exchange routing information, routers must discover their neighbours and form adjacency with them. Once this is done, information about the neighbours that adjacency is formed with is stored on the neighbour table. This information usually includes the following;
a. Router ID, which is normally in IP address format
b. Dead intervals
c. The link interface connected to the neighbour router
[bookmark: _Toc505008535]4.6.2   Topology database
The topology table is a database that stores all the LSAs that are received from neighbours. 
The OSPF algorithm is applied to find the best paths to destination networks.
[bookmark: _Toc505008536]4.6.3   Routing table
This is the table that OSPF consults for making routing decisions. All the best paths found in the topology table are placed in this table.
Before OSPF routers in an area can exchange routing information, they must form adjacencies with their directly connected OSPF enabled routers. Adjacency allows the routers to share routing information. In order to form adjacencies, hello packets are exchanged between the routers and the values contained in the hello packets, which are area id, authentication, network mask, hello interval and dead interval must match. Once adjacency is formed, each router sends Link State Advertisement (LSA) to neighbour/adjacent routers. The LSA packets that a router sends contain information about its entire links, state of the links and the neighbours connected to those links. LSAs received from neighbour routers are stored in a Links State database. LSAs are flooded throughout the network, so that all routers in an OSPF area can have identical Link State databases. Once the routers in OSPF are converged, they all have an identical map of the whole network [38].
Finally the shortest path algorithm or Dijkstra algorithm is applied to the topological database in order to find the shortest path to every remote network.  Each router forms a tree with itself as the root and all the shortest paths to remote networks as the branches of the tree. Figure 4.20shows a whole network without SPF applied and Figure 4.21shows the network after SPF algorithm is applied to router A. All of shortest paths calculated for remote networks are placed on the routing table. The process is also more clearly shown on Figure 4.22
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Figure#4.20
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[bookmark: _Toc292206854][bookmark: _Toc505008537]4.7    Route Summarization
What summarization is and its benefits where discussed in the EIGRP chapter 4 “EIGRP”. OSPF supports route summarization, but not be default, which it must be enable before it can be used. Because OSPF is hierarchical, it is recommended to summarize routes at the ABR that connect Areas to Area 0/backbone Area, so that the routes are summarized into the backbone Area. This has the benefit of allowing routers in Area 0 to propagate the summarized routes into their Areas. The second benefit for summarizing at the ABR is that, where summarization occurs at each Area can be identified. It is also better to summarize at the ASBRs for external routes.  As shown on Figure 4.23, all routes in Area 1 are summarized at ABR Router2 and these routes are summarized to Area 0, but also these routes are forwarded to other routers in the backbone Area, in this case Router 4. [image: ]



Figure#4.23

[bookmark: _Toc292206855][bookmark: _Toc505008538]4.8   Advantages
a. OSPF has a full map of the network and this gives it the ability to have loop free paths at all times.
b. Unlike RIP which uses hops as metric, OSPF uses cost and this enables it to choose fast links to deliver packets.
c. OSPF supports VLSM  
d. Because it has hierarchical design, it is suitable for large networks
e. Unlike EIGRP which is Cisco proprietary, OSPF is a an open standard protocol  
f. Triggered updates enable OSPF to converge quickly  
g. Bandwidth and router resource usage are reduced by using Areas. Resources such as memory is saved by having less routing, topology and neighbour tables and bandwidth and CPU are saved by having less routing traffic. 
h. Uses multicasting routing instead of broadcast 
[bookmark: _Toc292206856][bookmark: _Toc505008539]4.9   Disadvantages
a. Can be processor intensive due to the complex processing of SPF. OSPF can also be burden to memory as each router holds multiple tables of routing information. 
b. Configuring OSPF can be complex compared to RIP
c. If link state changes, updates are sent to all routers in the network and if the link is flapping continuous updates can disrupt the network [39].










[bookmark: _Toc505008540][bookmark: _Toc292206858]Chapter 5: Design of the Network
[bookmark: _Toc505008541]5.    Small and Large networks
[bookmark: _Toc292206859][bookmark: _Toc281569926]As the aim of this project is to compare the performance of OSPF and EIGRP while sending voice data, 4 different networks have been designed to ensure that the best comparison of these routing protocols are done[43]. 
[bookmark: _Toc505008542]5.1 Small network
First a small network consisting of 4 routers is modelled on Opnet for EIGRP, see Figure 5.1. Then this network is duplicated to create a similar copy for OSPF, see Figure 5.2 next page. The reason for this design is to find out how each routing protocol performs on small networks. The parameters that will be changed while simulating the small network for the different routing protocols are end to end delay, Jitter, convergence, re-convergence and finally throughput. The end to end delay, jitter and throughput will be tested by generating voice traffic on the small networks. [image: ]









Figure #5.1 






[bookmark: _Toc505008543]5.1.1   Small OSPF network topology[image: ]









Figure# 5.2


[bookmark: _Toc505008544]5.1.2    Network components
A list of all the components in both networks has been listed below, with keys to identify the components on the figures above. Both networks are identical, thus they have the same components [41]. 
	Component
	Key 

	4 Cisco7200 series routers 
	[image: ]


	2 Cisco 2900 XL switches 
	[image: ]

	2 Workstations 
	[image: ]

	4  (100BaseT duplex links)
	

	5 (PPP_DS3 Duplex links)
	

	1 QOS parameters



	




	1 Application Specification
	




	1 Profile definition
	




	1 Failure Recovery


	


	1 IP definition
	





[bookmark: _Toc281569927][bookmark: _Toc292206860][bookmark: _Toc505008545]5.2    Large network Simulation
The designs of the two large networks have been illustrated below. First the large EIGRP was designed using Opnet Modeller and then a duplicate of this network was made to have an identical copy for OSPF. The two networks are designed to analyse the architectural design of the routing protocols. The architecture OSPF uses is Areas, while EIGRP uses autonomous system [41]. 
The large EIGRP network design is shown on Figure 5.3. It is one large network in one EGRP autonomous. All the components on the two large networks are the same as the small networks, but the number of routers has increased to 15 [41]. 
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Figure#5.3

[bookmark: _Toc505008546]5.2.1    Large OSPF Network topology
The large OSPF network is a duplicate copy of the EIGRP network, however since OSPF uses Areas in large networks, the network on Figure 4.4 has been divided into 4 Areas. How these Areas are shown on the network is shown on the table below. Area 0 which is in the middle of the network interconnects all of the non-backbone routers in the network [41].                                                                                       
	Area numbers
	Key

	0
	Blue links

	1
	Purple links

	2
	Green links

	3
	Orange links
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Figure #5.4
















[bookmark: _Toc505008547]Chapter: 6.    Implementation

This chapter is used to demonstrate how the networks designed from the previous chapter are implemented. The other topics in this chapter explain why simulation was used, the software used for simulation and some alternatives to the software used for the simulation [41].
[bookmark: _Toc292206862][bookmark: _Toc505008548][bookmark: _Toc281569923]6.1    Simulation justification
Simulation is a great way to virtually analyse network performance before implementing it. It costs a lot less than setting up a real network or a test network. Currently there are varieties of simulation software widely available and some are free and open source such as NS3, while others such as NetSim are not free and closed source. 
[bookmark: _Toc292206863][bookmark: _Toc505008549]6.2    Opnet justification
Opnet was chosen as the simulation software for this project, because NS3 was eliminated as it is still under development and it could not be relied on as this project has a deadline and it was important to find suitable simulation software that was well tested. NetSim was also not shortlisted, as first of all it was not free and for a student the cost was on top of the factors considered during the simulation software research. It was also disappointing to find out it did not support EIGRP, which is one of the main routing protocols to be simulated during this project. The chosen simulation software was Opnet, because it has dedicated developers and technical support, its huge libraries offer all the routing protocols needed for this project. It also has vast amount of tutorials on how to use it on the Internet. Finally Opnet was free under a 6 months student licence, which is a great value considering its rich features, such as GUI [43].
[bookmark: _Toc292206865][bookmark: _Toc505008550]6.3    What is Opnet Modeler
Opnet modeler is highly optimized simulation software developed and maintained by a company called Opnet. It is based on C and C++ and the simulation in Opnet is done at the packet level. It also has a huge library of models of networks and protocols used in real life networks. It provides graphical user interface and it is discreet based simulation. There are different editions of Opnet software and the one that will be used for this project is OpnetModeler version 16. 
This was chosen because it offers the most comprehensive libraries required for the routing protocols simulated for this project [43].
[bookmark: _Toc281569924][bookmark: _Toc292206866][bookmark: _Toc505008551]6.4    How OpnetModeler works
When using OpnetModeler, there is a simplified hierarchical modelling. This modelling consists of Network editor, Node editor and Process editor, see Figure 6.1. This modelling methodology is explained on the subsequent section.    [image: ]




	
Figure#6.1


[bookmark: _Toc505008552]6.5    Network Editor
The editor graphically represents the topology of the communication network. This is the base of the simulation as the nodes, such as computers, routers, servers and the links such as Ethernet, ATM and FDDI are all created within the network editor. There are different network sizes that can be created from network editor, which are country, city, building and floor[41]. 
[bookmark: _Toc505008553]6.6    Node Editor
The node editor is used to model the network equipment. Examples of equipment modelled are routers, servers, clients, mobile terminals. Nodes usually have hardware and software components.  Nodes have internal capabilities, such as data creation, data processing, data transmissions, which are called modules. A single node usually consists of multiple modules.
[bookmark: _Toc505008554]6.7    Process Editor
The process editor is used to model the functions of the network equipment. 
It uses a powerful finite state machine (FSM) approach to support specification, at any level of detail, of protocols, resources, applications, algorithms, and queuing policies. States and transitions graphically define the progression of a process in response to events. Each state of a process model contains C/C++ code, supported by an extensive library of functions designed for protocol programming[41]. 
[bookmark: _Toc505008555]6.8    Creating simulation
When creating a simulation, there is a process that is followed in Opnet, see Figure 5.2.The first step in this process is the creation of the network model, which involves creating a new project, a new scenario, necessary equipment and traffic. The next stage is choosing the statistics used for the simulation, which are the parameters to be varied for the simulation. The next step is the simulation stage, which involves setting the simulation time and running.   
Finally, once the simulation is over, the results of the analysis is viewed and observed.[image: ]




Figure#6.2 


[bookmark: _Toc292206867][bookmark: _Toc505008556]6.9     Creating the Small network scenario
 Step 1: creating a new project
Open Opnet and then go FileNew and on the New box, leave as default and click ok.[image: ]





[bookmark: _Toc505008557]6.9.1    Naming the project
On the Enter Name box, enter the project and scenario accordingly
[image: ]






[bookmark: _Toc505008558]6.9.2    Initial topology
Select empty scenario  Next[image: ]








Select Enterprise  Next
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Select specify size [image: ]Next







[image: ]Set the X and Y spans to 1000 Km and press Next twice.






[image: ]Select finish 





[bookmark: _Toc292206868][bookmark: _Toc505008559]6.10   Adding nodes
[image: ]Step 2: Adding nodes
To add nodes, select the object pallet                      from the icons on the menu. 







[bookmark: _Toc505008560]6.10.1    Adding routers
In order to add a router, select a router from object pallet above, drag it to the workspace and click anywhere on the workspace to place it. Multiple routers can be place this way, right click on the workspace in order to stop placing the routers. 
[bookmark: _Toc505008561]6.10.2    Adding links
To add links, select the desired link from the object pallet, drag it to workspace, then click on one of the nodes that are to be connected together and then click the other node to be connected.
[bookmark: _Toc505008562]6.10.3    Other nodes
All the other nodes can be added just like the routers.





[bookmark: _Toc505008563]6.11    Configuring devices
[bookmark: _Toc505008564]Step 3: configuring devices
[bookmark: _Toc505008565]6.11.1   Configuring IP addresses
[image: ]To add IP address, select all the devices that IP address is needed for, and then go to Protocols menuIPAddressingAuto-assign IP Addresses. IP address will be assigned to all selected nodes.
[bookmark: _Toc505008566]6.11.2   Configuring routing protocols
[image: ]Select the routers that routing is to be configured on, then select Protocols menu RoutingConfigure Routing Protocols






[image: ]Then select the desired routing protocol, EIGRP was selected for this scenario. Click ok and the routing will be applied to the router/s.









[bookmark: _Toc292206870][bookmark: _Toc505008567]6.11.3   Configuring link failure
Right click on the Link failure/recovery icon on the workspace Edit properties.
Then on the panel below, create two rows. One row is used to fail a link and the other to recover it. 1st row’s name field is used to select desired link, time is simulation time link status should change and status is whether link should fail/recover.














[bookmark: _Toc505008568]6.11.4    QOS
To configure QoS select Protocols menuIPQoSConfigure QoS.
Select settings as below.
[image: ]









[bookmark: _Toc505008569]6.11.5    Configuring link utilization
Right click link/s to configure utilization for, select Edit properties.
Load for both direction of the selected link below is set to 22,368,000bps for 300 seconds, which is total simulation time.









Configuring OSPF Areas
Select all the links that a certain area is to be configured, then go to protocols menu OSPF configure Areas. Enter desired area on the box below.
[image: ]



Select all the links that a certain AS is to be configured, then go to protocols menu EIGRP configure Autonomous Systems. Enter desired area on the box below.

[bookmark: _Toc505008570]6.11.6    Configuring EIGRP AS
[image: ]Enter the desired AS number, select Interfaces across selected links radio box and click ok.











[bookmark: _Toc505008571]6.11.7     Configure application definition
Application definition is used to generate different traffic, such as voice and video, while the profile definition is used to define how users utilize the applications defined in the application definition.  
To configure, right click the icon of application definition on workspaceEdit Attributes.
The parameters shown can be configured. 1 row was created and name Voice for this scenario and it was set to IP telephony quality.








[bookmark: _Toc505008572]6.11.8    Configure profile definition
To configure profile definition, right click its icon on workspaceEdit properties.
[image: ] Parameters shown below can be configured. As shown below, 1 row has been created named VoiceProfile. Start time (30seconds), duration and inter-repetition times were configured.

[bookmark: _Toc505008573]6.12    Results and analysis of a small network
[bookmark: _Toc292206873][bookmark: _Toc505008574]Small network Convergence











As shown on the graph above, the red and blue bar charts represent OSPF and EIGRP respectively. First, second and third bar charts represent initial convergence, re-convergence after link failure and re-convergence after link recovery respectively. The height of the bars represent the time it takes the routing protocols to converge. The link between Routers A and D has been failed at 150 seconds into the simulation and recovered at 200 seconds into the simulation for bother EIGRP and OSPF scenarios. As it can be seen on the bar charts in the graph above, the time it takes for OSPF to converge is much higher than EIGRP, as initial convergence for EIGRP is about 5 seconds, while it is 48 seconds for OSPF.  The convergence and re-convergence bar charts are also considerable higher for OSPF. Overall EIGRP convergence is much lower than OSPF in small networks [43][41]. 
The speedy convergence of EIGRP is due to two of its main features, which are;
a. The ability to have a loop free backup route if the primary route fails
b. Asking neighbour routers for an alternative loop free route if a backup route to a failed route could not be found.The table below displays the recorded statistics of EIGRP and OSPF convergence for a small network. The graph for this table is shown on the previous page.
	
	EIGRP
	OSPF

	Initial convergence (seconds)
	5.36
	48.21

	Re-convergence after link failure(seconds)
	2
	7

	Re-convergence after link recovery(seconds)
	2
	17


[bookmark: _Toc292206875][bookmark: _Toc505008575]6.12.1    Jitter (Small network














Voice traffic was sent from one workstation (named Caller) to another workstation (named Called) in order to compare the performance of these routing protocols in terms of jitter. Each workstation was placed on opposite sides of the networks. In terms of jitter, there is not much difference between the two routing protocols as shown above on the graph, as the red and blue lines represent OSPF and EIGRP respectively. The two lines mirror each other until about the 3 and half minutes into the simulation, where OSPF seems to take a bit longer to recover from the high jitter delay [41][36]. 
The high jitter delay  occurs when the link between A and D routers was failed at 150 seconds into the simulation and that is shown as 2 and half minutes on the graph above, the link was recovered at 200 seconds into simulation. As soon as the link fails, the jitter delay rose dramatically from 0 to 14 nanoseconds. This is because the voice data had to find an alternative path when its original path failed. Once the link was recovered at 200 seconds or 3 and half minutes of simulation time, the jitter delay came back to 0.  Overall EIGRP slightly performs better than OSPF in terms of jitter, as OSPF takes a bit longer to recover from jitter delay after a link recovery [36]. 
This is shown by the red line (OSPF) on the graph above, as it comes down after a few fractions of a second after the blue line (EIGRP). The table below presents the peak delay of botherprotocols after a link failure.
	
	Before link failure
 (in nanoseconds)
	During link failure
(in nanoseconds)
	After Link recover
(in nanoseconds)

	EIGRP and OSPF
	0
	14
	0


[bookmark: _Toc292206876][bookmark: _Toc505008576]6.12.2    Jitter End to end delay









The end to end delay for EIGRP (blue line) is higher than OSPF (red line) in a small network as shown on the graph above. The blue line, which represents EIGRP stays constantly higher than that of OSPF, which is red, this indicates that EIGRP takes longer in general to deliver packets. The link between routers A and B was failed at 150 seconds of simulation time and recovered at 200 seconds of simulation. This is the reason that the lines on the graph go higher at about 2 and half minutes of simulation time and then start to come down at 3 and half minutes of simulation time.  Overall it is clear from this simulation that OSPF to use if end to end delay is important for a network design and this is critical for interactive voice and video. See the table below for the recorded statistics of the graph above[43][7].
	
	Before link failure
	During link failure

	OSPF
	60.85 milliseconds
	60.81 Milliseconds

	EIGRP
	60.89 milliseconds
	60.94 Milliseconds



[bookmark: _Toc505008577]6.12.3Jitter Throughput










For a small network, OSPF has better throughput, as it can be seen from the graph above. The red line representing EIGRP is constantly higher than the blue line, which represents EIGRP. This throughput was taken from the direct link between Router A and D, as this route has the shortest metric between the Caller and Called workstations. At the end of the simulation, the throughput of EIGRP seems to increase till the end of simulation and this indicates that the throughput of EIGRP improves as the network gets busier. However, it is fair to conclude that OSPF has better throughput on this small network scenario.
[bookmark: _Toc292206878][bookmark: _Toc505008578][bookmark: _Toc292206879]6.13   Large networks

[bookmark: _Toc505008579]6.13.1    Convergence time

[image: ]
For large networks, EIGRP still has better convergence time than OSPF as shown above on the graph. OSPF was divided into Areas while EIGRP was divided into Autonomous Systems.  Again this is because of EIGRP’s ability to have backup routes and ask neighbour routers for alternative paths as was explained in the small network convergence time in page 81. The table below shows the statistics recorded for each of the bar charts shown on the graph above [41].
	
	EIGRP
	OSPF

	Initial convergence (seconds)
	6.84
	49.20

	Re-convergence after link failure(seconds)
	2
	7

	Re-convergence after link recovery(seconds)
	2
	17



[bookmark: _Toc292206880][bookmark: _Toc505008580]6.13.2   Throughput












The throughput of the link between M and G was chosen as this had the shortest metric and as a result, both routing protocols were using it to forward the voice packets to the Called workstation. The red and blue lines represent OSPF and EIGRP respectively. As it can be seen from the graph above, the voice packets start to increase from the first minute of simulation and continue to rise until the end of the simulation, which is at the peak of 25.86Mbps and at the 5th minute of simulation. What can be gathered from the graph above is that EIGRP’s throughput becomes higher than OSPF’s as the link load increases. This indicates that EIGRP performs better than OSPF in busy and large networks in this scenario.  
Overall the performance of EIGRP is better than OSPF in terms of link throughput and this is down to EIGRP design, which does not consume more than 50% of the link bandwidth. For OSPF, there is no such measure and OSPF uses whatever bandwidth it requires [43].

[bookmark: _Toc505008581]6.13.3     Jitter









As it can be seen on the graph above, in large networks, OSPF seem to perform slightly worst than EIGRP. This is indicated by the red line on the graph, which represents OSPF constantly staying higher than the blue line, which represents EIGRP. The link between M and G routers on both networks is failed at 2 minutes and half of simulation time. Because of this failure, the voice packets must find an alternative route and that cause the jitter to suddenly increase from 0 to about 10 nanoseconds for OSPF. The link is recovered at about 3 and half minutes of simulation time and then the jitter time comes down to 0.  Peak jitter time of OSPF is 10 nanoseconds and for EIGRP, it is about 9 nanoseconds. This clearly indicates that OSPF performs slightly worse than EIGRP on large networks, in term of jitter. See table below for recorded statistics[41][43].
	Protocols 
	Before link failure
 (in nanoseconds)
	During link failure
(in nanoseconds)
	After Link recover
(in nanoseconds)

	OSPF
	0
	10
	0

	EIGRP 
	0
	9
	0



[bookmark: _Toc292206882]
[bookmark: _Toc505008582]6.13.4     End to end delay










OSPF seems to perform better when it comes to end to end delay as shown on the graph above. This is indicated on the graph above as the blue line representing EIGRP is higher than the red line representing OSPF.  End to end delay for EIGRP is about 62.5 milliseconds, while it is 61 milliseconds for OSPF.  At about 2 and half minutes of simulation time, both lines on the graph seem to surge in terms of end to end delay and then start to come down slightly, this is because the this link was failed at 2 and half minutes of simulation time and then recovered at 3 and half minutes of simulation time[41]. 
Overall, OSPF is the right choice when considering end to end delay, especially voice, as any along end to end delay for voice can cause break-ups in conversations. See the table below for recorded statistics [43].  
	
	Before link failure
	During link failure

	OSPF
	60.85 milliseconds
	60.81 Milliseconds

	EIGRP
	60.89 milliseconds
	60.94 Milliseconds







[bookmark: _Toc292206886][bookmark: _Toc505008583]Chapter 7 :      Conclusion
[bookmark: _Toc292206887][bookmark: _Toc505008584]7.1 Comparisons with Previous Work
There was one similar project that was done in the past on simulating OSPF and EIGRP, but this project was trying to find advantages of EIGRP had over OSPF and it was also running the two routing protocols in a single network. The project had 3 scenarios, one network with just OSPF, another with just EIGRP and one network with both routing protocols. However the simulation that is been done for this project is different in the sense that 4 networks are setup, 1 small and 1 large OSPF networks and 1 small and 1 large EIGRP networks. Then parameters and the routing protocols are changed on these networks to observe the performance of the networks. The large networks are used to analyse how OSPF performance in multi-area networks and also how EIGRP performs in large autonomous system. The small networks are used to analyse how each routing protocol performs in small networks. To conclude, this project is different as it analyses more advance network designs such as EIGRP in large Autonomous system and OSPF in multi-Area networks.  
[bookmark: _Toc505008585]7.2    Evaluation of the Project 
For this project, it is important to realise that all the routers and switches used in networks created were all from Cisco. The main reason for this was that EIGRP only works with Cisco routers. However in real life networks, this may always not be the same as networks mainly consist of equipment from different vendors, this is especially true in major networks.
Before the result of the analysis was collected, the expectation was that EIGRP would have a better convergence time than OSPF, both in small and large networks. This has been proven right in this project on chapter 6 “Analysis of performance”, as in both small and large networks, the initial convergence and re-convergence after a link failure were considerably higher. Cisco have always been boasting about the fast convergence of EIGRP and they have been proven right by this experiment, as EIGRP’s ability to replace  the primary route with a backup route has been a major factor of reducing its re-convergence time. If there is no backup route, EIGRP is also able to ask its neighbour routers for the route as well, instead of doing the DUAL algorithm calculation all over again. Finally EIGRP routers exchange routing tables with their neighbours, while OSPF advertises state of the links to all the routers in the network and this has been behind the quick initial convergence of EIGRP over OSPF. In terms of end to end delay, there were no presumed ideas of which routing protocol will perform better, but the clear winner was OSPF in both networks.  In the other hand, EIGRP performed better in this experiment for both small and large networks when it comes to Jitter. EIGRP also came on top in terms of throughput in the large network, but in the small network, it was OSPF. However, even in the small network, throughput of EIGRP was increasing, as a result, EIGRP has overall better throughput. EIGRP only uses 50% of link bandwidth by default and this gave it an edge over OSPF, which uses whatever bandwidth it requires. Also, unlike OSPF, the amount of bandwidth used by EIGRP can be configured to the desired limit.
[bookmark: _Toc505008586]7.3    Conclusion
As OSFP is a link state routing protocol and EIGRP is distance vector protocol, explained in details in the above chapters. In this project the given two routing protocols performance are evaluated in small network as well in large network based on different factors i.e. Convergence time, jitter, end to end delay using voice traffic, it has founded that in small and large network EIGRP performance is better than OSPF in (convergence, jitter, throughputs) OSPF founded batter than EIGRP in end to end delay. But we know that EIGRP is a Cisco proprietary and OSPF is an Open standard routing protocol.  To conclude,  it has been proven that EIGRP has better performance than OSPF overall in this experiment, in terms of the factors used, which were convergence, re-convergence, throughput, Jitter and End to end delay. Nevertheless it is important to note that OSPF has a design that is more suited to large networks, because of its hierarchical design using Areas. EIGRP does use autonomous systems and summarisation, but it still does not make one think about the hierarchical design of the network, which OSPF has by default. EIGRP in the other hand is easier than OSPF to configure, as normally, all it takes is to add the router on the network and configure EIGRP on it. For a small to medium network, EIGRP would be fine, however, for large networks, it would be better to use OSPF, because its hierarchical design makes troubleshooting and routing traffic easier to manage. 
The table below indicates how each routing protocol is rated with the factors that were used to compare the protocols.
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	EIGRP
	OSPF
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	Throughput
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[bookmark: _Toc505008587]7.4    Achievement 
The major goals of this project have been achieved, which were comparing the performance of OSPF and EIGRP in terms of convergence, throughput, jitter and end to end delay of voice packets. The preferred simulation software to be used was Opnet Modeler and that also has been a success as all the required graphs were collected for all the scenarios created. In terms of report, the major topics of the two routing protocols have been covered and a lot of emphasis was put into the advanced features of these routing protocols [45]. 
[bookmark: _Toc292206891][bookmark: _Toc505008588]7.5     What was not achieved and difficulties faced
It was intended to create multi-autonomous system (AS) and compare it with OSPF multi-area; however, this did not go according to plan. There were two reasons for this, first, if multiple autonomous systems with BGP interconnecting them was created, then Opnet would does not support redistribution between EIGRP Autonomous Systems. Secondly, if multiple autonomous systems were created and were connected using BGP, then this would be no advantage to EIGRP as autonomous systems can be configured on OSPF the same way as well. For this reason, EIGRP was designed in a single large autonomous system [46].
In order to investigate how EIGRP metrics can be modified, an attempt was made to add load as a metric for EIGRP, but for some unknown reason, changing the metrics would not have any effects on the metrics of the routes. This problem could not be solved and Opnet support would not help, because a contract with Opnet, which costs £700, was required and as a student, this could not be afforded. Opnet modeler is sophisticated and manuals that could aid in the process of designing this software were not found. This made doing the simulation difficult and at time laborious.
[bookmark: _Toc505008589]7.6    Future Work
This project was based on EIGRP and OSPFv2 as these are currently the most widely used interior routing protocols in production networks. The downside with these protocols is that they only support IPv4 and in the near future, IPv4 addresses will mainly be replaced by IPv6. IP version 6 is a future plan and having a secure and unlimited IP addresses with some new and modern concepts which help to enhance the network performance and capabilities, and also we know that the current IV version 4 is not secured compared to IP v6,because IPv6 providing some security techniques like  Dual stacks, Tunnelling, Translator etc .  
So, it would be interesting in the future to do a performance comparison between OSPFv3 and EIGRP for IPv6 as these protocols are designed to support IPv6.  Opnet Modeler already supports OSPFv3 and EIGRP for IPv6 will soon be released by Opnet, thus doing such a project would definitely possible in Opnet. Currently, performance analysis of EIGRP and OSPFv3 can also be done, because as mentioned earlier, Opne tModeler currently supports OSPFv3, which supports IPv6 [47].  
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