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Introduction
ACCC5003_NOS Observational Task Assignment 1 contains 5 worksheets as stated on [11].
Every worksheet includes multiple tasks, several questions and scenarios regarding Virtualisation environment.
The “Observational Tasks” stand for individual work to exploring relevant literature, simulating programs and activities for finding solutions at requested tasks.[11]





“Worksheet 1: Building the NOS infrastructure using Active Directory” [11]
“State the benefits of using Type 2 Hypervisor Virtualisation software in your design. Evaluate the strengths and weaknesses of the Virtual Box platform used in your network.” [11]    
Taking in consideration that my Windows based computer is the workplace for my applications when the PC became a host in Virtualisation design is important to keep the same operating system.
“Type 2 Hypervisor” is running as a suitable application on my system and, according with [3] is a solution to run “different operating systems”, under different users or different platforms.
“Type 2 Hypervisors” offer “toolkits” to install into the guest system and “enable access or copy/paste actions” between host and guest VM. [3]
Strength
· Recovery solution and implementation (Access control, Disk Space allocation, RAM management, network setup)
Weakness 
· High usage of PC’s resources conduct on delayed output, slow performance comparing with physical machine.
“Explain with use of diagrams the significance of the following terms, Active Directory Forests, Trees, Parent and Child Domains.” [11]
Fig1. Active Directory Structure
Active Directory Forest represent main container of “Active Directory Structure” and include: domains, users and computers. [9] 
The forest is a secure structure to access objects, users, groups.
Forests contain domains that include trees structure.
One and more domains are linked in a hierarchical structure will form a tree.[3]
The object is a potential computer, user or device, located in a domain who can be identified by namespace and where are sharing the same database.[9]
“Parent and child domains are trust linked” to facilitating access at resources from the forest where users get access.[3]
“Investigate and document the main roles and responsibilities of an Active Directory Domain Controller.” [11]
Windows network contain a “Domain Controller (DC) as the server who facilitate access to resources within the domain.” [9]
 Domain Controller hosts the “Active Directory Domain Services” stated [9].
· “NetLogon Service” validate login credentials.[9]
· “Kerberos Key Distribution Center (KDC)” contains “Authenticating Server” and “Ticket Granting Server (TGS)”. [9]
KDC it is designed for server access and encrypted connection.
· W32time service use Network Time Protocol (NTP) for time and data synchronisation between domains computers and it is essential for KDC functionality.[3],[9]
· Intersite Messaging (IsmServ) facilitate safety transmission in Windows server environment.[3],[9]
“What actions could we take in the event of a Domain Controller (DC) becoming unavailable? “[11]
· Verify configuration of  IP address[3]
· Verify the client IP address[3]
· Reboot the client to renew the IP address reload network configuration. [9]
· Search for cable damage or a network card malfunction[9]
· Verify client ping to DC.[9] 
· Run “tracert domain.com” and check hops time response.[9]
· Check DNS of the DC. [9]

“Worksheet 2: Resource Management in Active Directory- Users, Computers and Groups.” [11]  
“Investigate the minimum password complexity requirements required as part of modern Network Operating System implementations.” [11]
Complex design requirements, unique characteristic, and frequently change request are the top practices on establishing password policy, recommended at [10].
“Complexity” can be obtained by using a minimum amount of characters and different types (literal, numeral, special).
Restricted usage of similar or old passwords can prevent unauthorised password usage.
The National Institute of Standards and Technology (NIST) answer to our concerns regarding password requirements on NIST Special Publication 800-63B (Digital Identity Guidelines – Authentication and Lifecycle Management), Section 5.1.1 “Memorized Secrets” [10]
The requirements for user passwords should start at eight alphanumeric characters while random generated passwords start with six characters and can contain only numerical characters. [10]
As an extra control “a list that contains values known to be commonly used, expected, or compromised”. Must be verified “passwords affected by previews attacks, language and dictionary, repetitive or sequential characters (e.g., aaaaaa or 1234abcd), context-specific word”. [10]
NIST recommendations extend to password managers as is listed below:
· Passwords should not be stored. The option is that should store a salted hash. That involves additional data inside one-way password hash.[10]
· Salted hash has to contain a “cost factor”. This factor expands the time of potential attack.[10]
· Login interface should display the password by introducing eyeball icon as option.[10]
Password stated by such called “the ground rules” suggested that password may not contain the account info or variations of it.
The NIST policies are avoiding complexity requirements without rejection.
Microsoft uses requirements in the Security Baselines where “the minimum password length is 14 characters”.[5]
Microsoft policy:
· “Uppercase letters of European languages (A - Z, diacritical marks, Greek and Cyrillic characters)”[5]
· “Lowercase letters of European languages (A - Z, sharp S, diacritical marks, Greek and Cyrillic characters)”[5]
· “Base 10 digits (0 through 9) and special characters (~!@#$%^&*_-+=`|\(){}[]:;"'<>,.?/) “[5]
Microsoft documents suggested that "may cause some additional help desk calls for locked-out accounts because users might not be used to having passwords that contain characters other than those found in the alphabet. However, this policy setting is liberal enough that all users should be able to abide by the requirements with a minor learning curve." [5]

“State the advantages and disadvantages of using Groups in Active Directory.” [11]
Advantages
· Facilitate usage of login credential “used elsewhere.”[8]
· User accounts are no more necessarily to be created.[8]
· Automatically update
· Set permission to “different users at the same facilities.”[8]
· Provide automatic authentication for Outlook.[8]
· “Logon Authentication increase security.”[8]
· Facilitate management, views, reports, control.
· Scalability.
Disadvantages
· Expensive because of Windows Server licences and hardware upgrade requirements, maintenance costs, infrastructure.[8]
· “System dependent”[8] 
· “Active Directory failure determines network failure”.[8]
· Complicated setup and removal functions.
· Hackers vulnerability
· Good planning required[8]
· Complex infrastructure and unfriendly for users.[8]




“Worksheet 3: Resource Management in Active Directory: Managing access to files /folders and controlling domain user environments.” [11]
“Discuss the two different types of permissions in use within windows network environments. “[11]  
1. According with [9] shared permission establishes what kind of access users have on the shared folder.
[image: https://blogvaronis2.wpengine.com/wp-content/uploads/2016/10/2.png]
Fig2.Share Permission [12]
Share types:
· “Full Control” allows users to “read”, “change”, “edit” permissions and “take ownership” of files.[9],[12]
· “Change allows users to read/execute/write/delete folders/files.”[12]
· “Read” allows users to view contents.[12]



2. “NTFS permissions” provide access to the files and folders stored in NTFS file systems stated [12].
[image: https://blogvaronis2.wpengine.com/wp-content/uploads/2016/10/1.png]Fig3. NTFS permission [12]
NTFS permissions:
· “Full control” for users to read, write, change, and delete files and subfolders[12]
· “Modify” allows users to read and write of files and subfolders and folder delete.[12]
· “Read & execute” allows users to view and run executable files, including scripts.[12]
· “List folder contents” allows viewing and listing of files and subfolders [12]
· “Read” allows users to view the folder and subfolder contents.[12]
· “Write “ allows users to add files and subfolders.[12]

“Evaluate the benefits of the NTFS File system in comparison with other network operating system’s file systems.” [11]
NTFS is recommended for small systems volume that conserves the overall performance.[9]

NTFS architecture was created such that a user should never have to run any sort of disk repair utility on an NTFS partition. [12]

NTFS problems may occur when “system volume is smaller than approximately 400 MB”, because of “space overhead involved in NTFS (4 MB of drive space on a 100 MB partition)” .There is no file encryption built into NTFS [12]

“Identify the main benefits of using groups in an Active Directory domain.”[11]
· Objects are organised in structure for easy administration.[8]
· Allocating permissions for objects or resources.[8]
“Discuss the benefits of using Group Policy and Organisational Units to manage domains resources.” [11]  
“Password Policy reduces the risk of hacked data” by frequently asking the change of login credentials and can be used to establish password length and complexity. [4]
“Systems Management facility” reduces time consuming by using standardized and global user setup and system configuration.[4]
“Health Checking” is effective to make software updates and to check system health or security treats.[4]
Organizational unit (OU) is defined as subdivision within an Active Directory into which can be created users, groups, computers, and other organizational units. [5] 
OU can be configured to reflect business organisational environment. [2]
Contained domains implement organizational hierarchy. [5]
Domains can be secure administrated independently or relational interconnected. [5]

“Worksheet 4: Planning and Deploying DNS in the network infrastructure.” [11]
“State some principal advantages of using the DHCP service in network infrastructures.” [11]
· Accurate configuration is facilitated using strictly IP format and typology.[1],[2]
· Avoid IP conflicts when “each address is uniquely allocated” and automatically controlled. [2]
· “Automation of IP address” means that assigning and revoking IP addresses is successful possible in real time when a device get connected or leave the network.[2]
· Change management facilitate address change, scope or endpoint modifications without additional configurations to be provided.[2]
“With the aid of diagrams, explain the 4 stage process involved with assigning DHCP clients with IP addresses. Describe the stages that both client and server enter, and the processes involved.”[11]
IP addresses are dynamically allocated to client when accessing the network, through Dynamic Host Configuration Protocol (DHCP) as stated in “Dynamic Host Configuration Protocol”. [1]
Phases: Server Discovery, IP lease Offer, IP lease Request, and IP lease Acknowledgement (DORA). [1][image: Figure 5. Summary of DHCP protocol procedures]
Fig4. “Summary of DHCP protocol procedures” [7] 
IP address “allocation/lease”:
· DHCP client broadcasts a DHCP Discover message, and in respond to the message, a DHCP server broadcasts a DHCP Offer message.[7]
· When more DHCP servers are on the subnet, the client selects one of the servers, and broadcasts a DHCP Request message with the information of the selected server entered in the DHCP Server Identifier (option 54) field.[7]
· The client receives network configuration data such as client IP address, subnet mask, default gateway IP address, DNS IP address, IP lease time from the server, and configures its network interfaces using the data.[7]

IP address renewal
· After “IP address allocation/lease” procedure succeeds a “unicasts DHCP Request message” is send to the “DHCP server” for renewal of its IP address. The DHCP server,  receiving the request message, accepts the request by responding with a “unicast DHCP Ack message.”[7]
IP address release
· When client log-off will return his “allocated IP address” to the DHCP server by “unicasting a DHCP Release message to the DHCP server.”[7]

“What are some of the potential threats that could occur when using a DHCP service.”[11]
DHCP protocol do not require “client authentication” when accessing the network. Security gets compromised in this case and can generate:
· Unauthorized information send from server to clients 
· Unauthorized IP allocation to malicious clients 
Invalidated DHCP server may provide fake network information conducting to denial-of-service attacks or man-in-the-middle attacks collecting data for crime purpose.[6]

“Worksheet 5: Network Administration using DHCP” [11]
“Describe how the Recursive Query and Iterative Query Processes resolve DNS Client Requests. “[11]

“Recursive Query”
The client request will determine DNS server response confirming resources or error message infirming request. When DNS server is not solving the query will forward to another DNS server until it gets an answer or the query fails.[6]

“Iterative Query” 
The client receives as return the best option that DNS server can provide according with zone info. When DNS server does not accomplish queried info then will return to the client a referral to another server. The client will address query to referred server. The operation repeats until conditions are met or error will be returned. [6]





“Explain the significance of root hints and how this process enables us to resolve names that are not managed (or kept in an authoritative DNS server in our network) “[11]
A root hints file contains the names and IP addresses of the authoritative name servers for the root zone, so the software can bootstrap the DNS resolution process. The list is built in the software solution.[11]

“We have a Server called Server1, this server will be hosted in a subdomain called ‘subcontA’ with a root domain called nwtraders.msft,answer the following questions:”
· “What is the exact FQDN for this host.”[11]
            Answer:  Nwtraders.msft
· “Illustrate how the Domain Name System breaks up this FQDN into Host and Domain Namespace.”[11]
            Answer: Host name & Domain= nwtraders.msft = Top Level Domain (TLD)

“Explain how DNS Zones are used in DNS and give examples to illustrate the use of multiple zones and how these can be used to manage resource records of domains. What important factors/characteristics do we need to be aware of? “[11]
According with [7] DNS Zone file contains “the start of authority (SOA)” section which includes “contact of the zone administrator”. 
The “zone file” is a text file represents the DNS Zone and contains records of the specific Domains (Domain names and IP addresses).[7]
DNS Zones gather the domains and sub-domains for storage management.[7] 
Primary Zone 
· Contain a “copy/write of the zone data”. Zone changes are stored at this level and get “replicated to the secondary zones.”[7]
· For Windows DNS server zone data is stored in a text file at “c:\windows\system32\DNS”[7]
Secondary Zone 
· It is a read-only copy of the primary zone. 
· Updates from the primary zone only.  
· Address to “resolution queries from client nodes” helping to reduce “the workload” at primary zone.[7] 
· Secondary zones will not be “active directory integrated.”[7]
Stub Zone
· Stores partial zone data only.[7] 
· Reduce “zone transfers” when passing request to “authoritative servers.”[7] 
· Contain only SOA, NS and A records.[7]
Forward Lookup Zone
· Deliver the hostname info related to “IP address resolution.”[7]

Reverse Lookup Zone
· Convert IP addresses into hostnames. [11]
· A reverse DNS record is created when IP convert to hostname.[11]
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