Data Security & Compliance Assignment 

Task 1
Introduction
[1] Data Security is the protection of data throughout the information technology world. This is done through following procedures and practices which are designed to protect the information at risk such as files, networks, databases and any other general data which could be used wrongfully for reasons that were not intended. In task one of this assignment some of the procedures and practices that are in place will be discussed and why organizations should follow them in order to protect the valuable information that they possess.  By having security for the information of the organization, it allows them to maintain the capacity to function, it permits the use of the IT systems to run safely and protects all computing possessions. 
Security Technologies
Security Technologies can be put in place by organizations in order to police the going on that occur throughout the organizations network. These technologies can be used in order to control the access of data throughout the network and help to manage the data  and make it easier to access if it is going to the correct location. If security technologies were not in place then in some circumstances it may allow someone who is prohibited from accessing the sensitive data of the organization, to gain access to it and use it against them.
Access Controls
[2]The first form of security technology that can be used is Access Control. This is a form of security technology which manages the access of resources throughout a network which helps to reduce the risk of data loss to an organization. Access control falls under two different categories, physical and logical. Physical access control will be covered in the physical security section of task 1. The other type of access control is logical, this type of access control refers to the limitation of electronic connections to data throughout the network. Mandatory access controls or (MACs) is a method of access control which limits access to specific resources depending on how sensitive the information in those resources are, the user can then only access the resource if their authorization allows them to access sensitive information of that level. Users are only able to access information which their level of authorization fits into. This means that MACs offer a high level of security however can make it difficult for a user that needs a recourse that is not in their access level as they will have t request to access it. MACs mainly used by organizations that have data confidentially at the top of their priorities such as government agencies. Discretionary Access Controls (DACs) allows the owner of a recourse to decide who can have access to it. They can decide who can have read or write access. When a user creates a file they become the owner of the file, if another user wants access to the file, they can request access which can be granted by the owner at their own discretion. If a user has access rights to an existing file, they are also able to grant access to another user however they can only give access right equivalent to what they have themselves for example someone who can only read a document cannot give write access. DACs are a lot more user friendly and flexible compared to MACs as they allow for users to quickly control who has access to what resources however the security of data is a lot lower in DACs compared to MACs as users can choose who gets access to resources. Non-discretionary controls are controls that are put in place by one core group for example and admin. 
Access control works by identifying who is trying to access the network through identifying who they are, this can be done through means such as a username which the user provides to show who they are trying to gain access to the network as. Authentication then comes into place which is a way of proving that the user is who they claim to be. This can be done in several ways such as Passwords or passphrases, Biometrics such as retina scans or fingerprint scans to uniquely authenticate who a user is. Authorization is then used to match the data access level to the authenticated user in order to determine what resources they can access on the network. Accountability is the final step of Access controls this is the processes of linking every resource that has been accessed to an authenticated user, these are often called system logs which can be used to see who had access to what resources. If a data breach was to occur, then this can potentially be used to narrow down the search to which user accessed and leaked the data.
Firewalls
[3]Firewalls are another important factor when it comes to maintaining the security of data. A firewall is a network security system that monitors and controls incoming and outgoing network traffic based on predetermined security rules. This can help protect an organizations data by filtering traffic that goes in and out of the network and blocks outside entities from being able to access private data on the network. Fire walls act as an entrance in and out of the network which stops unwelcome or unknown sources from accessing the networks data, while monitoring any attempts to access the network.  The firewall does this by managing the network traffic to protect the network by blocking or validating access to the network by assessing if the incoming traffic contains any malicious data.
For a firewall to work there are several pre-determined rules in which data coming in or out of the network will have to comply with for the data to pass through the fire wall. Only trusted sources or Ip addresses are allowed access to the network.
There are four different processing types in which firewalls can be categorized by, the first being Packet-filtering. A packet-filtering firewall is a network traffic management tool that allows you to block network traffic depending on IP protocol, IP address, and port number. This is the simplest basic firewall and is intended for networks of a smaller scale. While packet-filtering firewalls have their advantages, it also has its drawbacks. A packet-filtering firewall does not block web-based assaults because all web traffic is permitted to enter, the network. As a result, you'll need extra security to discern between legitimate and dangerous online traffic. Packet filtering firewalls are made up of three fundamentals the first being Dynamic filtering, this is the ability for the firewall to create new rules or update previous ones in order to handle an issue in real time. Static filtering is the condition that the pre-determined security rules to filter data is installed. Finally, [4]Stateful packet inspection (SPI) which uses a state table to keep track of each network connection between internal and external systems.
 The media access control layer of the OSI network mode is where MAC layer firewall’s function. This enables these firewalls to assess the identity of the specific host machine when making judgments on filtration. The MAC addresses of certain host computers are connected to ACL (Access Control Lists) entries which identify the packets that can be transmitted to each host, other traffic is prohibited using this method. 
A Proxy firewall is a firewall that can also work as a proxy. This type of fire wall filters data at the application layer as this helps to protect the networks resources. Proxy firewalls are usually in place at levels of high risk in the network. Finally, Hybrid firewalls are a combination of multiple previously discussed firewalls that uses different components in order to meet the necessary requirements of the firewall. A Hybrid Firewall can also be two different types of firewalls which have been set up to work in unison. This means that hybrid firewalls are flexible as you can incorporate a firewall that does what your network additionally needs without replacing the entire firewall. However, this can complicate things as if one of the firewalls is not configured properly then it can be easier for threats to enter the network. This means that it is important for modern organizations to incorporate some form of firewall into their network in order to not only protect the data that they have but to detect the data coming into their network. 
VPNs
VPNs (Virtual Private Networks) are another form of Security technologies in which can be incorporated into organizations infrastructure in order to help safeguard their Network. [5] A VPN is a security technology that establishes an encrypted connection between one or more servers and user devices. VPNs allow users to securely connect to a company's internal network or the external Internet. VPNs are typically used by organizations to allow employees to gain access to resources from the internal network from a remote location, or to create one shared network from multiple working locations. By using VPNs, it prevents the data being shared on the open internet and provides a more secure way for the members of an organization to access resources remotely. By using a VPN, the data passed between the remote employee and the organization is encrypted which can help prevent snooping on sensitive data while in in transmission. This makes VPNs an important security technology which can be used by organizations in order to protect and safeguard the resources that can be accessed from their infrastructure while being a productive and secure way for users to remotely access resources from the network.
IDPS (Intrusion Detection and Prevention System)

It is important to install a strong and effective IDPS in any organization in order to prevent security incidents and data breaches. An Intrusion Detection and Prevention System (IDPS) analyzes traffic on the network and alerts administrators if it detects symptoms of an attack. IDPS systems search for traffic patterns that match common assaults. Previously, they relied on signature-based or statistical techniques, but IDPS is increasingly turning to machine learning technology to review enormous amounts of data and find hazards that signature and anomaly detection would overlook. IDPS systems are usually used after the Firewall system that is in place so that any threats that have passed through the firewall can be detected and prevented from harming the organizations network. 

Physical Security

Physical security is a vital part of ensuring that an organizations IT systems and infrastructure is kept safe and protected. Although it is important to have logical measures in place to protect the organizations data physical measures are just as important or even more important to protect the data as it may be easier to experience data loss or theft through physical methods. Physical security is the foundation of the security of the infrastructure, and it is important not to overlook the basic methods of protecting the network on a physical level. 
Some of the most basic physical security that should be in place are Walls, door, fencing and gates. These are important as all important IT systems and infrastructure should be kept in secure rooms behind walls, doors, fencing and gates. Although these are an important aspect to keeping high quality physical security other methods which will be discussed shortly should be incorporated in order to maintain a high level of security for the organization.
Locks are the next important thing in order to keep the network physically secured. Locks will stop intruders from being able to access any room they want and keep rooms with important IT systems secure so that only the personnel who should be able to access them can access them. However certain policies should be set in place in order to ensure that the rooms that should be locked are locked at the correct times and relocked after use. Physical access control can also be used in a similar way, for example staff can use ID cards in order to access specific rooms. The cards they are given can have specific privileges giving them access only to the rooms in which they need preventing any staff member from being able to access rooms and IT systems in which they shouldn’t. Logs can be kept of who entered which rooms and used which systems through system logs when using ID cards that are programmed to open specific doors. This can help identify who went into which room at which time if data loss or damage to the infrastructure was to occur. The problem with this is that the keys for the locks or ID cards may be lost and can be picked up/stolen by someone who shouldn’t have access to the IT systems and infrastructure. A solution to this is using electronic monitoring systems.
Electronic monitoring systems are another important factor in keeping an organisations data secure. Electronic monitoring equipment such as closed-circuit television (CCTV) can be installed which can record what is happening around the facility in which the IT systems are. This will allow the organisation to watch back footage if a data breach was to occur, the issue with this Is that it will not actually stop any prohibited access but will only monitor it. This means that it is important to incorporate other physical security factors with this.
Alarm systems are also important to physical security as they can notify systems when an intruder has entered somewhere they shouldn’t have. Alternate alarms like Fire alarms or glass breakage alarms can be used in order to alert the organisation of any other disturbances which may affect data loss to the organisation.
Security teams are also another important aspect to physical security in organisations. Security teams can be used to monitor all previously discussed physical security measure. By monitoring all aspects of the organisation such as CCTV, Access logs, Alarms and even patrolling the organisation they can respond quickly to any suspicious activity which may occur reducing the potential of Data loss to the organisations. 
Task 2
Introduction
In task 2 I have been asked to design and discuss my approach towards to meet the needs of Flow techs new information security Unit. 
Organisation structure
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After going through Flowtechs requirements as an organisation this organisation structure has been created in order to best fit their needs as a fast-growing business. At the top of the chart is the director of flow tech who will oversee the entire operation. On the left hand side of the diagram below the Flowtechs director is the Information Security Manager who will oversee the department that will combat the real time threats and immediate threats in which the businesses that they assist experience, this department will also be able to combat any threats in which Flowtechs experience themselves this will primarily be the jobs of the Network security analyst and the cyber analyst however as Flowtech is a growing company there is space to employee and train more people under these roles in order to meet customer demands. Under the Information security manager there is also the Risk management analyst who can help reduce the number of risks in both client’s networks and Flowtech. The physical Security Officer also come under charge of the Information security managers who roles are to ensure that the physical security of both Flowtech and their clients are sufficient to ensure protection of Data. Finally, the cloud storage administrator is the last person who is directly under the information security manager, their role is to ensure that all Cloud storage services are up and running and will make any repairs. Beneath the Cloud storage administrator is the Data Recovery Assistant who will help clients and Flowtech with any data recovery issues in which they have. 
On the Right hand side of the diagram under the Flowtech director we have the Compliance manager who will work closely with both the business continuity Analyst and state of compliance analyst to ensure that they can provide the right tools and solutions for customers state of compliance and business continuity in order to ensure that both Flowtech and their clients are following the rules and requirements in order to protect the integrity, confidentiality and accessibility of all data stored or moved throughout the various companies networks.

Risk Management 
 
As an Organization it is important for flow tech to create a safe space In which they are able to run on a daily basis. Risk management is an important aspect in which the company needs to adopt as it is a crucial way of reducing the number of threats, vulnerabilities and consequences by using policies, procedures and technology to ensure that data is protected.
Risk Management is made up of three subgroups.
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Risk identification being the first subgroup and first step in risk management. Risk management begins with determining the scope and nature of your organization's risks. Any threat or occurrence that would prevent Flowtech from accomplishing its goals is referred to as a risk. In order to start the risk identification process the first step that should be taken is to identify and prioritise assets, it is important to create a team from across Flowtechs company including management and business users in order to identify all inventory of assets and categorize them which will include Flowtechs working systems such as clients and people, Flowtechs strategy’s and procedures, data, hardware, software and networking.  It is important to have an inventory of all assets as any assets that Flowtech fail to identify may not be protected as they may not be taken into consideration in later stages. When categorizing Flowtechs assets it Is important that they are categorized correctly, when it comes to the people they should be categorized by staff members and non-staff members. The strategies and procedures should be separated by the methods that could potentially reveal information that could lead to a threat and those that do not expose any sensitive information. Flowtechs data should be categorized by data in transmission, processing and data in storage. Flowtechs hardware should be categorized hardware that is used in the process of information security and all other hardware, finally software will be categorized by operating systems, applications and security software. All of Flowtechs data should then be categorized into one of the three following depending on how important it is to the company and what can be taken from the data to be used against Flowtech. The three categories are as follows, internal which is data that should only be able to be seen by internal sources for example staff members at the company, external this could be data that can be seen by almost anyone and will not give away compromising information and finally, confidential which will only be available to the staff members/ clients that need access to the data. It is important that the classification of data is reviewed on a regular basis.
The next stage in Risk identification is the identify and prioritize the threats to the assets that were listed. Threats that are likely to happen to Flowtech will be investigated, unlikely threats will be left as there is only limited resources to investigate threats and if every potential threat was investigated then it would be endless. Flowtech will proceed with threat assessments which will identify which threats pose a danger to the important assets of the company that could lead to an attack, what kind of threats pose the most danger to Flowtechs information and data, the cost to recover from an attack and what threats will cost the most in order to stop.

After Risk identification the next step for Flowtech is Risk Assessment. The first stage of a risk assessment for flow tech is the Determine loss frequency stage, Loss frequency refers to the frequency with which losses will occur. The frequency of losses is used to forecast the possibility of similar losses in the future. Loss frequency for water damage, for example, is likely to be significant if Flowtech is located in an area which floods often. Numeric values for the likelihood of the type of attack should be assigned based on research done to determine how likely the different types of losses will be to Flowtech. A percentage should be given for each type of likely loss and is usually looked at annually for example an attacker targets Flowtech once a year may have an annual likelihood of 5 percent. The next stage for Flowtechs risk assessment is to evaluate loss magnitudes, in order to do this Flowtech will determine what quantity of a specific asset could be lost from successful loss of asset, this is a combination of how much the asset at stake is worth and what percentage of that asset would be lost.  In order to calculate the risk Flowtech will multiply the loss frequency by the loss magnitude, take away the percentage of risk reduced by ongoing controls and then add the uncertainty of all reported values' estimates. Finally Flowtech will access the risk acceptability, this is done by ranking the relative risk levels for each possible threat that Flowtech may experience. Risk appetite refers to the amount of risk that Flowtech is willing to take in order to achieve its goals before taking action to mitigate the risk. It is a compromise between the potential benefits of innovation and the risks that change often brings. After natural or inherent risks have been decreased by risk controls, the residual risk is the amount of risk or danger connected with an action or event that remains. If the risk appetite is lower than the residual risk then Flowtech must identify additional ways to prevent and reduce it if not then the next stage can commence which is risk control. [6] Risk control is a step in the risk management process that involves implementing measures for neutralising or reducing recognised hazards. Once the vulnerabilities are identified Flowtech should decide on one of five possibilities in order to control the risk.
The first and the most preferable approach when controlling risks is defence, this is primarily achieved through removing vulnerabilities of assets, combatting threats, limiting access to assets and adding safeguards in place which will protect the assets of Flowtech. Education and training should be given to all staff members on the importance of data protection and risk avoidance as this can severely reduce the chances of data loss when all staff are trained.  Transference is another method in which can be used to control risks, this is the process of transferring the risk to other assets, for example having another firm who is more experienced in dealing with that specific type of risk. The issue with this is that it can be more costly as you are paying outside organizations to deal with it. Mitigation is the process of reducing the effects of an attack as appose to preventing the attack altogether. Methods of doing this include disaster recovery which is the most common mitigation response. Following a natural or human-caused disaster, disaster recovery entails a collection of policies, tools, and processes that enable the recovery or continuation of critical technological infrastructure and systems. Incident response is another method of mitigation which entails reacting to an attack or situation of loss quickly on order to reduce the total loss while the incident is in progress. Acceptance is one from of controlling risks which means that Flowtech would do nothing to defend the vulnerability however this should only ever be done when the cost of prevention out weighs the cost of data that has been lost. Termination is the final form of mitigation which is the process of completely terminating the asset as the risk completely outweighs the consequences of the vulnerability and would result in catastrophic consequences to Flowtech, alternative methods can be found in order to meet the needs of the company as appose to going with the asset that could result in this loss. The method of controlling the risk should then be chosen by Flowtech and regularly re accessed in order to ensure that it is the best method of doing so. Any new assets should also go through the same procedure to ensure that they are protected and that the risk of loss of data for Flowtech is minimized.
Protection Mechanisms 
As discussed in task one there are any different protection mechanisms which can be both physical security and security technologies in which Flowtech should use when setting up their new security unit. The first mechanism in which they should use is access control, as data security as at the top of the priority list for flow tech a mandatory access control would be recommended  (MACs) this is a method of access control which limits access to specific resources depending on how sensitive the information in those resources are, the user can then only access the resource if the Flowtech administrator allows them to access sensitive information of that level. 
I would also recommend Flowtech use a firewall. A firewall is a network security device that monitors and regulates network traffic based on established security rules. This can help secure an organization's data by filtering inbound and outbound network traffic and preventing other entities from accessing confidential data on the network. Fire walls serve as an entry point into and out of the network, preventing undesirable or unknown sources from accessing the network's data while also monitoring any efforts to get access.
Conclusion     
In this assignment I have analysed and critically evaluated the need for modern organizations to create an environment which protects, detects, reacts and safeguards applications using both security technologies and methods of physical security. I have also designed an approach to meet Flowtech needs as a new information security unit by suggesting an organisational structure a risk management system for the company.
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