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[bookmark: _Toc225802716]Overview 
SQL injections are considered to be one of the major cybersecurity risks for any database or website. The attack usually takes place when the user uses an input into the database that the system fails to recognize or validate. It was important to make the datasbe free from such threats and, as such, different things were conducted. Such types of threats can not only take away the sensitive data but can also manipulate the existing data which can affect the entire online operation for GreenLeaf. 
[bookmark: _Toc225802717]Case 1: Making an SQL Injection attempt 
There are multiple cases that help to illustrate how the threat usually exists for a system or a database. 
The following input was used to conduct such a test:
Email: ' OR '1'='1
Password: anything
The use of the inputs has helped in understanding that when a user uses the same input into the GreenLeaf database, it can successfully bypass the database authentication system, leading to user login and access to tables and data. 
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Figure 1: Using code for attempting login 
As illustrated in the figure, the same code was used for conducting login attempts.

Since the system uses a prepared statement that is provided in the following section, the possibility of a threat is reduced significantly. This is because such inputs are treated as mere data by the datasbe and considered non-executable. 
$stmt = $conn->prepare("SELECT * FROM customer WHERE email=? AND password=?");
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Figure 2: Invalid login 
As illustrated in the figure, the result shows an invalid login, which means the user cannot enter the database. 

[bookmark: _Toc225802718]Example 2: using the Targeted Injection pattern 
In this case, the aim was to use either an email or a password as input. Here, the important fact to know is that the inputs are useful to manipulate the WHERE clause in the database. It is a clause that helps the data to filter inputs, and as such, the attackers can manipulate inputs to make it appear like a true condition. 
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Figure 3: Invalid login again 
As shown in the figure, the login is denied, which means that the database contains preventive measures that cannot be affected by this test as well. 
[bookmark: _Toc225802719] Case 3: Comment-based attack 
In this case, it is commonly understood that an attacker can use symbol comments to manipulate the query and the data. As such, making the database resilient to such usage of symbols is important. Accordingly, the following input is used, which includes symbols, only in the email address. 
Email: ' OR 1=1 --
Password: anything

The intent here is to bypass the authentication system related to the password. However, the database uses parameterized queries, which makes it possible to avoid the threat as the database then treats the symbols as mere data and not as commands. It is illustrated in the figure where the response is invalid, and the user cannot breach into the database. 

[bookmark: _Toc225802720] Implementation of Security Measures 
The very first step to consider is to use prepared statements in the database. Prepared statement makes it sure that the query structure remains intact even when pushed by external inputs. Further, it ensures that the inputs used by users or admins are categorized separately. Furthermore, it ensures that every malicious input is categorized effectively. 
Not only that, but the database also needs to have input handling measures. As such, the GreenLeaf database uses the bind_param function alongside the prepared statement to consolidate the user input in the SQL query; doing so ensures that there are pre-defined criteria set for inputs that are received by the database. The following is the PHP code used to implement the measures: 
PHP
$stmt->bind_param("ss", $email, $password);
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