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Introduction

In this lab, you will configure the Firewall to use two-factor authentication using a
certificate, along with a username and password.

Objective

In this lab, you will perform the following tasks:

e C(Create a Local User Account

e Generate Certificates

e C(Create a Certificate Profile

e Export Certificate and Commit

e Test Connectivity and Import Certificate on the Client
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Lab Settings

4INDG

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
Client 192.168.1.20 lab-user Trainlng$
DMZ 192.168.50.10 root PaloAlte
Firewall 192.168.1.254 admin Trainlng$
1/22/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 5
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5 Using Two-Factor Authentication to Secure the Firewall
5.0 Load Lab Configuration
In this section, you will load the Firewall configuration file.

1. Click on the Client tab to access the Client PC.

(LG & Content | |#” Status | OO Client = | L1 Firewall + O DMZ -~ L0 VRouter -

2. Login to the Client PC as username 1ab-user, password Trainlng$.
3. Double-click the Chromium Web Browser icon located on the Desktop.

4. Inthe Chromium address field, type https://192.168.1.254 and press Enter.

56 New Tab X

C D[hups//192.168.1.254]

5. You will see a “Your connection is not private” message. Click on the ADVANCED

i

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.254 (for example

_'\U} If you experience the “Unable to connect” or “502 Bad Gateway”
—_— message while attempting to connect to the specified IP above, please

‘ wait an additional 1-3 minutes for the Firewall to fully initialize.
Refresh the page to continue.

1/22/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 6


http://www.netdevgroup.com/

Lab: 5 Using Two-Factor Authentication to secure the Firewall IIIINDG

6. Click on Proceed to 192.168.1.254 (unsafe).

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.254 (for example,
passwords, messages, or credit cards)

HIDE ADVANCED Back to safety

This server could not prove that it is 192.168.1.254; its security certificate is not trusted by
your computer’s operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection. Learn more.

[Proceed 1o 192,168,1.254 (unsafe) |

7. Login to the Firewall web interface as username admin, password Trainlngs.

2 paloalto

NETWORKS®

Username D

Password | SR— I
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8. Inthe web interface, navigate to Device > Setup > Operations and click on Load
named configuration snapshot underneath the Configuration Management
section.

paloalto

NETWORKS

Device

Dashboard ACC Monitor Policies Objects Network

_l -
L setup Operations HS!
[&= High Availability
@:1 Config Audit Configuration Management Device Operatiol
€& password Profiles
8 Administrators Revert Revert to last saved configuration =5 Reboot Device
Q)Admin Roles Revert to running configuration @ Shutdown De
{0, Authentication Profile Save Save named configuration snapshot
ﬁAuthentication Sequence Save candidate configuration
[[8] user Identification Load [Load named configuration snapshot|
E_.;]VM l.n-formatlon Sources Load configuration version
v lg8) Certificate Management Export Export named configuration snapshot =
&l Certificates Export configuration version (g Custom Logos
@ Certificate Profile Export device state [ SNMP Setup
§% OCSP Responder Import Import named configuration snapshot
& SSL/TLS Service Profile Import device state
(7 scep

9. Inthe Load Named Configuration window, select pan-cf-lab-05.xml from the
Name dropdown box and click OK.

Load Named Configuration

Name | pan-cf-lab-05.xmi

Decryption Key | ...

[] Load Shared Objects
[] Load Shared Policies

10. In the Loading Configuration window, a message will show Configuration is being
loaded. Please check the Task Manager for its status. You should reload the page
when the task is completed. Click Close to continue.

Loading Configuratio
Configuration is being loaded. Please check the Task Manager for its status.

You should reload the page when the task is completed.
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11. Click the Tasks icon located at the bottom-right of the web interface.

12. In the Task Manager — All Tasks window, verify the Load type has successfully
completed. Click Close.

Task Manager - All Tasks

L}

“ Type l Start Time

Load Completed 03106120 12:55:38
“System Logs ' Completed 103106720 12:50:18 1
Config Logs Completed 03/06/20 12:50:18
Data Logs Completed 03/06/20 12:50:18
Report Completed 03/06/20 12:50:18
Config Logs Completed 03/06/20 12:45:19
System Logs Completed 03/06/20 12:45:19
Report Completed 03/06/20 12:45:19
Auto Commit Completed 03/05/20 21:50:01

S0 All Tasks + | Clear Commit Queue

13. Click the Commit link located at the top-right of the web interface.

&5 @ Config~ Q Search
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14. In the Commit window, click Commit to proceed with committing the changes.

Commit

Only a full commit is available at the cumrent time. You may preview changes or validate the configuration or add a
description to the commit.

Commit Scope Location Type

™ Preview Changes =i B4, Validate Commit I Group By Location Type

Mote: This shows all the changes in legin admin's accessible domain

15. When the commit operation successfully completes, click Close to continue.

Commit Status ®

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully

Warnings
_'\ﬂ‘/ The commit process takes changes made to the Firewall and copies
— them to the running configuration, which will activate all configuration

— changes since the last commit.
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51 Create Local User Account

In this section, you will create a local user account, lab-user. This account will be used
for authentication against the Firewall.

1. Navigate to Device > Administrators > Add.
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2. Inthe Administrator window, type 1ab-user in the Name field. Then, type
Pal10AT1t0 in the Password and Confirm Password fields. Finally, click the OK
button.

Administrator

Authentication Profile

Password

Confirm Password

Password Profile

Namel lab-user

None

[ ] use only client certificate authentication (Web)

[ ] use public Key Authentication (SSH)
Administrator Type (®) Dynamic () Role Based

Superuser v

None

52 Generate Certificates

In this section, you will generate two certificates. The first is a self-signed Root
Certificate Authority (CA) certificate, which is the top-most certificate in the certificate
chain. The Firewall can use this certificate to automatically issue certificates for other
uses. In this lab, you will use the Root CA certificate to generate a certificate for use on
the Client machine that is associated with the local user account, lab-user.

1. Navigate to Device > Certificate Management > Certificates.

paloalto

U1

2 Setup

G High Availability
Iy Config Audt
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B administraton
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2. Click on the Generate button at the bottom-center of the center section.

e Import | = Generate| L e Import HA Key L Export HA Key

3. Inthe Generate Certificate window, type 1ab-Tocal in the Certificate Name field.
Then, type 192.168.1.254 in the Common Name field. Next, click the Certificate
Authority checkbox. Finally, click the Generate button.

Generate Certificate

Certificate Type (® Local

Certificate Name | lab-local

Commeon Name | 192,168.1.254

1P or FODN to appsar on the certificats

Signed By

E Certificate Authority
OCSP Responder
[+ ] Cryptographic Settings
Algorithm RSA
Number of Bits 2048
Digest  sha256

Expiration (days) 365

Certificate Attributes

| Type

3 Add @ Delete

_ This will generate a certificate for the Firewall to act as a Certificate
— Authority (CA). By the Firewall being a CA, you can now issue a
— certificate for the local account you created earlier, lab-user.

NG

4. Inthe Generate Certificate window, click OK to continue.

Generate Certificate
0 Successfully generated certificate and key pair : lab-local

1/22/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 13
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5. Click on the Generate button at the bottom-center of the center section.

= Import | = Generate| L e Import HA Key -, Export HA Key

6. Inthe Generate Certificate window, type 1ab-user in the Certificate Name field.
Then, type Tab-user in the Common Name field. Next, select lab-local in the
Signed By dropdown. Finally, click the Generate button.

Generate Certificate

Certificate Type ® Local

Certificate Mame | lab-user

Common Name | lab-user

IF or FJDN to appear on the certmcate

Signed B}!I lab-local b I

[ | certificate Authority

OCSFP Responder b 4
|Z| Cryptographic Settings
Algorithm | RSA L 4
Mumber of Bits | 2048 i
Digest | sha256 -

Expiration (days) 355
Certificate Attributes

.Type

0 In setting the Common Name as lab-user, this will later be used as an
— authentication field, to map to the local user account, lab-user.

— Notice, you are using the previous root CA certificate, lab-local, to sign
this certificate.
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7. Inthe Generate Certificate window, click OK to continue.

Generate Certificate
o Successfully generated certificate and key pair : lab-user

53 Create a Certificate Profile

In this section, you will create a certificate profile. A certificate profile defines user and
device authentication for multiple services on the Firewall. The profile specifies which
certificates to use, how to verify certificate revocation status, and how that status
constrains access. In this lab, the certificate profile is created to tell the Firewall to use
the common-name of the certificate as a username. Then, you will tell the Firewall to
use this Certificate Profile to authenticate users.

1. Navigate to Device > Certificate Management > Certificate Profile > Add.

M2 paloalto
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2. In the Certification Profile window, type Cert-Local-Profilein the Name field.
Then, select Subject in the Username field dropdown. Next, click on the Add

button.

Certificate Profile ®

Name

Cert-Local-Profile I

Username Field

Subject v | common-name

User Domain

CA Certificates

| Name Default OCSP URL ‘ OCSP Verify Certificate

Default OCSP URL {miust start with hitp:// or https://)

L] use crL CRL Receive Timeout (sec) 5 [_] Block session if certificate status is

[ ] use ocsp OCSP Receive Timeout (sec) 5 unknown

i rominss i Certificate Status Timeout (sec) 5 [_] Block session if certificate status cannot
be retrieved within timeout

[_] Block session if the certificate was not
issued to the authenticating device

Notice the Username Field, when set to Subject, it will use “common-
name” as the default. The Firewall will now use the “common-name”
as the username. The lab-user certificate you generated earlier has a
common-name of lab-user and will therefore use lab-user to
authenticate the client machine.

3. Inthe Certificate Profile window, select lab-local in the CA Certificate dropdown.
Then, click the OK button.

Certificate Pr

ofile

OC5P

Default OCSP URL

CA Certiﬁ[:atel lab-local | vl

Verify Certificate  none -

Template Name

1/22/2021
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'\ﬂ\/ This maps back to the lab-local CA certificate you created earlier, and
—_— the Firewall will use this to verify the authenticity of the client
— supplied certificate, lab-user.

4. In the Certificate Profile window, click the OK button.

Certificate Profile

Name  Cert-Local-Profile

Usemame Field | Subject W | common-name
User Domain
CA Certificates I] Name Default OCSP URL OCSP Verify Certificate ’ Template Name
[[] 1ab-local

Qi 8 C &}

Default OCSP URL (must start with hitpo/ or https:/)

[] use cRL CRL Receive Timeout (sec) 5 [ ] Block session if certificate status is

[] use oCSP OCSP Receive Timeout (sec) 5 unknown

DSOS o IeIOs Dres ST Certificate Status Timeout (sec) |5 [ Block session if certificate status cannot
be retrieved within timeout

D Block session if the certificate was not
issued to the authenticating device

C] Block sessions with expired certificates

[ &=

5. Navigate to Device > Setup > Management.

paloalto

B TWORAS Policies Objects

= Hioh Avadabdny

?‘ Config Audit

B paszeeord Profiles
s Admerestrators Hostname lab-firewalt

€2 ademin Roles Domain lab.ocal Recetve
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6. Click the gear icon on the Authentication Settings section, located in the center.

Authentication Profile
Certificate Profile
idle Timeout (min) 0

Falled Attempts 0

Lockout Time (min) 0

7. Inthe Authentication Settings window, select Cert-Local-Profile for the
Certification Profile dropdown. Then, click on the OK button.

Authentication Settings

Authentication Profile None A 4

profile o use for non-local admins. Only RADIUS, TACACS+ and SAML

Authentcatorn

Certificate Profile ICen-Local-Proﬁle "I

Idle Timeout (min) 0 A 4
API Key Lifetime (min) |0 (default) 1
API Keys Last Expired Expire All APl Keys

Failed Attempts o

Lockout Time (min) o

5.4 Export Certificate and Commit

In this section, you will export the lab-user certificate you generated on the Firewall.
Then, you will commit changes, causing the Firewall to start using certificates for
authentication.

1. Navigate to Device > Certificate Management > Certificates.

paloalto

AT WONKE

\:6 Setup

@ Hgh Avadabdity

% Config Audit 1

P Password Profiles —

B Administrators | Name Subject Issuer CA Yey Bl
£ Admin Reles v Glab-toca CH = 1921681254  CN= 1921681254 [V v Jun
fB.’.m?«mmo«z Profile el
g.&mh«hu:ton Sequence oulad-use CH = lab-user CN = 192.168.1.2%4 4 b“;‘,

38 User Identification
[_J_'.‘H Information Sources
v igh Certificate Management
o2l Certificates|
o4 Certificate Profile
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2.

3.

1/22/2021

Select the lab-user certificate and click on the Export Certificate button.

I Device Certificates | Default Trusted Certificate Authorities _

4

[] Name Subject Issuer CA Key Exp
CN=1921681254 CN=192.168.1254 |/ v Mar

B v gEiab-ocat v GM

m Eiabuser | CN=labuser CN=192.168.1.254 ", Mar

Renew o= Import 3 Generate | =& Export Cert

In the Export Certificate - lab-user window, select Encrypted Private Key and
Certificate (PKCS12) in the File Format dropdown. Then, type paloalto for the
Passphrase and Confirm Passphrase fields, then click on the OK button.

Export Certificate - lab-user

File Furmatl Encrypted Private Key and Certificate (PKC512) | I

PESSDI'IFESE FRREREE

Confirm Passphrase ] sessssss

0 By using an Encrypted Private Key and Certificate, this creates an
— additional security measure, as the passphrase is required to install
* the certificate on a client machine.

Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 19
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4. In the Save File window pop-up, verify the name of cert_lab-user.p12 is correct
in the Name field, verify the .p12 file is being saved in the Downloads folder, and
click Save.

Save File O *

Name: |cerl_|ab—u5er.p12| |

1 Home 4« [ lab-user » )

Name ~ Size Modifi

[ Desktop

= Documents

| <+ Downloads |

N Music

| Pictures
B Vvideos

== Other Locations

pl2 -

Cancel Save

5. Click the Commit link located at the top-right of the web interface.

&5 (@ Config v Q Search

6. Inthe Commit window, click Commit to proceed with committing the changes.

Doing a commit will overwrite the running configuration with the coment wope.,
@) Commit All Changes ) Comanit Changes Made By: (1 ado

Coment Scope Location Type

policy-and-objects
shared-cbsect

"9, Proview Changes 5y Change Summary ™, Validate Comme W Group By Locasien Tyze

Mozw: Th whows o B changes i bgn sdmn’s scomadie domnan
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7. When the commit operation reaches 99%, click Close to continue.

Commit Status

Operation Commit
Status Active
Result Pending

Progress 99%

Details

Warnings Web server will be restarted upon a successful commit of this configuration.
Please refresh your browser window,

— because of the authentication changes you made. You will need to
‘ click the Close button when it gets to 99%, since the web server is
restarting, you will not see it get to 100%.

[ 0 Notice the warning about the Web server being restarted, this is

8. Click the X in the upper-right to close the Chromium Web Browser.

— et

5.5 Test Connectivity and Import Certificate on the Client

In this section, you will test connectivity to the Firewall. Then, you will import the /ab-
user certificate on the Client machine and try again.

1. Open Chromium from the taskbar.

2. In the Chromium address field, type https://192.168.1.254 and press Enter.

56 New Tab X

C 0htps//192.168.1.254
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3. You will see a “Your connection is not private” message. Click on the ADVANCED

Link.

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.254 (for example

passwords, messages, or credit cards)

Back to safety

_'\U‘/ This message is displayed because the Firewall has a self-signed
— certificate by default. The client does not have a Certificate Authority
* that can validate the certificate.

4. Click on Proceed to 192.168.1.254 (unsafe).

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.254 (for example,

passwords, messages, or credit cards)

HIDE ADVANCED Back to safety

This server could not prove that it is 192.168.1.254; its security certificate

IS not trusted by

your computer’s operating system. This may be caused by a misconfiguration or an

attacker intercepting your connection. Learn more.

[Proceed to 152,168.1.254 (unsafe) |

1/22/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 22
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5. You will see a “400 Bad Request - No Required SSL certificate was sent” message.
Click the X in the upper-right to close Chromium.

Lab: 5 Using Two-Factor Authentication to secure the Firewall

-

400 No required SSL certificate was sent - Chromium

@ 400 Norequired SSLcerti X = =+
& > C A Notsecure | 192.168.1.254 %  Incognito @ :

400 Bad Request

No required SSL certificate was sent

user certificate is not installed on the Client machine. The Firewall
— administrators are not allowed to login unless they have the
certificate installed and have an account and password. These two
factors make up the Two-Factor Authentication in this lab.

[ 0 Notice you get a HTTP 400 Bad Request error. This is because the lab-

6. To install the lab-user certificate, open Chromium from the taskbar.

1/22/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 23
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7. Click on the ellipsis icon and open the Settings in Chromium.

g [
New tab Ctr+T
New window Ctrl+N

New incognito window  Ctrl+Shift+N

Downloads Ctrl+J
Bookmarks »
Zoom - 100% + & 5
Print... Ctri+P
Cast...

Find... Ctrl+F
More tools b
Edit Cut Copy Paste

About Chromium

Exit Curl+Shift+Q

8. Scroll down and click on the Advanced settings in Chromium and then click on
Manage Certificates.

[ Advanced -]

Privacy and security

Chromium may use web services to improve your browsing experience. You may optionally disable these
services. Learn more

Use a web service to help resolve navigation errors »
Use a prediction service to help complete searches and URLs typed in the address bar B
Use a prediction service to load pages more quickly »

Automatically send some system information and page content to Google to help detect dangerous

apps and sites »
Protect you and your device from dangerous sites o]
Send a "Do Not Track" request with your browsing traffic »

Manage certificates
Manage HTTPS/SSL certificates and settings

Content settings
Control what information websites can use and what content they can show you

1/22/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 24
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9. Inthe Manage Certificates window, click Import.

€ Manage certificates

Your certificates Servers Authorities Others

You have no certificates in this category Iimport

10. In the Open File window, select cert_lab-user.p12 and then click the Open

button.

*+ Recent

2 Home

[ Desktop
= Documents
2 Downloads
N Music

| Pictures

Open File O x
Name Location Size  Accessed
| || cert_lab-userpl2 Downloads | 24kB 17:03

SSL Client Certificate +

11. In the Enter your certificate password window, enter paloalto and click OK.

I Enter your certificate password I X

Password

1/22/2021
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12. In the Manage Certificates window, expand the org-lab-user view and verify the
lab-user certificate has been imported.

<« Manage certificates

Your certificates Servers Authorities Others

You have certificates from these organizations that identify you Import

org-lab-user

lab-user :

13. Click the X in the upper-right to close Chromium.

— >

14. Open Chromium from the taskbar.

15. In the Chromium address field, type https://192.168.1.254 and press Enter.

e New Tab X

C D0|hitps//192.168.1.254
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16. In the Select a certificate window, verify the lab-user certificate is selected and

click OK.
. x
Select a certificate
Select a certificate to authenticate yourself to 192.168.1.254:443
Subject Issuer Serial
lab-user 192.168.1.254 00CEA48598A
Certificate information Cancel OK
S—

17. You will see a “Your connection is not private” message. Click on the ADVANCED
link).

i

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.254 (for example,

passwords, messages, or credit cards)
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18. Click on Proceed to 192.168.1.254 (unsafe).

A

Your connection is not private

kers might be trying to stea

our information from 192.168.1.254 (for example,

ssages, or credit cards)

could not prove that it is 192.168.1.254; its

your computer’s operating system. This may be caused by a mis figuration or an

secunty

] your connection. Learn more.

19. The Firewall login window will be displayed. Type pa10A1t0 for the Password
field. Then, click the Log In button.

90 paloalto

NETWORKS®
Username | lab-user
Password | eseesees
_'\ﬂ‘/ Notice that lab-user is pre-populated for the Username because the
— Certificate Profile you created earlier used the subject, common-name

— for the Username field.
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20. On the Welcome window, click the Close button.

Welcome ®

Welcome to PAN-OS 9.1!

With this release, Palo Alto Networks introduces features that implement SD-WAN functionality, streamline application-based policy creation and
dependency workflows, enable automatic Panorama connection recovery, provide dynamic tagging to add users to groups, enhance
GlobalProtect logging. and provide more options for our VM-Series firewalls. Highlights include:

SD-WAN—PAN-OS software now includes a native SD-WAN solution to provide intelligent and dynamic path selection on top of the industry-
leading security that PAN-OS software already delivers. Managed by Panorama, our SD-WAN implementation includes centralized configuration
management. automatic VPN topology creation, traffic distribution, and monitoring and troubleshooting.

Streamlined Application-Based Policy—Safely enable broad sets of applications with common attributes using a single policy rule (for

example, you can safely enable broad access to web-based applications or to all enterprise VolP applications). This minimizes errors, helps you

to create policies that automatically update to handle newly released applications, and simplifies the transition toward an App-ID based rule set »
using Policy Optimizer.

Simplified Application Dependency Workflows—Simplified workflows to find and manage application dependencies allow you to see
application dependencies when you create a new Security poic-y rule and when performing Commits. When a policy does not include all
application dependencies, you can directly the ity policy rule to add the required applications.

Automatic Panorama Connection Recovery—After you use Panorama to push configuration changes to managed firewalls, the firewalls
check for connectivity to Panorama. If a firewall is unable to communicate with Panorama, that firewall automatically reverts to the last running
configuration.

Dynamic User Groups—Use tags to dynamically add users to groups and to automate security, decryption, and authentication actions for
group members based on potential threats or user behavior (such as browsing to a restricted site).

Include L in HTTP Head Slmpllﬁeshowtoldetmfyusetswhomeaocessmgyw k through appliances
_ that are ennnerted to vour Palo Alto vour to il mﬁlﬂl—l‘l’Tleiﬂenﬁmtmhﬂmlmv

[ ] Do not show again

@00
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the username in the lower-left.

paloalto

NETWORKS

Device Name

MGT IP Address

MGT Netmask

MGT Default Gateway
MGT IPv6 Address

MGT IPv6 Link Local Address
MGT IPv6 Default Gateway
MGT MAC Address

Model

Senal #

CPUID

uuiD

VM License

VM Mode

Software Version
GlobalProtect Agent
Application Version

Threat Version

Antivirus Version

WildFire Version

URL Filtening Version

GlobalProtect Clientless VPN
Version

4INDG

21. You are now at the Palo Alto Networks Web GUI, logged on as lab-user. Notice

Dashboard

lab-firewall

192.168.1.254
255.255.255.0
192.168.1.10

unknown
fe80::250:56ff:feBa:7c78/64

00:50:56:8a:7c:78
PA-VM
015351000056630

ESX:54060500FFFBABOF

42195917-B58F-D155-329C-
14E2AC31F934

VM-50

VMware ESXi

9.10

314

8240-5956 (02/20/20)
8240-5956 (02/20/20)
3061-3571 (08/05/19)
525246-528250 (01/18/21)
20210118.20088

59-31 (12/08/16)

Monitor

5 Counns |~
General Information S X} Logged In Admins

Policies Objects Network Device

Admin From Client Session Start Idle For
lab-user 192.168.1.20 Web 01/18 05:50:32 00:00:00s
admin 192.168.1.20 Web 01/18 05:41:33 00:04:00s

Data Logs S X

No data available.

System Logs S X
Description Time
User lab-user logged in via Web from 192.168.1.20 using 01118
https 05:50:32
authenticated for user 'lab-user'. From: 192.168.1.20 01/18

05:50:31
Client certificate authentication successful from ov1s
192.168.1.20 05:50:11
PAN-DB was upgraded to version 20210118.20088. 01718
05:48:54
CLOUD CONNECTION: cloud not OK 01/18
05:48:54
CLOUD ELECTION: 01/18
di1prod.uricloud.paloaltonetworks.com IP: 65.154.226.123 05:48:53
was elected, measured alive test 235986
Commit job succeeded. Completion time=2021/01/18 ovu1s
05:46:54. Jobld=20. User:admin 05:46:54
RASMGR daemon configuration load phase-2 succeeded. 01/18
05:46:41
SSLMGR daemon configuration load phase-2 succeeded. o118

22. The lab is now complete; you may end the reservation.
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