LDE – Assignment 1, Task 1a
Academic & Employability Skills
While studying Computing Systems and Cybersecurity, students must develop academic skills to achieve a high standard of work. After graduation, the focus shifts to employability skills that support career progression within the computing and cybersecurity sector.
Academic skills enable students to acquire relevant knowledge, conduct effective research, and apply their learning within assignments and examinations. When focusing on assignments, it is crucial that research is undertaken using a range of credible sources, including books, academic journals, and reliable online materials. Strong study skills ensure that only relevant information is selected from these sources and then appropriately paraphrased or synthesised into academic writing [1]. This must be supported by accurate and consistent referencing to maintain academic integrity and avoid plagiarism, which itself is another skill.
Study skills provide the foundation required to successfully complete the academic aspects of the course; however, to enhance employability, the development of technical skills is also essential. Within cybersecurity, knowledge is required across key areas such as IT infrastructure, access control, and local area networks [2]. Due to the continually evolving nature of technology, adaptability and independent learning are also critical skills, ensuring that professional knowledge remains current and relevant. 
Technical, or hard, skills alone may only support employability so far; therefore, there is also an expectation that individuals possess strong soft skills [3]. These soft skills may include communication, teamwork and time management, as well as being able to work to a standard of professionalism [4]. 
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Figure 1: Core Skills Every Cybersecurity Analyst Must Have
Source: [4]
Finally, having the ability to self-reflect and analyse one’s own knowledge and abilities can be another skill to aid further development. This can be done using a SWOT analysis, which looks at strengths, weaknesses, opportunities and threats [5]. 
[image: The image depicts a SWOT analysis diagram with the four quadrants labeled: Situation, Goal(s), Strengths, Weaknesses, Opportunities, and Threats.
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Figure 2: Simple SWOT Analysis
Source: [5]



References

[1] 	S. Cottrell, The Study Skills Handbook, 6th ed., Bloomsbury Publishing PLC, 2024, pp. 241-243.
[2] 	C. J. Brooks, Cybersecurity Essentials, Cybex, 2018, pp. 3-4, 9-10, 265-266.
[3] 	L. Fernandez-Sanz, “Personal Skills for Computing Professionals,” Computer, vol. 42, no. 10, pp. 110-111, 2009. 
[4] 	T. Staff, “16 essential skills for a cybersecurity analyst,” [Online]. Available: https://www.testgorilla.com/blog/cyber-security-analyst-essential-skills/. [Accessed 29 01 2026].
[5] 	S. Cottrell, Skills For Success: Personal Development and Employability, Macmillan Education UK, 2021, p. 206.




image1.png
CORE SKILLS EVERY
CYBERSECURITY
ANALYST MUST HAVE

HARD SKILLS SOFT SKILLS

@ Probiom-solving

@ Attention to detail

© communication

© Teamwork

@ Stross management

© Regulatory compliance
knowledgs

TestGorilla





image2.png
Simple SWO alysis

Focus (Situation/Goal(s): . .

Strengths Weaknesses

Opportunities Threats





