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[bookmark: _Toc131118438]Network Automation
Network programmability has several dimensions which are used in the present as one of the types of network programmability which is used is Network automation which allows the user to have leverage of software tools and technologies to manage, configure and operate a computer network and it uses scripting languages, APIs and other software tools to allow configuration to the network devices within the network such as firewalls within a router, standalone routers, switches and etc. 
Network automation is heavily relied on by businesses to provide a more reliable network and to avoid other inconveniences which can occur on a network such as downtime on the network. Network automation is also crucial to businesses because the network engineers within the business can use network automation to good use for long time-consuming tasks which are repetitive which be troubleshooting and device configuration etc. Due to this being possible the network engineers can work towards tasks which require more complex tasks which will be planned out thoroughly to enhance the network.[1]
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Network analytics is also used in network programmability as the network analytics allow provide in more in-depth analysis of the networks performance and with the information provided from the network analytics this can crucially identify any vulnerabilities in the networks security or performance and this can be issued by using network analytics tools to provide a deeper scale within the network.
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SDN also known as Software-defined networking uses software-based controllers to allow users to have a different approach to networking which is solely software based and differs from the traditional hardware approach. As SDN allows a user to create virtual networks which can be beneficial for businesses as SDN creates a new unique way of routing packets through a centralized server. As SDN is increasingly being praised it is important for businesses to implement SDN into their network as one benefit of implementing SDN into a network is that they can virtual network infrastructure to move work from private to cloud infrastructure which also allows for services for customer use to be accessed and available instantly.[2]

[bookmark: _Toc131118441]Automaton frameworks and architectures 

An automation framework has many guidelines, but they’re not mandatory you can create a test without following the guidelines but essentially, you’re not getting any benefits if you do not follow the guidelines, some of guidelines which are beneficial can be coding standards and test-data handling etc. The main purpose of test automation frameworks is to allow the user to test their software before releasing the software out to the public and it is important for a business to use test automation frameworks because if any errors are found when running automation framework tests, it is detected and reported back to the developer(s) of the software to fix any existing errors. If automation framework tests were not used in the business, it would have to done manually by the developers which can be time consuming and is not the most efficient way to test software.[3]

There are many types of automated testing frameworks which can be used such as linear, modular based, library architecture, data-driven, keyword-driven and hybrid testing frameworks all these frameworks can be used to test if the software is ready to be released officially. Many of the different frameworks have their advantages and disadvantages and all frameworks can be used, but personally I think using each framework is situational. [3]

The linear automation framework is a framework which allows the developers to not need to create functions within the code and the steps which are followed in the linear framework are in chronological order, and within the process of the linear framework the testers can record each step for example a user input and then is able to run the script to conduct the test. An advantage of the linear framework is that it is the fastest frameworks which can be used to generate test scrips as they can be recorded in a minimal amount of time.[4]
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Network API also known as Application programming interface and API is provided with a set of protocols and routines which must be followed and as of following these protocols and routines there are also tools which are used by software developers to create software applications, as APIs are highly accessible to anyone which can vary from mobile applications, desktop applications or even web applications. The standards which can be used in API are SOAP, REST and RPC.

[bookmark: _Toc131118443]SOAP 
SOAP also known as simple object access protocol is an architecture within an API and the purpose of SOAP is to allow data to be exchanged between web services over the internet. SOAP API uses HTTP and HTTPS as a transport protocol, and it does this to allow communication to occur when different platforms or program languages are used. SOAP defines a set of rules for handling errors created, establishing connections and formatting messages. SOAP API are used in government applications because these applications rely on reliability and security and as the standards for the security and reliability are high it it’s a lot more complex to work with which can be different than using the other API options.[7]

[bookmark: _Toc131118444]REST
REST also known as Representational State Transfer and the purpose of this protocol stands the same as SOAP, REST exchanges data between web services over the internet and the REST API really focuses on the performance, simplicity, scalability and interface design for the user’s use, due to REST carrying these principles it does make this API simple for users which are able to understand easily. To be able to use REST API, the developers will need to obtain an API key which will be used to authenticate and provide developers with authorisation to the API. REST APIs are used in web and mobile applications as the purpose of REST API is simplicity and this is important as SOAP API is far more complex to use than using REST, but as REST is far simpler and lacks the complexity in which may provide more security to the applications. An example of REST being used in a real life situation would be if you’re to visit a website and the hours for online support are unavailable, there will usually be a bot which you can chat to and they will provide you options to try and solve your problems and the client would need to provide the correct option to allow REST to help the client lead them to the correct path to solve their solution. [5]
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RPC is also known as Remote Procedure Call, and the purpose of RPC is to allows functions to be called across networks and essentially RPC makes it easier for users to for devices on the network to share resources over the network and this means users can get direct access to information they need to process. loads which RPC deals with it will always have a high-performance rate while RPC is active. As RPC is used nowadays it is an older approach of the different API’s which can be used as RPC uses UDP and TCP to work properly, but using UDP for RPC than using TCP will allow the developers to have a better performance than TCP as TCP is a transport layer protocol it won’t have reach the full performance as RPC is designed within web frameworks.[9]
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Using automation for creating resilient security and compliance policies is highly important for organisations as there is minimum standards which need to be in place and even more to be highly secure and performing these tasks manually can be time consuming and repetitive depending on the security measures which the employees need to perform, but using automation security tools can bypass the time solution or even reduce any human errors which can be made leading to accuracy and consistency. As the tools which can be used to monitor systems for any weak points or vulnerabilities to the network would be monitoring any suspicious traffic occurring on the network, scanning systems and application for any existing vulnerabilities, receiving security issues once they have been identified on the system and implementing access controls to ensure only authorised users can access sensitive data or systems. As using automated security tools can be helpful to protect data and any intruders. Another advantage of using automated security tools is the ease of use for the tools as usually the interface for many interfaces is user friendly and makes it extremely easy to navigate and choose the correct option which needs to be performed. Another advantage of using automated security tools is that some security tools allow for constant monitoring, and this can detect if there is any suspicious activity occurring in the present time and if a problem has occurred it can be resolved instantly. But there can also be disadvantages of using automated security tools such as sometimes when you’re scanning for vulnerabilities on the systems some vulnerabilities may not be detected and this can occur for many reasons, one of the reasons that this can happen is because the vulnerability may be too complex for the tool to recognise, and this is why also having manually checks is important to ensure that vulnerabilities are found as well. Another disadvantage of scanning tools is that due to it being a software there will be many bugs which will occur, and frequent updates will be an issue to fix bugs or even just updates to the interface etc and it is mandatory to install the updates to make sure that scans are able to detect the vulnerabilities. [6]
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API security and privacy is highly used in software development to allow communication between different applications and services, but as API security is majorly used in software development this can provide a bigger target for attackers to exploit any weak points or vulnerabilities which can be taken advantage of to try and possess any sensitive data. To ensure that APIs are safe and protected from any attackers it is crucial that practices are in place to prevent from any vulnerabilities being exploited. One of the practices which can be made is to implement authentication and access controls in which only users with authorisation and access the API’s and ways which to implement multi factor authentication and an example of this would be having a standard login with a username and password, but being prompt by having a code sent through SMS or email can make it harder for attackers to gain access to the sensitive data. Another security measure which can be implemented to protect API systems is to use encryption, as implementing SSL/TLS encryption when data is being transmitted will make it another task for an attacker to decrypt the data or even implementing key management as this can keep the encryption keys safe and secure from any unauthorised access, so the data cannot be decrypted by using the encryption keys. Another very important security measure which should always be mandatory for every organisation is to monitor activity from the API traffic as this can prevent from any attacks from happening in the future. Another practice which should be implemented for API security is to use API gateway and what this is the API gateway will as a point of enforcement for traffic and the gateway allows the user to authenticate incoming traffic and also allows you to control and analyse how the API’s are used.[8]

The resources which are available on developer.cisco.com on DevNetResources are helpful developers either both new and experienced developers. DevNet offers a vast majority of options which a developer can use such as Sandbox, Code exchange, Ecosystem exchange and the purpose of Sandbox is that is a simulator which developers can use if they’re not exposed to an offline environment, but there are also alternative resources which are available on DevNet such as video courses on network programmability and this can be useful for both new and experienced developers as DevNet provides a video course on information which is mandatory for developers. Also, another resource which is available on DevNet provides developers which tasks which can be completed as video courses alone may not help developers enhance their knowledge, so providing practical tasks for developers to implement what they learnt will allow users to understand the topic which they’re learning.
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