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ABSTRACT/SYNOPSIS

The research conducted in this report aimed to investigate social engineering attacks to discover how vulnerable individuals and organizations are. The report showcased the severity of social engineering as an attack vector, compared and analysed the differences in the success rate of different social engineering techniques on a consenting sample, as well as conducted a comparison between separate rate social engineering tools to compare the similarities and differences between the two tools. The results showcased that there are still some vulnerable individuals that could be caught out by social engineering attacks.

The first chapter of this report focused heavily on the research and literature review section. In this chapter four main topics are discussed; first, a statistical analysis of social engineering from the third-party report and an analysis of how large and serious a problem social engineering is. The second aspect of the literature review discussed the techniques and processes that social engineers follow when attempting to exploit human vulnerabilities. The third aspect was a discussion on the different social engineering attack types to discuss the different attacks such as phishing and ransomware that aims to exploit human vulnerabilities and finally the tools used to conduct social engineering attacks such as the Social Engineer-Toolkit and Metasploit. 

The comparison of different techniques was conducted on the Social-Engineer Toolkit using a custom import to prevent the sample from entering anything more than email addresses as the imported HTML file containing a file for email addresses. The comparison between tools was conducted using Nexphisher and the Social Engineer-Toolkit both compared on their ability to create phishing experiments.

The experiment result showcased that targeting an individual using urgency as the main technique is more successful than targeting individuals using a reward incentive due to urgency conveying a more immediate response being required from the victim, leaving them with less ability and time to think clearly and rationally. 
The results also showcased the importance of anti-phishing software with several participants who clicked on the link conveying that the software was the main reason stopping them from continuing to interact with the website however there were a few cases where the software didn't catch the site. Another key finding from this experiment is that although there is progress still to be made, many individuals in the sample did implement their mitigation strategies.

This led to consideration for the process of mitigation strategies to help identify and list possible solutions to mitigate a range of social engineering experiments, ranging from dumpster diving to ransomware attacks. This was conveyed in a table format and its strategies are based on approaches and solutions that should be considered in an enterprise network and or organizations.
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[bookmark: _Hlk100479455][bookmark: _Hlk87778835]The ever-growing availability of the internet has brought many advancements in the way that the world conducts its everyday tasks today compared to ten, twenty years ago. Today the internet is used to offer a range of different online services from education to communication [1], but on the other hand, all this information is at consistent risk from criminals and hackers from foreign states. Information security is an ever-evolving consideration that is always at the forefront of security professionals’ minds [2]. A common security threat is social engineering. Social engineering is an attack in which criminals and hackers influence their target to perform an action that is usually not in their best interest[3], usually with social interaction instead of searching for vulnerabilities within the software of a system such as antivirus, antimalware, IDS, and others software-based security products [4], or even the vulnerabilities within the hardware of the system such as physical firewalls [4].

So instead of trying to use brute force to overwhelm the system or searching for a vulnerability to gain access, they use deception, manipulation and influence to persuade and trick people into exposing a weakness that can then be used to hack into a system or network gaining unauthorised access to restricted areas [5]. Thus gaining access to financial details, sensitive information, install malware or create a backdoor to which they can use for easy entry on future occasions [5]. 

This allows criminals, malicious code, and hackers to breach the security goals that all enterprise networks follow. These main security goals are often referred to as the CIA triad (confidentiality, integrity, and availability) each can be exploited by social engineering attacks [5]. Social engineering attacks are committed with the aim of gaining unauthorised access to private information thus compromising confidentiality. If someone can gain access to the system, then they could make changes compromising the integrity of the entity. Finally, availability, sometimes the attack aims to deny people who should have access to files or system usually by installing malware known commonly as ransomware which prevent access to files or systems, this is discussed in detail in chapter 2. 

For many social engineering is so dangerous because it targets the human element of an organization or system as they argue “there is not a computer system that doesn’t rely on humans on earth” [6]. Secondly, most businesses, major organizations as well as billions of homes have some form of an online presence without educating individuals about the risks of social engineering the user’s become one of the biggest vulnerabilities within the network and system.

The research and experiments conducted in this project will aid in future employment in the Cybersecurity or networking industry with the creation and maintenance of a strong security culture in the workplace. Social engineering will be a massive topic regarding the security of the network and system. The research and findings concerning mitigation strategies will function as a starting point in security policies. 

[bookmark: _Toc101112208][bookmark: _Toc101880952]1.2. Aim
[bookmark: _Hlk100479458]
The main aim of this project is to investigate different social engineering attacks to find out how vulnerable individuals and organizations are.

[bookmark: _Toc101109667][bookmark: _Toc101112209][bookmark: _Toc101880953][bookmark: _Toc266447526][bookmark: _Toc371255530]1.3. Objectives 
[bookmark: _Hlk100479482]
The objectives are to:
· Conduct research in the area of Social Engineering attacks and Mitigation Strategies.
· Ethically create experimental social engineering attacks to learn and understand the process that hackers and criminals follow when creating their attacks.
· Conduct experiments using a sample of volunteers and the created experiments to identify assailable each person is to the attack.
· Discuss and analyse result outcomes from the experiments carried out.
· Complete documentation of the final report and list recommendations for further research. 

[bookmark: _Toc202288059][bookmark: _Toc266447527][bookmark: _Toc371255531][bookmark: _Toc101112210][bookmark: _Toc101880954]1.4. Structure of the Project

[bookmark: _Hlk100479503]Chapter one summaries the report, Outlining the aim and highlight the objectives required to achieve a  successful outcome for this report. 

Chapter two concentrates on the literature review on survey papers and peer viewed journals on social engineering attacks, Tools and Techniques. 

Chapter three concentrates on the research methodology of this project.

Chapter four outlines the process of designing and implementing the necessary tools and equipment to make this project and its experiments successful.

Chapter five discusses the experiment process and subsequent initial testing orchestrated in this project.

[bookmark: _Toc121041584][bookmark: _Toc202288061]Chapter six focuses on the results of the experiment and evaluating the results.

[bookmark: _Toc266447540][bookmark: _Toc266447528] Chapter Severn focuses on the conclusions and recommendations for further research.

Chapter Eight Outlines the references used in this project.

[bookmark: _Toc100308829][bookmark: _Toc101109668][bookmark: _Toc101112211][bookmark: _Toc101880955]
CHAPTER 2 – Research & Review of Literature

[bookmark: _Toc266710277][bookmark: _Toc266711030][bookmark: _Toc271283211][bookmark: _Toc340606375][bookmark: _Toc340611902][bookmark: _Toc340612072][bookmark: _Toc340613999][bookmark: _Toc341173665][bookmark: _Toc341173843][bookmark: _Toc341174523][bookmark: _Toc345410421][bookmark: _Toc345410752][bookmark: _Toc345412857][bookmark: _Toc371251349][bookmark: _Toc371251398][bookmark: _Toc371255378][bookmark: _Toc371255533][bookmark: _Toc100308830][bookmark: _Toc202288068][bookmark: _Toc266447541]
[bookmark: _Toc371255534][bookmark: _Toc101109669][bookmark: _Toc101112212][bookmark: _Toc101880956]2.1. Introduction
[bookmark: _Hlk100479542]
A survey of 853 IT professionals from the UK, United States, Australia, New Zealand, Canada and Germany brings to light various topics in social engineering [7]. Results that suggest that although security professionals are aware of the issue of social engineering, it is an issue that is not generally taken seriously enough by businesses and organizations [7]. In the survey only 26% of businesses surveyed conduct training for their staff to limit the risk of social engineering with a further 29% claiming to have plans to begin a training program for their staff [7]. 

Social engineering techniques and methodology. The survey suggested from 2010 to 2011, 32% of businesses and 48% of large businesses have experienced at least 25 social engineering attacks [7]. According to the survey, only 51% of social engineering attacks are financially motivated [7], and a further 14% of social engineering attacks are believed to be fuelled by revenge [7]. 

In another survey by the Department for Digital, Culture, Media, and Sport only 20% of companies surveyed claimed to have taken steps such as mock phishing exercises to test the vulnerability of their employees to attacks [8], though this rises to 49% for larger businesses [8]. Both surveys suggest that less than a third of the businesses surveyed have considered mitigation strategies suggests why it has become a problem in the IT industry [7], [8]. The latter suggests that UK businesses are deploying fewer security measures that the previous year due to issues related to the Covid-19 pandemic [8]. 

When considering that this survey concludes phishing attacks are the most common attack facing UK businesses in recent years [8] and “98% of social engineering attacks are either phishing or pretexting” [9]. Ponemon Institute reports that in 2018 the average cost to a business that had fallen foul of a  social engineering attack was $1.4 million per attack an increase of 8% from the previous year [10], suggesting that social engineering is only becoming more prevalent in today’s online world. 

[bookmark: _Toc371255535][bookmark: _Toc101109670][bookmark: _Toc101112213][bookmark: _Toc101880957]2.2. Social Engineering Techniques and Methodology

Williams, Hinds and Joinson discuss several techniques that criminals can use to manipulate their victims into performing the intended action to allow the attacker to complete their attack [11]. These techniques include Authority, where the attacker impersonates somebody who has a position of power over the victim [11]. This technique relies on the victim not going against the social structure implemented in a workplace or organization, whereby a CEO or other high ranking individual request something and the target does not address the red flags as it could cause repercussions for them if they refuse. 

Other techniques include urgency,  scarcity and loss [11], these techniques manipulate the victim into believing there is a time frame and/or consequence for not acting quickly [11]. These techniques intend to cause the victims to act in haste and perform the action without careful consideration and analysis of the email, in the author's opinion. This is a useful technique to exploit as it targets a weakness in humanity which is to act rashly and consider the consequences afterwards. Secondly, if the victim did take the time to check the email carefully, they may notice signs that it is a scam. There are also techniques such as reciprocity and reward which offers something to the target if they act [11]. This can be dangerous as even though people may be more entrusting to other intentions when they offer them something, most people still enjoy receiving a gift or something if it’s free. The final technique discussed is social proof [11], where the email suggests others have responded to the email [11]. The author thinks this technique can manipulate victims as often people are more inclined to follow the crowd rather than trust their instincts. Table 1 show each technique with the definition given to it by Williams et al. Further techniques and a comparison can be read in Appendix 6.


[bookmark: _Toc101877340][bookmark: _Hlk100245281][bookmark: tab1]Table 1: Social Engineering Techniques.

[11].

[bookmark: _Toc101109671][bookmark: _Toc101112214][bookmark: _Toc101880958][bookmark: _Hlk100429590]2.3. Types of Social Engineering Attacks
[bookmark: _Hlk100429751][bookmark: _Toc101109672][bookmark: _Toc101112215]
[bookmark: _Toc101880959]2.3.1. Phishing
As previously mentioned, phishing is one of the most common forms of social engineering attacks [9], [10]. Oriyano describes phishing as a social engineering attack that uses a legitimate-looking email in the attempt to entice the victim/ receiver to click on the link [12]. This sends the users to a spoof website owned by the attack that often requires the victim to input sensitive information [12]. This information can range from passwords, addresses, memorable information, or bank details [11]. Often once these websites have tricked their victims into disclosing sensitive information such as passwords [11], the page will redirect the victim to the legitimate login page to deceive the user into not realising they’ve been tricked [11].

Phishing can be designed to target several weaknesses in people [11], it can target our instinct to react in a rash manner when we are told something is wrong such as impersonating banks and telling a user’s account has been hacked or strange activity is detected [11]. In this method the email will persuade the victim that their account has already been compromised and they should log in to check and change their account details [11], this fear and panic can cause the victim to overlook certain mistakes that otherwise show them this isn’t an authentic email from the bank or website [11]. Other times the email may play on a target’s nature to be thrifty by telling the recipient that they have won a prize and that they must click the link to receive [11]. Once on the site, they could be required to input personal details, or the website will cause them to download a virus or other forms of malware [11].

[bookmark: _Hlk100224391] Alarmingly, phishing emails can come from authentic email accounts that the attacker has already hacked into [13], in a report by Parson and co, participants would only open emails from an unknown address 16% of the time [13]. However, this jumped to 72% when the email came from a friend [13], with the recipient being more comfortable providing personal information once they had clicked on the link [13]. According to Deloitte, around 30% of phishing emails are opened by their target [14], there has also been an increase in attempted phishing messages by 65% [14]. Deloitte also concludes that 76% of businesses have reported having been a victim of a phishing attack leading to phishing being responsible for 90% of data breaches and costing $12 billion in losses from business compromised email scams [14].

[bookmark: _Toc101112216][bookmark: _Toc101880960]2.3.2. Ransomware
	Ransomware is a form of malware that often uses social engineering techniques such as spoofing emails and websites to lead their victim into performing an action that allows the malicious code to download onto the user’s system [15], [16]. Once the code is on the system it begins to encrypt all of the victims’ files or locks the users’ device [15], [16]. This means that ransomware is a malware attack, social engineering attack and denial of service attack rolled into one as it denies the user access to their device or data until their demands are met [15], [16]. The attacker then requests payment or information from the victim in exchange for the decryption key [17]. According to Sultan et al’s report, there are three main types that ransomware can be split into [15]. However, both Alenezi et al and Richardson and North’s report state there are only two main types of ransomware attacks [16], [17]. The first is the more common method of the two ransomware used today, crypto-ransomware [16]. this type of attack encrypts the actual files and data that is stored on the device’s memory [16]. The second type is locker ransomware, in this approach the actual device is locked by the attacker, preventing the user from interacting and using their device [15], [16]. However, the data stored on the infected device is often left untouched [15], [16]. The question is why is crypto more common than a locker, it is believed that locker ransomware can be mitigated by moving the encrypted device hard drive to a new device [15] [17], whereby they can then recover all of the data and transfer it to an operational device [15] [17]. This is supported by Alenezi et al who also suggest that crypto-ransomware is the bigger threat online [16]. The process of steps in which a ransomware attack operates can be found in Appendix 7. The third type in which the two articles differ is scareware [15], which is found in Appendix 8 subsection 6.

Ransomware attacks have expanded to targeting victims' phones, tablets, and other smart devices by altering the security features of the device [17]. The two main features they target are changing passwords and pin codes on the victims' devices [17]. Though the hostage device may be different the incentive is the same, the attacker demands an incentive to divulge the new password or pin code to the victim [17]. This payment is usually now done using cryptocurrency such as bitcoin [17], advancements in the cryptocurrency have made ransomware a far more attractive proportion for criminals [17], suggesting a link between ransomware taking off as an attack vector, and the introduction of Bitcoin in 2008 [17]. 

The reason for this could be because between the 90s and 2005 attackers had to instruct their victims to call a premium phone line, send the money via SMS messaging or mailing pre-paid cards [17]. this approach was risky for the attacker as it left a trail that could be followed [17], Bitcoin makes it far harder to trace and identify the perpetrator[17]. 





[bookmark: _Toc100308834][bookmark: _Toc101112217][bookmark: _Toc101880961][bookmark: _Toc266447542]2.4. Tools

There are numerous tools used by both security professionals when conducting social engineering attacks, in this subsection the author will discuss several tools used in social engineering attacks.

[bookmark: _Toc100308835][bookmark: _Toc101112218][bookmark: _Toc101880962]2.4.1. Social Engineering Toolkit (SET)
[bookmark: _Hlk100229411][bookmark: _Hlk100227043]The social engineering toolkit (SET) is an open-source penetration testing framework programme designed to aid in developing and orchestrating social engineering attacks [18] [19]. Originally designed by David Kennedy, SET has become an integral part of a penetration testers arsenal [20]. Coupled with the community built around the software, the tool has incorporated attacks that have never been used before[20]. SET can be controlled by a text-based menu system allowing the user to control their attacks remotely with great ease [21]. SET has numerous customised attack vectors that allow the user to create realistic and believable attacks [18], that can exploit human behaviours and vulnerabilities to trick people into opening or performing the intended action [18]. SET is also a very useful tool as it allows attacks to be created in very little time [18]. Though SET is a useful tool it is argued that the most important tool when conducting an attack using SET is the attacker's understanding of human communication and knowledge of human behaviours [19]. More information on this tool can be read in Appendix 9.

[bookmark: _Toc101112219][bookmark: _Toc101880963]2.4.2. Nexphisher
[bookmark: _Hlk101694508]Nexphisher is an open-source phishing tool made for the Linux and Termux operating systems [22]. The tool has thirty unique cloned websites and 37 unique pages of some of the most widely used websites that the user can choose from to create and orchestrate a phishing attack [22], [23].  The majority of these pages are taken from another phishing tool called Zphisher under the general public licence V3.0 [22]. The websites include the widely used social media sites such as Facebook to streaming sites such as Netflix [22]–[24]. The tool also allows the user to use different login pages of the website, depending on the website the user chose to imitate in the previous option such as choosing Facebook allows the user to use a fake security approach, the Facebook messenger login page, the traditional Facebook page or voting poll login page [22]–[24], as seen in Figure 1. What makes this tool both good and dangerous depending on who is using it is how easy it is to create phishing attacks using this tool [23]. Within a couple of clicks, a user can have an almost identical clone to a website that can be used for a credential harvester attack [23]. Nexphisher also uses several port forwarding options that the user can use when conducting their experiments using the tool [22]. These port forwarding options include Localhost [22], LocalHostRun, LocalXpose, Serveo and Ngrok [23], [24]. Options such as Ngrok allow for the exposure of the local server ports to the internet through tunnelling [25], making the link accessible on public networks [23], [24].
[bookmark: figure]


		      [22]	
[bookmark: _Hlk100245703][bookmark: fig1]

[bookmark: _Toc101877285]Figure 1: Nexphisher Tool GUI.
[bookmark: _Toc202288079][bookmark: _Toc266447547][bookmark: _Toc100308836][bookmark: _Toc101112220][bookmark: _Toc101880964][bookmark: _Toc202288080][bookmark: _Hlk100219377]2.5. Conclusion 

This literature review gave a detailed an overview on three of the main aspects of social engineering and shows the enormity of social engineering. The various articles and discussion of social engineering techniques and tactics were only a few that have been written to understanding the thought process of social engineers and the process to perform various social engineering attacks. This is also true for the discussion on the various social engineering attacks, much was written into phishing and ransomware as they are two of the most common and dangerous attack vectors plaguing the online world today however there are many more attack vectors to be aware of as discussed in Appendix 8, that although are not as common or dangerous are still threats that should be given consideration. Finally, there is the tools aspect of this literature review which was limited to only a handful of tools being discussed in the main body of this report however more can be found in Appendix 10.
[bookmark: _Toc101880965]CHAPTER 3 –  Research Methodology
[bookmark: _Toc266710265][bookmark: _Toc266711018][bookmark: _Toc271283199][bookmark: _Toc340606384][bookmark: _Toc340611911][bookmark: _Toc340612081][bookmark: _Toc340614008][bookmark: _Toc341173674][bookmark: _Toc341173852][bookmark: _Toc341174532][bookmark: _Toc345410430][bookmark: _Toc345410761][bookmark: _Toc345412866][bookmark: _Toc371251358][bookmark: _Toc371251407][bookmark: _Toc371255387][bookmark: _Toc371255542][bookmark: _Toc100308838][bookmark: _Toc101112007][bookmark: _Toc101112116][bookmark: _Toc101112222][bookmark: _Toc101114362][bookmark: _Toc101114477][bookmark: _Toc101114592][bookmark: _Toc101114707][bookmark: _Toc101114820][bookmark: _Toc101114932][bookmark: _Toc101115044][bookmark: _Toc101358608][bookmark: _Toc101358854][bookmark: _Toc101359081][bookmark: _Toc101359286][bookmark: _Toc101359375][bookmark: _Toc101360584][bookmark: _Toc101361027][bookmark: _Toc101361305][bookmark: _Toc101520700][bookmark: _Toc101523555][bookmark: _Toc340606385][bookmark: _Toc340611912][bookmark: _Toc340612082][bookmark: _Toc340614009][bookmark: _Toc341173675][bookmark: _Toc341173853][bookmark: _Toc341174533][bookmark: _Toc345410431][bookmark: _Toc345410762][bookmark: _Toc345412867][bookmark: _Toc371251359][bookmark: _Toc371251408][bookmark: _Toc371255388][bookmark: _Toc371255543][bookmark: _Toc100308839][bookmark: _Toc101112008][bookmark: _Toc101112117][bookmark: _Toc101112223][bookmark: _Toc101114363][bookmark: _Toc101114478][bookmark: _Toc101114593][bookmark: _Toc101114708][bookmark: _Toc101114821][bookmark: _Toc101114933][bookmark: _Toc101115045][bookmark: _Toc101358609][bookmark: _Toc101358855][bookmark: _Toc101359082][bookmark: _Toc101359287][bookmark: _Toc101359376][bookmark: _Toc101360585][bookmark: _Toc101361028][bookmark: _Toc101361306][bookmark: _Toc101520701][bookmark: _Toc101523556][bookmark: _Toc266447529]

[bookmark: _Toc100308840][bookmark: _Toc101112224][bookmark: _Toc101880966]3.1. Introduction

In this section, the author will discuss the research process and the various aspects of the research methodology that was adopted as part of this project and the subsequent experiments, reports and presentations conducted in this project. The first subsection gives an overview of each process while the second section onwards gives reasoning the project fits each idea and theory.

[bookmark: _Toc266447530][bookmark: _Toc100308841][bookmark: _Toc101112225][bookmark: _Toc101880967]3.2. Research Overview
[bookmark: _Toc266447531][bookmark: _Toc100308842][bookmark: _Toc101112226]
[bookmark: _Toc101880968]3.2.1. Research Process
Figure 2 shows the process followed in the design and creation of this project, discussion on the project management of this report can be found in Appendix 1 and the logbook for this project can be seen in Appendix 3.

[bookmark: _Toc38302741][bookmark: _Toc38393536][bookmark: _Toc101877286][bookmark: _Hlk100245720][bookmark: fig2]Figure 2: Research Process.
 

[bookmark: _Toc266447532][bookmark: _Toc100308843][bookmark: _Toc101112227][bookmark: _Toc101880969][bookmark: _Toc266447533]3.2.2. Research Philosophy
The research philosophy in this work is a post-positivism worldview. As this project means to identify the process, and methodology and determine possible mitigation strategies, it is important that the author can identify any variables that can influence the outcome of an attack and consider how to exploit them in the experiments and then how to mitigate these vulnerabilities. The author will also use a philosophical approach to developing observations and research the behaviours of individuals which is of great importance in a post-positivist approach [40]. Finally, the use of a scientific method approach will be of great importance to the author, in the context that this project will develop theories on how the attacks will be designed to be successful and conduct further research based on the theory to determine if it is correct or wrong before making changes to the theory [40].

[bookmark: _Toc100308844][bookmark: _Toc101112228][bookmark: _Toc101880970]3.2.3. Theory Development
The theory development approach in this project is the deduction approach, in the deduction approach the research starts from an existing theory, in this approach an author will then base the hypothesis and data collection around confirming or rejecting the hypothesis of the existing theory [41]. While in an induction approach the author starts with an observation and data collection, then moves to analysis and description to form a theory [41]. This doesn`t fit the theory development as no research or experiments discussed in this project will be any topics that have not already been reported on before.

[bookmark: _Toc100308845][bookmark: _Toc101112229][bookmark: _Toc101880971]3.2.4. Research Methodologies
The research methodology that the author believes the project will be utilising is a quantitative approach. The reasons that the author came to this conclusion include Quantitative approaches related to the uses of surveys and experiments, the author has conducted research and has used both surveys and experiments during his research into this topic as well as conducting his experiments in this project. Furthermore, this approach uses predetermined approaches, based on and observes/ measures numerical data, uses unbiased approaches and uses statical procedures [40]. The author will likely use previously used and tested procedures and steps when conducting their attacks, the majority of the data that will be measured and observed will be done and displayed in numerical or statistical data.

[bookmark: _Toc100308846][bookmark: _Toc101112230][bookmark: _Toc101880972]3.2.5. Approach
The author theorises that his project will use a mono method approach, meaning that the project will only be utilising a Quantitative research Methodology [40]. The author’s experiments and attacks will be completed following all ethical procedures to ensure that nothing malicious happens to anybody or their device, this will also ensure that the author maintains a position on the right side of the laws relating to cybercrime in this country. The experiments will be conducted using a range of social engineering tools, many of which the author has already discussed in the previous chapter.

[bookmark: _Hlk90392735][bookmark: _Toc100308847][bookmark: _Toc101112231][bookmark: _Toc101880973]3.2.6. Strategies
The research strategy that the author feels relates best to this project and will aid the author best in completing his aims and objectives is an experimental research strategy. The author believes an experimental strategy suits his project as experimental projects aim to determine how specific influences can affect the outcome of results and the impact of these results [26] [27]. This project aims to discuss the strategies, methodology and mitigation strategies of social engineering attacks, the author believes the best way to learn and understand how social engineers and criminals operate and the process they use to conduct experiments and attacks, as they would so that he can identify weaknesses that he will address in his mitigation strategies section.






[bookmark: _Toc101112232][bookmark: _Toc101880974][bookmark: _Hlk90557486]3.2.7. Choices
[bookmark: _Toc100308849]The author will make use of researched experimental studies and CEH course materials to aid in understanding the process and steps taken in a social engineering attack and to choose the design, steps, and process of the experiment. The experiments conducted will be based on the most widely used styles of social engineering attacks including phishing. This project will make use of the tools discussed in the section above to aid in designing and orchestrating experiments. The project will aim to compare the various aspects of the author's attacks to provide an analysis of the prevention measures considered in the mitigation strategies. The analysis will also be used to provide evidence to argue why each mitigation strategy is appropriate and required for a strong security policy and culture. 

[bookmark: _Toc100308850][bookmark: _Toc101112233][bookmark: _Toc101880975]3.2.8. Time Horizons
The author will be conducting a cross-sectional approach for their project, this is because all results gained from the experiment will be collected over a short period. The experiment, the outcomes and the results and documentation will all be completed within a few weeks of each other, this fits into a cross-sectional approach [40]. The experiment is not analysing changes over some time or testing how successful the experiment was in different calendar years, for this reason, the author concludes that it does not fit into a longitudinal approach. 

[bookmark: _Toc100308851][bookmark: _Toc101112234][bookmark: _Toc101880976][bookmark: _Hlk90557446]3.2.9. Techniques And Procedures
The project will analyse and critically review research to determine the suitability and relevance of the sources’ material to the project topic. The author will uses techniques and procedures discussed in the previous section when conducting the experiments. Once the experiment has been conducted, the report will analyse how successful the attack design was and how useful each tool was in creating and orchestrating the attacks. The project will also analyse and discuss what techniques worked best in exploiting vulnerabilities. The desired result of this experiment is for the data to determine how susceptible a group of people are to social engineering attacks and the techniques used by social engineers. The experiment should also allow the author to draw conclusions on which mitigation strategies should be implemented to ensure enhanced security again social engineering attacks. Another desired outcome is for the discussion on the steps and procedures to be presented in an easy to understand format that allows the reader to understand the thought process during this experiment.
[bookmark: _Toc266447539][bookmark: _Toc100308852][bookmark: _Toc101112235]
[bookmark: _Toc101880977][bookmark: _Toc121041587][bookmark: _Toc202288067]3.3. Conclusion
[bookmark: _Hlk100226891]
This section has given a window into the research process and methodology that was adopted in this project, outlining the decisions, techniques, choices, time restraints among other things, undertaken as part of this project as well as giving reasoning and justification for why the research process of this project is the way it is. This is useful as it can give both the author and reader more clarity on what this project is and what it hopes to achieve allowing for better decisions regarding the research to be made to ensure the project is as critical and meets the criteria outlined and required to make this project and the subsequent task associated with this project successful.

[bookmark: _Toc341174544][bookmark: _Toc100308853][bookmark: _Toc101109674][bookmark: _Toc101112236][bookmark: _Toc101880978]
CHAPTER 4 – Design & Implementation

[bookmark: _Toc341174545][bookmark: _Toc100308854][bookmark: _Toc101112237][bookmark: _Toc101880979]4.1. Introduction

In this chapter, the author will discuss the problem formulation on what they hope and aim that this experiment will achieve. The second section of this chapter will discuss the process that they followed when determining and designing their experiment process, the experiment will be conducted multiple times using different tools and techniques to determine the similarities and differences in how different tools perform credential harvester attacks. The two techniques that will be used and compared are Urgency and reward to the author's hypothesis that urgency is a more effective technique to reward. Comparisons will allow them to determine certain mitigation strategies needed based on the results.  In the third section of this chapter a discussion on how the experiment was implemented to test the problem formulation and the objectives of the project.


[bookmark: _Toc100308855][bookmark: _Toc101112238][bookmark: _Toc101880980]4.2. Problem Formulation

76% of businesses have been victims of phishing [9], The need to understand the tools used and how they are implemented in a phishing attack as well as how vulnerable individuals are to phishing attacks.
The author will conduct multiple experiments using different processes for each unique tool, some tools will be used following others to showcase a range of processes that could be used by a social engineer to conduct a phishing attack. Figure 3 showcases the diagram of the process that will be followed when implementing a phishing attack using the Nexphisher tool. The Other tool used in this experiment is the social engineer toolkit, the reason for this tool's inclusion is to examine the process of one of the most well-known social engineering tools used, this process diagram can be seen in Figure 4. In Chapter 5 a comparison of the success and process of these two tools will be conducted. Within these processes is the need to follow the Maskphish process as seen in Figure 5, this process will examine and give a guide to how the URL can be altered to look more authentic. The reasoning for this is that it is vital to understand the processes and vulnerabilities that criminals can use and exploit to conduct these attacks so that better mitigation strategies to combat this threat and the threat of social engineering can be greater considered. The ethics form for this project can be found in Appendix 2 and consent form for this experiment can be seen in Appendix 4.


[bookmark: _Toc101112239][bookmark: _Toc101880981]4.2.1 Nexphisher

















[bookmark: _Toc101877287]Figure 3: Nexphisher Process.
[bookmark: _Toc101112240][bookmark: _Toc101880982]4.2.2. SET
[bookmark: _Toc101877288]Figure 4: Social Engineer-Toolkit Process.
[bookmark: _Toc101112241][bookmark: _Toc101880983]4.2.3. Maskphish















[bookmark: _Toc101877289]Figure 5: Maskphish Process.
[bookmark: _Toc100308856][bookmark: _Toc101112242][bookmark: _Toc101880984][bookmark: _Hlk95475319]4.3. Design

[bookmark: _Toc101112243][bookmark: _Toc101880985]4.3.1. Router And Internet Access
A home router will be the only network device needed for this project as the home router will have the necessary bandwidth to cope with the constraints of this experiment and there is no need for any other networking devices within the LAN as part of this network design. However, routers and internet connections will also be required at the end of the sample to ensure successful communication. The network design diagram displaying the position of the author’s router and the internet concerning other aspects of this design process such as the Samples’ Routers can be seen in Figure 6. The router is required to access the internet which is required to send the experiments via email

[bookmark: _Toc101112244][bookmark: _Toc101880986]4.3.2. Device
The author’s home laptop will be the only device that will have the experimental tools/software downloaded onto it and this device will be used to conduct the phishing experiments and comparisons between the tools. The sample will also need a computing device with access to the internet to be able to interact with the experiment email, as can be seen in the network design diagram in Figure 6. 

[bookmark: _Toc101112245][bookmark: _Toc101880987]4.3.3. VirtualBox
           There are several reasons for this, the main reason is that the end device that will be utilised for this project runs the windows operating system and not Kali Linux. For this reason, a virtual machine running Kali Linux is needed to perform this experiment. The second major reason is that being an isolated machine lowers the risk of other major work such as the project report and other assessment work. This software will be downloaded on the experiment end device and can be found listed under it in the network design diagram in Figure 6.

[bookmark: _Toc101112246][bookmark: _Toc101880988]4.3.4. Operating System – Kali Linux
This Is due to some of the tools are not supported on the Windows operating system and the majority of tutorials, as well the practice and prior testing of the suitability of the tools was performed on the Linux operating system, are more time-efficient and practical to use a tool on one OS that the tools are already installed on and with which the author has experience of using the tools on. The OS is installed on the experiment end device as well as all of the tools, this is shown and listed under the end device in the network design diagram in Figure 6.

[bookmark: _Toc101112247][bookmark: _Toc101880989]4.3.5. Gmail/ Outlook Email Service
The final aspect of the design process is an external email service provider that the experiment will send the from. the position of this regarding the network design diagram can be seen in Figure 6. 
This email service will either be a Gmail account or Proton mail as their set-up is quick and easy due to not needing to input a phone number for verification. The reason for using a third-party email service is that this experiment cannot set up an email server with its email domain. 


[bookmark: _Toc101877290]Figure 6: Network Design Diagram.

[bookmark: _Toc100308857][bookmark: _Toc101112248][bookmark: _Toc101880990]4.4. Implementation

[bookmark: _Toc101112249][bookmark: _Toc101880991]4.4.1. VirtualBox 
1. Navigate to https://www.virtualbox.org/wiki/Downloads [28], this is the official website of Oracle VirtualBox 
2. Once on the correct webpage click on the windows host option seen circled besides label 1 in Figure 7 [28]. This is desired option as the experiment device run on a Windows operating system.
3. This will cause the software to install on the device, which once completed the user should open [28]. This can be achieved by clicking on the tab as seen in Figure 7 besides label 2. If the user cannot see the program in the download tab the program can be found in the Downloads folder of the devices file system. 






[bookmark: _Hlk100245973][bookmark: fig7]






[bookmark: _Toc101877291]Figure 7: VirtualBox Download Page.

4. This will cause a pop-up window to appear the first step to this set-up wizard is to simply click next [28]. This is simply a welcome page informing the user of the process. This page of the pop up can be seen in Figure 8.










[bookmark: _Toc101877292]Figure 8: VirtualBox Setup Wizard Welcome Page.

5. The second choice of this setup window is to select the additional features for installation, for this option just click next again [28]. This page can also be seen in Figure 9.










[bookmark: _Hlk100245991][bookmark: fig9]

[bookmark: _Toc101877293]Figure 9: VirtualBox Setup Features Page.

6. The final choice in this set-up wizard is to select the desired area for the application to be stored [28]. This does not affect the functionality of the software and is instead just about the accessibility of the tool [28]. This step can be seen in Figure 10.












[bookmark: _Toc101877294][bookmark: _Hlk100246005][bookmark: fig10]Figure 10: VirtualBox Setup Wizard Accessibility Page.

7. To complete this installation, click the Finish button and once the installation is complete it will cause VirtualBox to open [28].

[bookmark: _Toc101112250][bookmark: _Toc101880992]4.4.2. Kali Linux
1. Navigate to https://www.kali.org/get-kali/, this is the official website for the Kali Linux OS so is a good place to get the software for this implementation.

2. Click on the Virtual Machines recommended option, as seen in Figure 11. This will forward the user to the Kali Linux options designed for virtualisation which will include the virtual box option. As this experiment is conducted using virtual machines this option must be selected.









[bookmark: _Toc101877295][bookmark: _Hlk100246023][bookmark: fig11]Figure 11: Virtual Machines Recommendation.

3. This will lead to a section that has two options, VMware and VirtualBox, for this implementation a 64-bit option was selected and the VirtualBox download button should be pressed as this is the virtualisation tool used for this experiment and the experimental device has a 64-bit processor. This can be seen in Figure 12 with label 1 showing the processor option and label two showing the download button. If unsure what the device is using research should be conducted to determine the correct processor option.












[bookmark: _Hlk100246044][bookmark: fig12][bookmark: _Toc101877296]Figure 12: Kali Linux Virtualisation Options.

4. This will cause a ready-made VirtualBox file to download onto the system, this file will be set up with the necessary parameters for the virtual machine to operate. This option can be seen in Figure 13 and once the download is complete the file should be opened. If the file cannot be seen at the bottom of the browser, then the next step should be to check the downloads folder of the device's file system.



[bookmark: _Toc101877297][bookmark: _Hlk100246132][bookmark: fig13]Figure 13: Kali Linux VirtualBox Download File.

5. Once the file is opened it will open pop up similar to Figure 14. The folder that the virtual machine will be imported into should be checked to ensure that it is being imported into the VirtualBox VM folder to ensure that it will succeed. After this agree to the software agreement and the file should install into VirtualBox.
















[bookmark: _Hlk100246152][bookmark: fig14]
[bookmark: _Toc101877298]Figure 14: Kali Linux Import Appliance.

6. If successful it should be displayed as a virtual machine when opening the VirtualBox program and should resemble something similar to Figure 15.
[bookmark: _Toc101877299][bookmark: _Hlk100248877][bookmark: fig15]Figure 15: Post Installation VirtualBox Application.


[bookmark: _Toc101112251][bookmark: _Toc101880993]
4.4.3. Ngrok
The first tool that will be discussed as part of the implementation is ngrok. This implementation was achieved in the following steps:
· Navigate to https://ngrok.com/download and create an account [29].
· download the software for Linux by clicking on the download button [29], this can be seen in Figure 16 next to the number 1 label.
· Extract the tool using the command shown in Figure 16 by label 2 into the Linux terminal allowing for the tool to operate on the system [29].
· Input the ngrok authtoken into the Linux terminal [29], this token can be seen in Figure 16 next to the label 3. The reason this is important is that this will link the tool to the user ngrok account meaning they can create tunnels [29].


[bookmark: _Toc101877300][bookmark: _Hlk100248888][bookmark: fig16]Figure 16: Ngrok Installation Step Process & Dashboard.

[bookmark: _Toc101112252][bookmark: _Toc101880994]4.4.4. Nexphisher
The second tool that will be implemented in these experiments is the Nexphisher phishing tool. This was implemented in the following steps:
· Download the tool using the command git clone git://github.com/htr-tech/Nexphisher.git into the Linux terminal [23]. this command can also be seen underlined in Figure 17.





[bookmark: fig17][bookmark: _Toc101877301][bookmark: _Hlk100248906]Figure 17: Nexphisher Installation Command & Process.

· Next, navigate to the directory housing the tool so that the program can be run. This was accomplished by inputting the command cd Nexphisher [23], this can also be seen next to label 1 in Figure 18.
· After this the command bash Nexphisher is entered [23], this command can also be seen next to label 2 in Figure 18. This command will cause the Nexphisher tool to boot up and begin to run [23].


[bookmark: fig18][bookmark: _Hlk100248933][bookmark: _Toc101877302]Figure 18: Steps/ Process To Run Nexphisher Tool.

[bookmark: _Toc101112253][bookmark: _Toc101880995]4.4.5. Social Engineering-Toolkit
The next aspect of the experiment implementation is the social engineer toolkit to do this:
· [bookmark: fig19]First, download the tool from its GitHub repository using the command git clone https://github.com/trustedsec/social-engineer-toolkit setoolkit/ [30]. This can also be seen underlined in Figure 19.
[bookmark: _Toc101877303][bookmark: _Hlk100248959]Figure 19: Social Engineer-Toolkit Installation Command & Process.

· Input setoolkit into the Linux terminal, this will activate the program and run the tool [30], [31].

[bookmark: _Toc100308858][bookmark: _Toc101112254][bookmark: _Toc101880996][bookmark: _Hlk100231375]4.5. Conclusion

To conclude and overview the discussion put forward on how the experiment that will be discussed in the next section was designed and outlined to ensure that the experiment could be conducted successfully as well as outline the various elements and components required for this experiment to be successful such the devices required, the equipment required where the equipment and tools required must be located regarding other aspects of the experiment. Finally, this section outlined the problem formulation for each tool in the experiments and the process that would be followed when conducting the experiments Again these initial plans were useful to ensure that understanding and clarity of what was being followed and a reference point to make changes allowed for easier implantation and use of the tools in the experiment aspect later on. An additional implementation of Maskphish can be found in Appendix 11.










[bookmark: _Toc100308859][bookmark: _Toc101112255][bookmark: _Toc101880997]CHAPTER 5 – Experiment & Testing

[bookmark: _Toc101112256][bookmark: _Toc101880998]5.1. Ngrok
The ngrok tool was the first process as part of this experiment. ngrok will allows for the experiment sample to view the web pages on localhost. To accomplish this the following steps should be followed:

1. The first step to testing the success of the tool’s installation by entering the ./ngrok HTTP 80 command into the Linux terminal [29], this can also be seen in Figure 20. 



[bookmark: fig20][bookmark: _Toc101877304][bookmark: _Hlk100248978]Figure 20: Command to Expose Local Host To The Internet.

2. This command was successful as it returned the required information shown in Figure 21. The account details and version has been blacked out. The important information is the forwarding URL that has circled in Figure 21, this is the URL that will need to be inputted later during the SET experiment.

[bookmark: fig21][bookmark: _Toc101877305][bookmark: _Hlk100248996]Figure 21: Ngrok Command Feedback & Forwarding URL Provided.

[bookmark: _Toc101112257][bookmark: _Toc101880999]5.2. Nexphisher

[bookmark: _Toc101112258][bookmark: _Toc101881000]5.2.1. Experiment
The Nexphisher tool was used as a comparison to the SET in terms of how the tool work, the process it follows and the features. This tool will not be used as part of the phishing experiment and will not be used to harvest user credentials. The experiment process was completed as followed:

1.  The first step in experimenting is to select the desired website template [23], this is shown in Figure 22 next to label 1. In this experiment, Instagram was the selected template as almost everyone has a social media presence while the number of people with a LinkedIn profile or involved in cryptocurrency is less common than the likelihood of them having an Instagram profile.

2. Next, select the desired login page template [23], this can be seen next to label 2 in Figure 22. For this, a traditional login page was selected as this is the page style that a real phishing attack will use making the result more authentic to a genuine attack.











[bookmark: fig22][bookmark: _Hlk100249017]



[bookmark: _Toc101877306]Figure 22: Nexphisher Process Steps - Template Option & Login Page Option.

3. After this the desired host/tunnelling option should be selected [23], this can be seen in Figure 23 next to label 3. The Ngrok option is selected in this process as a means to ensure it would be viewable on the internet. However, for early practice and experience, the localhost option is useful.









[bookmark: fig23][bookmark: _Toc101877307][bookmark: _Hlk100249038]Figure 23: Nexphisher Process Step - Tunnelling Option.

4. Next, the tool returned the generated URL that when entered will send the user to the cloned site [23], this can be seen underlined in Figure 24. If a local host was selected the returned URL would likely be a loopback address of 127.0.0.1:5555.







[bookmark: fig24][bookmark: _Toc101877308][bookmark: _Hlk100249072]Figure 24: Returned Ngrok URL From Nexphisher.
[bookmark: _Toc101112259][bookmark: _Toc101881001]5.2.2. Testing
Once the Nexphisher experiment process was complete the next aspect was to test the success of the experiment process, this was achieved by:

1. The first step of testing this tool is to open a web browser was opened and the ngrok URL was pasted into the web browser causing it to send the user to the cloned website nearly identical to the Instagram login page showcasing that the first step of this test was successful as proven in Figure 25. The only telling difference is the URL seen circled in the URL bar next to label 1 in Figure 25, the URL is vastly different to the Instagram URL.
2. The next test is to input test details into the login fields to test if Nexphisher will successfully harvest the credentials, these credentials can be seen circled by label 2 in Figure 25.







[bookmark: fig25][bookmark: _Hlk100249105]

[bookmark: _Toc101877309]Figure 25: Cloned Site From Nexphisher.

3. Following the submission of the details, return to the terminal running the Nexphisher tool to see if the details were harvested. Figure 26 shows that the same details that were inputted into the clone site were harvested and displayed alongside the URL. This means that the second test was also successfully proving the tools' suitability for this experiment.








[bookmark: fig26][bookmark: _Toc101877310][bookmark: _Hlk100249140]Figure 26: Harvested Credentials (IP Address, Email Address And Password).



[bookmark: _Toc101112260][bookmark: _Toc101881002]5.3. Social-Engineer Toolkit

[bookmark: _Toc101112261][bookmark: _Toc101881003]5.3.1. Experiment
The SET tool was used in the comparison aspect alongside the Nexphisher tool as well as being the tool used to test the samples' vulnerability to phishing attacks as the experiment listed below outlines how to create an attack that will only harvest email addresses and not passwords. This experiment process was conducted twice (once for reward and once for urgency) but used near similar steps, these steps are as follows.

1. Select the desired attack strategy which in this case will be the social engineering attack option [30], [31], this is also shown in Figure 27 beside label 1. The reason for this is that this option will navigate to a list of attacks where social engineering techniques are used, which is desired as this is a social engineering project.







[bookmark: fig27][bookmark: _Toc101877311][bookmark: _Hlk100249189]Figure 27: SET Attack Options Step.

2. Select the desired attack vector, which for this experiment will be to Website attack vector [30], [31], a screenshot showing this action can be seen in Figure 28 beside label 2. The reason for this choice is that the experiment requires a cloned website to trick the sample to input their details. 











[bookmark: fig28][bookmark: _Toc101877312][bookmark: _Hlk100249211]Figure 28: SET Attack Vector Option Step.

3. Select the attack method for this attack, in this case, the option selected, was the credential harvester attack option [30], [31], this choice can also be seen in Figure 29 beside label 3. The purpose of this choice is that the experiment will use phishing emails to gather login details of the sample to see how likely they are to disclose sensitive information. 








[bookmark: fig29][bookmark: _Hlk100249237]
[bookmark: _Toc101877313]Figure 29: SET Attack Method Step.
[bookmark: _Toc341174561][bookmark: _Toc121041633][bookmark: _Toc202288167][bookmark: _Toc266447548]
4. Choose the desired cloning option, for this experiment a custom import was selected using the amazon login page. This can be seen in Figure 30. The custom import allows the user to import their HTML webpage or copy an HTML file from a legitimate webpage. For this option to be successful the user must go to the desired website that they wish to impersonate and then right-click and select the save as option. The user must then save the HTML file as “index.html” or the tool will not recognise it. For the reward experiment, Amazon was used, and Google was selected for the urgency experiment. The reason these login pages were chosen is that Amazon and Google use different login pages for email addresses and passwords meaning that the experiment will only harvest email addresses and will not be able to discover the samples' passwords, preventing access to their accounts. 
[bookmark: fig30][bookmark: _Hlk100249257]

[bookmark: _Toc101877314]Figure 30: Website Template Option.

5. Input the ngrok URL that was provided when the ngrok implementation was completed, this step and URL can be seen in Figure 31 next to label 1. The purpose of this URL is that this will be the URL that hosts the clone site and the URL that the sample will be sent. The user's private IP address can be used but it will not be accessible to those outside of the user’s LAN.
6. Following this the pathway to the HTML file as stated in Figure 31 this pathway was /root/Template/amazon/ and for the urgency experiment, the pathway was /root/Template/google/. The slashes must be applied at the start and end and the user should only navigate to the directory that stores the index.html file. This is the HTML page that the sample will be sent when they click on the link. This step can be seen besides label 2 in Figure 31.
7. After this, the entire folder option should be selected, as shown in Figure 31 besides label 3.
8. Next is the site that the user will be redirected to once they submit their details. This can be seen besides label 4 in Figure 31. For this option, amazon.com was selected as this is the site that will be impersonated. For the urgency experiment, google.co.uk was chosen. 

[bookmark: fig31][bookmark: _Toc101877315][bookmark: _Hlk100249305]Figure 31: Address Allocation, Template Selection & Redirected Site Choice.

[bookmark: _Toc101112262][bookmark: _Toc101881004]5.3.2. Testing
Once the phishing experiment was set up the next aspect was to test the experiment to ensure that it was functioning correctly, this was achieved by:

1. Following this, a web browser was opened and the ngrok URL that was inputted during this process must be pasted into the address bar. This sends the user to the cloned site generated with this tool meaning that the first test regarding this implementation was successful, as can be seen, in Figure 32.
2. Next, the test data was input into the email address field as can be seen in Figure 32. This was to determine if the site would harvest the email address and then redirect the user to the legitimate amazon website or not. As can be seen in Figure 32 the email address was harvested successfully. Clicking the continue button caused the browser to redirect to the legitimate Amazon website as accepted meaning that all of the tests were successful including the fact that there was no field to input the URL in Figure 32 and Figure 33. As can be seen in Figure 34 no data is harvested in the password field.

[bookmark: _Toc101877316][bookmark: _Hlk100249580]Figure 32: Cloned Website Template (Reward Experiment)


[bookmark: fig33][bookmark: _Hlk100249602][bookmark: _Toc101877317]Figure 33: Cloned Website Template (Urgency Experiment)






[bookmark: fig34][bookmark: _Toc101877318][bookmark: _Hlk100249607]Figure 34: Harvested Credentials (Only Email Was Harvested)


[bookmark: _Toc101112263][bookmark: _Toc101881005]5.4. Conclusion

[bookmark: _Hlk100226922]In this section, the various processes that were followed and the reasoning for each step were outlined to allow for an understanding of how the experiments were conducted in this way. The various tools executed in this project were easier to grasp than the author initially anticipated this was initially easier thanks to the various sources that helped to gain an understanding of the process of each tool. After some practise the author became more confident to perform practise experiments and tests to expand an understanding without the aid of research sources this is how the author gained the idea of using a custom import rather than the site cloner option of the Social Engineer-Toolkit. This approach was also evident in the internal testing stage for the experiment in the beginning test were compared to the literature in the sources however as confidence was gained it became easier to determine success and where the required test data could be found. The experiment section for Maskphish can be found in Appendix 12 and the email implementation and experiment section can be found in Appendix 13. Finally, a comparison between SET and Nexphisher tools can be found discussed in Appendix 14.
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[bookmark: _Toc101112265][bookmark: _Toc101881007]6.1. Reward

The reward experiment was partially successful from a hacker/criminal mindset as three individuals clicked on the link and two individuals input their email addresses. In a real-world experiment where a social engineer would have designed their attack to harvest both the email address and password, two individuals would have had their accounts hacked. Though this only equates to 4% of the sample it is still two accounts that could be used to find more targets and the ability to send phishing attacks from their email address which could be more successful as friends, family and colleagues will be more inclined to trust these email addresses.

 The individual who backed out of the webpage without entering their details claimed that their security software advised them against inputting their email address, displaying the importance of having anti-phishing software on a device. When following up with the post-experiment feedback 44% of the sample claimed to have seen the email but ignored it and a further 30% of the sample admitted that they opened the email but after reading and examining the email they decided to ignore it.

While the remaining 20% claimed they did not see the email at all. The reason for this static being included is that it illustrates how there is always a chance that the attack may be ignored by sheer luck. This can all be seen below in Table 2 and a bar chart of these results can be seen in Figure 35.

	[bookmark: _Hlk100245353]Reason
	Total
	Percentage

	Did not see the email
	10
	20%

	Ignored the email
	22
	44%

	Read the email but ignored the link
	15
	30%

	Clicked On Link
	3
	6%

	Input Credentials
	2
	4%


[bookmark: _Toc101877341][bookmark: table2]Table 2: Reward Experiment Results.












[bookmark: _Toc101877319]Figure 35: Reward Results Bar Chart.

Further feedback was requested from the 37 individuals who saw the email but did not click on the link, asking for their primary reason for this choice. The feedback suggests that 16% of these individuals said they do not have an Amazon account associated with this email address. However, the author still believes Amazon was a strong choice as it is still the most widely used online shopping retailer and asking the sample about what websites they use would have only caused them to be on higher alert and not given an accurate outcome of how they would react to the emails.
The largest portion of this group was the 43% of these individuals who claimed that the subject title was a red flag for them as many suggested that it seemed to be in your face and not subtle, making them suspicious and uncomfortable about the email. A further 19% stated they did not trust the email after reading the message based on the scepticism of the offers, following the idea it’s too good to be true, many of these had doubt beforehand but claimed to at least read the message before deciding.

The remaining 22% claimed that errors in the email, such as being structured differently from other Amazon messages such as lack of images and no profile picture of the Amazon logo were the two primary differences noticed. These results can be seen displayed in Table 3 and the graph showing these results can be seen in Figure 36.

[bookmark: table3][bookmark: _Toc101877342][bookmark: _Hlk100245370]Table 3: Reason For not Clicking Link (Reward Experiment).
	Reason
	Total of 37
	Percentage

	Did Not Use Amazon
	6
	16%

	Subject Seemed Suspicious
	16
	43%

	Message Seemed Suspicious
	7
	19%

	Errors in the Email
	8
	22%
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[bookmark: _Toc101877320]Figure 36: Reason For Not Clicking Link (Reward Experiment) Bar Chart.
[bookmark: _Toc101112266][bookmark: _Toc101881008]6.2. Urgency

The urgency experiment saw more success from a hacker standpoint with 14% of the sample clicking on the link. However, this means that only 43% of the sample who clicked on the link input their email address whereas 57% did not, as shown in Figure 37. When asking for feedback on why the 57% did not input the information, 75% claimed that they were advised against inputting information by some form of anti-phishing software and the other individuals felt uneasy and decided to check the legitimacy of the threat by opening a new tab to navigate to their account. 




[bookmark: fig37][bookmark: _Toc101877321][bookmark: _Hlk100249817]Figure 37: (Urgency) Entered Vs Did Not Enter Email Address.

All of the 7 individuals who clicked on the link admitted panic was the primary reason they clicked on the link and caused them to rush into a rash decision of clicking the link. Nearly half of the sample, 46% stated that they did read the email but ignored the link for one of many reasons that will be discussed in the next paragraph. A further 20% ignored the email without reading and again 20% claimed to have not seen the email. This is also outlined and displayed in Table 4 as well as being illustrated in a bar chart in Figure 38.
[bookmark: table4][bookmark: _Hlk100245377]
[bookmark: _Toc101877343]Table 4: Urgency Experiment Results.
	Action
	Total of 50
	Percentage

	Did Not See The Email
	10
	20%

	Ignored The Email
	10
	20%

	Read Email Ignored the Link
	23
	46%

	Clicked On Link
	7
	14%
















[bookmark: fig38][bookmark: _Toc101877322][bookmark: _Hlk100249830]Figure 38: Reward Experiment Results Bar Chart.

The main reason given by the 33 individuals who saw the email but did not click the link was again that the subject seemed suspicious with 30% (10) giving this response, this was the reason given for a 100% of those who ignored the email. Another 30% of individuals noticed errors in the layout of the email. Examples given included a lack of user’s email address in the google graphic, incorrect email address from google and no URL at the bottom to copy and paste instead of clicking the link. The third most common reason was that the message seemed suspicious with 24% claiming that after reading the message they believed it was a hoax due to the wording of the message such as including the supposed country and city that the account was accessed from, as well spelling or grammar errors also included as a reason. 10% (3 users) admitted that they checked their account by opening a new tab/window to determine the validity of the email. Finally, 2 users ((6%) stated that the address seemed different than usual. This information is also illustrated in a bar chart in Figure 39 as well as outlined and displayed in Table 5. 

[bookmark: _Toc101877344][bookmark: _Hlk100245386][bookmark: table5]Table 5: Reason For Not Clicking Link (Urgency Experiment).
	Reason
	Total of 33
	Percentage 

	Address Was Different
	2
	6%

	Subject Seemed Suspicious
	10
	30%

	Email message 
	8
	24%

	Error in Email
	10
	30%

	Checked Account Via New Tab
	3
	10%














[bookmark: fig39][bookmark: _Toc101877323][bookmark: _Hlk100249854]Figure 39: Reason For Not Clicking Link (Urgency Experiment) Bar Chart





[bookmark: _Toc101112267][bookmark: _Toc101881009]6.3. Hypotheses

The experiment did prove one of the author's hypotheses that Urgency was a better technique than reward with 7 individuals clicking on the urgency link, more than double (3) who clicked on the reward link.  Surprisingly there was only a difference of one individual who did input their email address for urgency but not for a reward this can be seen in Figure 40. However, only one individual did input their email address in both experiments. Furthermore, the majority of the sample at least opened the urgency based email, with 60% opening the link whereas 36% opened the email meaning that 24%, almost a ¼ more individuals took notice of the urgency email this can also be seen in Figure 41.








[bookmark: _Toc101877324]Figure 40: Urgency Vs Reward Clicks Chart.
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[bookmark: _Toc101877325]Figure 41: Urgency Vs Reward Emails Opened Chart.


[bookmark: _Toc101881010]6.4. Other Points 

Although both tests show 10 individuals claiming to have not noticed the email 4 of the individuals who did not see the Reward email did notice the Urgency email and 3 individuals noticed the Reward email but not the urgency email.  I noted however none of these individuals input their email addresses into either experiment. One individual from each experiment was part of the group who clicked on the link but was then prompted to close the email.

When asked for clarity on why one individual who interacted with both emails but never input their information, they admitted that they trust their security software to identify if the email was malicious. This worked for them in these experiments however they did admit this was a poor strategy as there is a chance the software will one day not identify the threat and their credentials could be stolen. 

Of the two individuals who did input their email addresses, neither realised the issue until they were informed by the author. This illustrates just how subtle the difference between the sites is and how subtle the redirecting to the legitimate site can be. The one individual who only fell for the urgent email stated that it was due to panic and not carefully review of the email, instead quickly examining the email and then clicking on it. This supports the theory that panic would cloud a user’s judgment. Whereas curiosity was the reason given for clicking on the reward email.









[bookmark: _Toc101112269][bookmark: _Toc101881011]6.5. Conclusion
[bookmark: _Hlk100226937]
The results discussed in this section showcase several things, firstly it demonstrates that even though phishing attacks are common they can still be effective. Secondly, the results highlighted a hidden deterrent that can face social engineers, 20% of the survey claimed to have not seen the email. Thirdly, it showed the suspected outcome, that appealing to fear by using urgency is better than appealing to curiosity with rewards, even though not as big of a gap as initially expected. The majority of the sample had some inclination and suspicion that the emails were fake by either finding alternative methods to check or ignoring the email altogether. This portrays some initial experience or knowledge of basic strategies to avoid social engineering. The results also displayed the importance of anti-phishing software, with it being the biggest reason for preventing users who were tricked from accessing the website. However, these strategies need to be implemented alongside other mitigation strategies to ensure further protection from a variety of attacks, these strategies are discussed in Appendix 15. The feedback form used for these results can be found in Appendix 5.
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[bookmark: _Toc100308864][bookmark: _Toc101112272][bookmark: _Toc101881013]7.1. Summary

To summarise, this project has taken a deep look into social engineering covering the statistics, tactics and techniques, attack vectors and tools in the literature review this project. This has covered the basics of what are the types of social engineering attacks such as phishing, and how social engineering is one of the most common threats in the online world. The various strategies such as the four-step process used by social engineering to exploit and achieve their goals. Finally, the literature review covered some of the tools used to create and test individuals’ susceptibility to social engineering attacks such as Nexphisher. The third chapter of this report discussed the research process and aspects adopted in this project to give an overview of how this research project was orchestrated. The fourth chapter discussed the initial design of the experiment conducted as part of this project, showcasing the required hardware and software required and how it all fits together in this project. The second aspect of this chapter was to discuss and display evidence of the initial implementation of each tool and software used in this experiment. Chapter five gave a detailed walkthrough and discussion of how the experiment was conducted and the initial testing conducted in the experiment while not displaying any information about the sample. In chapter six the results gathered from the subsequent experiment were showcased and the reasoning for these results was discussed to give insight into individuals' choices and the reasoning for these choices to evidence the need for mitigation strategies. Finally, the author has reflected on this project and discussed the lessons learnt, positives and considerations for future work, this section and discussion can be found in Appendix 16.

[bookmark: _Toc100308865][bookmark: _Toc101112273][bookmark: _Toc101881014]7.2. Conclusion

To conclude this project report has covered many of the basis that the author had aimed for back at the beginning of this project. The project has covered numerous attacks and tools associated with social engineering. The report has given sourced evidence of the scale of financial loss, attacks that use social engineering techniques as well as theorised techniques that social engineers use to exploit vulnerabilities in their victims and then manipulate them. The design process explained and displayed the lack of hardware required to orchestrate a phishing attack and how cheap an attack could be even though some additional equipment could have made the experiment more effective. The experiment and results further highlighted the process and risk of phishing attacks as well as displaying the simplicity of using each tool while still allowing for strikingly similar phishing websites, and URLs to be generated by the tools to that of their authentic counterparts. Further evidencing why social engineering is so dangerous and common when creating attacks is so simple. Finally, the mitigation strategies have given a good basis for mitigation social engineering and a good starting point for continuous improvement.

[bookmark: _Toc100308866][bookmark: _Toc101112274][bookmark: _Toc101881015]7.3. RECOMMENDATIONS FOR FURTHER RESEARCH

[bookmark: table6][bookmark: _Toc266447556]The author would recommend further research into a couple of key areas The first is examples of social engineering attacks, this is a topic that was not discussed in great detail in this report due to word and time restraints however real-world experience would be useful to gain a better understanding in the future. The second is further research into the tools used in social engineering, in this report the majority of the tools discussed focussed on phishing due to the experiment being centred on the project, again understanding more tools that cover more attack vectors would be of great use in future projects on social engineering. The third area for future research is greater research into the techniques, methodology and tactics used in social engineering as understanding these would allow for a more informed understanding of how a social engineer works and the knowledge to combat them and their attacks. Finally, more research into mitigation strategies would be useful as continued education is a must and continuing to learn and grow strategies is the best method for continued success against attacks.
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The author’s gannet chart and time schedule has changed considerably from the initial design in October 2021. The main reason for these changes was the author initial meeting and discussions with the project supervisor. These discussions led to various alterations and changes to the project, the experiment and the topics that were researched and discussed as part of the project. The first change is that the experiment aspect of this project is much bigger than initially planned with the scope of audience and purpose of the experiment changing from a small sample to a much bigger sample and the experiment taking far longer to plan, execute and review as seen in between the initial Gantt chart in Figure 42 and the altered Gantt chart in Figure 43. The second change from the initial discussions is the reconsideration of the subtopics discussed in this project. Initially the project focused far more on the attack vector of social engineering and had little else considered as shown in Figure 42. 

Following the first discussion it was agreed that a tools section and a techniques and methodology section should be added to the project and the attack section should limited to main attacks and additional information in the appendices. This difference can be seen in the altered Gantt chart in Figure 43. Another noticeable change is the initial Gantt chart did not include the research methodology section as seen in Figure 42, this was because the scope was far too narrow centred of social engineering attacks. The author has also altered when the mitigation strategies were researched and documented in this project as initially it was planned to be completed as part of each attack section however this was changed to be done completely in a table format at the end as seen in Figure 43. Finally, the abstract, conclusions and the further reading section is the only aspect that has seen little change from the initial plan and Gantt chart as can be seen in both Figure 42 and Figure 43.
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[bookmark: _Toc266447554][bookmark: _Toc121041635]





[bookmark: _Toc100308871][bookmark: _Toc101112278][bookmark: _Toc101881018][bookmark: _Hlk101866199]Appendix 2 - Ethics Form
 
APPLICATION FOR ETHICAL APPROVAL

In order for research to result in benefit and minimise risk of harm, it must be conducted ethically. 

The University follows the OECD Frascati manual definition of research activity: “creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.

The individual undertaking the research activity is known as the “principal researcher”.

This form must be completed and approved prior to undertaking any research activity. 

SECTION A: About You (Principal Researcher)
	1
	Full Name:
	James Andrew David Beard

	2
	Student Number:
	
1901671

	3
	Email address:
	1901671@student.uwtsd.ac.uk

	4
	Programme of Study:
	Computer Networks and Cybersecurity

	5
	Director of Studies/Supervisor:
	Dr Carlene Campbell







SECTION B:  Internal and External Ethical Guidance Materials

	
	Please list the core ethical guidance documents that have been referred to during the completion of this form (including any discipline-specific codes of research ethics, location-specific dodes of research ethics, and also any specific ethical guidance relating to the proposed methodology).  Please tick to confirm that your research proposal adheres to these codes and guidelines. You may add rows to this table if needed.

	1
	UWTSD Research Ethics & Integrity Code of Practice
	☒

	2
	UWTSD Research Data Management Policy
	☒

	3
	
	☐



SECTION C: Details of Research Activity
	1
	Indicative title:
	Social Engineering Attacks and Mitigation Strategies

	2
	Proposed start date:
	1st November 2021
	Proposed end date:
	1st June 2022

	
	Introduction to the Research (maximum 300 words in each section)
Ensure that you write for a Non-Specialist Audience when outlining your response to the three points below:
7. Purpose of Research Activity
8. Proposed Research Question
9. Aims of Research Activity
10. Objectives of Research Activity
Demonstrate, briefly, how Existing Research has informed the proposed activity and explain
11. What the research activity will add to the body of knowledge 
12. How it addresses an area of importance. 

	3
	Purpose of Research Activity

Research, Analyse and Implement various Social Engineering attacks and propose feasible, effective mitigation strategies to give the author a better understanding of social engineering as well as the subtopics that he can take and use in a future place of work to educate them about social engineering and procedures they should follow to lower the risk of being exploited.


	4
	Research Question
What are social engineering attacks, why and how do they happen, and what are the mitigation strategies that should be implemented to lower the risk of being caught out.


	5
	Aims of Research Activity

1. Research and analyse the tactics used by social engineers to exploit people over the next several months.
2. Research and analyse the different styles of social engineering attacks, the strategy used and the aims of the attacks, over the coming months.
3. Research and discusses the potential mitigation strategies that should be implemented to lower the chances of falling victim to each attack.


	6
	Objectives of Research Activity

· Conduct research in the area of Social Engineering attacks and Mitigation Strategies.
· Create experimental social engineering attacks in an ethical manner to learn and understand the process that hackers and criminals follow when creating their attacks.
· Conduct experiments using a sample of volunteers and the created experiments to identify assailable each person is to the attack.
· Discuss and analyse result outcomes from the experiments carried out.
· Complete documentation of final report and list recommendations for further research. 


	
	Proposed data collection methods (maximum 600 words)
Provide a summary of all the methods that may be used in the research activity to collect data, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed. You do not need to justify the methods here but should instead describe how you intend to collect the data necessary for you to complete your project.

	7
	The author will use a few different tools to gain an understating of the process and data used to create social engineering attacks. The author will create his own ethical social engineering attacks using techniques learned from his certified ethical Hacker course (CEH), that he will use to document and discuss the process of creating these attacks and comparing and analysing them to real-world attacks to gain an understanding of how social engineers create there attacks so that he may better understand how to identify spoof emails and websites, in turn hopefully be able to pass this information onto others.

The development method that the author will follow while working on and developing his project and attack implementations is the waterfall model. The reason the author feels this is the best method model for him to follow is that it will allow the author to map out each step/ phase in his project and project’s sub-phases, allowing for better estimation on when to complete each subtask and hopefully ensure that the author can complete his project in the time frame. This model also suits the author as it gives him a strong process model to follow hopefully ensuring that he can be productive with his time as much as possible as he knows exactly the correct order to document each topic and subtopic as well as each attack implementation.

[bookmark: _Toc101112279]The data collected in this project will predominantly be secondary data from other peoples’ research such as their ideas and strategies to combat social engineering attacks and techniques. He will read and analyse the research paper, article or book scripture against other research he has already conducted to ensure that all the sources he uses in his project are critically reviewed helping to ensure that his discussions and findings into the different topics within his project have high integrity as well as ensuring that his research is extensive to cover an array of different ideas and information into the topics well still giving a deep understanding on each topic such as ensuring the author covers multiple attack styles, multiple mitigation strategies for each attack type and give the reader an understanding the aims and objectives of the attacker when using each attack. Data and information coming from book chapters will be the author’s first step in the author’s research and be the base of the author's research throughout this project as books usually give a decent branching understanding of the topic while being more reliable to websites as books are usually peer-reviewed. This will give the author further keywords to search for in his research, while also giving him a basic understanding of each topic to use when reading more specialist research such as conference papers and journal articles. As mentioned, journal articles, conference papers and other peer-reviewed papers will be researched next using the keywords and topics found in the book research to gain a deeper understanding of each topic which he will reference in his project, in the aim to ensure that the majority of and backbone of his research has integrity and is reliable. 



SECTION D: Scope of Research Activity
	
	Will the research activity include:
	YES
	NO

	1
	Use of a questionnaire or similar research instrument?
	☒
	☐

	2
	Use of interviews?
	☐
	☒

	3
	Use of focus groups?
	☐
	☒

	4
	Use of participant diaries? 
	☐
	☒

	5
	Use of video or audio recording?
	☐
	☒

	6
	Use of computer-generated log files?
	☐
	☒

	7
	Participant observation with their knowledge?
	☐
	☒

	8
	Participant observation without their knowledge?
	☐
	☒

	9
	Access to personal or confidential information without the participants’ specific consent?
	☐
	☒

	10
	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	11
	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	12
	Investigation of participants involved in illegal activities?
	☐
	☒

	13
	Use of procedures that involve deception?
	☒
	☐

	14
	Administration of any substance, agent or placebo?
	☐
	☒

	15
	Working with live vertebrate animals?
	☐
	☒

	16
	Procedures that may have a negative impact on the environment?
	☐
	☒

	17
	Other primary data collection methods. Please indicate the type of data collection method(s) below.
	☒
	☐

	
	Details of any other primary data collection method:
Send ethical phishing email to see how they react. If they do click on the email only their email address will be collected to prevent access to their accounts.
	
	



If you have ticked NO to every question then the research activity is (ethically) low risk and you may skip section E and continue to section F.

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained.

SECTION E: Intended Participants
	
	Who are the intended participants:
	
YES
	
NO

	1
	Students or staff at the University?
	☐
	☒

	2
	Adults (over the age of 18 and competent to give consent)?
	☒
	☐

	3
	Vulnerable adults?
	☐
	☒

	4
	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
	☐
	☒

	5
	Prisoners?
	☐
	☒

	6
	Young offenders?
	☐
	☒

	7
	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☒

	8
	People engaged in illegal activities?
	☐
	☒

	9
	Others. Please indicate the participants below, and specifically any group who may be unable to give consent.

	☐
	☒

	
	Details of any other participant groups:
Complete this only if your participants cannot give consent. This includes animals
	
	



	
	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	10
	How many participants are expected?

	[bookmark: _Hlk101874353]Fifty participants. The author will contact them via text, phone call or email and ask if they wish to participate. Schedule to meet them, discuss purpose of the research and if they would be willing to participant. If yes then they will be sent a consent form, this can be seen in Appendix 4. Participants will be discussed anonymously in the write-up of the report. 


	11
	Who will the participants be?

	
Family and Friends.


	12
	How will you identify the participants?
	
Participants’ feedback will be anonymous to the reader and none of their details will be documented in the project (Besides consent form).





	
	Information for participants:
	
YES
	NO
	
N/A

	13
	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☒
	☐
	☐

	14
	Will you tell participants that their participation is voluntary?
	☒
	☐
	☐

	15
	Will you obtain written consent for participation?
	☒
	☐
	☐

	16
	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☒
	☐
	☐

	17
	If the research is observational, will you ask participants for their consent to being observed?
	☒
	☐
	☐

	18
	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☒
	☐
	☐

	19
	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☒
	☐
	☐

	20
	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☒
	☐
	☐

	21
	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☒
	☐
	☐

	22
	If NO to any of above questions, please give an explanation 

	
	You should be able to tick YES for all of these questions. If not, then explain why not in this box.



	
	Information for participants:
	
YES
	NO
	
N/A

	24
	Will participants be paid?
	☐
	☒
	☐

	25
	Is specialist electrical or other equipment to be used with participants?
	☐
	☒
	☐

	26
	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☒
	☐

	27
	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☒
	☐

	28
	If YES to any question, please provide full details 

	
	You should be able to tick NO for most of these questions. For any cases that you have ticked YES then provide details in this box. If you are using cameras/voice recorders to record interviews, then please state that in this box.

(this box should expand as you type)




SECTION F: Anticipated Risks
	
	[bookmark: _Toc101112281]
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them.  

	1
	Risks to participants
For example: sector-specific health & safety, emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information. If you have identified in section D that there are no participants then enter N/A and go skip to question 3.

	
	Risk to participants:

They have a negative memory associated with one attack.

They feel embarrassed if they cannot find the clue as to why the example is a spoof/ fake.

(this box should expand as you type)
	How you will mitigate the risk to participants:

During initial talks about participating the author will ask if they are okay reviewing certain attacks.

The author will skip the questions if a participant does not wish to review Them. 

The author will ensure as much as possible that failing to identify flaws in the example is common and expected.


	2
	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	
	
The author will ensure that procedures and initial questions allow the participants to refrain from answering question that my cause harm or embarrassment to them by asking if they wish to answer question on each topic and avoid the topics they don’t consent to talk to. 


	3
	Risks to the investigator
For example: personal health & safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	
	Risk to the investigator:

His design research gains unwanted attention.

He downloads malware accidentally.

He strains his eyes, wrists or other body while being behind a computer all day. 

(this box should expand as you type)
	author will only use trusted sources when designing his attack.
They won’t send the attack to any parties that have not consented to ensure the attacks remain ethical.
The author will take regular breaks from the computer to avoid minor injuries.

	
4
	
University/institutional risks
For example: adverse publicity, financial loss, data protection

	
	Risk to the University:

The author unknowingly downloads or uploads malware to the university devices.

The university gain unwanted attention from the author’s design research.


	How you will mitigate the risk to the University:

The author will only use trusted sources when designing his attack such as material from CEH. 

He won’t send the attack to any second parties to ensure the attacks remain ethical.


	5
	Environmental risks
For example: accidental spillage of pollutants, damage to local ecosystems

	
	Risk to the environment:

N/A

	How you will mitigate the risk to environment:

N/A




SECTION G: Feedback, Consent and Confidentiality

If you have identified in section D that there are no participants then enter skip this section and continue to section H.

	1
	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when? 

	
	The author will ensure participants have his contact email address or number if they wish to get in touch with him.

	2
	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	
	The author will give them an electronic consent form to read and agree to, expressing their willing participation before including them in experiment. 


	3
	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 

	
	The author will only collect willing participants chosen email addresses and will not include any personal information that can identify the participants in his research project.



SECTION H: Data Protection and Storage

	
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	1
	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. Any video or audio recordings of participants is considered to be personal data.
	☒
	☐

	
	If YES, provide a description of the data and explain why this data needs to be collected:

	2
	The experiment requires the collection of email addresses and consent form require names and email addresses to confirm their willing participation  these names and email addresses will not be shared with anyone and not be displayed in any project work.
(this box should expand as you type)

	
	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	3
	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	
☐
	
☒

	
	If YES, provide a description of the special category data and explain why this data needs to be collected:

	4
	What counts as ‘sensitive’ will differ between cultures. Any information on behaviour that is not in accordance with cultural norms would count as sensitive personal data.



	
	
Will data from the research activity (collected data, drafts of the thesis, or materials for publication) be stored in any of the following ways?
	YES
	NO

	5
	Manual files (i.e. in paper form)?
	☐
	☒

	6
	University computers?
	☐
	☒

	7
	Private company computers?
	☐
	☒

	8
	Home or other personal computers?
	☒
	☐

	9
	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☐
	☒

	10
	“Cloud” storage or websites?
	☐
	☒

	11
	Other – specify:
	☐
	☒

	12
	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of backup procedures, password protection, encryption, anonymisation and pseudonymisation:

	
	Sensitive data will be kept on password-protected folders on author’s personal computer. This data will not be shared with any other parties. This list will only be kept securely in the password-protected folders to lower the chances of unauthorised access. 



	
	Data Protection

	
	Will the research activity involve any of the following activities?
	YES
	NO

	13
	Electronic transfer of data in any form?
	☐
	☒

	14
	Sharing of data with others at the University outside of the immediate research team?
	☐
	☒

	15
	Sharing of data with other organisations?
	☐
	☒

	16
	Export of data outside the UK or importing of data from outside the UK?
	☐
	☒

	17
	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☒
	☐

	18
	Publication of data that might allow identification of individuals?
	☐
	☒

	19
	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and Data Protection Act (2018) (and/or any international equivalent):

	
	Sensitive data will be kept on password-protected folders on author’s personal computer. This data will not be shared with any other parties. This list will only be kept securely in the password-protected folders to lower the chances of unauthorised access. The data will be stored until the completion of the project and then deleted. In accordance with the DPA2018, participants will have the right to ask to see what data is held relating to them, and this data will be deleted immediately if the participant requests this, in which case the data will not be used in the project.

	20
	List all who will have access to the data generated by the research activity:

	
	Project Author
Project Supervisor

	21
	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	
	Project Author.

	22
	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. 

	
	Sensitive data will be kept on password-protected folders on author’s personal computer. This data will not be shared with any other parties. This list will only be kept securely in the password-protected folders to lower the chances of unauthorised access. The data will be stored until the completion of the project and then deleted. In accordance with the DPA2018, participants will have the right to ask to see what data is held relating to them, and this data will be deleted immediately if the participant requests this, in which case the data will not be used in the project. Once the project is completed all folders and files containing sensitive data will be permanently erased from all devices.

	22
	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)
	☒

	23
	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	☒


SECTION I: Declaration
	
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 

	1
	Signature of applicant:
	
	Date:
05/11/2021

	2
	Director of Studies/Supervisor:
	
	Date:

	3
	Signature:
	

	




FOR INTERNAL USE ONLY:
	
	Ethical approval given 

	1
	Signature of assessor:
	
	Date:


	2
	Name:
	

	3
	Role:
	











[bookmark: _Toc100308874][bookmark: _Toc101112282][bookmark: _Toc101881019][bookmark: _Hlk101866266]Appendix 3 - Logbook.
Project Supervision Feedback form
	Date: 12th November 2021
	

	
	

	Present:
	

	James Beard
Dr Carlene Campbell

	


1. Completed since last meeting
N/A, First Discussion

2. Discussion
Project Overview:
· Project Scope – The aims and objectives for each section of the project when each section and aspect should be completed.
· Project Requirements- What information must be included in the project report, the presentations, and other related works to gain a high mark.
· Project proposal amendments- Aspects from the project proposal to be altered.
· Project Layout- how the project should be laid out and formatted.

3. To be completed
· Begin to work on section one.
· Begin research into social engineering, that can aid in giving a description of what social engineering is.
· Begin to draft out introduction section of the project using project proposal as a starting point for inspiration .
· Review and adjust the aims and objectives from the project proposal to convey a clearer and more in-depth idea of what this project aims to achieve and the objectives to reach this aim. 
	Next meeting: 
19th November 2021
	



	Date: 19th November 2021

	
Present:
	

	James Beard
Dr Carlene Campbell

	


1. Completed since last meeting
· Began to complete initial research for this project into social engineering.
· Reread introduction as well as aims and objective section of project proposals
· Made initial changes to aims and objectives to convey a clearer message of the aim of this project and the objectives that must be completed to achieve this aim.
· Wrote up first draft of introduction section of the project
· Wrote up first draft of aims and objectives for this project.
· Completed first draft of introduction

2. Discussion
· Aims is too long and unclear.
· Objectives are unclear, could cause problems when measuring the success of project against objectives.
· Introduction doesn’t need to be started with the aim of the project.

3. To be completed
· Complete alterations to the introduction.
· Alter Aim – Summarize the aim and shorten the sections word count, making it easier to understand.
· Objectives – Alter the wording to make it clear what each objective aims to achieve. 
· Research peer review articles for literature review.

	Next meeting:
	

	3rd December 2021
	

	Date: 3rd December 2021
	

	
	

	Present:
	

	James Beard
Dr Carlene Campbell

	


1. Completed since last meeting
· Altered Introduction
· Altered Aims and Objectives
· Continued research on social engineering and social engineering attacks
· Began to write up about social engineering.
· Wrote about phishing.
2. Discussion
· Discussed the structure of the literature review, what sort of sub-topics should be included in the project to ensure it discusses a range of ideas that can be discussed and critically reviewed.
· [bookmark: _Hlk89682866]Discussed resources that could be research to help get inspiration on the different social engineering attacks that can be discussed in the report.
· Discussed resources that could be research to help get inspiration on the different social engineering tools that can be discussed in the report.
· Discussion and advise on the best ways to write objectives and aims for an academic paper.
3. To be completed
· Add on final objective about documentation and final report
· Research most common and recent social engineering attacks for attack topics to discuss in report.
· Research most commonly used social engineering tools.
· Continue to add different social engineering attacks into the literature review discussing findings and critical reviewing sources against each other. 
	
Next meeting: 
10th December 2021
	

	Date: 10th  November 2021
	

	
	

	Present:
	

	James Beard
Dr Carlene Campbell

	


1. Completed since last meeting
· Added Fifth and final objective 
· Research ransomware attacks.
· Began write up about Ransomware attacks.
· Researched Whaling.
· Began to write up about Whaling.

2. Discussion
· Discussed the structure of chapter 3, research methods and the onion research model.
· Continued Discussion on resources that could be research to help get inspiration on the different social engineering attacks that can be discussed in the report.
· Continued Discussion on resources that could be research to help get inspiration on the different social engineering tools that can be discussed in the report.
· Discussion about interim viva and what must be included.
3. To be completed
· Research Scareware attack
· Write up Scareware attack section.
· Research most commonly used social engineering tools.
· Continue to add different social engineering attacks into the literature review discussing findings and critical reviewing sources against each other. 

	Next meeting: After Christmas Break.
	

	
	

	Date: 21st January 2022
	

	
	

	Present:
	

	James Beard
Dr Carlene Campbell

	


1. Completed since last meeting
· Added tools section
· Research and added the research methodology section
· Research literature to aid in experiment design process/
· Designed and presented Project Inter viva.
2. Discussion
· Discussed the inter viva feedback given by project supervisor and secondary examiner.
· Given additional feedback on inter viva from project supervisor.
· Discussed resources that could be researched to aid in design process.
· Discussion and advise on other tools author put forward for experiment alongside social engineer toolkit.
· Discussed other experiments objectives that could be considered to do alongside other experiment objectives.
· Discussed progress of project as a whole.
3. To be completed
· Research other tools that can be used for experiment.
· Write up researched tools to tools section.
· Research tutorial papers, manuals and user guides to aid in creating a design process for this tool in conjunction with the project.
· Design diagrams  for each tool used for experiment and the experiment as a whole.
· Begin write up of design process.

	Next meeting: 
11th February 2022
	



	Date: 11th February 2022
	

	
	

	Present:
	

	James Beard
Dr Carlene Campbell

	


1. Completed since last meeting
Altered Introduction
· Researched tools that can be used for experiment.
· Added discussion on researched tools to tools section.
· Created Design diagrams  for each tool used for experiment and the experiment as a whole.
· Began design section write up.
2. Discussion
.1 Discussed good aspects of the design and implementation Section
.2 Discussed areas of design and implementation section that needed improvement such as 
· Add a design process diagram.
· Added more screenshots to further discussion of problem formulation.
· Add screenshot to implementation section.

.3 Discussed the implementation should be step by step process of how to use each tool.
.4 
3. To be completed
· Add screenshots into problem formulation section
· Add a design process diagram.
· Add screenshot to implementation section
· Alter implementation to illustrate more of the process of each tool.
· Add screenshots of implementation.

	Next meeting: 
18th February 2022
	

	Date: 18th February 2022
	

	
	

	Present:
	

	James Beard
Dr Carlene Campbell

	


1. Completed since last meeting
· Added screenshots of implementation.
· Added screenshots into problem formulation section
· Added screenshot to implementation section
· Added a design process diagram.
· Altered implementation to illustrate more of the process of each tool.

2. Discussion
· Add labels and circle key aspects of screenshots to give the reader a better understanding of the purpose and point being put forward.
· Try to avoid talking in the first person or personalizing the writing.
· Try to make the implementation easier to follow by adding numbering points in the implementation to showcase the process easier and break up the text.
· The design diagram needs to be altered to display each aspect of the design process how they link together to conduct the experiment.

3. To be completed
· Alter the Design process diagram to showcase the process and what the experiment how to accomplish.
· Alter implementation into numbering point to improve readability.
· Alter wording to make the project report less personalized and remove instances of first-person writing.

	Next meeting: 
25th February 2022
	



	Date: 25th February 2022
	

	
	

	Present:
	

	James Beard
Dr Carlene Campbell

	


1. Completed since last meeting
· Altered the design process diagram to display each aspect more clearly and the purpose as part of this experiment.
· Altered design and implementation sections of instances of first-person writing.
· Added numbering points to the implementation sections.
· Added Maskphish implementation process. 
· Design, implementation sections and altered screenshots.

2. Discussion
· Discussed Beginning the documentation of the experiment process.
· Discussed writing up the testing of each tool.
· Discussed further alterations to the design section
· Discussed further changes to implementation section.

3. To be completed
· [bookmark: _Hlk99454611]Begin to document the project experiment in the report
· Begin to document the project experiment testing section
· Complete further alterations to the design section
· Complete further changes to the implementation section.

	Next meeting: 
4th March 2022
	






	Date: 4th March 2022
	
	

	
	
	

	Present:
	
	

	James Beard
Dr Carlene Campbell

	
	


1. Completed since last meeting
· Began to document the project experiment of Ngrok and Nexphisher in the report
· Begin to document the project experiment testing for  Ngrok and Nexphisher.
· Completed alterations to the design section.
· Completed further changes to the implementation section.

2. Discussion
· Discussed final changes to the design process section.
· Discussed final alterations of implementation section
· Discussed good aspects of Ngrok and Nexphisher sections
· Discussed Experiment

3. To be completed
· [bookmark: _Hlk99455702]Make alterations to the Ngrok and Nexphisher experiment sections 
· Make alterations to the testing sections of Nexphisher and Ngrok
· Add an Implementation section for VirtualBox and Kali Linux.
· Make final changes to Design process.

	Next meeting: 
11th March 2022
	







	Date: 11th March 2022
	

	
	

	Present:
	

	James Beard
Dr Carlene Campbell
	



1. Completed since last meeting
· Altered the Ngrok and Nexphisher experiment sections 
· Made alterations to the testing sections of Nexphisher and Ngrok
· Added VirtualBox and Kali Linux to the  Implementation section 
· Completed changes to the Design process.
· Added SET and Maskphish experiment section.
· Added Maskphish and SET testing section.

2. Discussion
· Remove instances of the word author from implementation. Testing and experiment section.
· Discussed changes needed to  SET and Maskphish experiment section.
· Discussed changes needed to testing section.
· Discussed Mitigation Strategies.
· Discussed alterations need to Kali Linux and VirtualBox implementation.

3. To be completed
· [bookmark: _Hlk99457422]Make alterations to Kali Linux and VirtualBox implementation.
· Begin to Add mitigation strategies.
· Make changes to Testing sections
· Make alterations to the experiment sections of SET and Maskphish

	Next meeting: 
18th March 2022
	




	Date: 18th March  2022
	

	
	

	Present:
	

	James Beard
Dr Carlene Campbell

	


1. Completed since last meeting
· Made alterations to Kali Linux and VirtualBox implementation.
·  Added mitigation strategies.
· Made changes to Testing sections
· Made alterations to the experiment sections of SET and Maskphish.

2. Discussion
· Discussed changing the mitigation strategies to be placed in a table format instead of paragraphs to make it clearer and less text heavy.
· Began to discuss the results.
· Discussed writing style and using more confident vocabulary.

3. To be completed
· Alter the mitigation strategies into a table layout
· Begin to add the results section
· Turn results data into charts and tables.
· Make alterations to report to make it sound more assured.

	Next meeting: 
25th March 2022
	









	Date: 25th March 2022
	

	
	

	Present:
	

	James Beard
Dr Carlene Campbell

	


1. Discussion
· Modified Mitigation strategies from paragraphs to a table layout
· Began to write up results.
· Created results tables
· Created Data graphs to display results.

2. Discussion
· Discussed Ethic form and adding it to appendices 
· Discussed the good aspect of the mitigation strategies and areas for improvement.
· Discussed structure of appendices.
· Discussed alterations needed to structure of project layout.
· Discussed results section.

3. To be completed
· Continue to make changes to remove instances of first-person writing.
· Make structural changes to report
· Make alterations to mitigation table.
· Add a summary of mitigation strategies.
· Alter the appendices.

	Next meeting: 
1st April 2022
	





	Date: 1st April 2022
	

	
	

	Present:
	

	James Beard
Dr Carlene Campbell
	



1. Completed since last meeting
· Added Summary discussion
· Added conclusions to the project
· Added a further reading section
· Inserted the project management sections
· Began to add the logbook section.
· Altered mitigation strategies.

2. Discussion
· Discussed adding description to tables.
· Discussed reflections aspect of the project report.
· Discussed changes to the appendices
· Discussed the final viva
· Discussed project poster

3. To be completed
· Add summary to tables
· Complete reflections discussion
· Complete final viva
· Begin Project poster

	Next meeting: 
N/A Easter Break
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[bookmark: _Toc101881020][bookmark: _Hlk101866276]Appendix 4 - Consent Form
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[bookmark: _Toc101877328][bookmark: _Toc101112284]Figure 44: Consent Form.
[bookmark: _Toc101881021][bookmark: _Hlk101866283]Appendix 5 - Post Experiment Feedback Form.
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[bookmark: _Toc101877329]Figure 45: Feedback Form.
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[bookmark: _Toc101881022][bookmark: _Hlk101866303]Appendix 6 - Further Techniques Researched & Comparison 

[bookmark: _Toc101881023]6.1. Further Techniques

Gallegos-Segovia et al discuss a different methodology that is used by social engineering [32], this methodology argues that although there are a variety of social engineering attacks [32] The attacks follow a similar four phase cycle methodology when conducting their attacks [32], the diagram can be seen in Figure 46: 
· The first phase is recognisance and information gathering, in this phase the attack will gather as much intel on their target as they can to aid them in determining their approach and methods for the attack [32].
· The second phase involves developing a relationship with the potential victim [32], this follows the belief that steadily developing a relationship will give the target misguided trust in their attacker [32].
· The third phase is when the attack users the previous phases to exploit their victim into performing an action such as downloading malware, disclosing sensitive information or handing over money [32]. Sometimes the victim may even turn to the attack for help when an issue such as discovering their device is infected [32]. 
· The fourth and final phase is the ending, in this phase the attacker has reached their aim [32], they have manipulated their target and now begin to withdraw contact with their victim and remove any traces of the attack [32].

[32]
[bookmark: _Toc101877330]Figure 46: Social Engineering Attack Phases.
[bookmark: _Toc101881024]6.2. Comparison

The two theories discussed cover a large spectrum of how social engineering attacks can be performed. The four phase process of social engineering attacks discusses a slower and more methodical approach of taking time and gaining information for the attack. Whereas the techniques discuss the different ways to which an attack can manipulate their target. However, both ideas do corelate to some degree as the techniques discussed would likely be used in phase three of the four phase process in the author’s opinion. This is because this phase is where trust is already built so the target is more likely to believe the attacker when they claim to need information or a bank transfer urgently or other techniques discussed previously [32]. The technique where the attacker uses authority by impersonating somebody or an organization will require some background research into the person or organization, to ensure that they can gain trust of the target and not rise suspensions by acting in a manner in which the real individual or organization would not act in. 

[bookmark: _Toc101358664]Secondly the techniques and phases are just common approaches used by social engineers, there is likely to be slight differences in approach and process for each attack. The author concludes that the four phase plan suits attacks such as honeytraps, spear phishing, whaling and other attacks where information and trust is key to success. However, phase two of this process is unlikely to be used in a social engineering attack such as phishing where the attacker targets a range of potential victims. The reasoning for this is that the time needed to develop a relationship with each victim would far exceed the potential rewards. The author also believes that phase one of this process(research), would also be scaled back greatly as it would also be too time consuming, the research aspect for a phishing attack would be to gain a set of email addresses and then create a spoof email account that is as identical as the authentic email account as possible to trick the targets. The attacker would likely have little care for their targets’ names or home addresses. 


[bookmark: _Toc101881025][bookmark: _Hlk101866312][bookmark: _Toc101112286]Appendix 7 - Ransomware Attack Process

[bookmark: _Toc101881026]7.1. Steps To A Ransomware Attack

Sultan et al theorises a six step process that ransomware attacks follow to achieve their goals and complete their attacks [15]. Figure 47, show a diagram of this process.

The first step is Distribution: in this step the attacker uses old tricks such as phishing and spam emails, compromised websites, SMS messaging, downloads, bot infection, compromised websites and social engineering to distribute the encryption algorithm to unsuspecting victims [15]. The article goes onto discuss that the use of a pay per instal business model has been adopted by many agents [15]. This partially beneficial for both parties as the agent doesn’t have to worry about writing the encryption code and the programmer does have to worry about distributing the code [15]. Segovia et al discusses how Ransomware as a Service (RaaS) is an ever growing market found in the deep web where criminals will sell ransomware to others for a price, to other criminals whom may have little experience in cybercrimes [32].

Step Two Infection: This step involves the process in which the attack is downloaded and begins to infect all the device [15]. Some of these sub steps include generating a unique code for the infected device, set the code to run on start-up, disable or bypass antimalware software and windows defender and retrieve the devices IP address [15].

Step Three Communication: in this step the ransomware code on the device will begin to communicate with encryption-key servers to gain the public-key required to encrypt the device or all of the data and files within the device[15].

Step Four File Search: This step sees the ransomware search for files or data with commonly used extensions (such as JPG, DOCX, PPTX and PDF) that the victim relies on to complete work or the most likely data to have significant importance to the victim [15], once found the ransomware software will note them as files to encrypt and hold to ransom[15].

Step Five Encryption: This is the step in which the program will execute the malicious code and encrypt the chosen files using the key downloaded from the ransomware server [15]. This process includes changing the files name, folders name, the file extension and then it will encrypt the files and folders [15]. 

Step Six Ransom Demand: The attack process is complete and now the user is unable to interact with their device and files [15]. This leaves the users with one of two options either pay the ransom and hope that the attacker is good to their word and does release the decryption key [15], however this often isn’t the case in most instances the attacker will not release the decryption key even if the ransom is paid [15]. The other option is to refuse and replace their device as there is likely to be little chance of decrypting their data [15]. The process from distribution to demanding the ransom only takes a quarter of an hour on average[15]. 













			          [15]	 	

[bookmark: _Toc101877331]Figure 47: Ransomware Attack Process.
[bookmark: _Toc101112287]
[bookmark: _Toc101881027][bookmark: _Hlk101866320][bookmark: _Hlk89950740]Appendix 8 - Further Attacks Researched

[bookmark: _Toc101112288][bookmark: _Toc101881028]8.1. Pretexting

Pretexting is a social engineering attack that consist of the attacker creating a convincing but fake scenario in order to manipulate their victim ins divulging their personal information [4]. The attack will often start with the attacker building and establishing trust with their victims [4], [33]. This often done by impersonating individuals or organizations who have right-to-know authority such as the police, Banks, co-workers, or other organizations [33]. The attacker will then information                            the victim that they need their personal details to perform a critical task [33].The attacker will often ask questions that are presumably required to confirm a victim’s identity [33], through these questions the attacker can gain important personal information on the victim [33]. Pretexting takes advantage of weaknesses in identification techniques used in voice transactions [34]. Due to the impossibility of physical identification organizations require the use of alternative identification such verifying identity using personal information such as date of birth and mother’s maiden name to list a few of the options[34]. Another way the information can be gained is through dumpster diving [34], which is where the attacker will rummage through bins and rubbish for details they can use [34]. The attacker will then uses the information they have gathered from the pretexting scam or dumpster diving to then persuade the victims bank or their account provider that they are the victim in the hopes the banks/ organization will divulge information [34]. 

[bookmark: _Toc101881029][bookmark: _Toc101112289]8.2. Spear Phishing

Spear phishing is sub type of phishing attack whereby instead of sending a vague and impersonal email to a range of targets as a phishing attack does [35], spear phishing is aimed to one particular target [35], thus it gives us a more personal feeling and requires more effort to gain the knowledge of their target to use in the email [35]. This effort of learning the targets details is believed to be reward with a “bigger return on investment” [36], It is in fact believed that if an email is more personalised to us, we are more inclined to trust it [36]. Hong argues in their article that attackers are moving away from widespread phishing attacks that send out malicious emails to a large range of targets with more generalised information [37], to targeting a smaller more specific scope of targets with a more personalised approach to their attacks using relevant personal information to their target [37]. Bullee and co hypothesis two reasons for why this shift is happening; firstly, as mentioned previously, due to the email being more personalised to the target [35], the target is more inclined to believe that the email is legitimate [35]. As it may be addressed to them personally instead of a generalised term such as customer, the email may also contain details about the target [35]. Secondly, they believe that the attacker may feel there is a lower likelihood of consequence as the number of emails sent to targets and attempted attacks is lower than that of a standard phishing attack meaning there is less chance of getting reported [35].
[bookmark: _Toc101112290]
[bookmark: _Toc101881030]8.3.  Whaling

Whaling is a form of phishing attack in which the attacker/ hacker targets  a high ranking individual within an organization such as a CEO to manipulate them into transferring money or sensitive information to the attacker [38]. Social media sites such as LinkedIn are considered to be common place for criminals to complete reconnaissance work [38], gather information that they can use to complete their aims and objectives [38]. Whaling is also similar to phishing in the sense that it doesn’t rely on or require much technical knowhow or hacking experience to complete [39], it can also usually have a high return for the efforts making it a lucrative approach to scamming and stealing from businesses [39]. However similar to spear phishing, whaling is a more sophisticated attack than phishing as it requires personal details about the target [38] [39]. Whaling will also project a sense of urgency in the email to hurry the target organization into releasing the information or funds [39], instead of allowing them time to think logically about what they are about to do [39]. Finally Whaling attack will likely contain some professional jargon relevant to the company [39], This aims to convey the belief that the email is authentic because it contains similar terminology that is used by the company [39].  
[bookmark: _Toc101112291][bookmark: _Toc101881031]8.4. Angler Phishing

Angler phishing is a form of phishing that operates on social media websites such as Twitter and Facebook [40], [41], in this attack strategy the attacker impersonates a customer service agent of a well-known brand or company [40], [41]. In the last quarter of 2016 angler phishing saw an enormous increase of 500% [40]. Often times these accounts will be near clones of the authentic social media account of an organization, in fact most times the only difference will be one character [42]. For example, instead of @UWTSD the attacker will use @UWSTD, at first glance there is little difference and its incredibly easy to not notice the difference as everything else is the same. The attacker will then wait and monitor the organization’s social media accounts waiting for a customer request that they can hijack [42]. The attacker will then strike up a conversation with their victim along the lines of the standard script that legitimate customer service would follow when dealing with a disgruntled customer [40], [41]. The conversation will ushered to offering the customer a refund for their purchase but in reality, this is a smoke screen to gain the victims bank credentials [40], [41]. The attacker could request the details over an instant message or often will send the victim a link to credential harvester website where they will get the victim to input their bank details that will then be sent to the attacker similar to other styles of phishing attacks [40], [41].

[bookmark: _Toc101881032][bookmark: _Toc101112292]8.5. Vishing

Vishing is a form of phishing that uses voice messages or phoner calls to steal a victim personal, financial [43], [44], or other form of confidential information in the hope and aim of financial reward [43], [44]. Often the attacker will IP-based voice messaging techniques, primarily the Voice over Internet Protocol (VoIP) [43]. Landline systems have been used to manipulate targets to perform detrimental activity since the birth of the technology [43], the issue for a while though was that telephone company could often track the origin of the call due to the call having to terminate a physical location [43]. Then a massive increase in IP telephony has  allowed for scammers to initiate telemarking scams and vishing attacks from a computing device anywhere in the world [43], this coupled with the decreasing cost of making a phone call has made this attack far more appealing than before [43]. Another reason for the increase in vishing is that attackers are trying to take advantage of individuals trust in the telephone service[45]. The attacker will aim to take advantage of many misconceptions that individuals have such as exploiting spoofing caller ID and advanced automated systems to commit vishing attacks are a few of the vulnerabilities that attackers exploit in this attack vector [45]. 

[bookmark: _Toc101881033][bookmark: _Toc101112293]8.6 Scareware.

Scareware is a form of ransomware attack that aims to trick and scare victims into downloading software, calling a scam call centre for aid, and paying for a service [15] [46]. Scareware will often be displayed as fake pop up ads displaying a scam threat to the user [15] [46] . There are two main types of scams used, the first style is the scareware impersonating an antivirus pop up information the victim that they have been infected with a piece of malware and they must either buy and or download a fake malware software that will mitigate the problem [15] [46] An example of this pop up can be seen in Figure 48, below. Sometimes the ad will inform the user that they must ring a scam call centre that can aid in locating and removing the malicious code for a price [15] [46]. 

The second style that can be used is the ad impersonating law enforcement agencies such as the FBI and Metropolitan police [47]. This attack will often start with the user being redirected from their initial website to a different website that usually centred around gambling, pornography or other adult centred content [47]. Then quickly being met with a pop up claiming that they were viewing or downloading illegal content [47], an example of one of these pop ups can be seen in Figure 49, below. On Some occasions scareware attacks have even hacked into the victims webcam and displayed the webcam footage to them to intimidate the victim to show they are watching them  [47]. This can range from downloading pirated software and movies to viewing and downloading videos of child exploitation and abuse [47]. The ad will claim to have locked the device threaten legal charges unless the user pays a fine [47]. The author believes this approach is less common that the antivirus approach because it is less believable, it more likely that someone will believe their device is infected than they are to believe that law enforcement has fined them for breaking serious laws [47]. However, scareware doesn’t actually encrypt any of the users’ data, making it less effective that the other forms of ransomware[15]. 


[bookmark: fig42][bookmark: _Hlk100250656]


		



			[46].
d
[bookmark: _Toc101877332]Figure 48: Scareware Malware Impersonation Attack.

[bookmark: fig43][bookmark: _Hlk100250669]








	                [48].

[bookmark: _Toc101877333]Figure 49: Scareware Impersonating Law Enforcement Attack.


[bookmark: _Toc101881034][bookmark: _Toc101112294]8.7. Pharming

Pharming is an online threat that install malicious code on to a victim’s device or a server, which then redirects the victim from an authentic site to spoof site that will steal the victims’ credentials once they try to login [49]. Pharming is similar to standard phishing attacks in this sense they both have the end goal to steal personal or financial information by sending the victim to bogus site [49]. It is believed that phishing is like leaving a net or rode in the water and waiting for fish to take the bait [50], pharming is considered to be criminals harvesting the internet on a massive scale [50].  Often phishing and pharming a combined to attack a victim [49]. The attacker will use a phishing email to send the pharming code to the victim that once installed will redirect the victim to the dangerous site [49]. Pharming does this by altering the victim’s DNS server entry for the site in question [49], [50]. For example, the DNS entry for Facebook will be changed from the authentic Ip address to the attacker’s fake site [49], [50]. This makes it hard to detect as even if they type the correct website URL it will redirect them to the fake site [49]. This makes it more refined and potentially more dangerous than a phishing link [49]. As with a link the user could mitigate it by opening a new tab and going to Facebook or their online bank account to check the security concern, with a pharming attack it will send the user to the bogus site regardless [49].












[bookmark: _Toc101881035][bookmark: _Toc101112295]8.8. Trojan Horse

A trojan horse is a piece of malicious code that is hidden within a legitimate program [51], similar to the famous tale of how the Greeks gave the city of troy a wooden horse as a gift [51]. The gift was accepted by Troy who unknown to the dangers brough the wooden horse through the gates and into the city [51]. However Greek solders were hidden within the wooden horse and once in began the swift and decisive victory over their enemy[51]. Once a trojan horse has been installed the malicious code will begin to execute [51], [52]. The malicious code can come in many forms from keyloggers/ screen capturing software that can be used to gain knowledge of the users’ personal information [52]. The malicious code be a botnet allowing for the attacker to take complete control over the victims’ device through remote access [52]. Botnets can also be used to run a variety of protocols including HTTPS and instant messaging [52]. In fact, Turing a device into a bot within a botnet can allow the attacker to perform a range of malicious tasks [52]. The malware could be simply a virus trying to corrupt and destroy files rendering the victim’s device useless [52]. 
















[bookmark: _Toc101881036][bookmark: _Hlk101866329][bookmark: _Toc101112296][bookmark: _Toc100308879]Appendix 9 - Social Engineer’s Toolkit Further Discussion:

As is the case with many tools and programs in the network, security, and computing industry as a whole the tool can be used for both good and bad. In the right hands it can be used to identify how vulnerable an organization and its employees are to social engineering attacks without any criminal activity or ethical miss use taking place. In the wrong hands the framework can be very dangerous for the number of reasons already described. Though SET is useable on multiple operating systems it is most associated with and used on the Linux OS, dues to Linux’s flexibility and openness [19]. There are several software dependencies that SET relies on to be most effective [19], they include:

· Metasploit Framework[19], this tool is mainly used alongside SET for the creation of payloads[19], [20], browser exploit sections and file format bugs.  Metasploit is discussed in more detail in the next sub-section [20].
· Java Development Kit this tool used in java-based payload generation [19].
· Java Applet Attack [19], this attack vector has one of the highest success rates of any tool within the SET arsenal [20], this software also allows the atter to change the name of the applet to further deceive the victim [20].
· Ettercap [19] this software is often used when the attacker is within the same subnet as the victim and the attacker is orchestrating a DNS poisoning attacks against a subset [20] and redirecting specific sites or all sites to a malicious server [20]. 
· Sendmail [19], this software is used to spoof source email addresses [20], for this attack to successfully operate the victims SMTP server must not perform reverse lookups on the hostname [20].
· Apache Web server is software tool used to handle the HTTP requests as well as improve performance of the attack process of Java Applet and Metasploit based attacks [19],[20]. 



[bookmark: _Toc101881037][bookmark: _Hlk101866336][bookmark: _Toc101112297]Appendix 10 - Further Tools Researched

[bookmark: _Toc101881038][bookmark: _Toc100308880][bookmark: _Toc101112298]10.1 Maltego

Maltego is an open source forensic and intelligence tool developed by Paterva ltd [53]. the tool can often determine the relationships and real world links among groups, companies, websites, people, and internet infrastructure (DNS names, netblock, IP addresses and Domains) [53]. the tool is often used to gather publicly available data on organizations or persons, this can include data that can connect blogs to affiliated social media platforms [53]. There are two types of reconnaissance options [54], infrastructure and personal [54]. Infrastructure reconnaissance deals with the domain, DNS servers’ information and other related information detailed before [54]. This personal infrastructure relates to personal information such as personal details of the target(s) as well as searching for and capturing phone numbers, social media accounts and email addresses to create links and relationships to a person of interest [54].

 The tool can save a security professional a lot of time in gathering and mining information as well displaying the gathered information in a manner that is easy for the investigator to understand [53], Maltego largely automates the information process as it could be very time consuming and cumbersome using manual techniques and search engines [54]. There are several features that Maltego enables the investigator to utilise [53]:

· Obtain a rich variety of publicly available data free of charge [53].
· Easy to understand and follow instructions to obtain desired outcomes and results [53]. 
· Maltego graphical display of information gathered and mined aids the information process of the investigator or attacker when determining the interconnected links between the entities investigated[54].
· Export the gathered resorts and data in a graph format to allow investigators to display and analyse data with the use other social network analysis software [53]. 
· Ability to collect data from multiple sources [53].
· Report the results data in a graph format to allow the investigator(s) to display and analysis any possible links [53].

[bookmark: _Toc101881039][bookmark: _Toc101112299]10.2 Gophish

Gophish is an open-source framework that allows for users to create their own phishing attacks [55]. The tool makes it easy to manage addresses of email recipients, email templates, addresses from which the email is sent and monitor the progress of the phishing attack [56]. In fact, the Gophish tool makes it incredibly easy for users to create real-world phishing attacks [55]. The main reason for Gophish’s creation was to allow for high quality phishing training  to create that could be used to train users [55]. Gophish is often used by organizations to test their staffs’ and their organization’s vulnerability to phishing attack [55]. 

One of the main reasons why this tool is chosen for conducting phishing attacks are: software maturity API which can be used for cooperating with other tools and the tool has a practical Ui [56]. There two main advantages to the tool the first is accessibility, Gophish is written in the Go program language [55]. this means the program releases complied binaries with no dependencies needed to operate [55]. This means that users can download the software and immediately begin to create and orchestrate their own phishing attacks [55].  The second benefit of this program is that it is completely free for everyone, there is no membership or cost to download the software [55]. However, when first installed the tool only support a simple credential harvester attack [56]. 

There are however multiple ways to send the messages, the send mail “sending profiles” functionality allows the user to set up different ways of sending messages [56], including sending the emails from a legitimate email service instead of Gophish [56]. Most of these email service providers allow emails to be sent through SMTP with a specific username and password [56], meaning that it can easily be configured as a send profile in Gophish [56]. This increases the chances that the email doesn’t get sent to spam as it comes from an Ip address that usually sends legitimate email messages [56]. Gophish is supported on the windows, OS X and Linux operating systems [57]. There are several features involved in the Gophish program, they are:

· Easy to setup and execute phishing campaigns [57].
· Full REST API [57].
· Cross-platform [57].
· One-click installation [57].
· Easy to use UI [57].
· Templates & Landing Pages [57].
· Python API Client [57].
· JSON API (API documentation available) [57].

[bookmark: _Toc101881040][bookmark: _Toc101112300]10.3 Blackeye 

Blackeye is an open-source pen-testing tool used in phishing attacks to perform credential harvester attacks [58]. Once it is installed on the user’s device blackeye allows the user to create and launch a range of customisable login pages based on one of a range of templates that are already implemented in the tool [58]. These templates are almost a complete carbon copy clone of the authentic website. Once the program has created the clone site [58], it will return a URL code that will send the user to the page [58]. Once an unexpecting victim clicks on the link and inputs there login details [58], the details will be captured by blackeye and relayed to the attacker [58], so that they can then access the users account [58]. An issue with this tool is that it sometimes relies on other software to ensure the link works correctly these include [59]:
· PHP- PHP is a free and widely-used server scripting language, and a tool that allows for the creation of interactive and dynamic web pages [59]. PHP is integrated with a range of common and popular databases including Oracle, Sybase, Microsoft SQL Server and MySQL to name a few [59].

· Ngrok- is a software that runs a client process on the user’s device which creates a private connection tunnel to a cloud service [29], to work around access restrictions [29]. The user’s development server is mapped as a sub-domain, which is accessible to a remote user , without exposing ports, setting up forwarding options or the need to make any other network changes to the host network [29]. Finally, the software is downloadable on the MacOS, Linux and Windows operating systems [29]. 

[bookmark: _Toc101881041]10.4 Metasploit 

The Metasploit framework has been one of the most widely used security tools  for a number of years [60], with one of the biggest databases of exploits, payloads and auxiliary modules which can been used effectively in penetration testing and exploiting a target system by the user [61]. Metasploit was originally developed by HD Moore in October 2003 using pearl scripting [60] [61], before being rewritten in ruby [61]. Metasploit is much more than just a security tool, it’s an entire framework that can be used in a manner of ways [60]. Metasploit provides the infrastructure needed to perform complex, mundane, and routine tasks automatically [60], allowing the user to concentrate on the more specialized and unique tasks involved in penetration testing and information security [60]. Metasploit is also very useful in allowing users to easily build their attack vectors to improve its payloads, exploits among other things to orchestrate and perform advanced attacks [60]. Metasploit Framework is infamously volatile due to it continuous updating multiple times a day [60]. Metasploit provides more than one interfaces to its functionality [60], these include console, graphical and command line interfaces, in addition to this Metasploit also provides utilities which provide direct access to functions [60]. 





There five key steps that must be followed when using the Metasploit framework to exploit a system [61], they are as followed:

· The user must select and configure the exploit to be targeted [60], this will be the code that is targeted towards the system with the desire and intentions of taking advantage of any vulnerability and weaknesses in the system’s software [61].
· The next step is to validate whether or not the chosen system is vulnerable to the exploit that has been chosen for this attack [61].

· After step two a payload must be selected and configured to allow for an attack to be conducted [61]. This payload represents the code that will operate on the system after vulnerability has been discovered in the target and once an entry point has been determined [61]. 
· Following step three the user selects and configures the encoding scheme that will used to ensure that the payload can avoid the IDS without being caught and prevented [61].
· Finally, the user may execute the exploit [61].

[bookmark: _Toc101881042][bookmark: _Toc101112302]10.5  Maskphish

While it is clear by now just how common phishing is and how common the tools are, the author has only mentioned a few of the enormity of phishing tools the reason for this is that tools like blackphish, blackeye and Zphisher are similar to Nexphisher and SET with minor differences. In fact, when trying out the other tools there is little need for instructions, as all tools followed similar steps. However, an issue identified was that the links generated by ngrok, and tunnelling services are rather a massive red flag as it is jumble of characters, that do not resemble anything near what a genuine site would use [62]. This is where a tool called Maskphish comes in handy. Designed by jayKali using the Bash programming language [62], [63].

 Maskphish is a tool that takes the URL links from Ngrok and others, and masks them into a more authentic looking URL link to the site the user is impersonating [62], [63]. It does this by requesting the user to input the URL generated by their desired phishing tool [62], [63], then requested the user to input the genuine URL of the website they are impersonating [62], [63]. Finally, it asks for the user to input keywords related to their objectives and tactics [62], [63]. After the inputted data is completed, it will change the URL generated [62], [63], from something similar to https://995c-91-90-121-132.ngrok.io into a more authentic looking URL (https://instagram.com-login@is.gd/e9biVH) [62], [63]. 

Although not perfect Maskphish make the URL look more authentic. the author’s belief is that the second link will trick far more people than the first link as it has the domain name and often that is what people read. In reality how often does someone read the URL path and Parmenter when checking a URL and not simply the domain name.  


















[bookmark: _Toc101881043][bookmark: _Hlk101866353][bookmark: _Toc101112303]Appendix 11 - Maskphish Implementation

The final tool that has to be implanted in the experiments is the Maskphish tool. This implementation was completed in the following steps:
· Download the tool using the command git clone https://github.com/jaykali/maskphish [63], this command can also be seen underlined in Figure 50. 




[bookmark: _Toc101877334]Figure 50: Maskphish installation Command and Process.

· Following this navigate to the Maskphish directory using the command cd Maskphish [63], this can also be seen next to label 1 in Figure 51. The command ls can be executed beforehand to list all directories within to ensure the correct directory is selected [63]. This command will navigate the user to the parent directory of the sub directory that houses the tool [63].
· Navigate to the maskphish directory within The Maskphish directory by entering the command cd maskphish [63], again the ls command can be used to ensure the correct directory is chosen [63]. This step is also shown in Figure 51 next to the label 2. This command places the user in the directory that houses the tool [63].
· Input the command bash maskphish.sh [63], this command is also shown next to label 3 in Figure 51. This command will causes the software to execute itself and begin to run the tool allowing to begin the process of altering the URLs [63].




[bookmark: _Toc101877335][bookmark: _Toc101112304][bookmark: _Hlk100491429]Figure 51: Navigating To Maskphish Tool.
[bookmark: _Toc101881044][bookmark: _Hlk101866373]Appendix 12 - Maskphish Experiment & Testing

[bookmark: _Toc101881045]12.1  Experiment

The Maskphish tool was used alongside both tools to test its success compatibility with both tools and also used in the phishing experiment to test if it makes it more difficult to identify the link as a fake. This was achieved by following these steps:
1. First step in the experiment process of this tool is to enter the URL of the cloned site, this URL entered must start with either http or https [63]. This command input can also be seen underlined just below label 1 in Figure 52. This must be exact, or the new URL will not send the user to the cloned site.
2. Next the legitimate URL of the site being impersonated must be input as can be seen underlined next to label 2 within Figure 52 [63]. purpose of this is that this will be the URL that the clone site URL will mask itself within [63].
3. Following this any keywords related to the experiment should be inputted as seen besides label 3 in Figure 52 [63]. This will be added to the end of the URL to give it more authenticity to a genuine URL [63].
4. After this the tool will generate the new URL that can be used as the link to the cloned site [63], the new URL can be seen underlined besides label 4 in Figure 52.











[bookmark: _Toc101877336]Figure 52: Maskphish URL Altering Process.
This was the same for the urgency experiment however the Ngrok URL was slightly different and the google URL was chosen to mask the experiment URL. The email implementation and experiment discussion for both experiments can be found in Appendix 13.

[bookmark: _Toc101881046]12.2  Testing 

To test this tool the URL generated should be pasted into a web browser to see if it sends the user to the cloned site still. It is important to understand that this will only change the appearance of the URL link. The clone site will still display the same URL on the webpage in the URL bar. 
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[bookmark: _Toc101881047][bookmark: _Hlk101866404]Appendix 13 - Email Implementation, Experiment & Testing

[bookmark: _Toc101881048]13.1. Implementation 

· Choice the desired email domain for this experiment Gmail was chosen as the author did not have access to an email server to create an email domain.
· Chose a desired email address and password to create the account that would send out each email.
· Once the email was created it was time to conduct the experiment.

[bookmark: _Toc101881049]13.2. Experiment.

· First the author added the recipients email addresses, this was done for both experiments however for anonymity all address have been blacked out.
· Second added a clickbait subject that would catch the user’s eye and create a sense of urgency as seen in Figure 53 label 1 or a sense of desire for reward shown in Figure 54 label 1. These are two of the most widely used technique in phishing and social engineering attacks.
· The author the added the body of text for the google email inspiration was taken from the message that is often used when logging into a google account on a new device as seen in Figure 53 label 2 . For the amazon email a generic set of offers was added as shown in Figure 54 label 2.
· The author then added the link generated that would be displayed in both emails discussing by set it to read a genuine URL. This can be seen in the below in Figure 53 label 3 for reward and Figure 54 label 3 for urgency.

· The added use of Maskphish makes it more difficult to determine if its genuine or not by making the URL look more authentic in the bottom left corner as shown in both Figure 53 and Figure 54. 

· The image used in the reward email can also be seen in Figure 55 with a reference to its source.

[bookmark: fig44]










[bookmark: _Toc101877337]Figure 53: Reward Email Message.

[bookmark: _Hlk100250701]
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[bookmark: _Toc101877338]Figure 54: Urgency Email Message.








[bookmark: _Toc101877339]Figure 55: Mother’s Day Image.

13.3. Testing
[bookmark: _Hlk100496292]
For Testing purposes, the emails were sent to author’s personal email first to test success and see if they would function as hoped. Both tests were successful as both emails were successfully sent and the email links in both worked.
[bookmark: _Hlk101866412][bookmark: _Toc101112306][bookmark: _Toc101881050]
Appendix 14 - Comparison Between SET & Nexphihser

[bookmark: _Toc101881051]14.1. Process and Purpose

As mentioned before both tools and the majority of the tools the author researched for this project follow a similar process making it easier to grasp an understanding of using new tools easily. However, The two tools have some differences that gives both tools’ advantages over the other. The first difference is that Nexphisher is a phishing tool with phishing attacks being its only purpose [23], [24]. Whereas the SET is not a tool but a toolkit for a range of social engineering attack vectors, where creating phishing attacks is only one tool available for use [19], [21]. This means that the SET is a completer and more versatile program for a security professional to use as they can conduct arrange of different attack with just one program [20]. However, the Nexphisher process is slightly more user friendly is the author’s opinion making it a good introduction tool for those starting out with phishing attacks. This is not to say SET is difficult it just the author opinion that SET required a bit more time to become familiar with.

[bookmark: _Toc101881052]14.2.  Website Templates

The site cloner and custom import options in the SET is a major advantage over the Nexphisher templates as it gives the user the ability to input the URL of the website they wish to clone or use a desired HTML file as the template [20], [65]. This gives the user far more choice than the given templates provided in Nexphisher where the user must select a predetermined template from a list provided [24]. This prevent the user have free reign on the experiment as although many well-known websites are there some are missing. The benefit of Nexphisher’s website template is the login template choice which provides three separate templates for how the login pages will be generated and displayed to trick the receiver [24]. This is something that is lacking in the SET where all website templates are the URL the user inputs or HTML file they input [20], [65]. Another benefit of Nexphisher is that once ngrok is linked to the tool it will generate the ngrok URL automatically [24]. Whereas the SET the user must open a new terminal, establish an Ngrok connection and then pass the forwarding URL into the SET. This only adds a couple of minutes at most so is only a small inconvenience but an inconvenience all the same.

[bookmark: _Toc101881053]14.3  Gathering

Both tools have similar methods and style of collecting, displaying, and storing the harvested credentials [20], [65]. Both tools will display the harvested email and password that were entered into the cloned site as well as also displaying the victims IP address [24], [65]. However, the author feels the Nexphisher display is the superior of the two as it more user friendly with different colours to differentiate the harvested credentials, the field headers, and the report files whereas the SET the harvested credentials are the same colour as the rest of the text as well as a lot more details that could cause information to be missed if and when multiple credentials are harvested. Another similarity is that both tools generate report sorting all of the details harvested for convenience, so they are viewable even after the experiment is finished [24], [65].
















[bookmark: _Toc101112307][bookmark: _Toc101881054][bookmark: _Hlk101866420]Appendix 15 - Mitigation STRATEGIES

[bookmark: _Toc101881055]15.1 Summary

Table 6 outlines the mitigation strategies for a variety of social engineering attack vectors ranging from recognisance attacks such as dumpster diving to the previously discussed phishing attacks. The table is split into three sections the impact each attack can have on a network or system, the best practices that individuals should follow to avoid these attacks and possible solutions to mitigate these attacks.

[bookmark: _Toc101881056]15.2. Mitigation Strategies Table.
[bookmark: _Toc101877345]Table 6: Mitigation Strategies.
	Organization And Business Social Engineering Mitigation Strategies.

	Attack Vector
	Impact
	Best Practices 
	Possible Solutions

	
Dumpster Diving
	Access to complete intact documents, letters, mail, and devices could allow a criminal to conduct extensive recognisance on the individual or organization's information that could be used in a social engineering attack. The devices or documents may give criminals clues to the target system such as the programs they run, accounts that have not been logged out and other vulnerabilities that could be exploited.

	· It is advisory to ensure all staff are aware of the procedures for removing and recycling paper files and devices within the organization.
	· Shred all files or letters with personal details [66].
· Reset and wipe all devices once they are no longer in use [66].
· Remove all personal details from delivery packaging.
· Don’t leave private files lying around [67].
· Security policies
· Keep bins in secured pace or lock bins  [66],[68].
· CCTV/ motion detection cameras [68].

	
Shoulder Surfing
	Criminals could be able to read and determine passwords and sensitive information to gain access to the account, building or device as well as read or hear calcified information.
	· If somebody is acting suspicious move away from them
· Politely ask them if they can give you space
· Report incident to management.
	· Cover/ hide keypad when entering password or pin code
· Keep distance from others when inputting sensitive information
· Beware of surroundings
· Conduct work with back to wall [69].

	Tailgating
	Unauthorised access into an organization’s building could result in malware being installed directly onto the system/ network. 

Unauthorised access to sensitive information without the need to bypass IDS or firewall's ability to cause physical damage to devices and infrastructure.
	· Only allow one staff member through a door at a time.
· If holding a door for someone ensure that you can see their ID [67].
· Report individuals who are acting suspiciously [67]
· Do not grant access to an individual without proper ID, biometrics, or key card [67].
· Do not let others borrow Your ID, Key card or other secret details [67].
	· Key cards/ biometrics scanners
· Security cameras [66]. 
· Locked areas
· ID / Visitor verification [70]
· Gates/ Barriers
· Burglar alarms
· Don’t leave password hints or items related to passwords on a desk [67].
· Physical security policies and procedures

	Baiting
	Malware could be installed directly on the system via a USB stick without the need of bypassing security measures. Allowing for the hackers to steal details or cause damage to the network.
	· Hand any storage device to the Management or IT department.
· Research a website if you are unsure about it.
· Do not trust any website links or links on websites even if the website is widely trusted.



	· Don’t insert Unknown multimedia devices 
· Don’t click on clickbait website links 
· Do not automatically select and trust the top option of search engines look for well-known domains.
· Teach the mindset too good to be true [71]
· The following points should be addressed in an organization's security policy.
· Install anti malware software [71]

	Phishing
	The organization or personal network could be compromised by one email that could use to infect the system with malware. Other impacts could be if credentials are stolen then a user could access emails and accounts steal information, and money and use compromised accounts to perform mere phishing attacks.
	· Report email to IT department [72].

· Delete Email
· Run a system scan for viruses even if only opened email [73]
· Open a new tab and navigate to the account in question to check legitimacy.
· Always check for signs in an email for phishing properties.
· Clickbait subject [74].
· Poorly written/layout [74].
· Vague wording [74].
· A public domain [74],such as Gmail or outlook.
· Sense of urgency  [73], [74].
· Report and forward emails to report@phishing.gov.uk [73].
· Ensure staff are well aware of the signs and trained to deal with phishing emails. [72].
· Adopt open communication to share experience making it easier to admit and report incidents [72].
	· Install anti-phishing software or security software that included anti-phishing [72].
·  Keep this software up to date.
· Education [72]. 
· Research and free training courses 
· Mandatory training for all staff.
· Check Sender Email Address [73].
· Hover over link 
· Don’t click links [75].
· Stop and Think
· Report emails [72]..











	Ransom-ware
	The ransomware code could lock the user and or organization out of important files via encryption resulting in financial loss from both loss of work and or paying a ransom. Secondly, there is no proof the attacker has or will give the decryption key meaning the user or organization may lose access to their files and devices forever.

	· Back up critical files daily or bi-daily ensuring it is kept on at least three separate devices and networks to ensure that there is always a copy available to use and restore in case of attack.
· Conduct regular vulnerability scanning on system and network for exploits an attack could use [76].
	· Install anti-ransomware software or a security tool that includes an anti-ransomware feature.
· Update software regularly [76].
· Back up data regularly [76]..
· Listen to security alerts for security software
· Do not download software from unknown sites
· Avoid malicious sites.
· Report attacks [76].



	Scareware
	Similar to ransomware however Scareware will attempt to scare the victims into installing malware using a fake viruses alert pop up informing them, they are infected by malware. Another method is to impersonate law enforcement to get a user to pay a fine for accessing illegal content.
	· Close the pop use task manager and select end task to completely close the pop-up.
· Run a system scan at once to identify possible malware
· Often the crime named is too severe for a fine such as terrorism or child exploitation.

	· Avoid malicious sites
· Don't click on the download button
· Do not panic
· Do not transfer money 
· Close pop up
· Scan for malware.

	Vishing
	Scammers could use recorded sound bites from conversations to impersonate individuals to gain access to bank accounts or personal information.
	· Be sceptical of all phone calls requesting personal information or bank details when you have not contacted them.
· If uneasy hang up and search the company for a phone number to call them back.
· The search phone number for any links to scam numbers as well as the company used to see if a scam has been reported similar to the context of the call.
· Remember only if the user choices to call them back and not if they ask you to call them back on a certain number.
· Educated staff who can spot the signs and know the correct procedures to deal with vishing attacks is useful to limit risk.
· Regular testing to examine the susceptibility of staff to a vishing attack is useful to determine when additional training is needed.



	· Ignore Unknown numbers 
· Don't give one-word answers 
· Don’t disclose personal or private information
· Do not call them back if asked
· Block spam numbers.
· Write down information caller provides you with [77].
· Ask for contact number to call them back on and then check that number (Different to above as asking can put them on backfoot to prove legitimacy) [77].

	Smishing
	Similar to phishing the link could cause malware to be installed or could compromise a user’s account.
	· Open a web browser tab and navigate to the website that way instead of clicking on the link.
· Remember phones are at risk just as much as computers. 
· Install anti-virus/ security software on a mobile device.
· Regular training to ensure well-educated staff on signs and trends on smishing.
	· Ignore SMS from unknown numbers [78].
· Do not click on links [78] [75].
· Do not include personal information in texts [78].
· Block Spam Numbers.
· Conduct training in smishing.
· Research and free training courses 
· All staff conduct mandatory training.

	Trojan Horses
	When the intended software is installed malicious code such as viruses or rootkits could also be installed corrupting the device and network or granting backdoor access to the network.
	· Conduct daily or bi-daily system scans for malware [79].
· Research the software to discover what organization created the software then install it from their website.
· Get the software from trusted vendors such as PC World, Microsoft, and Amazon.
· Mandatory education on the dangers of trojan horses and downloading software from untrusted sources.


	· Only Download software from licenced companies
· Keep anti-virus/ malware software up to date 
· Do not ignore alerts from security software.
· Run regular security checks.
· Implement an access control list preventing standard users' ability to download software.
· Educate staff on the dangers of trojans.
· Back up data [79].
· Contact IT department [79].
· Isolate the infected machine immediately [79].

	Pretexting
	Pretexting will exploit an individual’s instinct to trust by impersonating and creating a scenario slowly gathering the needed information to impersonate a said victim or victims' family member to manipulate banks, insurances companies and other organizations to divulge other information.
	· Well educated staff with regular training to spot the signs of pretexting attacks.
· Regular testing staff for susceptibility to pretexting attacks.
· Regular research on emerging pretexting trends.
· Be cautious and inquisitive of the scenario the caller or sender gives you.

	· Enforce a security policy and procedure to address pretexting.
· Do not disclose personal information via email, phone, or text message [77], [78]
· Implement anti-phishing software.
· Conduct education on pretexting attacks.
· Research and free training courses 
· Mandatory training for all staff.


	Angler Phishing/ Social media
	Criminals could impersonate an individual or an organization on social media to scam others. use information gathered for financial reward as well as infect the device and network with malware.
	· Email phone or visit a company’s customer service instead of doing it publicly on social media.
· If done on social media click on the customer service account to examine the profile for signs of impersonation.

	· Avoid including personal or specific details on social media [73]. 
· Do not include pictures or media that could allow for a rough map of the building to be constructed.
· Do not click on links in posts or messengers.
· Do not add unknown individuals to your friends' list, connections, or followers.
· Keep social media profiles private.


	Catfishing / Honeytraps
	Criminals could use a fake identity on social media or email to trick the victim into showing sensitive information, request money, trick them into downloading malware or even get them to send compromising images and then blackmail the victim for information money or continued exploitation.
	· Be sceptical of their stories.
· Ask questions about where they live and look for signs and flaws in their story. 
· Request to face time them.
· Do not meet them face to face without having other friends tag along and meet in public, well light areas.
· Do not trust easily.
	· Do not disclose personal information
· Do not transfer money to anyone with complete certainty they are genuine.
· Do not send them compromising images
· Do not add unknown individuals 

	Pharming
	By changing the IP address from an authentic website to a malicious site in a user’s DNS record the criminal/ hacker can manipulate the victim into a sense of safety as they did not visit the site via the link and would be unaware of alterations to DNS records.
	· Check URL when visiting a site for an SSL certificate, https, forward-slash (/), and a lock icon [75].
· Look for errors in spelling, grammar, and design [75].
· If something seems wrong contact an IT professional.
	· Avoid Malicious Sites
· Don’t Click on SMS, Email, or any links when not 100% sure of authenticity.
· Keep Security software up to date 
· Run system scan daily 


	Social engineering general 
	There are numerous ways social engineering can exploit human vulnerabilities and this will likely not change as these weaknesses have been around long before the internet.
	· Remember if it is too good to be true it probably is [73].
· Be vigilant and cautious at all times on the internet as well as when on the phone.
· Banks will never request details via text or email [73].

Websites
· Check URL[80]
· Misspelt domain [75].
· Incorrect top-level domain generic .com is often used by malicious sites [75].
· https and / are often used by legitimate sites [75]
· Be wary of links [75].
· look for 
· SSL/TLS certificate [75]
· Not secured [75].
· Errors in design, speeling and grammar [75], [80].
· Payment methods such as PayPal are not available [80].
· If clicked on run anti-virus /malware [73].
	· Regular research on social engineering 
· Regular Reports on emerging trends regarding social engineering
· Regular discussions between management and IT to ensure improved security measures 
· Keep security policy updated and enforced.
· Imbed a successful security culture where individuals can get help and report attacks without fear.
· A clear chain of commands
· Clear procedures when an attack is suspected.
· Stop and Think 
· Never open links [75].



[bookmark: _Toc101112308][bookmark: _Toc101881057]15.2. Conclusion

[bookmark: _Toc101112309][bookmark: _Toc100308881]To conclude the mitigation strategies the most important strategy for avoiding social engineering attacks is education, Social engineering attacks are always evolving and improving trends to manipulate organizations and users to grant access to their personal information or to gain finical reward, This table of strategies is relevant as of this year (2022) but in the coming years, its loss it effectiveness as hackers exploit areas that have not yet been identified. For this reason, an organization must continue to train their staff to identify these emerging threats and continues to identify and build on its security policies to ensure that they remain ahead of the curb as much as possible.











[bookmark: _Toc101881058][bookmark: _Hlk101866445]Appendix 16 - Reflection Statement

[bookmark: _Toc101881059]16.1. Introduction 

The research and experiment conducted in this report were performed in such a manner that the author was able to document a research experimental report that achieved all of the aims and objectives outlined at the start of this project. This report was both incredibly interesting and surprising in opening the author’s eyes to the enormity of social engineering as a topic and how serious and common social engineering is. 

The project has aided in adding new skills and improving existing skills that will be parament in an IT workplace environment as well as in general everyday life so of these skills include:

Working under pressure / to a fixed date: Keeping to time restraint was a massive test in this project and this is no different in the real world missing deadlines or requesting more time will not be welcomed as it will likely hold others up.

Plaining, keeping to plans: This project has required the author to create plans and keep to the set plan to ensure it meets the requirements. This will be paramount in a workplace were the ability to keep to plan will be a must. 

Flexibility: The ability to be flexible is also a massive skill required in workplace as when there is no alternative the ability to be flexible and edit the plan to overcome new problems.






[bookmark: _Toc101359444][bookmark: _Toc101881060]16.2. Aims And Objectives Review:

· The main aim of this project is to investigate different social engineering attacks to find out how vulnerable individuals and organizations are.

The aim of this project was also successful as this project discusses multiple attack vectors that faces individuals and organizations online, project investigated and outlined the enormity of social engineering as a security threat. The report also successfully investigated how vulnerable individuals were to different social engineering techniques and outlined the results of these investigations.

· Conduct research in the area of Social Engineering attacks and Mitigation Strategies.

	The literature review was able to discusses a strong level of research and understanding of tools used in social engineering, the attack vector within social engineering, the techniques used by social engineers and the statistics to prove social engineering is a massive threat to people security. By doing this the first objective of conducting research into social engineering has been successfully completed. Secondly The mitigation strategies covered many forms of attacks while outlining the possible impact, giving organizations best practises, and giving many possible solutions to mitigate each attack. This fulfils the second part of objective one to outline possible mitigation strategies.

· Create experimental Phishing attacks in an ethical manner to learn and understand the process that hackers and criminals follow when creating their attacks.

	The second objective was completed successfully as this report outlines in great details the steps to design, implement, conduct, and test experiments using a range of different tools. Showcasing from start to finish the process of how a social engineer creates and conduct  phishing attacks using multiple techniques and tools.

· Conduct experiments using a sample of volunteers and the created experiments to identify the susceptibility of each person to the attack.

	As discussed in multiple chapters of this report the experiments conducted and discussed required a sample of volunteers who were tested to see the susceptibility to two different social engineering techniques Reward and urgency. This completes the third objective that was outlined in this report for completion.

· Discuss and analyse result outcomes from the experiments carried out.

	The fourth objective was completed in chapter 6 where the results for both techniques experiments were outlined discussing the results of both experiments as well as the reasoning for each individual’s choice taken in this experiment, allowing for clarity to analyses the thought process of the sample in the experiments.

· Complete documentation of final report and list recommendations for further research. 

The completion of documentation in the report as a whole and the recommendations for further research discussed in chapter 7 completed the final objective sent out in this report by the author.

[bookmark: _Toc101881061]16.3. Lessons Learnt 

· Social Engineering is a bigger topic that expected.
· Social engineering attacks are easier to conduct than expected.
· The magnitude of social engineering as a threat is larger than previously believed.
· Urgency was more effective than reward
· More people’s incline stepped in than expected causing them to avoid the message.
· Importance of self-motivation. Perseverance and meeting deadlines.
· The importance of careful planning required to create and keep to a gantt chart.
· The importance of planning each chapter’s topics and discussions to ensure it keeps to the point.

[bookmark: _Toc101881062]16.4. Things That Could Be Done Differently

· A dedicated email server with own email domain could be useful.
· Conducted experiment using other techniques such as testing all Severn identified techniques.
· Performed other forms of social engineering experiments such as researching and conducting pharming attacks or other attack vectors.
· Conduct a spear phishing or whaling attack following the four phase of social engineering attacks theory by beginning with recognisance then building a relationship, and so on.
· Planned and structured the literature review topics better to prevent later stages of editing to keep to the word limit.
· Allocate more time to experiments to allow for more experiments to be conducted.

[bookmark: _Toc101881063]16.5. Barriers Experienced 

· Sample knowing experiment was coming may have put them on a higher level of alertness.
· Time restraints with such a large project topic made it difficult to prioritise sections
· Word count was barrier that caused great consideration as topic is so large it meant having to priorities certain topics and discussions over others.
· The large scope of material within project meant it was difficult to determine which path and material to use in the project.
· Using a public email domain added difficulties to creating and sending emails.
[bookmark: _Toc101881064]16.6. Positives

· The project showed the importance of self-preservation and determination – the project success comes down to planning and being self-motivated to complete each task.

· Discussions will project supervisor – Discussion allowed for a fresh and more knowledgeable viewpoint of the project allowing for continues learning and growth on how to build an academic project.
· The findings were able to show that anti-phishing is a useful security software to implement.

· Mitigation strategies will be useful to take into a workplace as a starting point for security policies and discussions.

· Research as a whole gives a good understanding of one of the biggest security threats in workplaces today that can be shared in a workplace.

[bookmark: _Toc101881065]16.7. Guidance To The Future Students.

· Narrow the scope of the literature review otherwise word and time restraints will cause issues later on.
· Maintain a steady and effective communication channel with project supervisor.
· Appendices are useful tools to expand on ideas when word restraints won’t allow you to make them in main body of text.
· Get start on project early and ensure time restraints are set and adhered to on each chapter of the report.
· Use of visual aids such as figures, and tables are just as useful and sometimes better at illustrating point to reader than writing paragraphs.
· Persevere with work even when struggling take a break comeback and continue afterwards.
· Leave edited work or notes in handy places as it can be useful when reading to improve point later.

[bookmark: _Toc101881066]16.8. Summary
	
· Project was successful due to implementing skills and mindset required in a future workplace such as motivation, determination to meet deadlines, discussing point with a supervisor but still being a free thinker.

· The report was able to achieve all of the set out objectives outlined at the beginning of the project as discussed previously. 

· Social engineering is a remarkably interesting project topic however it needs careful consideration and specific topic must be chosen  to narrow the scope to meet the parameters of the project as social engineering has many topics that can be researched and discussed.

· Staying on top of the project is important to ensure that quality work is conducted, and the work is of high quality this relates to both academic work and or professional work.
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SOCIAL ENGINEERING ATTACKS
AND MITIGATION STRATEGIES.

You are being invited to participate in a research study conducted by:
James Beard

Education Institution:

University of Wales Trinity Saint David.

The Purpose Of This Research Experiment

The purpose of this experiment is to examine and analyse the techniques used in social engineering
attacks, by conducting three separate phishing attacks (fake email) to determine how susceptible
individuals are to different styles of phishing attacks. The results of these experiments are completely
anonymous and no personal information will be shared in the experiment or outcomes, and you may
select which experiments you are comfortable participating in or if you wish to not take part please
ignore form.

Experiment participation (please select experiments you wish to take part in.)

[ Urgency (Email claiming you must respond urgently)

[J Reward ( Email claiming you have won a prize)

Do you wish to take part in an anonymous feedback form of your experience
with this experiment?

[ 1 wish to take part in the anonymous feedback form.

Preferred email address to use for this experiment?

Your answer

| agree with

[ ! am atleast 18 years od,have read and understood tis consen form and agree to
participate in this research study.
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Feedback Form

S i it

* Recuired

(Amazony Rewarc) Did you click on Link? I Not Why? *
O clicked onLink

O DidNot see The Email

O Ignored The Email

O Read The Email ignored The Link

O over

(Amazon/ Reward) Reason for Your Answer? (Reward) *
Subject Seemed Suspicious

Did Not Use Amazon With This Account

Message Seemes Suspicious

Ertors In The Email

‘Address Was Different

Checked Account Via New Tab.

NA

O0O0O00O00O0

Other:

(Googlel Urgency) Did you

O clicked onLink
O DidNot see The Email
O igrorea The Email

O ResdThe email lgnored The Link

O over

(Google/ Urgency) Reason for Your Answer? *
O Subject Seemed Suspicious

Message Seemed Suspicious

Erors inThe email

Acress Wies Different

Checked Account Via New Tab

NA

[¢]
[¢]
[¢]
[¢]
[¢]
[¢]

Other:

(Google/Urgency) if You Clicked the Link 8ut Did Not Input Information, Why? (i

This Does Not Apply Please lgnore)

Youranswer

(Amazony Reward) I You Clicked the Link But Did Not Input Information, Why? (f
This Does Not Apply Please Ignore) =5 Clear form

Youranswer
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1.Distribution

2.Infection

3

3. Communication

4.File Search

5. Encryption

v

Ransom Demand

Standard Methods of email
attachments and website
compromises.

Arrives on user’s
computer and starts
processes.

Process talks to
encryption key servers

Process searches for important files on
computer e.g., PDF, DOCX, PNG, PPTX,
etc.

Typically done through rename,
encrypt and rename again.

System ready to demand
payment.
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WARNING! spyware threat has been detected on your PC.

C:Pocuments and Setange\aerLoca et Somare S sesopre 4|
C:Pocuments and Setnge\ser.. Somare Aotamer igpt
C:Documents and Setungs\ser Cookies: s 3008y
C:Documents and Setangs\ser Cookies s sotere
CWDEOWS TeroTemporsy Inemet i s Contond

@ Ful system clearp
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ATTENTION !

P
Location: e
1PS:

Your PC is blocked due to at least one of the reasons specified below.

You have bean vilating Copyright and Related Rights Law (Video, Music, Software) and ilegally
using or istributing copyrighted content, thus infringing Artice 1, Section 8, Clause 8, also
known a5 the Copyright of the Criminal Code of Urited States of America.

Article 1, Section 8, Clause 8 of the Criminal Code provides for 3 fine of two to five hundred
minimal wages or 3 Geprivation of iberty for two to eight years

You have bean viewing or distributing prohibited Pornographic contant (Child Porno/Zoofia and
etc). Thus violating aricle 202 of the Criminal Coce of United States of America. Arice 202 o
the Criminal Code provides for a deprivation of iberty for four o twelve years.

Hlegal access has baan intiatad from your PC without your knowledge or consent, your PC may
b infected by malware, thus you are violating the law On Negiectful Use of Personal Computer.
Artice 210 of the Criminal Code provides for a fine of up t $100,000 and/or a eprivation of
liberty for four to nine years

Pursuant to the amendment to the Criminal Code of Urited States of America of May 28, 2011,
this law infringement (I it is not repeated - frs time) may bs considard as conditional i case
You pay the fine to the State,

Where I can
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rootilalii-# git clone https://github.com/jaykali/maskphish
Cloning into LFF—F'_H_LY_M phi:
remote: Enumerating objects: 171, done.
remote: Counting objects: 100% (171/171), done.
Compressing objects: 100% (160/160), done.
Total 171 (delta 66), reused 12 (delta 5), pack-reused 0
Receiving objects: 100% (171/171), 44.91 KiB | 2.36 MiB/s, done.
Resolving deltas: 100% (66/66), done.

2=
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rootakali

rootakali

rootakali:~/Maskphish/naskphiSh# bash maskj nisn.sn®
Navigate to Command starts
maskphish directory maskphish

program
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The URL Must Start with
http or https.

i Phishing URL 1] @ Input the URL of the cloned Site.

Paste Phishing URL here (with http or https): https://ee41-18:
Processing and Modifing Phishing URL

Domain to mask the Phishing URL (with http or https), ex: https://google.com, http
://anything.org) :

b e oo Input the legitimate URL of the site being

impersonated.
Type social engineering words:(like free-money, best-pubg-tricks)
Don't use space just use '-' betweXn social engineering words

=> login
@.npu( a—

Here is the MaskPhish URL: http://amazon.com-logingis.gd/csFAGQ @ L

Generating MaskPhish Link...
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MOTHERS DAY GIFT IDEAS !!! /inbox

amazoncou
~—"prime

Your Amazon.co.k Today's Desls See AllDepartments

Welcome back!

i Customer @

We thought you'd be interested to know we have 1000's of gift ideas and deals to make this  truly special mother day. Hurry will stock lastlll

If you are interested please click here https /v amazon.co uk/ap/signin

« Reply = Forward
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Security Alert nbox x @

« Reply

= Forward

Thu, Mar 10, 5:21 PM (11 days ago)

Google

A new sign-in on Windows

We noticed a new sign-in to your Google Account on a Windows device. If
this was you, you don't need to do anything. If not, we'll help you secure
your account

Please follow this link to recover your account: hitps:/myaccount.google.com/nofifications @

<R N

[+ [}
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