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Digital Forensics is an area that has
developed with the emergence of digital
devices in our lives, during 1970-1990.
It concerns the recovery, investigation,
examination, and analysis of data
found in digital devices after a
cybercrime. A cybercrime is a crime
committed through the internet / digital
tools.

First years of a new era

Digital forensics is simply the process of
investigation and recovery of material found in
digital devices, which are commonly related to
computer crimes.

Digital Forensics

Some people interchange the terms "computer
forensics" and "digital forensics," yet there are
differences between them. Computer Forensics is a
subbranch of Digital Forensics. It concerns the
investigation on computing devices only (Computers,
Servers, Hard Drives recovery…).

Computer forensics

Smartphone Forensics
Network Forensics
Database Forensics
IoT Forensics

And many others...

Other Subbranches, like Computer
Forensics, exist

What are Digital and Computer Forensics



DIGITAL & COMPUTER FORENSICS

Open, Analyse, recover,
investigate any disk image

Autopsy®

A Hex Editor for Reverse
Engineers, Programmers

ImHex

A UNIX  live system monitor

HTOP

Some Tools
Used



Open, Analyse, recover, investigate
any disk image
Originally based on algorithms from
CGSecurity (TestDisk & PhotoRec)

Autopsy®



A Hex Editor for Reverse Engineers,
Programmers

ImHex

This software is Open-Source and has more than 33k stars on its github
repository



A UNIX live system monitor

HTOP

This software can be installed on Linux and MacOS. 



Dennis Lynn Rader (born March 9,
1945), also known as BTK (an
abbreviation he gave himself, for "bind,
torture, kill"), is an American serial killer
who murdered at least ten people

Denis Rader, known as BTK

Denis Rader liked to send letters to some
medias to maybe let the police catch him. He
was playing with them.

A close relationship with the media

One day, BTK sent a Floppy Disc to KensasTV television. Metadata from this
storage support were enough to find him. He was judged in 2005 and was
sentenced to life imprisonment without the possibility of parole for 175 years.

Too much of this self confidence...

Real-World cases
The Capture of Serial Killer Dennis Rader, BTK.



Chain of Custody

custody
control
transfer
analysis
results

The chain of custody is a documentation process that
tracks the movement and handling of evidence from
the time it is collected until it is presented in court. It
serves to establish the integrity and security of
evidence by providing a documented history of who
handled it, when, and under what circumstances.

Chain Of Custody



Gathering Evidences
Using Autopsy and Microsoft Visual Studio

Using Proxmox installed on a dedicated server, isolated VM for forensics operations, Windows Server 2022.



Gathering Evidences
Using Autopsy and Microsoft Visual Studio

Downloading disc image Locking the drive



Gathering Evidences
Using Autopsy and Microsoft Visual Studio



Gathering Evidences
Using Autopsy and Microsoft Visual Studio



Resolving this case
Police report encrypted found in the disk image



Live Demo : Decrypting police Report
VIDEO LINK : https://www.canva.com/design/DAGDttDZ2Pc/zbQ6aXoWIGMRWoJpeuwqmQ/view?
utm_content=DAGDttDZ2Pc&utm_campaign=designshare&utm_medium=link&utm_source=editor



Conclusion



Resources used for this report
Web, Youtube, Books

Micode, French computer genius, investigating on hard drive and internet identity : https://www.youtube.com/@Micode/videos
- Kruse II, Warren G., and Jay G. Heiser. _Computer Forensics: Incident Response Essentials_. Addison-Wesley, 2002.
- Casey, Eoghan. _Digital Evidence and Computer Crime_. Academic Press, 2004.
- ABC News. "BTK serial killer's daughter: 'We were living our normal life. ... Then everything upended on us'". ABC News, 22 January 2019.
Dooley, Sean. “The Capture of Serial Killer Dennis Rader, BTK.” _Psychology Today_, 17 March 2023.
Operation Pacifier : https://en.wikipedia.org/wiki/Playpen_(website)
https://www.washingtonpost.com/technology/2021/04/14/azimuth-san-bernardino-apple-iphone-fbi/
Chain of Custody, Wikipedia UK, https://en.wikipedia.org/wiki/Chain_of_custody
Autopsy®, digital forensics software, https://www.autopsy.com/download/
Windows Server 2022, Operating System, isolated in homelab for investigation, https://www.microsoft.com/en-us/windows-server
PhotoRec, TestDisk https://www.cgsecurity.org/wiki/Main_Page
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