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Figure 2: Installation of DNS Server, Remote Access Services and Domain Controller services. RRAS configurations can be seen in figure 3, but the installation of all these are necessary to firstly allow the S-DC server to control the domain and configure all networks and future implementations such as Active Directory.
Figure 1: The creation of the firewall rule allows for future pings between the Cardiff networks and Swansea Networks (while also supporting future implementation of Wireguard pings)



[bookmark: _Toc197692015][bookmark: _Toc198000137][image: ]Remote Access ServiceFigure 3: RRAS configurations. the NAT interface was enabled in order to allow networks to translate to each other. This, paired with the DNS server configurations (Figure _) allow for all networks to connect to each other.

[bookmark: _Toc197692016][bookmark: _Toc198000138][image: ]1.2	VPN CreationFigure 4:Wireguard VPN Configurations. using the public and private crypto keys in the "edit tunnel" section, a peer to peer connection was set up between the Cardiff Server (See Figure 5) and the Swansea Server. Seen also is the “PersistentKeepalive = 25" keeping the connection persistent between the two servers.

 
[image: ]Figure 5: c-server Wireguard Configurations

[image: ]Figure 6: Successful Ping!



0. [bookmark: _Toc197692017][bookmark: _Toc198000139][image: ]DNS Forest creationFigure 7: Creation of the active directory jacob.acca. Now that a forest has been created with the domain, a hierarchy of users, admins and domain controllers can be setup.
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[image: ]Figure 8: Configuration of DNS A records/forward lookup zones for Swansea, Cardiff, Wireguard, the webs & rds websites in the specified host ranges and A names for the websites (10.1.1.0/24 for cardiff and 172.16.1.0/24 for Swansea LAN)



[bookmark: _Toc197692020][bookmark: _Toc198000142][image: ]Reverse lookup zonesFigure 9: Configuration of Reverse Lookup Zones with PTR Records for external network and internal networks in the DNS manager. mapping the ip addresses to their corresponding hostnames, allowing further solidification in successful connections across the network

[bookmark: _Toc197692021][bookmark: _Toc198000143][image: ]Nslookup testFigure 10: Successful NSlookup test verifying DNS resolution for the domain jacob.acca, showing correct configuration.
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[image: ]Figure 11: Added via PowerShell script, a list of user accounts was configured according to the specified fields. All users were given the role of DomainUsers within the script to ensure they joined jacob.acca
[bookmark: _Toc198000145]Domain Controller checkFigure 12: Verification that S-DC is the only Domain Controller
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Figure 13: A.Conley attempts to join Domain
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Figure 14: Use of the "whoami" command shows a.conley, a user from the user list has sucessfully joined the domain!
[bookmark: _Toc197692023][bookmark: _Toc198000147][image: ]Mounting Second Disk
[bookmark: _Toc198000148]Initial CreationFigure 15:The Disk Drive "SwanseaFiles" is succesfully mounted. This sets the foundation for the SwanseaFiles to be shared to both the Swansea Clients and the Cardiff network.

[bookmark: _Toc198000149][image: ]Swansea File ShareFigure 16: Swansea Client (signed in as a.conley) is able to access the SwanseaFiles, verifying functionality.
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[image: ]Figure 18: after creating a ticket and logging in as a.conley, the /mnt/SwanseaFiles was able to be accessed in the c-server, showcasing pizza.txt. Verifying a successful mount to the Cardiff server.Figure 17: Like the c-server, a ticket was created for k.cummings on the Debian client, along with a daemon-reload demonstrated in the figure. once reloaded, the SwanseaFiles and pizza.txt were accessible with full control to edit.
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Figure 19: The DHCP scope was configured to 172.16.1.10-172.16.1.20 with DNS pointing to the S-DC, meaning any client within the Swansea LAN gets assigned an automatic IP address.
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Figure 20:ClientS1 in th Swansea network is assigned Ip 172.16.1.10 by the DHCP server.

[bookmark: _Toc198000154]Cardiff network choice: Separate network, Similar to Child Domain
[bookmark: _Toc198000155]Justification:
[image: ]In initial configurations, the plan was to create car.jacob.acca, although the incompatibilities between Windows and Linux proved too tough. A more favourable design was created, which allows the Cardiff network to operate logically as a separate network, while also being joined to jacob.acca. being able to assign 10.1.1.10-20 addresses to the ClientC1 through a separate IP scope in it’s own configuration, effectively making it somewhat of a child domain.Figure 21: ClientC1 has been assigned the ip 10.1.1.15 by the DHCP Cardiff Server (almost a child domain)
Figure 22: Proof of concept. the dhcpd configurations on the c-server have their own ip addresses to assign to it's respective client, all that is missing is changing the domain name on the server to car.jacob.acca.
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[bookmark: _Toc197692025][bookmark: _Toc198000157] Routing, Remote Access Service and Firewall modification (for Cardiff)
[bookmark: _Toc197692026][bookmark: _Toc198000158][image: ]Routing and Remote Access ServiceFigure 23: Circled in red is "net.ipv4.ip_forward=1" which sets the RRAS equivalent in debian to route traffic directly between Swansea and Cardiff.

[bookmark: _Toc197692027][bookmark: _Toc198000159][image: ]Firewall ruleFigure 24:In the above screenshot, the firewall rule was added using iptables to allow ICMP, TCP and UDP ping requests to be accepted by the Debian server along with passing them along to the ClientC1 with the upcoming connectivity test.


[bookmark: _Toc198000160]Connectivity tests
[bookmark: _Toc198000161][image: ]Client to ClientFigure 25: ClientC1 (10.1.1.15) pings ClientS1 (172.16.1.10), this means it’s very likely the whole network is working!
Figure 26: ClientS1 (172.16.1.10)  pings ClientC1 (10.1.1.15)
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[image: ]
Figure 27: Wireguard S-DC (172.16.0.1) demonstrates the capability to successfully ping the external network (192.168.70.0), Linux Lan (10.1.1.0) and Swansea Lan (172.16.1.0)
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Figure 28: Wireguard c-server (172.16.0.2) demonstrates it's ability to successfully ping the external network (192.168.70.0), Linux Lan (10.1.1.0), Swansea Lan (172.16.1.0) and the other side of the tunnel.
[bookmark: _Toc198000163][image: ]ClientS1 to rest of networkFigure 29: ClientS1 successfully pings the Wireguard tunnel, external network and the c-server internal network.

[image: ]Figure 30: ClientC1 unsuccessfully pings the external network but successfully pings the Swansea internal network and wireguard tunnel.


[bookmark: _Toc198000164]Configure IIS Server
[bookmark: _Toc198000165][image: ]Initial configurationFigure 31: IIS manager configured with both the Remote Desktop Service and the secure webs.jacob.acca up and running, both using windows authentication and SSL certificates.

[bookmark: _Toc198000166][image: ]ClientS1 sign in to webs.jacob.accaFigure 32: ClientS1 user j.vance attempts to login...




[image: ][image: ]Figure 33: Standard user J.Vance is successful at logging in, greeted by the “Welcome to the Swansea Website” html and a image of a pizza.

[bookmark: _Toc198000167]Remote Desktop Services
[bookmark: _Toc198000168]Initial configFigure 34: The rds.jacob.acca is setup through the IIS Manager. ready for a remote desktop connection


[bookmark: _Toc198000169][image: ]Remote ConnectionFigure 35: Remote desktop connection is shown at the top within the Windows Client, connecting straight to the S-DC.
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