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ABSTRACT/SYNPOSIS
A project going into the effects of building automation security systems (B.A.S.S) and their effects on security. This project is about testing and estimating their impact on buildings. 

Aim 

 To analyze if adding B.A.S.S increases security? 

The aim of the experiment is to determine the effects of security automation on increasing security in buildings.





The objectives are to:

· To research the basics of B.A.S and the world wide web, study crime statistics from around the UK, then learn how to develop a sensor network on Cisco packet tracer. 

· To simulate the sensor network on Cisco packet tracer and run test.



· To take results from simulations and compare and contrast the effects they will have on reducing crime and increasing security in buildings.
Found in this report there are the aims and objectives, literature review, research methodology, design and implementation, the testing and finally the results and conclusion.

The outputs of the research are the code used for the test, the test results and the estimated impact of the security system.

The summarised conclusion of the research is that security is increased if the B.A.S.S is installed in the correct locations/ buildings and decreased if installed in the wrong locations/ buildings.
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Chapter 1

 
2.1  Introduction

This project is about using sensor networks to increase security in university/ buildings. This will be done by automating one room to prove the feasibility of the project. The beneficiaries of the work done will be companies that want or need security, that might not be able to afford a security guard at the moment, or big businesses, that want tighter control over their workplace (this is also known as “zero trust security”.) [1]


The reason for building automation systems (B.A.S) is to make management of the building centralized. This works by using network protocols and encapsulation to link everything in the building for example: 

safety alarms, intrusion alarms, access control, Lighting and much more.
It is easier to have two secure control rooms, one for security only, one for all other services managing the entire building, thus increasing security compared to having security spread all over the place. 

These protocols, however, were not designed with security as a primary requirement, thus the majority of systems operate with sub-standard or non-existent security implementations. [1]


· 
· 
· 

· 
· 
The planned monitors will gather data on: 
Contact sensors
Work by using two pieces of magnetic strip, one fixed to a door or window, and another fixed to the frame. When shut the magnetic field can move between them, and as such say’s it is closed; when separated the magnetic field cannot flow between them and as such say’s it is open.  [1] This is reported back to the computer through the network.

carbon dioxide and carbon monoxide sensors
Work by detecting various gasses for example carbon dioxide and carbon monoxide.  [1]
Humidity sensors  
Work by detecting the amount of water vapour in the atmosphere. [1]
Temperature sensors 
Work by detecting the amount of heat nearby this is used to detect changes in temperature.  [1]

All this data will be collated and analysed. This will be used to look for flaws in the B.A.S.S and to improve them
.
2.2 Aim

To analyze if adding B.A.S.S increases security? 

The aim of the experiment is to determine the effects of automation on increasing security in buildings.





2.3 Objectives

The objectives are to:
· To research the basics of B.A.S and the world wide web then how to develop a sensor network on Cisco packet tracer and study crime statistics from around the UK. 
· Study research methods to see what information will be needed and how it will need to be organised and sorted to get the required results out of the study. 

· To simulate the sensor network on Cisco packet tracer and test it to make sure all data is fed back accurately.

· To ascertain if the simulation sets off an alarm when it needs to be set off to test messages/alerts are being sent to security/ public services. 




· Take results from simulations and compare and contrast the effects it will have on increasing security in buildings. and on reducing crime.
· 
· 
· 
· 
· 
· 
· 
· 
· 
2.4 Structure Of The Project





Chapter one 
The introduction, aims, objectives and structure of a report once achieved will lay the foundation for success of the project 

Chapter two 
concentrates on the research and literature review, this will have an introduction on the type of books journals and websites that will be used for the research. A methodology, explaining what the project is looking/searching for 
quotations and conclusions from the research found
Chapter three 
Will be the detailed research and design plan. the methods that will be used to collect data and the research conclusion

Chapter four 
Will be taking the design and implementing it, fixing the design of any unforeseen errors, in the research stage. Implementation will be setting the simulation up and a conclusion of how the simulation went.
Chapter five 
All testing documentation will be reviewed and an evaluation of the finished network and its security features, carried out to see if it is up to standard 
Chapter six 
Will be the summary of all work done, the conclusions reached and further research ideas that have been found or are in need of updating due to this project 
 Chapter 2 - RESEARCH & REVIEW OF LITERATURE
2.5  2.1 basics of the internet  
To describe the internet in its most basic form are machines talking to one another through cables or wirelessly. 
Machines say “hello” to open connections and get messages back saying “hello”, as well as from all other machines with open links that have also said “hello”.
To make it easier to build and maintain networks, routers and switches are used, these make it easier for machines to talk to machines further out then one hop (hop meaning each connection between the start point and end point)
 This has been expanded to make the internet a network of networks that all talk to each other. 
These are split into 3 definitions.
LAN: local area network- normally a (LAN) is set up inside schools, hospitals, businesses with only one office. [1]
MAN: metropolitan area network –(MANs) are a lot of LANs set up together smaller than a WAN but much larger than a LAN, and normally can cover a city.  [1]
WAN: wide area network- a (WANs) can cover a country, continent or even the entire planet; internet connections and 4g are both examples of WANs.[1]
Earlier the term machines was used to refer to all devices with internet connectivity instead of just the enabling hardware of the internet, meaning servers, computers and routers. 

2.6 2.1 wireless sensor networks (wsn) 

From the review of literature, it has been concluded the best option to use is 
hierarchical architecture, a group of sensor nodes are formed as a cluster and the sensor nodes transmit data to corresponding cluster heads. The cluster heads can then relay the data to the base station. [1] 
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Figure 1: The Base Station Layout [1]:  
The only part of the system to change, would make sure there are redundant links set to turn on if any of the cluster heads should go down (a backup route for information to transmit
.)
2.7  Functional safety in building automation
“Another guideline that is of interest is the German guideline VDI/VDE 2184, called Reliable operation and maintenance of fieldbus systems”.  [1]
This is mainly meant to be for industrial systems, but a lot of the safety factors can be applied to making sure core systems automating the building are working and in best state of repair. This is important especially in security systems where people’s lives might be relying on the system. 
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Table 1: Possible system failures and means to detect them  [1]
2.8  an analysis of security issues in building automation systems 
When Building Automation Systems, was first designed it was made for convenience to centralize the management of the entire building. This was done through IP- based communications. However, security was not implemented when designing the B.A.S parts this means; this means there is not security implemented in design or added in later. This leaves a lot of vulnerabilities available to exploit; this is due to the systems being designed separately for different purposes with no centralized management to bring together an end product making it unsecured code.   Later on B.A.S was redesigned by a number of businesses to be B.A.S.S 
BAS are increasingly being connected to corporate networks, These protocols, however, were not designed with security as a primary requirement, thus the majority of systems operate with sub-standard or non-existent security implementations.  [1]



Figure 2: Building automation system [1]
“The protection of a system against security attacks demands that the amount of vulnerabilities is minimized by incorporating security in every stage of the system's life cycle”, [1] particularly during the design phase. 
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Figure 3 reasons for putting security in design phase [1]
From a second book on B.A.S and security the information gathered points out flaws in the security system, and how by gaining access to one part it becomes very easy to get control of the rest of the system. This can also be seen from the figure above. 
As such systems need checks to both prevent intrusion, find intrusion and make sure the code being run on the system has not been modified in any way. 
2.9 book 4 social enginering the art of hacking humans 

[1]
Social engineering is a way of gaining simple information out of people, such as, name, pets name, place of work, where they went to school. This might seem inconsequential to some, but it might be security questions and answers, to proving identity or recovering passwords. This comes into play in secure areas by getting information about a company/location’s tech support. This can then be used to ring ahead and say “I am James from tech x. I have gotten lost on the way to your location” then ask for directions say “thanks I will be there soon.” This normally means desk/reception staff are now expecting you and will allow you access to manager/ server room. Especially if you ask and say you are there to fix a problem e.g. slow internet or computer problems. 
This then allows hackers access to rooms and equipment they should not be able to get into. This normally happens for very secure companies, due to limited very secure internet access or no internet access at all to hack from the outside of the company. Hackers bypass security by going inside the company.
B.A.S systems can help prevent this due to the fact the only people with access to rooms are those that need them, meaning to access the server room I.T support would have to be called and they would know. That there is no I.T support expected or that the company problem would be fixed internally; this helps prevents fakes as they cannot get into locations they are not meant to. 

This also helps prevent social engineering attacks such as; a USB left in an envelope. This would normally contain a virus or malware, with confidential written  on the envelope most people would be curious if they found it, inside the company lounge, toilets, staff room ETC and would plug it in to their computer, bringing the virus straight onto the company network. 
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Figure 4 information is everything [1]
Not all successful social engineering episodes result from duplicity; some people willingly give up sensitive information despite their awareness of the pervasive threats [1] 
The goal of social engineering is the same as hacking, getting access to information, systems and locations, that they are not authorised to be in or have access to.


2.10 Conclusion 

The first conclusion reached from the research done in the literature review is that there is no security implemented when people design B.A.S, therefore, they must be added later, leaving the systems vulnerable. In addition, when systems need ‘code hacks’ to allow them to talk to each other, as they may use different programming styles and languages, the ‘code hacks’ can unintentionally, leave the systems at risk of being maliciously hacked or accidently altered.

Another conclusion reached in the research is that a lot of people will happily give up information in return for small rewards or for convenience of life. This is a big problem when running a company as social engineers only need the smallest bits of information to get inside the company, making the human aspect of security the weakest point.
Another weakness, exposed from the research, is that a lot of company staff are not trained to know anything about security, meaning they can be tricked into giving up usernames and passwords; this is quite a big weakness as it gives hackers access to all customer / staff data which may include working hours, bank details, home addresses and much more.
The final conclusion reached is that a well designed and implemented B.A.S will help keep social engineers out of most of the important rooms of an organisation, this is due to needing the presence of someone who works in and understands the purpose of that room to grant them access. They might be able to exploit human kindness to get into the building, but with a good B.A.S they will not be able to get into server rooms, and with rules against plugging in USB’s the building will be much safer against network attacks, physical attacks and hacking attempts. 

In the next chapter the research methodology’s chosen and the reasons why will be explained. 
Chapter 3 - RESEARCH METHODOLOGY
2.11 Introduction
The planned research methodology is to look for quantitative (mathematical data) to prove the research theory. 
This is due to it being much more accurate and valuable compared to qualitative data (words) because it can be proved and tested many times.

Whereas, with words unless the research is always recorded, it is very easy to miss things and or have mistakes.
With quantitative data all variables are recorded this means the research and results are much more accurate and trustworthy. 
· data will be collected to test the security system, and make sure all alarms are set off when they are meant to be.
· The time it takes for the alerts/alarms to be sent will also be recorded,
· following that there will be a display the statistics of crimes and entry methods. 
· How the security system would have been able to halt progress by locking doors/ windows and to alert the security team. This links back to the aims and objectives by making sure the system is working. 

· Helping get the numbers of crime rates on unsecured building vs BAS with security included and proving the feasibility of the system, all data collected will be kept for a small time on a server to be checked later. 
Hypothesis: The B.A.S.S will increase security as long as it is set up correctly.
Software: Cisco Packet Tracer will be used to simulate the project and test feasibility.

The experiments validity will be proven by the testing carried out which should be able to translate into real life and prove the same outputs.

The experiment is reliable as it can be repeated and tested many times and the same outputs should always be gathered.

2.12  Research Overview
Initial questions are very important for the project as they make sure the researcher knows all steps they must take, from the stages of the project Research and Design until the project is completed.
· Is this feasible? 

· If feasible Would this work in the real world?

· What impact will it have on security in general? security guards, staff training etc
· What effect will it have in improving security compared to unsecured buildings if any?

· Will B.A.S.S (building automation security system) increase or decrease security ?

Below Is the research process and explanation of what it means (underlined and in bold is the chosen method.)
Figure 5: Research Overview
The research overview is the research study in its most basic form.

The reasons for choosing each of these research methods is explained in the separate paragraph’s below, as well as their counterparts that could have been chosen. 
The chosen methods for the project that will be used are shown in bold and underlined below.
2.12.1 Research Process

The aim of the research is to test if by adding a B.A.S.S to a building, it will increase the security. To do this a proper research method must be made for testing and displaying results, collecting data and doing all statistics.
Inductive: inductive research is all about collecting large amounts of data, then looking for patterns in the data (analysing it) then developing a theory to explain the patterns in the data. [1]
Figure 6 inductive research  [1]
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Deductive: deductive research is the inverse of inductive research, starting with a theory that interests the scientists/researchers  they will read up on the theory analysing as they go along, and then test all the hypothesis (data) to see if their theory is correct or not. [1]
Figure 7 deductive research [1]
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The reason for choosing inductive research is because of the limited number of published papers on the research topic. 
2.12.2 Research Philosophy

Quantitative research: deals with data in number form or that can be converted into numbers this is mainly done through statistics and the way statistics are displayed, analysed and interpreted. If presented wrongly this can become a big problem.  [1] 
Qualitative research: deals in data about people and the way they behave in certain locations and how they communicate, this information is normally gained by watching people or by doing face to face interviews [1] this is normally data that is much harder to explain with numbers. 

The reason for choosing quantitative research is that statistics will be much better for collating all data and showing the results, making it easier to compare if adding a B.A.S.S will increase security? 
Another reason for choosing quantitative data is that an assumption made is most data that can be gathered will be in number form, meaning trying to compare quantitative and qualitative data will become a problem to compare otherwise. 

2.12.3 Research Methodologies
Experiment: an experiment is when people test for example-a mix of chemicals, recording all reactions and non-reactions and record all changes in temperature etc and repeat many times to see if the results are always the same, another example of a test would be to make a virtual system and test how it works for any bugs, any problems and write down all found results etc. 

Survey: ask a list the same questions to many people at the same time and then compile the results to get the answers out of 100 or 1000 etc. 

Case study: is research in which a researcher looks in depth into a specific person, group of people, or a type of profession/industry and tries to make a generalised definition or  get a better understanding of it, e.g. case study into Hannibal lector [1] or  ZeuS banking Trojan.  [1]
The reason for choosing to do a case study is to gain the knowledge of security professionals and also security systems. This is due to how security systems work, change, and how flaws are found. Without a detailed study it would be very hard to get information on the security industry.  
The need to actively find  how the security system can be improved by doing this experiment, this will help to reduce variables in the gathered data from the case study, both methods have been brought together were they are needed and it would be next to impossible to get results by using only one method. 
2.12.4 Data Collection

Mono method:  is using only one method of data collection, studies using this method are normally considered less reliable as it is very easy to have mistakes in the data collected, without doing the same data collection method many times and making an average for the collated results.
Multi method: 
Interviews: this is asking people questions, normally face to face and seeing how they answer the questions, normally the questions are refined if the answers gathered are not related to the case study. 
Archival records: this is looking through past records and work, the person will need to make sure they gather all relevant information, this is done to make sure all gathered data from other sources is accurate, before it is used in the project. 
Observations: this is watching and making notes without being up close to the participants of the study through one-way glass or from a distance etc, normally through the human senses this type of data is gathered.
Documentation: is recording of all evidence of used ideas from others, information from the past, the present etc this should be there for all sources used 
The reasons for choosing archival records, observations and documentation is because of the projects needs to accumulate past and present data, such as, 
Crime statistics which can be gained in archival records.

Documentation for getting access to others work and keeping track of others work if they have security system research.

Observations for the study and experimentation stages as well as assumptions made.  

	Component 
	How the research was approached 

	Network information  

Chapter 2.2 wireless sensor networks 


	Archival: public documents 

	Basics of the internet 
Chapter 2.1
	Qualitative literature review  

	Theories on B.A.S 

Chapter 2.4
	Qualitative literature review  

	Research statistics 
	Archival (Quantitative): public records from gov.co.uk for crime rates UK

	Final model 
	Triangulation of end model 


The action taken at the end of each study throughout the project is the same it is to reflect all findings, study and comprehend the results, this step is necessary to get a better understanding of the project and what is needed to get to the aims done and then the completion of the project.
Triangulation is necessary to make sure results are understood and output in the correct ways this will have a paragraph dedicated to it later.  

2.13 Research Design

For the purpose of achieving the aim of the research an action plan is required. This will set out the plan for research, analysing and to make accurate conclusions. This will be needed to make sure the project is successful. 
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Figure 8: Research Design

The figures above are all needed research steps, these are very important for making sure all results come out accurately. These processes are needed to get to the final project design and development stage so the experiment can be carried out reliably. 
The reasons for choosing each of the above research methods are listed below: 

Literature review: was used to get information on security systems and security professionals’ knowledge. This is very important as without this information the experiment for the project would not be able to be designed and tested properly.

Without this information on how to rate a building/locations security in the modern era, testing would not be able to be carried out correctly. 
The literature review process was also used to get information on the basics of the internet, which is very important as it is the foundation of the entire project.

Preliminary design: taking together the security ratings and all professional knowledge learnt during the two stages of research, to make a basic network sensor to build the B.A.S.S on, this is very important as it will be the foundation of the entire simulated project. 
Evaluation technique: the techniques used by security professionals to rate a buildings security to test the simulated model, this is very important as without it would be impossible to have a basis to be able to compare an unsecured building against a secured building.
Critique: finding critique about similar security systems and the flaws people have pointed out in both the security system and the evaluation methods. This will be used to make sure no errors are made, that beginners to the security industry could make. 
Post collaborative model: redesign the simulated model with the new knowledge and make it more secure. This takes the above knowledge and puts it to use to increase the security of the simulated model. This is very important as without this step there are bound to be flaws not found meaning the system can look secure but be astonishingly weak.  
Finished design model and guide: This is the simulated model that will be used for all testing comparisons and data gathering. There will also be a guide explaining all usage and all gathered data. 
2.13.1 Research Deliverables

The main outputs of the research will be:
The sensor network setup and code- this relates back to the research model; in the preliminary design stage.

Where it will be using literature review and current security measures; when implementing the sensor network. 

The test reports- relating to the final stage and the testing needed in all steps of getting to the end of the design model 
The finished report including conclusion and results of estimations of impact the system will have on crime.
2.14 Triangulation

Triangulation is making sure all data collected is correct and there are no subjective thoughts in the conclusion reached, this is done to make sure the correct conclusion is made. This is normally done by collecting data using many different techniques and then making sure all data reaching the same conclusion and showing the same phenomenon.
The method of triangulation will be used to make sure the security system is working correctly, it will also be used to compare the gathered data on “security systems reducing crime rates ?” and that all data gathered in the testing is correct.
2.15 Conclusion

This chapter was dedicated to the Research and Design process 

Conclusions reached: 

Very few scholars have done research papers on the topic of “building automation security systems” searching on google scholar fifty-five results were found, removing the word systems took it up to “building automation security” two hundred and eight search results.

Most information needs to be pieced together from different sources. This leads to the first conclusion being very few people implement and research if the security is working the way it was designed to, and even fewer people write topics on security. This does help keep this sensitive information secure but makes it hard to find information on security system flaws and ways to fix them, meaning newly designed security systems might look brilliant on paper but would fall apart in reality. 
When it came to security system testing it is very hard to find information and any proof the system has been tested. This leads to the second conclusion that most systems do not have security built in and those that do use the same default password for all devices, unless the password is changed by the owner anyone in the world can find these devices and type in the default password, for example: IOT( internet of things) devices normally have the default password online this is a problem, as most people do not know how to change them and if they know how they do not for convenience. The systems with security implemented hide this information to help keep it secure, this helps cover flaws until a hacker finds them, but most companies do not fix problems until it is public knowledge, or it is too late.
Humans are always the weak point of security systems, this is due to the way humans DNA works humans will always try to make things easier for themselves. 
This is a problem in most security systems as humans are the ones with the keys to doors, codes and in charge of looking at the security cameras and checking if the motion detectors go off. This becomes a problem if the detector goes off to many times and when people check they find nothing they will stop checking or disarm the system believing there it is a fault. This works in the criminals favour. Guards watching surveillance cameras will get bored and might get distracted  missing tiny details that could of alerted security. The biggest problem of all is that they will not want to lock and unlock doors continually so if there is no system in place to make sure one door cannot be open when the other door is unlocked guards will not lock the doors. 
All of the above are very big problems that humans will always have when guarding a complex or doing a repetitive task they will try to simplify it for example a button that must be pressed every 20 minutes to say everything is ok might be bypassed for example with a toy bird designed to dip its head down to mimic  drinking water or other contraption to press the button for them not setting off security even if they were attacked, knocked out or typed up. 

The following chapter will explore design and implementation this will be dedicated to making the system testing finding all flaws and the user guide.
Chapter 4 - DESIGN & IMPLEMENTATION
4.1 Introduction

The following chapter will be design and implementation, this will be all about writing out the problem in an easy to understand manner.

 Designing a solution ,implementing the solution and finally ,writing the conclusion reached from the created design solution. 

4.2 problem formulation
The problems to be solved are:

The equipment will be expensive in real life and we are in a lockdown, this means the project cannot be done in person. 
As such to solve this problem Cisco Packet Tracer will be used to simulate the project.

This allows the project to be built and tested without having to get the equipment and test it in real life. 

The second problem will be harder to solve as it will be estimating the impact of the B.A.S.S on security and the potential impacts it can have on businesses, learning institutions, homes and , security around the country. 
To solve this problem the project will rely on triangulation, statistics of crime, and reports by others on the effect of adding security to reduce crime. 
4.3 Design
The design of the project will be to simulate a room with B.A.S.S and the way it will affect security, this will be to test the feasibility of the study. 
From there monitors will be hooked up to all doors saying if they are open or closed, windows will also have sensors saying if they are open or closed, motion sensors will be placed behind all doors, these will activate alarms if the doors are not unlocked through key-card sensors and opened. Finally, all types of data gathering equipment, for example fire alarm, carbon dioxide detector, carbon monoxide detector, temperature, moisture content, water level etc. 
The reasons for doing so are explained in the literature review it is to make sure security is all in one place with no blind spots.
There are some assumptions made in the project being if one switch goes down there is always another in range and the devices will not malfunction themselves.

4.4 Implementation
The username and password for all devices will be listed below 

Username admin

Password cisco
There will be a webserver on IP 1.1.1.1 this will be for all devices that must be controlled wirelessly, and home computers will have the IOT monitor program setup for all devices that cannot be connected to the internet through a server. There will be four switches to make sure there are always backup routes as well as four different receivers for Wi-Fi to make sure there are no interruptions in the connections to both computers and to both servers as well as multiple routers. 

There were few issues in setting up the internal simulated network other than cisco requiring some devices to connect to certain devices to be able to used in a IOT system which are the foundation of B.A.S.S. 
The design was made around the idea of their being two backups minimum for all devices e.g. computers/laptops, switches, routers etc and that the monitoring devices will not break. 
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Figure 9 Basic layout of IOT to build B.A.S.S on 
4.5 Conclusion
The first conclusion reached is how to improve building protection, all doors need an RFID card reader, this helps prevent thieves by having a key and card system in place the key unlocks the door, but the card disarms the motion detector and trip wire sensor behind the door, if thieves have not studied the security system and lockpick a door the alarm will go off , this will alert security that can then deal with the issues, by adding the second security measure it means criminals are more likely to make mistakes and therefore give the security team more time to respond and delay break-ins.
The second conclusion reached is that by allowing the security team to monitor all open doors and windows from one location they can spot threats in advance. This allows security to stop security breaches as/before this works by making sure entry/exit points are minimized for any criminals and forces them to take more secure routes. This makes it easier for security to monitor and stop criminals.
The third conclusion reached is during an emergency/natural disaster e.g. fire, flood, hurricane, security and management can be alerted to fire/flood damage in advance. Even if someone is taking advantage of the emergency/disaster, this allows people to secure the building from afar and still monitor it during emergencies without endangering lives. 

Figure 10 Final Cisco Simulation used below 
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Chapter 5 – Testing and Evaluation  
Computer: was having issues connecting to server and home gateway the solution was to give a fixed IP address.  

Laptop: connected to server and home gateway correctly. Also connected to online server webpage at 1.1.1.1 correctly. 

Door: using the simulated wireless adapter on the door it connected to the home gateway and server as expected. 
RFID reader: is not connecting to remote server this is a big problem the workaround is fixed IP address on home gateway and RFID reader. New problem it refuses to accept the valid key.
All monitors, meters and detectors connected to the remote server and computer IOT monitor as expected, there were no issues all have been given static IP addresses to make sure nothing breaks.
The siren, motion detector and trip wire all correctly connected and also work as expected.
The switches used are all given static IP addresses.
The window, furnace, humidifier, fan and sprinkler all connected to the remote server as expected. 
The wind detector which would be on the roof in real life is in the simulation as it would have the power to shut windows in real life if dangerous wind levels were detected. It is in the simulation to prove it can be connected.
Servers both connected and worked as expected there were no issues. 
The final evaluation of the system is it can stop low level crime, this means burglaries, thefts, pickpockets etc with a small effect, but not high end crime e.g. armer robbery etc, this is due to the system making it not worth the hassle for criminals who are not desperate.  
Chapter 6 - CONCLUSIONS AND RECOMMENDATIONS

6.1 Summary
From the conception of the project many steps were taken starting off with the
Introduction, This laid out the goals aims and objectives of the project, allowing readers to understand the overall intention of the project and the end goal.

 literature review, This is a very important step for gathering all needed security industry and security system information, while also laying out the basics of the internet. This is very important as it allows everyone to have the same starting point, understanding the basics of the project. 
Research methodology, This stage of the project sets out the available methods for researching this project underlining the ones that would be used.

 This is a very important stage for explaining the ways and types of information gathered/used and proving its validity in the scientific world.
 In in this chapter the research for the design and documentation was done to make sure nothing was left out of the security system, this also included looking for flaws in the security system design and revising them.
design and implementation, in this chapter the researched design was implemented

this was done using Cisco Packet Tracer, a tool for simulating computers and network devices, this was done for many reasons including costs, the feasibility study and to be able to test and change the design, without having to worry about updating everything it was also during lockdown meaning testing could not be performed otherwise.


Testing and evaluation
, in this chapter the project was tested and results were evaluated, this gives a basis to be able to compare real life crimes and chances of the system stopping them, of course there will be variables in this data so the final result of the project will come out as an estimation. 
6.2 Conclusion

During the undertaking of this project many different conclusions were reached they will all be summarised and shown below.

From the information gathered when doing the literature review many conclusions were made including humans are always the week point of security systems. Also, that no consideration for security is given during the design stage of most B.A.S systems this makes them completely unsecure. 

When getting information for the research methodology  a conclusion was reached that there are very few published papers on B.A.S.S systems when typing “building automation security systems” searching on google scholar fifty-five results were found, removing the word systems took it up to a “building automation security” search, with two hundred and eight search results, these are very small results on a global scale.

Of course, there were no issues getting information on the internet and human psychology being the weakest part of all security systems. Human psychology can always be exploited to bypass security systems. Another conclusion is that information needs to be pieced together from many sources when doing research for this topic.
The conclusion reached in design and implementation is security should all be in one location with no blind spots, this allows monitoring of  the entire building from a safe location, meaning if there are criminals they cannot access the security room without the police being informed. 

The conclusion reached is that by using B.A.S.S systems there are three effects depending on how they are used for building protection.  

	Objective reduced 
	Starting statistics 
	Ending statistics 
	Change (%)

	Overall crime
	1,526
	1,092
	-28

	burglary
	161
	131
	-19

	[1]Drug offences 
	44
	45
	2

	theft
	568
	329
	-42

	Vehicle crime 
	279
	126
	-55

	Violence (attacking people)
	176
	224
	27


Table 2 Effects of CCTV on crime after 1 year [1] 
As you will see from the figures above a security system is good for reducing burglary, theft and vehicle crime. However ,other crime rates have increased this shows that without security guards a system by itself has limited effect on reducing crime rates, it effects small crimes in the biggest ways examples burglary and theft another large reduction was in car crimes.
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encryption software', and ‘restrictions on the Use of portable data storage devices'. Acoss
businesses of al sizes, relatively low proportions (less than five per cent) did not have any IT
security measures in place. In the 2018 CVS a new response category of ‘cloud security”® was.
‘added, which was used by just over a third of all Wholesale and retail premises, and just over

half of a larger businesses (over 50 employees).

March 2018', Office for National Staistics (ONS).

¥ Cloud securty i the protection of data stored oniine.

1

Crime against Wholesale and retail premises

Table 1.1: Proportions of premises with IT security measures
measure, Wholesale and retail sector, 2017 and 2018 CVS

IT Security measuros.

Ant-virus or anti-spam software
Firewall

Data security policy

Restrictions on e-mailiweb use
Encryption software

Restrictions on data storage devices
Cloud security

None

Dont know

Other
Unweighted base

‘Source: Home Office, 2018 CVS Bulletin Tables.
Table notes:

1.9 Employees 10-49 Employees

place, by type of

50+ Employees

" Responses based on randomly selected half sample of those who use a computer at their premises.
2017 and 2018 CVS data have been merged to produce a breakdown by business size, as single
years' data result in small respondent bases (fewer than 50 respondens — therefore the quallty of

resuling estimates is not deemed sufficient for publication).
« Percentages have been rounded.

Table 1.2 shows the average IT security spend by business size. The sample size for larger
businesses (50+ employees) was still below 50, even with the combined dataset, so data are
not shown (as the quality of resulting estimates is not deemed sufficient for publication).
Comparable data for smaller business and medium-sized businesses shows that the median
total annual spend on IT security in the Wholesale and retail sector was £100 per year and
£1,000 per year respectively. This is in line with previous years' findings, which have indicated

anincrease in IT security spend in line with business size.

Table 1.2: Total amount of money spent per year on IT security, excluding staff time, by
premises size, Wholesale and retail sector, 2017 and 2018 CVS

1049 Employees

oo E15.455

Median £1,000

£1,000,000 £1,000,000

Maximum
Unweighted base 412 106

‘Source: Home Office, 2018 CVS Buletin Tables.
Table notes:

50+ Employ

ATWER
remises
£5.247
£150
£2,000,000

564

+" Ahyphen (. indicates that the unweighted respondent base s below 50 and the estmale is not
Shown as the quaity ofresuling estmates is not deemed suffient fo publcaton.
Responses based on randormy selected half sampl of those who use  computer a their premises.
2017 and 2018 CVS data have been merged to produce a breakdown by business size, a5 single
years' data resull in small respondent bases (fewer than 50 respondents)
A small number of respondents reporting large amounts spent on IT securiy skew the mean ofthe
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Figure 11 it security implemented in shops (wholesale and retail) by type of security and number of staff  17-18 survey [1]
[image: image12.png]<

G gol x | @ kel x |

C @ assetspublishing.service.gov.uk/govemment

£ Type here to search (o]

m

Rep X | @ i x | @ B x | G sec x

Gosecx | @Povx [ @The x [ @Thex | @00 x| Urox| e

201

YIS 15 SIS ISt IS WGy U1 a1 UV I 11 S SEUUN WS WIS, @iy 1or
around four-fifths (82%) of allincidents. Specifically, almost three-quarters (71%) of allincidents.
were theft by customers (7.1 millon incidents). The proportion of crime attributed to theft by
customers was larger compared with previous survey years with it being 63% and 53%
respectively in the 2017 and 2012 surveys.

‘Theft by unknown persons accounted for 1 in 1 fents in the Wholesale and retail sector in
the 2018 CVS. Theft by unknown persons includes incidents where the premises was unable

o establish the offender. It is possible that some businesses would automatically consider this
type of crime as a theft by customer, which could explain the low proportion for this crime type.

Crime against Wholesale and retail premises

igure 1.3: Theft as a proportion of all CVS crime, Wholesale and retail sector, 2017 and
2018 CVS

100

WAl other CVS.
crime

B Al other theft

B Thefts by
unknown
persons

Percentage (%)

mThefts by
customers

217 CVS year

Unweighted base: 2017 (1,046), 2018 (1,992)
‘Source: Home Office, 2018 CVS Comparison Tables.

Chart notes: Al other theft Is comprised of theft by employees and theft by others, which combined
‘accounted for just over one percent of al crime.

Asin previous years, supermarkets experienced higher incidence and prevalence rates for theft
by customers, than other premises in the Wholesale and retail sector. The 2018 CVS estimated
that supermarkets experienced around 153,000 incidents of theft by customers per 1,000
premises, around 13 times higher than the rest of the Wholesale and retail sector which
experienced just under 12,000 incidents per 1,000 premises. Similarly, 6% of supermarkets
were victims of theft by customers, compared with 18% of all other Wholesale and retail
premises.

The British Retail Consortium's (BRC) ‘Retail Crime Survey 2019’ results showed that theft by
customers accounted for almost three-quarters of the cost of retail crime. This reflected the
CVS finding that theft by customers was the most common crime type experienced by the
Wholesale and retail sector. However, theft by customers in the BRC survey accounted for a
slightly higher proportion of all crime compared with the 2018 CVS (71%). The BRC report
states that, on average, across allretail employees, 115 individuals were attacked every day of
the year. The 2018 CVS showed that there were 590,000 incidents of assaults and threats
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Figure 12 theft as a proportion of all CVS crime, wholesale and retail sector 17-18  [1]
Installing B.A.S.S has three major impacts that can be estimated easily. 

Installing in wealthy/ better-off areas crime rates will drop on minor crimes and deter criminals, due to all the equipment and skills they will need to avoid getting caught.

If installed in poor areas, it will pose a security risk as people will think that the building has something valuable worth all the extra protection increasing the risk of criminals being interested in the building. 

Lastly a reason to increase security against hackers and criminals in businesses/ universities, this is due to the way the security system works meaning any criminals must leave a trace of their illegal activity if carried out in the building, making crime that much easier to track back to the source even in very high traffic places. 
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Figure 2: Overview of the main crime types
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Figure 13 main crime data for England and Wales 2019  [1]
The above 3 figures helped to make all estimations possible.

The result is a 2-8% increase in security for well-off and rich areas, a decrease in security of roughly -1-10% if installed in poor areas due to it making criminals think there is something worth having , finally an increase of security for business’s/ universities of 2-15%, this depends on the number of burglaries a business’s/ universities goes through a year.
6.3 Recoomendations FOR FURTHER Research

After this project it has been found that there is a lot of room for further research 

Better sensors for monitoring the buildings removing the blind spots.
Better software for linking to all systems involved in the security aspects.  

Better security systems overall – ones were humans will not always be the biggest weakness.

Better security management systems for both staff and the computers the security software runs on. 

A way to lockdown a corridor/ entrance and trap criminals inside.

Chapter 7 – Reflections 
Reflection of how well the project went and goals were achieved:
AIM: the aim of the project was to analyse if adding a B.A.S.S increases security this was carried out throughout the project unfortunately the conclusions drawn are inconclusive with two showing it increasing security and one showing it decreases security depending on where it is installed. The results would have been much better if the test could be carried out in reality and there was a longer period for testing 1-2 years etc instead of estimations. 

OBJECTIVES: 
· To research the basics of B.A.S and the world wide web then how to develop a sensor network on Cisco packet tracer and study crime statistics from around the UK. This objective is split into four parts studying B.A.S, studying the world wide web, developing a sensor network and finally getting crime statistics. The first three were not to hard but getting accurate up to data crime statistics was more problematic. This is due to the specific crime statistics the project needs e.g. window break-ins etc. 
· Study research methods to see what information will be needed and how it will need to be organised and sorted to get the results out of the study.  This did not go as planned and as such most of the data taken out of the study has become estimations.
· To simulate the sensor network on Cisco packet tracer and test it to make sure all data is fed back accurately. This part of the project went quit well errors were found and fixed when the error source could be found. Otherwise the error was worked around.

· To ascertain if the simulation set of an alarm when it needs to be set off to test messages being sent to security/ public services. This test worked and results can be seen in testing documentation. 



· Take results from simulations and compare and contrast the effects it will have on reducing crime and increasing security in buildings. This did not go as planned and become a problem due to how hard it is to take simulations and work out the impact effect on real life. 
LITRITURE REVIEW: the literature review went quit well for finding information on the basics of the internet, networks and network sensors. However, the information on security systems was harder to get and had to be pieced together. Another interesting piece of information was human psychology and people exploiting that to bypass security systems.
RESEARCH METHEDOLOGY:  this part of the project could have been much better if there was more information available online as it was all pieced together in the literature review it effected the research methodology and designs overall security, this would not be two big a problem in a small home based security project but a big problem for companies that need security against espionage and hackers.
DESIGN AND IMPLIMENTATION: this stage of the project went quite well, there were few problems with Cisco Packet Tracer that needed to be worked around. As well as problems getting the most accurate of crime statistics, this was later fixed using gov.co.uk national statistics business documents but there was very little information on home crime. 
TESTING:  testing went quit well errors were found and fixed without this essential stage there would have been problems in the system, results were found and ways of bypassing security was tested allowing for rough estimation of the impact of the system on security. 
As seen from the above overall the project went quit well there were problems that took time to overcome unfortunately this impacted all other chapters following, introduction and literature review were very time taking compared to what they should have been. 

Research methodology and design and implementation went well as there is lots of information online and readily available. Testing was quite time consuming but this is a needed step to make sure all results and estimations can be carried out correctly. 

There were problems not expected at the start of the project, mainly getting professional security review procedures and knowledge was very limited about B.A.S.S systems this was due to typing building automation security systems on google scholar not “building automation security systems”. This was a problem as it showed hundreds of thousands of results for the first search but those words did not need to be together in the document just included somewhere this meant a lot of information found was irrelevant and it took time to realise this problem and change to the second search method.

the biggest issue in the project was estimation the impact of the security system in real life. This was because the needed statistics could not be found as such a workaround was needed, using government statistics I estimated the impact of security systems in shops over a year. This was used for business statistics; home statistics was much harder to estimate due to limited records available of home break-ins. This meant these estimations are from the very limited data available on home crime in the home statistics tables.
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APPENDICES
Other Material

Video of working system below link to YouTube 
https://youtu.be/BDTEcYMlyTE
its been stuck on pending forever put this was worried
https://youtu.be/SDlwCo9n74Y
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The original gant chart looked like this witch had a slight problem of being a month behind the hand in date after noticing this error, the gant chart was revised to be within the set timecontstraints. 

The revised gant chart below is the final gant chart that was made it stays within the time constraints of the project, if you look at the following gant chart you will find one of the tasks starts and ends immediately with 0 days allocated it turns out that task was unnessasary. 
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Throughout the project the first gant was followed untill it was found to be outside the time limits at witch point a revision was made that fixed the issue. Throughout the work the palaned work was carried out most of the time the time constraints were wrong and needed to be cought up to.

Tools used Google Scholar, Cisco packet Tracer. 

Hardware: average standard 2020 computer with internet connection. 

Risk analysis: 

Will be hard to get statistics that are as inclusive as the project needs, solution find many different statistics and calculate the answer. This did not go as planned and the answers needed to be estimated.

Another risk will be cisco packet tracer not being able to simulate parts of the test to solve this problem common sense from the real world will be used e.g. window on floor 4 cannot be breached by climbing up the building.

Many changes were made to the objectives, aim and project overall this was due the question asked not being accurate enough, not enough information on tools to be used before lockdown, some objectives overlapping with things the simulator could do without needing special code later on. This meant there were many changes made throughout the iterations of the major project from major project V1/A, B, C till version V8A just before major project finished. 

Overall, the system is estimated to have a price of: 

£1,347 If setup with the bare minimum 2 switches 1 router no backups.

£2,277 if setup with backups and no optional choices

£2,582 with all optional addons. This means people can workout if it is worth installing the system for their building before buying the security system.
price of machines 
400 pound per switch Cisco Catalyst 2960G-8TC Switch - 8 ports – Managed. X 4

130 pound per router Cisco 1803 Router - 8-port - DSL Modem. X 2
60 Pound per CCTV system 4 x cameras.
Server is made up of the switches and routers 

14 pound per RFID card reader Long Range RFID Card Reader 13.56MHZ/125KHZ Proximity Card Access Control Reader Wiegand34 IP65 Waterproof NFC Reader. X1 

24 pound per Motion detector Steinel IS2160 ECO Black Motion Detector 605919. X 1
36 pound per ERA Internal Plug In Siren And Strobe. x 1
14 pound per pack of 10x Wireless Home Window Door Burglar Security Alarm System Magnetic. 2-3 per room max in offices/shops 

12 pound per Humidity monitor and Temperature monitor Healthy living Therma-Hygrometer with comfort level indication. x1 

33 pound per Water level monitor Burg Wachter Water Flood Sensor. X1
11 pound per Power meter Digital Display Power Monitor Meter Voltmeter Ammeter Frequency Current Voltage Factor Meter with Split CT. x1
15-30 pound per Sound frequency detector. x1 

21 pound per Humiture monitor Therma-Hygrometer - hygrometer thermometer with max/min & alarm. X1
40 pound per Thermostat. X1 

15 pound per Trip sensor Home/outdoor Infrared Invisible Barrier Beam Detecting 100m Ir Alarm. X1
11 pound per Smoke detector. X1 

11-25 pound per Carbon dioxide detector. X1 

11 pound per Carbon monoxide detector. X1 
80-160 pound per roof mounted Fan. Optional x1  
40 pound per Wind detector. X1 optional 

30-65 pound per Air conditioner. Optional X1 

30-40 pound per Humidifier. Optional x1
Logbook 

In this section noted down are ideas that came to mind during the project:

Statistics estimate due to having to struggle to get proper statistics.

Meetings with study support helped a lot with this project and finding information. 

Try Cisco Packet Tracer edit things till it meets requirements. 

GLOSSARY
B.A.S = building automation system. 

B.A.S.S = building automation security system.
CVS = commercial victimisation survey 

www = world wide web

e-learning = the use of internet technology to study content to enhance knowledge and performance

ICT = information and communication technology.[image: image17.png]
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� PAGE \# "'Page: '#'�'" ��There is a lot to do at the moment as this has not reach the standard of a final year written project introduction.  I have given feedback below.   I will also recommend that you attend semester 2 research methodology class for the 2nd year students.  This will help you writting your project moreso the introduction and literature review chapter.


�


� PAGE \# "'Page: '#'�'" ��Introduction should start with some background research in the area of focus with referencing. The aim and objectives follow then what will be in the rest of the chapters.  I always recommend students to improve the research proposal as their introduction chapter.  


�g


�


� PAGE \# "'Page: '#'�'" ��This is repeat of the above.


� PAGE \# "'Page: '#'�'" ��Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.





Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person


� PAGE \# "'Page: '#'�'" ��Have you done research on the type of and name of sensors that you will need for the monitoring?


�What about other sensors etc?


� PAGE \# "'Page: '#'�'" ��The aim is your overall intention for the project. It is the reason why you are doing the research and signals where you hope to be by the end. The objectives are the specific steps you will take to get there.





Try to make the aim be one or two sentences.  You should be able to recreate your aim into a reseach question.





� HYPERLINK "https://www.futurelearn.com/courses/technical-report-writing-for-engineers/0/steps/40128" �https://www.futurelearn.com/courses/technical-report-writing-for-engineers/0/steps/40128�





� PAGE \# "'Page: '#'�'" ��The bullet points below are not really objectives.  Objectives are the do to tasks that will allow you to completed your aim.  It can be looked at as a tick list to accomplish the aim.  4 to 5 objectives are good enough.  You don't want to pin yourself down to too many atsk that you won't be able to complete.
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