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Abstract

Crowdsensing using mobile platforms is a technique that employs a vast array
of mobile gadgets to gather and process environmental data for a range of applica-
tions, revealing both advantages and hurdles in data integrity, privacy, and security.
This establishes a cost-effective and easily scalable sensing paradigm. As vehicular
networks evolve, many researches delve into the feasibility of integrating vehicles as
data collection nodes in the realm of mobile crowdsensing. Nonetheless, there are
notable limitations in a sizable chunk of these investigations. To begin with, some
have either bypassed conditional privacy measures or have not included protection
for the reputation metric. Next, many overlook the complex nature of the vehic-
ular network’s multitasking capability, leading to pronounced inefficiency and data
storage issues. To address these limitations, we recommend an approach focusing on
conditional privacy within a versatile mobile crowdsensing architecture tailored for
vehicular systems. This proposed method strikes a balance between supervisory needs
and privacy measures, embodying a trait termed as conditional privacy. Moreover,
each vehicle is endowed with the ability to simultaneously partake in various data
sensing operations. To be precise, the protective measures include safeguarding iden-
tity, geographical position, and reputation simultaneously. While the reputation hub
refreshes vehicle pseudonyms, it forgoes the need to retain any intrinsic data, such
as transient keys or arbitrary figures, thereby lowering the chance of DoS attacks.
Consequently, this paves the way for a safer and more viable option in the domain of
mobile crowdsensing. Thorough security analysis validates that our strategy complies
with essential security benchmarks like precision, conditional privacy assurance, and
user verification. Efficiency evaluations suggest our model’s potent applicability in
the diversified tasks of mobile crowdsensing.

Keywords: Vehicular Networks · Privacy Preserving · Muti-Task · Encryption Al-
gorithm
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1 Introduction

The rapid advancement of mobile internet coupled with the widespread adoption of intelli-
gent devices featuring built-in sensors has elevated the prominence of mobile crowdsensing
(MCS)[5]. MCS, with its ability to sense, accumulate, and process environmental data, is
rapidly becoming an essential tool in various domains such as transportation, health, and
clinical care. In light of recent advancements, vehicles are now integrated with a myriad of
sensors, rendering them aptly suited for inclusion as sensing nodes within mobile crowd-
sensing frameworks.[2][11] Additionally, vehicular networks bring forth several advantages
like high maneuverability, energy efficiency, and straightforward setup and maintenance.
This has led to an upsurge in their incorporation in MCS, captivating both scholarly and
industrial sectors. In such frameworks, the MCS structure chiefly includes three elements:
entities requesting data, a centralized cloud server, and vehicles with sensing capabilities.

These sensor-imbued vehicles have the capacity to perform sensing operations in both
urban and rural terrains, positioning them perfectly for applications reliant on mobility.[2]
While vehicular networks’ innate openness presents opportunities, it equally introduces a
range of vulnerabilities. Specifically, sensors and control systems related to vehicles can
be exposed to unsolicited interference or illicit modifications. Expanding on this, these
networks, given their vast data streams and connected devices, might also be targets for
eavesdropping, man-in-the-middle attacks, and malware infiltrations, emphasizing the ur-
gent need for robust security solutions. Malevolent vehicles equipped with sensors could not
just forge or tamper with data, jeopardizing its genuineness and consistency, but might also
stealthily acquire sensitive details such as individual identities and geolocations, thereby
lowering public trust in such advanced systems. As a countermeasure, trustworthiness often
hinges on a reputation metric.[15] [3] This metric, typically overseen by a reputational hub,
enables the cloud server to evaluate vehicle reliability based on data accuracy, subsequently
relaying its findings to the hub which then updates the vehicle’s reputation score.[16] Yet,
orchestrating this reputation score grows increasingly intricate when a vehicle partakes in
several sensing operations concurrently. Beyond that, while ensuring protection of privacy
concerning location and identity does result in added computational and communication
burdens, adding reputation score safeguards may further compound system intricacies.

Lately, numerous MCS approaches have integrated the reputation metric to gauge par-
ticipant reliability. Still, a majority solely focus on safeguarding the vehicle’s identity[21]
and geolocation[20], overlooking reputation scores[19]. Such gaps permit malicious entities
to potentially exploit these scores to infer vehicle paths or even deduce its identity. Ad-
ditionally, many of the present strategies cater to singular sensing assignments, rendering
them unsuitable for multi-task sensing scenarios. When relying on pseudonymous privacy
protection techniques, the central server is burdened with the storage of arbitrary num-
bers for pseudonym updates, amplifying storage demands and making the system prone to
denial-of-service (DoS) assaults.

Beyond these challenges, achieving conditional privacy conservation remains pivotal in
vehicular infrastructures.[14] On one spectrum, hostile forces might tap into transmissions
to extract confidential data, resulting in grave privacy infringements. On the opposite
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end, there’s a need for trustworthy entities to enforce stringent monitoring, for instance,
unveiling a vehicle’s actual identity when deemed necessary.[18] Thus, vehicular networks
ought to provide conditional privacy measures, harmonizing between safeguarding privacy
and fulfilling supervisory necessities. This stringent prerequisite mandates that only the
trusted agency should have the privilege to extract genuine identity, geolocation, and rep-
utation data of a vehicle.

To tackle the aforementioned hurdles, the aims of this manuscript are outlined below:

- We introduce a precise, actionable, and implementable mobile sensing strategy that
endorses multi-task mobile sensing alongside conditional privacy safeguards for vari-
ous data types in vehicular systems, emphasizing on privacy of identity, geolocation,
and reputation.

- The efficacy of our approach can be gauged through real-world deployments and
subsequent evaluations in a server ecosystem, specifically focusing on the temporal
and storage overheads during its operational phase.

- Employing techniques such as pseudonym validation, cryptographic signatures, the
BCP algorithm, and homomorphic encryption, our strategy’s goals are realistic, en-
suring conditional privacy for diverse data categories in a multi-task vehicular envi-
ronment.

- Our proposition is timely and pertinent, addressing the current privacy and security
quandaries within vehicular networks, furnishing a robust and pragmatic resolution
to the predominant privacy obstacles these systems confront.

- The entire operational cycle, from the deployment phase to the evaluation stage,
is designed to adhere to the set project timeframe, assuring timely availability of
insights for subsequent interpretation and deductions.

The subsequent sections of this report are structured as follows. Section 2 delves into
related academic contributions. Section 3 elucidates the Methodologies and Fundamental
concepts underpinning our strategy. Section 4 provides insights into the system’s frame-
work, security paradigms, and essential security requisites, while Section 5 delineates our
proposed solution. Section 6 encompasses security scrutiny, computational overhead, and
communication overhead. The final part, Section 7, concludes the manuscript and stimu-
lates discussion.

2 Related Works

As an ever-evolving field of research, privacy preservation in vehicular networks poses sig-
nificant challenges due to its multi-type, multi-task nature, and the increasing need for
conditional privacy protection. The evolving literature provides various approaches to
tackle these concerns. This section provides a comprehensive review of key studies and
methods that have significantly contributed to addressing these issues.
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2.1 Multi-type Privacy Protection in Vehicular Networks

Present research on vehicular networks’ mobile sensing primarily focuses on diverse aspects,
with significant attention devoted to privacy protection across multiple types of informa-
tion.

One of the fundamental types is location privacy. For instance, Ni et al. [16] proposed
a matrix-based approach, where each column in the matrix represents a sensing area, and
each row corresponds to a sensing task. By leveraging random matrix multiplication, the
matching of sensing tasks with sensing areas is achieved, consequently providing location
privacy protection. However, this approach is computationally intensive, necessitating the
exploration of more efficient matrix multiplication algorithms or alternative methods for
location information encryption.

In another study focusing on location privacy, Wang et al. [20] introduced a method
integrating ε-differential privacy and δ-distortion privacy. This method first applies differ-
ential privacy to vehicle locations, and then maps these locations and sensing tasks to a
high-dimensional space subject to distortion. While this method effectively reduces com-
putational overhead and preserves sensing result accuracy, it too involves a certain degree
of communication and computational costs.

In terms of sensor data privacy, another type, Sun et al. [19]] proposed a privacy-
preserving method employing homomorphic encryption. This method sends encrypted
sensing tasks and results to the cloud, where the computations are performed. The advan-
tage of this approach is its effectiveness in data privacy protection and its ability to offload
computations to cloud services, making it suitable for modern vehicular networks.

Lastly, focusing on the privacy of statistical data in mobile sensing, Zhao et al. [22] used
a zero-knowledge proof technique to prove the satisfaction of specific conditions by vehicles
without compromising personal privacy. Despite its effectiveness in preserving individual
privacy and enabling statistical analysis, this method also has limitations. It requires
substantial computational and communication resources, and is restricted to specific mobile
sensing tasks, not being adaptable to other types of sensing tasks or multitasking mobile
sensing.

In conclusion, while significant strides have been made in the field of privacy protec-
tion in vehicular networks, there still exist two primary challenges. The first pertains to
achieving simultaneous privacy protection across multiple types of information, including
location, identity, and sensing data. The second revolves around the need to reduce com-
putational costs and overhead associated with communication processes in a multi-tasking
environment. These challenges highlight the need for further research and innovation in
multi-type privacy protection in vehicular networks.

2.2 Multi-task Privacy Protection in Vehicular Networks

In the field of vehicular network mobile sensing, evaluating vehicular reputation in a multi-
task environment effectively deters malicious vehicles from infiltrating the network. How-
ever, the multi-task environment introduces fresh challenges to privacy preservation, ne-
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cessitating exploration of innovative methods and techniques.
In related studies, many researchers have proposed the use of reputation scores to assess

the trustworthiness of sensing vehicles and determine their eligibility for participation in
sensing tasks. For instance, in scheme [6], a reputation center uses reputation scores based
on a worker’s historical performance to evaluate their trustworthiness and select the most
suitable workers to complete tasks. This scheme, however, is only applicable to simple
single-task environments and doesn’t account for scenarios where each sensing vehicle might
perform multiple tasks simultaneously.

Following this, reputation management systems [10][9][13] were introduced. They sug-
gested that instead of updating trust scores solely on individual tasks, one should also
determine the weight of recent reputation scores considering reputation feedback reports
and vehicles’ initial reputation scores. By factoring in the multi-task scenario, these meth-
ods offer a refined assessment of the sensing vehicles’ reliability.

With the advancement in vehicular sensor technology and the maturity of vehicular
network mobile sensing, the need for privacy protection in multi-task settings grows more
pressing. Moreover, the integrity and privacy of vehicle reputation scores are paramount.
If such data becomes public, ill-intentioned entities could deduce driving behaviors and
paths, leading to potential leaks of location and trajectory details, which in turn, puts
vehicle owners’ privacy at risk. Yet, most of the present vehicular network mobile sensing
methods, despite acknowledging the importance of reputation scores, often neglect the
safeguarding of these scores.

In the approach presented by [13], a decentralized method grounded in privacy protec-
tion for trust management was put forward to mediate the ties between trust and privacy
during emergency communication in vehicular networks. This approach utilizes identity-
centric encryption to associate a vehicle’s identity data with its reputation score and intro-
duces a randomization method based on obfuscation to secure the privacy of the vehicle’s
reputation score. Nevertheless, the potential risks linked to the interception or modification
of reputation scores linger as potential vulnerabilities.

Within the framework of [16], prior to a sensing vehicle conveying its reputation score to
the central repository, the score undergoes encryption, making it readable to the reputation
center only post-decryption. However, even when encryption, obfuscation, and anonymiza-
tion tools are deployed, deducing the reputation scores of participants remains feasible. For
example, a malevolent actor might analyze the reputation scores across various participants
to approximate the actual reputation score of each one.

Consequently, privacy protection across multiple sources must incorporate the privacy
protection of reputation values, as well as ensuring the efficiency of reputation management
in a multi-task environment. Hence, the urgent need for research and development geared
towards overcoming these challenges in multi-task vehicular networks.

2.3 Conditional Privacy Preservation in Vehicular Networks

In a vehicular network environment with multiple sources and tasks, conditional privacy
protection can facilitate the sharing and access control of public information while preserv-
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ing privacy, favoring audit and accountability procedures by relevant departments against
malicious adversaries.

In paper [18], the authors proposed a method for implementing conditional privacy
protection in vehicular network mobile sensing, utilizing obfuscation and encryption tech-
niques. Specifically, each vehicle generates an anonymous certificate, using it to encrypt
its communication. The public/private key pairs and corresponding certificates involved in
encryption/decryption are preloaded into the vehicle’s OBU to protect identity privacy. For
information that needs to be public (such as road condition information), vehicles can use
group signature technology to protect conditional privacy. Only group members meeting
certain conditions can decrypt and access this information.

Although this design has certain shortcomings, the primary issue is that both cars and
reliable third parties demand a lot of storage capacity for holding data. Additionally, if a
rogue vehicle transmits incorrect information, pinpointing its identity consumes a consid-
erable period.

In response to above challenges, paper [14] introduced a protocol called ECPP (Efficient
Conditional Privacy Preservation). This protocol is designed to attain conditional privacy
safeguarding without necessitating excessive storage overhead. The fundamental principle
behind the ECPP protocol revolves around creating trusted secure connections through
public key certificate exchanges. This ensures protected data transmission and sharing
amongst vehicles, all while maintaining user discretion. To bolster this protection of vehicle
users’ privacy, the ECPP approach integrates attribute-based encryption methods. This
ensures conditional access, where only cars that fulfill specific criteria can decrypt and
retrieve the shared data.

Moreover, to successfully realize conditional privacy maintenance, vehicles need to regu-
larly acquire fresh anonymous credentials from the trust center. This is crucial since using
the same certificates for prolonged durations makes them vulnerable to adversaries who
might exploit them to track vehicles, posing a risk to user confidentiality. The primary
concept behind the approach in [8] revolves around leveraging identity-based encryption
methods and conditional access systems to validate vehicle user identities while also ensur-
ing their privacy.

Upon reviewing the strengths and weaknesses of existing schemes, it is evident that
establishing a reputation center for managing vehicle privacy information can help minimize
the amount of data that sensing vehicles need to store. Additionally, sensing vehicles can
prevent identity information leakage or interception by malicious adversaries by registering
under pseudonyms.

However, conditional privacy protection is indispensable in vehicular network mobile
sensing schemes. Existing conditional privacy protection schemes often require storage of
a large number of public and private key pairs in multi-task environments, undoubtedly
increasing storage and audit pressures. Therefore, how to achieve efficient conditional pri-
vacy protection in a multi-task environment is a critical problem that needs to be addressed
by this study.
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In conclusion, privacy preservation in vehicular networks is a multi-faceted problem that
requires sophisticated solutions addressing a myriad of challenges simultaneously. From
multi-type information privacy preservation to multi-task privacy protection, and finally
to conditional privacy preservation, the existing literature offers a plethora of approaches,
each with its unique advantages and disadvantages. However, each of these schemes faces
limitations in practical applications, primarily due to the increased computational and
storage requirements, along with potential vulnerabilities that could be exploited by ma-
licious entities. Therefore, future research in this field should focus on developing more
efficient, robust, and comprehensive privacy-preserving solutions, capable of dealing with
the growing complexity of vehicular network environments. The goal is to strike a balance
between preserving privacy and maintaining the operability of vehicular networks, all while
minimizing resource consumption.

3 Preliminaries and Methodologies

In this section, we delve into a range of foundational techniques crucial for building the sys-
tem we’re proposing. These techniques encompass both homomorphic encryption, digital
signatures and the BCP encryption approach.

3.1 Homomorphic Encryption

The Paillier cryptosystem[17], possessing an additive homomorphic feature, emerges as
a predominant encryption technique. Assuming we have N encrypted data items using a
consistent public key pk, denoted as [mi]pk (i = 1, 2, . . . , N). The additive homomorphism
attributes of this encryption ensure the ensuing equation remains consistent:

Dsk

(
N∏
i=1

[mi]pk

)
=

N∑
i=1

mi

whereDsk() represents the decryption procedure associated with the private key sk. Liu[12]
has put forth certain enhancements that can serve as tools for managing encrypted infor-
mation, such as:

• Secure Less Than (SLT) Protocol:The SLT protocol is designed to securely de-
termine the relation between two encrypted numbers. Assuming that we have a pair
of encrypted data, say [x]pk and [y]pk, the Secure Less Than Protocol allows one to
ascertain an encrypted bit depending on the evaluation of the relation between x and
y, specifically if x is either greater than or equal to y or if x is less than y, without re-
vealing any information about x and y. This encrypted bit can be utilized in various
cryptographic computations, ensuring the security of data during processing.
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• Secure Equivalent Testing (SEQ) Protocol:The SEQ protocol, on the other
hand, is crafted to determine if two encrypted numbers are equivalent. When pre-
sented with a pair of encrypted values [x]pk and [y]pk, the Secure Equivalent Testing
Protocol able to establish an encrypted data that indicates whether the plaintexts of
these two numbers are equal (i.e., x = y). This is particularly beneficial in scenarios
where one needs to compare encrypted data without compromising the confidentiality
of the underlying values.

3.2 Digital Signatures

Digital signatures are cryptographic counterparts to handwritten signatures or stamped
seals, but much more secure. Their main purpose is to guarantee the authenticity and
integrity of a message, transaction, or any digital document. A proper digital signature
gives a recipient reason to believe that the message was created by a known sender and
that it was not altered in transit.

Given the provided information, the signature generation mechanism can be described
as follows:

Key Generation: For the signature scheme, each entity has a pair of cryptographic
keys - a private signing key and a public verification key. In the context of the information
provided, xi ∈ Zq is the private key used for signing.

Signature Generation:

• Take the encrypted reputation value [ti]PKRC
as the message that needs to be signed.

• Compute the cryptographic hash of the message using a cryptographic hash function
H. This results in a hash value h, mathematically represented as h = H

(
[ti]PKRC

)
.

• The hash value h is then transformed using the private signing key xi to produce the
signature, represented as σi = hxi.

Signature Verification: To verify a signature, the receiver uses the public verification
key associated with the sender. They will compute the hash of the received message and
compare it to the value derived from the received signature. If both values match, then
the signature is valid; otherwise, it’s invalid.

This mechanism ensures that even the smallest change in the original document would
result in a significantly different signature, making alterations detectable.

3.3 The BCP Encryption Methodology

The BCP encryption technique[1] can be broken down and expanded upon as follows:
Key Generation (KeyGen): The initial phase involves the choice of two significant

primes, namely p and q. The value of n is determined by multiplying these primes. Elements
g and h are set, with both having maximal order in the cyclic group G. This group is based
on quadratic residues relative to n2. It’s worth noting that if h is computed as gx mod n2,
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with x belonging to the range [1, λ (n2)], and given that λ() symbolizes the Euler function,
then x is mutually prime with respect to ord(G). Thus, ensuring h retains the utmost
order. The disclosed parameters are n, g, and h = gx mod n2, while the hidden variable is
the range of x within [1, ord(G)].

Encryption (Enc): For any message m within Zn, a random element r from Z∗
n is

selected. Consequently, the ciphertext [m] is computed as {hr(1 +mn), gr} mod n2. The
components of this result are showcased as (T, T ′).

Weak Key-based Decryption (WDec): Leveraging the secret key x, one can re-
trieve the original message m using: m = L (T/ (T ′)x mod n2). The function L(u) essen-
tially translates to (u− 1)/n.

Strong Key-based Decryption (SDec): This decryption uses a more formidable
private key denoted by SK = λ(n). The mechanism unfolds as:

T λ(n) mod n2 = gxrλ(n)(1 +mnλ(n)) mod n2 = 1 +mnλ(n)

From the above, the original message m is derived by:

m = L
(
T λ(n) mod n2

)
× λ(n)−1 mod n

In essence, the BCP encryption technique encapsulates multiple phases, each crucial in
ensuring secure encryption and decryption processes in different contexts. The emphasis
on both weak and strong key-based decryption underscores its flexibility and robustness.

4 Models and Requirements

Before delving into advanced cryptographic solutions and the detail scheme, let’s set the
stage. The system model will provide us with a birds-eye view of our operating environment,
laying out the components and their symbiotic relationships. Moving ahead, the security
model will introduce us to our adversaries, their strengths, and their intentions, offering a
real-world lens to evaluate our cryptographic defenses. Lastly, our security requirements
ensuring our explorations and solutions remain tethered to genuine needs and practical
scenarios.

4.1 System Model

Fig.1 illustrates the system model, which is composed of five distinct entities: the data
requester, the cloud server, the reputation center, the roadside unit, and the sensing vehicle.

Data Requester: This could be an administrative body, a service provider, or an
individual with proper authorization. They are responsible for delegating sensing tasks
with the objective of procuring valuable data such as road conditions, weather updates,
traffic congestion levels, and more.

Cloud Server The cloud server primarily serves as a hub for the acquisition, storage,
and processing of encrypted sensory data. Furthermore, by scrutinizing the precision of
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Figure 1: The system model of the multi-task sensing scheme.

sensing data from vehicles, it gauges their trustworthiness, leading to the generation of
reputation feedback reports. In essence, these servers are equipped with significant com-
putational prowess and vast storage capacities.

Reputation Center: Its job is to authenticate, save, and disseminate reputation values
and pseudonyms to each vehicle involved in sensing. It also revises the reputation scores
of vehicles in line with the reputation feedback reports.

Roadside Unit (RSU): This unit is stationed on either side of the roadway, account-
able for data transmission. To be precise, the RSU facilitates data transfer services between
reputation centers and sensing vehicles, and also between cloud servers and sensing vehicles.

Sensing Vehicle: Often outfitted with an array of sensors, these vehicles primarily
focus on capturing diverse environmental metrics and storing this vital information. In
addition to this, every vehicle sensor system includes an on-board unit (OBU)[4][7], which
securely stores sensitive details, encompassing secret keys, user identities, geographical
positions, and more.

4.2 Security Model

In this architecture, we operate under the assumption that the data requester, the cloud
server, and the Road-Side Units (RSUs) exhibit honest-yet-curious behavior. This means
that while they follow the established protocol, they might have the propensity to extract
information they shouldn’t. For example, within a vehicular network-dependent mobile
crowdsensing environment, these entities, though generally honest, may attempt to decipher
the locations, identities, and reputational specifics of sensing vehicles. Such a potential
breach is termed as an inference attack, encompassing location, identity, and reputation
inference attacks. Moreover, an ill-intentioned adversary, by eavesdropping on a series
of reputation scores tied to a particular sensing vehicle, might infer insights like driving
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patterns. A reputation linkable attack will occur in this situation.
The reputation center remains wholly trustworthy in this setup. The foundational

premise posits that most sensing vehicles operate with integrity. However, a small faction
of these vehicles may act maliciously, launching the following types of attacks:

• Data pollution attack : The vehicles might deliberately feed inaccurate information,
thereby adulterating the collective final outcomes.

• Sybil attack : These adversary could either submit redundant data repeatedly or adopt
fake personas, with an intention to either inflate their reputational scores or skew the
aggregate sensing data.

• Reputation tamper attack : Vehicles that have garnered a low reputation might at-
tempt to alter their reputation metrics, paving the way for them to participate in
tasks they shouldn’t be allowed in.

• Collusion attack : A group of malicious vehicles may collaborate to reinforce false
information or compromise the integrity of the network, leading to a potentially
harmful influence on decision-making processes.

The assumption of an honest majority allows for the system to be resistant to these
attacks, but awareness and active defense measures should still be considered.

4.3 Security Requirements

This proposed scheme takes into account the following security prerequisites:

• Correctness. Provided all the participants honestly adhere to the protocol, it will
yield accurate outcomes.

• Conditional privacy preservation. Privacy safeguards are in place for identity, lo-
cation, and reputation value to keep them away from adversaries. However, when
required, this information can be accessed by a trusted authority. Specifically, iden-
tity privacy ensures that a sensing vehicle’s actual identity remains concealed from
adversaries during communication with other entities. Location privacy implies that
malicious entities can’t discover the sensing vehicles’ whereabouts via messages. Rep-
utation value privacy sees to it that the reputation values of vehicles are neither
revealed nor linked. In a real-time environment, the trusted authority has the capa-
bility to derive the actual identity, location, and reputation value from the messages
exchanged.

• Authentication. It should be impossible for adversaries to tamper with or forge ex-
changed messages without detection.

• Resistance to other attacks. The scheme we propose is designed to resist a variety
of real-world attacks, such as inference attacks, reputation linkable attacks, data
pollution attacks, Sybil attacks, and reputation tamper attacks.
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4.4 Multi-task Requirement

As vehicular networks increasingly become interconnected, the push for a more sophisti-
cated system that caters to multitasking requirements is inevitable. With a multi-task
environment, vehicles must handle multiple concurrent tasks without compromising secu-
rity. This places a heightened emphasis on ensuring a robust security mechanism that is
both dynamic and adaptive.

Given the increased complexity of multi-task scenarios, the system needs to address
several new security requirements:

Task-based Identity Management: With vehicles undertaking multiple tasks, it
becomes crucial to provide task-specific pseudonyms. This ensures that even if an adversary
successfully infiltrates one task, the breach doesn’t expose the vehicle’s involvement in other
tasks.

Dynamic Reputation Adjustment: As vehicles are evaluated based on their per-
formance in multiple tasks, a dynamic reputation system that can factor in weights for
different tasks becomes vital. A failure in a minor task should not tarnish the reputation
as severely as a failure in a critical task.

Concurrency Control: A robust mechanism to handle concurrent operations with-
out causing data integrity issues is crucial. This mechanism should also ensure that while
handling multiple tasks, the vehicle’s system isn’t overwhelmed, which could expose vul-
nerabilities.

Task Isolation: Each task should be treated in isolation from a security standpoint.
Breaching the security parameters of one task shouldn’t give an adversary an advantage in
another task.

Enhanced Authentication Protocols: Given the multi-tasking environment, there’s
an increased chance of a Sybil attack where an adversary could impersonate multiple enti-
ties. Enhanced authentication protocols that are task-specific can help curb such threats.

The architecture of our vehicular network was elaborated upon, highlighting both the
system’s integral components and their interdependent functionalities. The model primarily
consists of five entities, each with distinct responsibilities ranging from data procurement
to ensuring seamless and secure communication. Given the vulnerabilities inherent to such
open systems, we introduced our adversaries, detailing their possible motives and methods
of infiltration. Our framework anticipates not only these potential threats but also a myriad
of possible real-world attacks. To address these threats, our proposed system incorporates
a comprehensive set of security prerequisites. These measures are designed to ensure the
accuracy, privacy, authenticity, and overall robustness of the system. As vehicular networks
expand in scope and intricacy, our approach aims to strike a balance between flexibility and
security, setting the foundation for subsequent multi-task requirements in our ever-evolving
environment.
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Table 1: Formalized Notations in the Scheme

Notation Definition
ti Reputation of the ith sensing vehicle.
t0 Minimum reputation required for a sensing task.
m Substance or a sensing task’s content.
[m] Encrypted form of datae m.
d Data collected from sensing.
d0 Benchmark or standard value for the sensing data.
∆d Maximum permissible error in the sensing data.
PKDR, SKDR Public and private key pair for the data requester, respectively.
PKRC , SKRC Public and private key pair for the reputation center, respectively.
(x, y) Coordinates representing the location of the sensing task.
r Sensing task’s effective radius or coverage area.
TSK Comprehensive list of all sensing tasks.
RID The sensing vehicle’s unique identity.
PID Pseudonym used by the sensing vehicle for anonymity.
T Tasks in which a sensing vehicle participates.

5 Scheme Design

In this segment, we initially provide a synopsis of the proposed scheme before delving into
its technical specifics. Comprising six stages, the proposed scheme includes Initialization
of Security Parameters, Secure Task Distribution, Vehicle Engagement, Encrypted Data
Transmission, Data Integrity and Reputation Assessment, and finally, secure Information
Retrieval. The symbols utilized in our scheme are subsequently encapsulated in the follow-
ing table:

5.1 Briefing on the Proposed Method

For clarity in our exposition, an initial overview of the proposed method is presented. Con-
sider a scenario involving a sensing task within an urban environment. Vehicles equipped
with sensing capabilities that wish to partake in this activity need to satisfy both geo-
graphical and reputational prerequisites set for the task. For example, if a data requester
designates a task and determines a reputational benchmark at t0, it dictates that the ve-
hicle’s reputational score t should meet or exceed t0. Moreover, the geographical position
of the sensing vehicle must be encompassed within a circular region defined by a radius r
as given by the task’s specifications. Referring to Fig.1, the method integrates the ensuing
procedures:

• Initialization of Security Parameters. During security initialization, pivotal
primes are derived from the security parameter, laying the foundation for our cyclic
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group. The reputation center and data requester develop key pairs from these pa-
rameters. To ensure vehicular anonymity, the reputation center allots pseudonyms
via ElGamal encryption and couples them with encrypted reputation values crafted
using BCP. With shared system parameters, vehicles receive tailored data through
RSU, strengthening vehicular communication integrity.

• Secure Task Distribution. The data requester securely forwards task specifica-
tions, including location constraints and reputation thresholds, to the central cloud
server. The server then broadcasts these tasks to potential sensing vehicles via Road-
Side Units (RSUs) using encrypted channels.

• Vehicle Engagement. Sensing vehicles verify their current geographical coordinates
against the task’s location criteria. If a match is found, the cloud server securely
transmits detailed task instructions to the eligible vehicle.

• Encrypted Data Transmission. Through RSUs, sending vehicles engaged in sens-
ing tasks transmit their encrypted data to the primary cloud server, ensuring the
data’s authenticity and privacy.

• Data Integrity and Reputation Assessment. The central server decrypts and
assesses the data quality from each sensing vehicle. The reputation center receives a
securely sent reputation feedback report. Subsequently, adjustments are made to the
vehicle’s score and pseudonym based on the report’s findings.

• Secure Information Retrieval. Under specific conditions, like detecting a mali-
cious vehicle or responding to a legal request, the reputation center utilizes its master
private key to securely retrieve the sensing vehicle’s exact location, genuine identity,
and current reputation score.

5.2 Details of the scheme proposed from a technical perspective

Step 1: Initialization of Security Parametersm

1.1 System Initialization and Key Pair Generation: Starting with the security
parameter κ, we identify two reliable primes, p and q. These primes are chosen such
that p′ = (p − 1)/2 and q′ = (q − 1)/2 are also prime values. We then define n as
n = pq. Quadratic residues modulo n2 make up the elements of the cyclic group
G1, where the element g1 has the maximal order. From the range [1, ord (G1)], secret
values a and b are extracted by the reputation center and data requester, respectively.
Subsequently, the data requester’s key pair is constructed as (PKDR = ga1 , SKDR =
a), and the reputation center’s key pair is given by (PKRC = gb1, SKRC = b), ensuring
a foundation of strong cryptographic security for system interactions.

1.2 Pseudonym Allocation for Vehicles: During the registration phase at the rep-
utation center, sensing vehicles’ true identities are represented as RIDi, ranging
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from 1 to m. A cyclic group G2 of order q is assigned, having g2 as its primary
generator. For every vehicle identified by RIDi, a number wi is randomly se-
lected from Zq, complemented by a secret value x from Zq. By leveraging El-
Gamal encryption, the pseudonym PIDi = {PID1, P ID2} comes to life: specif-
ically, PID1 = g2

wi and PID2 = RIDi × hpub
wi, where hpub = g2

x. Following
this, a random value ri between [1, n/4] is determined and used with the BCP en-
cryption method to create the encrypted reputation value [ti]PKRC = {Ti, T

′
i} =

{PKRC
ri × (1 + n)t, g1

ri} (modn2). A corresponding signature, σi = hxi, is also
generated for [ti]PKRC. In this process, the signing key is xi from Zq, with
h = H ([ti]PKRC), where H denotes a cryptographic hash function. Concluding the
process, system parameters {n, g1, g2,G1,G2, hpub, H, y, PKDR, PKRC} are dissemi-
nated, and {PID, [ti]PKRC, σi} is relayed to the vehicle tagged as RIDi through
RSU.

Step 2. Secure Task Distribution

2.1 Assignment of Standard Value: The data requester disseminates the sensing task
information m and then uses the BCP encryption protocol to deduce the ciphertext
[m]. By adopting proxy re-encryption and harnessing its distinct public key, it for-
mulates ciphertexts [d0]PKDR and [∆d]PKDR, wherein

[d0]PKDR
=
{
Td0 , T

′
d0

}
=
{
PKr

DR ∗ (1 + n)d0 , gr1
} (

modn2
)

[∆d]PKDR
= {T∆d, T

′
∆d} =

{
PKr

DR ∗ (1 + n)∆d, gr1
} (

modn2
)

2.2 Construction of Task Index: The data requester partitions the region into n
distinct task sections. For the section denoted by i, the reputation center commences
by generating its key pair, represented as (PKT i, SKT i). Next, the central point
coordinates (x0, y0), the threshold t0 of the reputation value, and the radius r are
encrypted using the BCP encryption scheme and private key that corresponds to the
specified task, thereby acquiring the ciphertext [x0]PKTi

, [y0]PKTi
, [r]PKTi

, [t0]PKTi
.

After its initialization, the task TSKi is appended to the task index TSK by the
system. Lastly, the task index TSK = {TSK1, TSK2 . . . TSKn} is constructed,
where TSKi =

{
[x0]PKTi

, [y0]PKTi
, [r]PKTi

, [t0]PKTi
, PKT i

}
for i = 1, 2, . . . , n.

2.3 Task Broadcasting: Once task initialization is complete for all tasks, the data re-
quester transmits Id =

{
[m], [d0]PKDR

, [∆d]PKDR
, TSK, PKDR

}
to the cloud server.

Upon receiving Id, the cloud server disseminates Ic = {PKDR} throughout the crowd-
sensing area.

Step 3. Vehicle Engagement

3.1 Matching Location: The vehicle equipped with sensors retrieves Ic, determines
its present position coordinates as (x, y), and then employs the public key of the
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data requester along with the BCP encryption technique to compute the encrypted
coordinates: ([x]PKDR

, [y]PKDR
). It’s defined as:

[x]PKDR
= {Tx, T

′
x} = {PKr

DR · (1 + n)x, gr1}
(
modn2

)
[y]PKDR

=
{
Ty, T

′
y

}
= {PKr

DR · (1 + n)y, g1
r}
(
modn2

)
Subsequently, the sensing vehicle transmits Iv =

{
PID, [ti]PKRC

, σi, ([x]PKDR
, [y]PKDR

)
}

upload cloud server.

3.2 Vehicle Selection: Once the remote server retrieves Iv, it begins a verification pro-
cess for the signature σi and the the pseudonym PID to ensure their genuineness.
Should the validation fail, the server terminates the interaction with the vehicle.
On successful validation, the server evaluates the tasks associated with the vehi-
cle and determines if the vehicle’s reputation metric t exceeds the set benchmark
t0. Leveraging the SLT (Secure Less Than Protocol) cited by [12] and the addi-
tive homomorphic property, for a task in the task set TSK represented as TSKi ={
[x0]PKTi

, [y0]PKTi
, [r]PKTi

, [t0]PKTi

}
, the server determines whether [ti]PKRC

and [t0]PKTi

satisfy the prescribed criteria.{
ti ≥ t0

(x− x0)
2 + (y − y0)

2 ≤ r2

If both the vehicle’s location and reputation values are validated as appropriate, the
task list T of the vehicle is updated by the server, appending the task identifier i to
it.

3.3 Task Redistribution: The task data[m] is transformed into its final encrypted
version [m]′ by the cloud server using the proxy re-encryption technique after thor-
oughly analyzing the task list T . Ultimately, the sensor-equipped vehicle will receive
Ic = {[m]′, T}.

Step 4. Submitting the Data

Upon receiving the ciphertext [m]′, the vehicle involved in sensing deciphers it, leading
to the acquisition of task details m. This vehicle then initiates the specified sensing task,
producing data d. The ciphertext is created using the BCP encryption method for this data,
[d]PKTi

. In the end, the vehicle forwards Iv = {PID, [d]PKTi
, T} to the remote server.

Step 5. Data Integrity and Reputation Assessment

5.1 Validation of the Multi-task Data: Once the server in cloud receives Iv, it begins
by confirming the legitimacy of the vehicle’s pseudonym. After a successful validation,
it evaluates d′ and ∆d using [d′]PKΣ and [∆d]PKDR

. To elaborate, the server initially
computes:

[d′]PKΣ =

{
[d− d0]PKΣ d ≥ d0

[d0 − d]PKΣ d < d0
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Post this, d′ and ∆d are assessed using [d′]PKΣ and [∆d]PKDR
. If the condition d′ ≤ ∆d

is met, the data is deemed valid. If not, the server declines the sensing data.

5.2 Creation of Reputation Feedback: Depending on the outcome from the sensing
data’s verification, The cloud server, for each vehicle, constructs a feedback report F
and transmits Ic = {PID, F} to the center overseeing reputation. This is depicted
as:

F =

{
1 d′ ≤ ∆d

0 d′ > ∆d

5.3 Reputation and Pseudonym Refreshment: Initially, the reputation center checks
the authenticity of the PID. If found authentic, the reputation score of every vehicle
is updated. The center then evaluates the change ∆t in the vehicle’s reputation score
and proceeds to update the score as:

[t′i]PKRC
=

{
[ti +∆t]PKRC

= [ti]PKRC
∗ [∆t]PKRC

[ti −∆t]PKRC
= [ti]PKRC

∗ [∆t]PKRC
n−1

Subsequently, a signature σ′
i is produced with [t′i]PKRC

. The the vehicle’s pseudonym
undergoes an update to PID′ = {PID′

1, P ID′
2}. Here, PID′

1 is defined as gwi′,
while PID′

2 corresponds to RIDi × hpub
wi’. Subsequently, for the vehicle labeled as

RIDi,
{
PID′, [t′i]PKRC

, σ′
i

}
is sent out by the reputation center.Following this, all

sensing vehicles updates their reputation score and identity.

Step 6: Tracing Information

6.1 Tracing of Identity: The genuine identity of the vehicle, denoted by RID, is
concealed within PIDi = {PID1, P ID2}. Here, PID1 = g2

wi and PID2 = RIDi ·
hpub

wi with hpub = g2
x. By employing the system’s private key, the reputation center

has the capability to calculate g2
wi∗x and deduce the real identity, RIDi = PID2 ·

g2
−wi∗x = RIDi · hpub

wi · g2−wi∗x, of the vehicle that provides the sensing data.

6.2 Tracing of Reputation Value: In the context of multi-task crowdsensing, one can
track the reputation score of sensing vehicles. For instance, [ti]PKRC

= {Ti, T
′
i i} =

{PKRC
r ∗ (1 + n)t, gr1} (modn2). Using the system’s master private key, λ(n), the

reputation center initially computes T
λ(n)
i mod n2 = g1

b∗r∗λ(n)(1 + n)t∗λ(n) mod n2 =
(1 + tnλ(n)). By defining L(x) = x−1

n
, and then further determine the reputation

score as t = L
(
T

λ(n)
i mod n2

)
· λ(n)−1 mod n.

6.3 Tracing of Location: In multi-task crowdsensing contexts, to deduce the geograph-
ical specifics of sensing vehicles, one might reference [x]PKDR. Utilizing the master
private key,

{
PID′, [t′i]PKRC

, σ′
i

}
is sent out by the reputation center. In a similar

vein, the center can determine values for y and r to retrieve the sensing vehicle’s
precise location.
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6 Analysis

6.1 Security Analysis

This section discusses the robustness of our suggested approach, focusing on its achieve-
ment of essential security attributes like correctness, conditional privacy maintenance, and
authentication.

Correctness: A comprehensive proof of this attribute is not provided due to space
constraints. Broadly, it is evident that encryption can be properly decrypted and valid
signatures can be confirmed. Consequently, when all involved entities act sincerely, the
system yields accurate results.

Conditional Privacy Maintenance: For this attribute, we argue that specific sen-
sitive details of any vehicle, including its location, identity, and reputation score, remain
shielded from potential adversaries. Nevertheless, the trusted entity can access this infor-
mation when deemed necessary.

• Location Confidentiality : The scheme proposed ensures that while the malicious ve-
hicle A can intercept the information Iv =

{
PID, [ti]PKRC

, σi, ([x]PKDR
, [y]PKDR

)
}

from those other vehicle, deducing precise location coordinates remains unfeasible.
BCP encryption, known for its semantic security under the Decisional Diffie-Hellman
assumption over Zn2 , encrypts location data. Thus, adversaries cannot ascertain the
vehicle’s position. Furthermore, while the cloud server might match vehicles based
on their location for task assignments, adversaries remain ignorant of exact vehicle
locations, ensuring location confidentiality.

• Identity Confidentiality : In our design, adversaries might aim to uncover the report-
ing vehicle’s true identity, denoted as RID. While RID is concealed inside PIDi,
encryption complexities combined with the absence of the requisite secret key ensure
that adversaries cannot access it. Leveraging the DDH presumption over Zn2 , our
approach ensures identity protection.

• Reputation Score Confidentiality : Potential adversaries might aim to discern the rep-
utation score of the reporting vehicle. Even though they might intercept related
ciphertexts, the actual reputation value remains hidden, courtesy of BCP encryp-
tion’s semantic security. Thus, our system effectively maintains reputation score
confidentiality.

• Traceability : The true identity RID is embedded within the pseudonym, but system
private keys allow the reputation center to decipher the real vehicle identity. Similarly,
trusted entities can discern location and reputation scores, ensuring the system’s
traceability.

Authentication: In the scheme, senders digitally sign all messages. Receivers, on their
end, accept messages only post successful signature validation. With digital signature
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security, it becomes infeasible for adversaries to alter or fabricate messages unnoticed.
Therefore, the approach satisfactorily accomplishes authentication.

Defence Against Other Threats: The approach has been designed to defend against
multiple threats, such as inference, reputation linkage, data manipulation, Sybil, and rep-
utation manipulation attacks.

• With the discussed protections, our system effectively thwarts adversaries like data
requesters and cloud servers from location, identity, or reputation inference attacks.
Additionally, the randomized encryption of reputation values equips the scheme with
defenses against reputation linkage attacks.

• In real-world multi-task crowdsensing scenarios, ill-intentioned vehicles might relay
incorrect sensing data. Our system, by comparing data validity metrics, can discern
and reject such misleading data, ensuring data integrity.

• The reputation center controls the pseudonym of every reporting vehicle, ensuring
malicious vehicles are prevented from imitating multiple identities and providing pro-
tection against Sybil attacks. Furthermore, the system’s cryptographic checks en-
sure that only vehicles meeting reputation thresholds are verified, offering protection
against reputation manipulation attacks.

6.2 Computation Overhead Analysis

In ourproposed system, computational overhead emerges primarily from exponentiations,
multiplications, and select algorithmic executions. Within the initialization phase, the
system primarily necessitates the execution of the Miller-Rabin algorithm for secure prime
selection, which contributes to the complexity of O(k2 log n) where k is the number of
iterations and n is the number to be tested. Additionally, exponentiations in spaces G1

and G2 are required, contributing to the complexity of O(log n) each. Multiplications in
both spaces add linear time complexity.

Transitioning to the task assignment phase, the system demands eighteen exponentia-
tions and six multiplications in G1, hence amplifying the computational load. The vehicle
recruitment process involves fewer operations but remains significant with six exponentia-
tions and two multiplications in G1. Lastly, the information tracing operations, although
varied, predominantly leverage exponentiations and multiplications in both G1 and G2.

In aggregate, the system’s computational overhead predominantly scales with the num-
ber of exponentiations, as they are the most computationally intensive operations, followed
closely by multiplications and specialized algorithms like Miller-Rabin.To elucidate these
operations and their associated requirements in the context of our system, a comprehensive
summary is provided in Table 2.

TABLE 2 shows the calculate requirements of each phase in our scheme.Subsequently,
we juxtapose the computational load of individual sensing vehicles against other distin-
guished MCS methodologies [16], [22]. Let w symbolize the count of sensing vehicles
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Table 2: Summary of Operations and Their Requirements

Phase/Process Operation Requirement
Initialization Secure primes selection 1 Miller-Rabin algorithm

Key pair calculation 1 Exponentiation in G1

ElGamal ciphertext 2 exponentiations, 1 multiplication in G2

BCP ciphertext 3 exponentiations, 1 multiplication in G1

Task Assignment BCP ciphertexts 18 exponentiations, 6 multiplications in G1

Vehicle Recruitment BCP ciphertexts 6 exponentiations, 2 multiplications in G1

Information Tracing Identity tracing 1 exponentiation, 1 multiplication in G2

Reputation value tracing 1 exponentiation, 1 multiplication in G1

Location tracing 3 exponentiations, 3 multiplications in G1

Table 3: Computation Overhead Comparison of Sensing Vehicle in our scheme, PACE, and
SPOON Schemes

Scheme Computation Overhead Runtime (ms)
SPOON [16] 34Tpm + 21Tpa + 4Tbm + 23Texp 353.581
PACE [22] 12Tgc 240
our scheme 6Texp + 2Tmul 43.035

engaged in sensing assignments. To ensure a balanced comparison, only the task distri-
bution and data submission phases are taken into account for the SPOON approach [16].
As evident from TABLE 3, the computational burden per sensing vehicle in our scheme is
notably lower than its counterparts when w = 1. In the context of the SPOON approach,
Tpm, Tpa, Tbm, and Texp denote the durations for operations such as point multiplication,
point addition, bilinear mapping, and exponentiation, respectively. Meanwhile, Tgc stands
for the Commitment generation duration in the PACE scheme.

In our proposed framework, it is noteworthy that vehicles engaged in sensing are only
required to compute the BCP ciphertext of their current position during the ’Enrolling
Vehicles’ phase (Step 3). Consequently, when juxtaposed with alternative schemes, our
methodology exhibits a distinct advantage in reducing the computational overhead for
sensing vehicles.

6.3 Communication Overhead Analysis

Communication overhead is a crucial factor in determining the efficiency of a cryptographic
scheme, especially in multi-task environments where multiple entities are involved and
frequent data exchanges occur. Here, we will analyze the communication overhead of the
described scheme.

From Table 5, it’s evident that the most recurring component in the communication
cost is the BCP ciphertext, CBCP . The prominence of CBCP in our scheme is not merely
coincidental but is a strategic choice rooted in the inherent advantages of the BCP algo-
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Table 4: Symbols and Descriptions Utilized in Communication Overhead Analysis

Symbol Description
CBCP Size of a BCP ciphertext
P Size of a plaintext message
S Size of a signature
H Size of a hash output
K Size of a public/private key

Table 5: Communication Costs for Different Steps

Step Communication Cost
Initializing the system 2K + CBCP + S
Distribution of Tasks 2CBCP + nK
Enrolling Vehicles 2CBCP +K + S
Submitting the Data P + CBCP

Authentication of Data and Updating Information CBCP + S +H
Tracing Information 2CBCP +K
Total Communication Overhead 9CBCP + 4K + 3S + P +H

rithm.
The BCP algorithm, as highlighted in numerous studies, offers a unique capability:

it allows for the decryption of ciphertexts encrypted by a set of weak private keys using
a strong private key in a batch processing manner. This batch decryption capability is
particularly advantageous in multi-task environments. Instead of decrypting each cipher-
text individually, which would be computationally intensive and time-consuming, the BCP
algorithm facilitates the decryption of multiple ciphertexts simultaneously, leading to a
significant reduction in computational overhead.

In multi-task environments, where numerous entities are involved, and data exchanges
are frequent, the ability to batch process decryption becomes invaluable. For instance,
consider a scenario where a central entity needs to decrypt messages from multiple senders.
Traditional cryptographic schemes would require the central entity to decrypt each message
individually. However, with the BCP algorithm, if these messages are encrypted using
weak private keys, the central entity can leverage its strong private key to decrypt them in
batches, thereby reducing the time and resources required.

In our proposed scheme, by leveraging the BCP algorithm’s strengths, we aim to strike
a balance between robust security and optimized efficiency. The choice of BCP is strategic,
ensuring that as the system scales and the number of tasks increases, the communication
overhead does not grow prohibitively.
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7 Conclusion

In our study, we introduced a novel scheme tailored for multi-task vehicular networks,
addressing key challenges of efficiency and multi-faceted information privacy. The scheme
offers:

• Multi-Type Privacy Protection: It robustly safeguards various vehicular infor-
mation, including location, identity, and reputation scores. While ensuring privacy,
the scheme’s traceability allows trusted entities to access vital information when nec-
essary.

• Enhanced Efficiency: Our scheme emphasizes efficiency, as demonstrated by its
computational and communication overhead metrics. The integration of the BCP al-
gorithm, renowned for batch decryption, notably diminishes computational overhead,
particularly in multi-task settings.

• Support for Multi-Tasks: Designed for multi-task vehicular networks, our scheme
ensures secure task distribution and submission while optimizing communication over-
head. The BCP algorithm’s batch processing capability ensures scalability and effi-
ciency as task numbers increase.

In essence, our scheme merges strong security with optimal efficiency, positioning it as
a viable solution for modern multi-task vehicular networks. As these networks grow in
complexity, our scheme will be pivotal in facilitating secure, seamless interactions, data
sharing, and task execution, all while preserving privacy and resource optimization. Fu-
ture research will delve into a stringent security framework, challenging the assumption of
honest-but-curious behavior among entities like data requesters, cloud servers, and Road-
side Units (RSUs). Additionally, we plan to establish verification mechanisms to confirm
the integrity and authenticity of these entities.
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