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Title: Designing and Implementing a Data Security, Governance, and Compliance Framework for NatureGarden (NG)

[bookmark: _Toc204858813]Abstract
NatureGarden (NG) is an internationally recognized organization operating in the health and wellness industry selling products to promote a healthy way of life.  With its many international operations and significant online presence, NG has become increasingly reliant on wireless networks and cloud-based services to ensure an uninterrupted connection and service delivery to its employees and clientele. The organization is predominantly wireless connected and beyond a select few services it has become heavily cloud-based and as such is vulnerable to endless forms of possible cybersecurity threats. 
Lately there has also been increasing internal and external pressure on NG to allow Bring Your Own Device (BYOD) access for staff and clients alike. This creates a myriad of challenges by way of data protection, intellectual property protection, and regulatory compliance. Compounding these risks, NG has no formal information security policy.  To assess the next step or steps for NG we will consider several internationally recognized IT security frameworks, including: ISO/IEC 27001, ITIL, NIST Cybersecurity Framework (CF), and COBIT. Each of these frameworks will be assessed for their application to NG's operational environment.

[bookmark: _Toc204858814]Introduction
Company NatureGarden (NG) operates on a global scale and is known worldwide for its wellness products that promote healthy living. NG has a worldwide footprint and is extensively integrated into the digital world for its business. Approximately 95% of NG's resources are wireless, and it is very reliant on cloud platforms to provide its IT services. NG's dependence on technology processes and services provides a challenge for NG in regards to cyber-attacks, unauthorized data access, and compliance.
NG is also facing demands from employees and customers to allow personal devices to access company resources such that this is also driving to increased digital transformation. While this allows for user convenience and flexibility, the usage personal devices has expanded NG's attack surface and its potential exposure to vulnerabilities involving data protection and intellectual property. While NG recognizes the importance of information security, it does not have formalized policies or avenues set in place to protect its digital infrastructure and data assets.
This report is intended to identify relevant information security, governance, and compliance frameworks, and develop an applicable model for the challenges facing NG at present and in the future. The report will also provide a phased compliance roadmap and governance framework, while indicating the need for security standards and policies to be up to date.
[bookmark: _Toc204858815]2. Review of Security Frameworks and Models
[bookmark: _Toc204858816][bookmark: _Hlk204858987]2.1 ISO/IEC 27001

ISO/IEC 27001 is an internationally accepted standard for Information Security Management Systems (ISMS). ISO 27001 gives guidance for the systematic management of sensitive information, including whether or not there are controls in place to mitigate or minimize information security incidents. The standard is provided in a common frame which emphasizes continual improvement based on the Plan-Do-Check-Act (PDCA) cycle. The strength of ISO 27001 lies in its detailed control objectives (Annex A), risk assessment methodology, and certification alternatives that enhance external trust and credibility. For NG, ISO 27001 would minister an environment for the company to formally create structured policies, classify information, define roles and responsibilities and create risk assessments that could be used to build the foundation of a formal set of security policies [1].
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[bookmark: _Hlk204859111]PDCA Cycle (Plan-Do-Check-Act)
This image represents the PDCA Cycle, a continuous improvement model used in quality management and process improvement.
PLAN – Identify the problem, analyze data, and create a plan for improvement.
Example: Data disaggregation and calendar development.
DO – Implement the plan on a small scale.
Example: Direct instructional focus or applying new methods.
CHECK – Assess the outcomes, measure performance, and identify gaps.
Example: Assessment, maintenance, and monitoring.
ACT – Take corrective action based on findings and standardize successful solutions.
Example: Tutorials and enrichment activities.



[bookmark: _Toc204858817][bookmark: _Hlk204859121]2.2 ITIL (Information Technology Infrastructure Library)
ITIL is a framework that can be applied to IT Service Management (ITSM) instead of a specific focus on security. Security best practice processes are integrated throughout ITIL's service lifecycle processes such as incident management, change control, and access management. As mentioned in this guidance, ITIL continues to recommend organizations deliver secure and high-quality IT service aligned with business objectives. For NG, ITIL can help integrate security controls into the operational workflows, specifically in the service desk operations, support systems, and system upgrades. Given NG's reliance on cloud IT services, establishing security at the service level will improve continuity of services and the trust of customers [2].
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[bookmark: _Hlk204859157] ITIL Service Lifecycle
This image explains the ITIL (Information Technology Infrastructure Library) framework, which provides best practices for IT service management (ITSM).
Service Strategy – Defines the perspective, position, plans, and patterns that a service provider needs to execute to meet an organization's business outcomes.
Service Design – Focuses on designing new or changed IT services.
Service Transition – Builds and deploys IT services, ensuring changes are carried out smoothly.
Service Operation – Manages services in live environments.
Continual Service Improvement (CSI) – Ensures services are aligned with changing business needs by identifying improvements.
ITIL ensures efficient, cost-effective, and business-aligned IT services.







[bookmark: _Toc204858818][bookmark: _Hlk204859166]2.3 NIST Cybersecurity Framework (CSF)
The U.S. National Institute of Standards and Technology developed the NIST CSF, a voluntary framework for organizations to better manage and reduce cybersecurity risk. The NIST CSF offers five core functions: Identify, Protect, Detect, Respond, and Recover. The NIST CSF is highly adaptable and takes a maturity approach which is useful in a situation like NG, who may have a low starting security base. The framework emphasizes risk management at every layer of the organization and is complementary to ISO standards and real-world security outcomes. The NIST CSF would enable NG to build a more flexible and responsive cybersecurity capability without having to follow rigid implementation steps.  [3]
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[bookmark: _Hlk204859189]NIST Cybersecurity Framework
This image shows the NIST Cybersecurity Framework (CSF) used to manage and reduce cybersecurity risks.
It consists of five core functions:
Identify – Understand systems, assets, and risks.
Protect – Implement safeguards to ensure service delivery.
Detect – Develop activities to identify cybersecurity events.
Respond – Take action during a detected cybersecurity incident.
Recover – Restore capabilities and services after an incident.
Govern (recently added) – Manage cybersecurity risk governance.
It is widely used to strengthen cybersecurity posture in organizations.

[bookmark: _Toc204858819]2.4 COBIT 2019
COBIT (Control Objectives for Information and Related Technologies) is a framework for enterprise governance and management developed by ISACA. COBIT differs from other frameworks, such as ISO and NIST, as it explicitly addresses governance (making sure IT supports and is aligned with business goals) instead of controls (the security controls themselves). As such, the framework provides a structured framework the organization can use to assess the performance of IT, assign responsibilities, and encourage the involvement of stakeholders. In both situations, COBIT can help to elevate cybersecurity from a technical issue to a business issue by providing a framework for decision-making, auditing, and KPIs (Key performance indicators) for information security and governance of IT. [4]

[bookmark: _Toc204858820]3. Comparison and Analysis of Frameworks
Evaluating the four frameworks against the key evaluation criteria—overall security coverage, support for compliance, flexibility, and ease of implementation—fully exposes their respective strengths and weaknesses. In the chart (see: Comparison of Security Frameworks), ISO 27001 appears to have the most in-depth security and compliance integration; NIST CSF is the most flexible; ITIL is the most easily implemented and used with existing systems; and COBIT is best for strategic alignment and performance governance. 

Given that each framework represents a separate aspect of the security domain, a combination of the frameworks above would create a complete security model for NG in reference to its overall technical operations, governance, compliance, and continuous improvement capacity.

[bookmark: _Toc204858821]4. Governance Structure Recommendation
Governance structure must be adopted as part of any framework implementation. An example of a proposed model for NG includes a Chief Information Security Officer (CISO) overseeing security strategy and policy development, and providing oversight to specialized teams: Compliance Officer (legal and regulatory compliance), Data Protection Officer (GDPR and privacy law), Risk Management Team (threat and vulnerability assessment), IT Security Team (technical controls and infrastructure), and Incident Response Team (respond and recovery) [5]. 

This hierarchy model provides clear delineation of responsibilities, centralized coordination, and consequently organization-wide coverage of security responsibilities, with ensuring that company staff, including staff who employ BYOD practice, will be trained and monitored using relevant company-wide policies.

[bookmark: _Toc204858822]5. Recommendations
Based on the lack of current security policies at NG, there will be a larger demand in the market for security around BYOD, therefore NG is recommended to take on a hybrid framework that blends the best values from a few models.
NG's security framework should be based on ISO 27001, which would provide the risk assessment framework and policy development structure [1].
NG should use NIST CSF, allowing NG to gradually achieve maturity and improving operational capability in risk identification, risk protection and incidents [3].
ITIL can give NG a consistent framework for integrating security into NG's cloud service operations along with ongoing management services in IT operations [2].
COBIT ensures the strategic governance of the organization, support from the board level and the means to measure performance [4].
This approach represents the right balance of strategy, operations and compliance to allow NG to move from an ad-hoc approach to a mature, structured security posture.


[bookmark: _Toc204858823]2a. Designing an Approach for NatureGarden’s Information System Security, Governance, and Compliance
[bookmark: _Toc204858824]Context & Requirements

NatureGarden (NG) heavily depends on wireless networks, cloud services, and a bring-your-own-device (BYOD) policy. Sensitive data consists of customer details, environmental data, and proprietary information. Securing, governing, and ensuring compliance must take a risk-based approach to these channels while supporting regulatory practices and organizational objectives.

	Aspect
	Description
	Frameworks / Standards Applied

	Security
	  Implement a layered defense model addressing network, endpoint, and cloud security.
	ISO 27001, NIST Cybersecurity Framework, CIS Controls

	Governance
	Establish clear roles, responsibilities, and policies for data protection and access control.
	COBIT 2019, ITIL v4 Service Management

	Compliance
	Continuous monitoring of regulatory compliance with GDPR, ISO 27001, and industry-specific laws.
	ISO 27001 Annex A controls, PCI DSS (if payment data)






	Component
	Description
	Tools / Techniques

	Risk Assessment
	Conduct regular risk assessments to identify threats and vulnerabilities related to wireless, cloud, and BYOD.
	ISO 27005 Risk Management

	Access Control & Identity Management
	Implement Role-Based Access Control (RBAC) with Multi-Factor Authentication (MFA) for sensitive systems.
	NIST SP 800-53, OAuth 2.0, SSO solutions

	Data Encryption
	Use end-to-end encryption for data at rest and in transit, especially for cloud storage and mobile devices.
	AES-256, TLS 1.3

	Incident Response Plan
	Develop and regularly test an incident response plan to quickly handle breaches or data loss.
	NIST SP 800-61, ITIL Incident Management

	Security Awareness Training
	Regular training for all employees and contractors on security best practices and phishing awareness.
	Internal LMS, phishing simulation tools

	Audit and Monitoring
	Deploy continuous monitoring and logging with SIEM (Security Information and Event Management) tools.
	Splunk, ELK Stack, ISO 27001 Audit Procedures

	Policy Management
	Define, publish, and enforce security policies for BYOD, cloud use, and data handling.
	ITIL Change & Configuration Management






[bookmark: _Toc204858825]2b. Expanded Discussion on the Importance of Updating Regulations and Standards

[bookmark: _Toc204858826]Evolving Cyber Threats Require Continuous Adaptation

Cybersecurity threats are growing quickly—new vulnerabilities, malware variants, and attack techniques emerge every day. Therefore, static security frameworks quickly become outdated and lack the ability to lessen new risk. For instance, the emergence of sophisticated ransomware variants and supply chain compromises demonstrates why organizations like NG require standards that are responsive to new threat intelligence and tactics to mitigate the risk.
[bookmark: _Toc204858827]Technological Progress Brings New Security Challenges

With NG starting to embrace new technologies—cloud platforms, Internet of Things devices, mobile BYOD—security and privacy challenges continue to emerge. Older standards may not fully address these innovations. Newly promulgated regulations provide a means of exercising control over cloud data sovereignty, secure configurations of IoT devices, and management of mobile devices to allow NG to freely implement technologies while preventing unanticipated risks.

[bookmark: _Toc204858828]Legal and Regulatory Landscape Shifts

International privacy laws like GDPR and CCPA continue to develop, with data protection and breach notification requirements becoming stricter. Updating the standards based on the developments will maintain relevance and identification of changing legal obligations, preventing costly fines and ensuring customer trust. Without updates, organizations risk being non-compliance with changing legislation.

[bookmark: _Toc204858829]Adoption of Industry Best Practices
Security standards are continually improved by learning from recent incidents, vulnerabilities, and expert research. Incorporating these insights into updated frameworks ensures NG follows the best possible controls and governance structures, enhancing its security posture effectively and efficiently.

[bookmark: _Toc204858830]Enhancing Trust, Business Continuity, and Competitiveness
Customers and partners demand strong confidence and you can only provide that with solid security. New certifications that are based on changing standards let stakeholders understand that NG is serious about securing their data, which can provide additional business opportunities and a better chance of surviving operational disruptions caused by security accordingly.

[bookmark: _Toc204858831]Balancing Challenges of Frequent Updates
Without a doubt, regular updates to processes, requirements, and policies can add complexity, perhaps requiring NG to train staff, implement technological upgrades, and adapt policies. Change management will be critical to ensure that disruption is kept to a minimum, and that staff understand/generate buy-in for the new requirement.


[bookmark: _heading=h.ganhmhsu9jl][bookmark: _Toc204858832]Compliance (Laws and Ethics)
Compliance with laws and ethical standards is the first step toward effective security solutions. Organizations must navigate a complicated regulatory framework that involves general concepts about data protection laws, sector-specific regulations, and international regulations. For example, regulations like GDPR, HIPAA, and PCI DSS require compliance with specific requirements about how data is collected, used, stored, and shared. Non/compliance to these legal standards can result in substantial consequences, such as fines, legal liability, and damage to reputation. Beyond the legal side, ethical standards require organizations to practice fairness in its treatment of valid user expectations of privacy, transparency regarding how data collected from users will be used, and to avoid practices that could lead to harm for stakeholders. Ethical security practices can foster trust with customers, employees, and partners that are also critical to ensuring the longevity of an organization, and its social responsibility and support.

[bookmark: _heading=h.o8pyhq95ymgr][bookmark: _Toc204858833]Governance and Strategic Planning for Security
Security governance requires a formal structure that informs how security policies are created, implemented, and managed within a company. Security governance is broader than just compliance; it formally defines roles, responsibilities, and accountability frameworks that provide a direct line of sight between corporate governance and security. Strategic planning of the organization's security objectives allows for alignment with the organizational business objectives, ensuring security decisions and investments are made based on risk levels as opposed to fear of being a victim of a growing threat landscape. This starts with risk assessments and analysis based on specific locations and operations, understanding risk changes over time and in specific contexts as new technology develops and regulations change. These processes also aid in inter-departmental communication and management by fostering the notion of security as a shared responsibility, encouraging security awareness and allowing informed decisions to be made at all organizational levels.

[bookmark: _heading=h.gubbgzgechiy][bookmark: _Toc204858834]Security Policies
NatureGarden should have security policies around BYOD usage that clearly outline acceptable devices, security requirements (i.e. mandatory encryption and/or antivirus), acceptable activities while connected to corporate Wi-Fi, etc. There may be some type of requirement for employees to connect remotely to internal systems once they are on a VPN, but there are no policies prohibiting employees from connecting remotely to internal systems and without VPN's. NatureGarden should also clearly define data classification and handling policies that, at a minimum, strongly discourage employees from using unsecure channels (personal email or public cloud storage service) to share sensitive business information.
[bookmark: _heading=h.si0wgn24q92m][bookmark: _Toc204858835]Risk Management
In the context of NG, risk management would begin with the identification of risks. For example, the risk of unauthorized access through an unsecured wireless network or leaking data through cloud applications. An instance of this would be a personal smartphone with unacceptable security settings accessing sensitive company data such as personally identifiable information (PII). In such a situation, NG has a risk of data breach. After identification of the risk, NG would next assess likelihood and consequence, NG would then prioritize cyber risks such as ransomware attacks against cloud backups, and NG would invest in risk mitigation strategies such as multi-factor authentication both company and personal devices, and generally embedding cyber security training into onboarding for new employees.

[bookmark: _heading=h.8a2cjaucftct][bookmark: _Toc204858836]Security Management Models and Practices
NatureGarden might consider ISO 27001 as its security management framework and systematically identify its assets, risks and controls. This again would fall in their range of activities defining procedures for things like access control, incident management, and ongoing monitoring of security matters specific to their hybrid IT environment (which involves a mix of both on-premises and cloud based infrastructures). NatureGarden might adopt ITIL practices, possibly responding to incidents in a structured way and then mitigate the disruption of service for security events, allow them to lessen the risks to their supply chain as well as service their customer base. 

[bookmark: _heading=h.61eyypwbj6gz][bookmark: _Toc204858837]Contingency Planning
The contingency plan developed by NG may involve a schedule of ongoing backups of mission critical data that they have in the cloud, with backup restoration processes being tested quarterly to ensure timely restoration of systems in the event of data loss or ransomware. For example, if for any reason a cyber attack interrupted their ordering system, this contingency plan would include steps to temporarily move the ordering process back to a manual ordering process until the IT department could restore systems. NG would also build communication templates to communicate with their customers and partners above the disruption, to maintain transparency and trust.

[bookmark: _heading=h.h7ak2dlp2u7n][bookmark: _Toc204858838]Protection Mechanisms
NatureGarden might deploy and used firewalls and intrusion detection devices to monitor traffic between its IoT sensors located in the greenhouse and its corporate network. Encryption would be compulsory for all data transmitted over wireless networks. NG may also monitor BYOD protections by limiting the installations of the company-approved security software. Multi-factor authentication will protect the access of cloud-based applications and could mitigate the risk of account compromise if passwords are disclosed.

[bookmark: _heading=h.8392jgnjtlmu][bookmark: _Toc204858839]Service Level Agreement
When NG contracts with cloud service providers to host its customer database and ordering systems, the SLA will include 99.9% uptime, meaning disruption is minimized for customers when accessing online services. Additionally, the SLA will contain clauses on data protection duties, timeframes for reporting an incident (i.e., notifying NG within one hour of a security breach), and mandatory security audits conducted by the provider. This gives NG some assurance that the cloud provider is adhering to the agreed-upon security controls and supports NG's ability to manage risk, allowing them to concentrate on conducting their business.
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