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1. Introduction
This report documents the configuration and management of a virtualised enterprise network for NOSS 2026 Inc. The network consists of a Swansea site running Windows Server 2022 and a London site running Debian Server (CLI), connected via a site-to-site VPN.
The tasks covered in this report include routing setup, domain configuration, VPN, user account creation, DHCP, file sharing, IIS web hosting, and Remote Desktop Services. Each section includes a brief explanation of what was done, followed by supporting screenshots taken during configuration.
All configurations were built on top of the Coursework 1 topology. The domain used throughout is [yourname].acca.

2. Task 1 – Routing
2.1 Routing in Swansea Network (RRAS)
On the Swansea Windows Server (S-DC), Routing and Remote Access Service (RRAS) was installed and enabled. This allows the server to act as a router and forward packets between the internal subnet (192.168.1.0/24) and the WAN interface (20.0.0.1/30).
After enabling RRAS, the Windows Firewall was modified to allow ICMP traffic so that connectivity tests using ping could be performed across the network.

2.2 Routing in London Network (Debian)
On the Debian server (L-CD), IP forwarding was configured persistently by editing /etc/sysctl.conf and setting net.ipv4.ip_forward=1. This ensures the setting survives a reboot.
Static routes were then added to direct traffic from the London subnet (192.168.2.0/24) toward the Swansea network via the WAN interface (20.0.0.2/30). The routing table was verified using the 'ip route' command.

3. Task 2 – Domain Controller Configuration (Swansea)
3.1 Creating the Forest
A new Active Directory forest was created on S-DC with the domain name [yourname].acca. The domain functional level was set to Windows Server 2016 to ensure compatibility across the environment.

3.2 DNS A Records
Forward lookup zones were configured in DNS Manager. A records were created for all servers in both the Swansea and London networks, including S-DC (192.168.1.1) and L-CD (192.168.2.1).

3.3 Reverse Lookup Zone and PTR Records
A reverse lookup zone was created for the 192.168.1.x and 192.168.2.x subnets. PTR records were added for each server to enable reverse DNS resolution.

4. Task 3 – Site-to-Site VPN
A site-to-site VPN was configured between the Swansea and London networks to create an encrypted tunnel over the simulated internet link (20.0.0.0/30).
On the Windows Server, a demand-dial interface was configured in RRAS pointing to the London WAN IP (20.0.0.2). IKEv2 was selected as the VPN protocol to provide strong encryption. On the Debian side, strongSwan was used to establish the IPsec tunnel with matching pre-shared key and encryption settings.
The connection was tested by pinging from each network to the other and confirming responses.

5. Task 4 – User Account Creation
User accounts for the [yourname].acca domain were created using PowerShell bulk import from the users_list_updated.xlsx file provided by the lecturer. This approach avoids manual entry through Active Directory Users and Computers and is more efficient and reliable.
The SAM Account Name format used was the first letter of the first name, followed by a dot, followed by the last name in lowercase (e.g., John Smith becomes j.smith).
The PowerShell script read the Excel file, looped through each row, and used the New-ADUser cmdlet to create each account with the specified parameters.

6. Task 5 – Domain Membership
Three machines were joined to the [yourname].acca domain: L-CD (Debian server), ClientS1 (Windows 10), and ClientL1 (Debian client).
For Windows machines, domain joining was done via System Properties > Change settings. For the Debian machines, realmd and SSSD were used to join the domain, allowing AD users to authenticate on the Linux clients.

7. Task 6 – DHCP Configuration
7.1 DHCP Server on S-DC
The DHCP Server role was installed on S-DC. Two scopes were configured: one for the Swansea subnet (192.168.1.10 – 192.168.1.20) and one for the London subnet (192.168.2.10 – 192.168.2.20). DHCP options were set including the default gateway and DNS server for each scope.

7.2 DHCP Relay on L-CD
On the Debian server (L-CD), isc-dhcp-relay was installed and configured to forward DHCP broadcast requests from the London subnet to the S-DC DHCP server at 192.168.1.1. This allows the single DHCP server on S-DC to serve both subnets.

8. Task 7 – Network Testing and Troubleshooting
Once all core services were configured, full end-to-end connectivity was tested across both networks. The following tests were performed:
1. Ping from ClientS1 to ClientL1 across the VPN tunnel
1. DNS resolution of both Swansea and London hostnames from each client
1. DHCP lease confirmation on both client machines
1. Domain authentication from Debian clients using AD credentials
All connectivity tests passed successfully at this stage. Minor issues encountered during setup are described below along with the steps taken to resolve them.

9. Task 8 – Disk Drive and File Sharing
A second virtual disk was attached to S-DC and mounted at E:\SwanseaFiles. The volume was formatted with NTFS and the folder was shared on the network with the share name 'SwanseaFiles'.
Permissions were configured so that Domain Users have Full Control, while all other network users (including guests) have Read-Only access. This was enforced through both share permissions and NTFS permissions to ensure security at both layers.
The shared drive was verified to be accessible from both ClientS1 (Swansea) and ClientL1 (London) using the UNC path \\S-DC\SwanseaFiles.
10. Task 9 – IIS Web Server
IIS was already installed on S-DC as part of Coursework 1. A new website named 'webs.[yourname].acca' was created in IIS Manager, bound to HTTPS on port 443 with an SSL certificate issued by the internal CA.
Windows Authentication was enabled for the site and Anonymous Authentication was disabled, ensuring only domain users can access the page. A simple default page was created containing the text 'Welcome to Swansea Website'.
The DNS A record 'webs' was added in DNS Manager pointing to 192.168.1.1 so the hostname resolves correctly from all domain-joined machines.
11. Task 10 – Remote Desktop Services
The Remote Desktop Services (RDS) role was installed on S-DC, including the RD Web Access and RD Gateway components. A DNS record 'rds.[yourname].acca' was created pointing to S-DC's IP address.
An SSL certificate was signed by the internal Certificate Authority and bound to the RDS web portal. This allows users to access the Remote Desktop login page securely via https://rds.[yourname].acca from any machine within the domain.

12. Conclusion
This report has documented the full configuration of the NOSS 2026 Inc. virtualised enterprise network as part of Coursework 2. All ten tasks were completed, covering routing, domain services, VPN connectivity, user management, DHCP, file sharing, web hosting, and remote desktop access.
The network was built to reflect a realistic enterprise setup with industry best practices applied throughout, including strong encryption for VPN, Windows Authentication for web services, layered permissions for file shares, and certificate-based security for remote access.
All configurations were tested and confirmed functional prior to submission and demonstration.
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