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Introduction
The creation of the world web and the significant use of the internet in our modern world played major role in changing the way individuals and organisations interact and conduct business, this increase of using the net combine with security risks of either losing the integrity of the data or misusing it has become the primary drive for cybercrimes. All this has played big role in the raise of Computer forensics and has become vital tool to provide evidence against criminals. In 2017 the UK only registered more than 5.5 million cyber-offence [1], this extraordinary increase made Computer forensics services more demanded by individuals and companies and also helped in developing different types of forensic tools for professionals and normal users, free and premium ones and for different Operating systems. Many factors like budget, nature of the case and type of evidence needed can influence the forensic expert in choosing the tools to be used to gather evidence, in regards the forensics tools it is often Sayed no one size fits all [2].

Computer forensics tools research and analysis
Computer Forensics definition
Computer forensics is defined as the process of investigating computer systems, laptops, servers or even storage devices such as hard drives, USBs or digital cameras suspected to be used in committing all types of crimes or been targeted by criminals [3], this process can be divided into three important phases: data collecting, analyzing data and reporting. 
Conducting a computer forensics investigation can be very challenging, it requires the forensic expert great attention to details when accessing the data and analyzing it, very good computer system and network knowledge, and have some good documentation skills [4].

      Computer forensics investigation can be divided into two types:
An investigation that would presented into the court of law, this type of investigation can be costly and complex, it requires an expert been able to testify in the court of law and good chain of custody procedure to preserve the legality of the evidence presented to the court. The other type of investigation does not require perusing the case into the court of law, this could vary from simple data recovery run by individuals to recover lost or deleted files, to corporate investigation to unauthorised access or misuse of sensible data runs by either forensics agency or individuals who have the appropriate knowledge and skills to perform these investigations [5]. It is always good practice to follow good chain of custody and good documentation for every source of data acquired even when the matter is not expected to go to lawsuit .It is key in this field that chain of custody should be respected, strong evidence documentation followed, good analysis of data acquired without modification or corruption and lastly good repots should be given showing all the steps taken to gather final evidence and lost or hidden data [2]. 

     Computer Forensic Expert (CFE) should always use a firm procedure and set of steps to obtain computer evidence correctly, these key steps shown on the figure -1 will highlight two key terms: unallocated file and file slack. It is vital that the CFE should examine all unallocated file space, the reason is that when files are deleted, these data will never be removed for good however it only transform the data clusters to become unallocated unless the Operating System is changed. It is often the case that criminals fail to recognise that deleting data is not the absolute way to erase it once for all, most of the criminal evidence always uncovered within these spaces [6].

	Method 
	 Description

	1 – Protect 
	Preserve the computer system from all alterations, damages and all types of attacks.

	2 – Discover 
	Uncover all the files: hidden, deleted, encrypted, password-protected

	3 – Recover 
	Recover all deleted files if possible

	4 – Reveal 
	Reveal the contents of hidden and temporary files

	5 – Access 
	Access all the protected and encrypted files, if authorised

	6 – Analyse
	Analyse all relevant data, including data in file slack and unallocated file space

	7 – Report 
	Produce a final Report with all finding 

	8 – Testified
	Provide expert testimony or consultation, if required



Figure -1 General Methods used in computer forensics [6].

Research into Computer Forensics tools  
When it comes to conducting Computer forensics investigation, it is important to mention that this would require combination of IT skills, good law knowledge, good ethical behavior, powerful software tools and good reporting skills. It is key that the Forensics Experts have at their disposal all the appropriate tools to conduct a successful investigation. 
When it comes to Computer forensics tools (CFT), it is important to explain that in general most tools are designed to do one task, others are multi- functional, same thing is for Computer forensics tools, some are for one purpose and others are designed to curry lots of functions, this is where commercial tools can offer bit more comprehensive kits comparing to the free version ones, but this comes always with extra cost, and in some cases it can be very costly. This doesn’t undermine the effectiveness of some powerful free tool kits that still used by many expert and law agencies in their investigations [7]. 
With this fast growing industry the tools also keep changing and getting better and better, some experts in the filed believe that the field of cyber forensics is changing rapidly and with that the tools are also keeping up [8].

Types of Computer Forensics tools
        Before diving onto the main objective of this part of this paper “researching and analyzing the most common Computer forensics tools used by experts in this filed”, it is very important to categories all types and classify them as it should be, these tools can be divided into two types: 
[image: ]Hardware CFT and Software CFT.

Hardware Computer Forensics tools.
The fast-growing challenges that forensic experts facing now days has open the door for the development of new hardware products, many private companies seen the light and seen great success after launching their own products, some of these product offer great speed, efficiency and security when acquiring the data that need to be investigated, fast and extensive analysis and data recovery, all as single lab-mobile package easy to carry on seen (figure -2).[9] 
[image: ]Figure -2: Hardware forensics tool.

Figure – 2: Protegga Hardware forensics tool [11]
 
However, the core element of this forensics equipment and the main power of these devices is software. Some of this hardware devices used by law enforcement staff, intelligence and military personnel like: 
“CFID V3.0”, “Forensic UltraDock FUDv5.5”, “SHDOW 3”, “SuperCopier IT 8″ SAS i7” and Protegga etc.[12] 
These kits are designed to offer solutions when it comes to cloning, copying, wiping data and analysing. Operating with different systems Unix, Linux, iOS and Microsoft, in general very expensive and their cost can vary from 2000 $ to 20 000 $.


Software Computer Forensics tools.

In the field of forensics, the Concept stay the same, the Method moderately adapt to rapid changes in the forensic field and tools are more than keeping up thanks the quality improvement, this rapid change offer great helps to even the most intelligent forensics expert, human sometime cannot resolve cases without the help of software intelligent. These software tools can be categories to two major types; Commercial tools and Open source free tools [8].In this paper we will highlight some of the most tools used by forensics expert: Encase, CAINE, SafeBack, SAN SIFT and ProDiscover.

1. EnCase
EnCase Forensic is powerful software tool based on Windows Operating System developed by Guidance software one of the leaders in digital forensics, they offer different types of products to suits different users, this tool is widely used by professional forensics experts. There latest version EnCase Forensic v8 [13] is consider one of the top tools in the current market, It allow the expert to acquire data using bit stream and store safely to be used as evidence if and when necessary, it also generate Message Digest 5 (MD5) hash values  and assign Cyclical Redundancy Checksum (CRC) values to help protect the data from any tampering, It also gather evidence from RAM and cache memory. it performs high analysis of this data to uncover all hidden and lost files in unallocated space, signature and hash analysis, Email, HTML and WEB history and cache analysis. Its helps also generate expert reports with all the gather evidence in professional format suitable for court of law [14].
Figure -3: Encase Forensic 8 software tool [15]

2. Forensics Toolkit FTK
FTK is forensics toolkit developed by Access Data, this is one of the best toolkits in the forensics filed. Data Access has developed different types and packages to suit different needs [16]. This toolkit is Windows base Operating System, it includes disk imager or what is called FTK imager, this can save the image of the hard disk as one file and calculate its MD5 hash to crosscheck the integrity of the data. It is GUI software and considered user friendly, simple to user and can produce great results when it comes to Emails analysis, files decryption, data carving, data Visualisation and web viewing [17]. 
FTK released its latest version the FTK 6, this product is now considered one of the leading products in forensics analysis as stated Brian Karney, The president of AccessData corporation. 
[image: ]Their product allow faster analysis and also deliver an enhance internet analysis [18].
Figure -4: FTK 6 Forensics too
3. CAINE
CAINE (Computer Aided Investigative Environment) is an open source tool based on Linux live CD that hold many powerful forensic tools, It is well known user friendly tool offering many features thanks to its friendly GUI system and also helpful when it comes to producing reports for mobile forensics an network investigations [19].
It can be used by any Unix system, it is based on 64-bit system. Some of its great characteristics are advance forensic Formats and Witness Format and RAW Format, the latest version CAINE 8 can put all the devices on read mode only, this feature helps to protect evidence from any data tampering even from accidents. Thanks to its Guymager CAINE can create an image disks in the commonly used Expert Witness Format (EO1) & Advanced Forensic Format (AFF) that exist in the forensics filed [20].
[image: http://2we26u4fam7n16rz3a44uhbe1bq2.wpengine.netdna-cdn.com/wp-content/uploads/121416_1253_7BestComput5.jpg]
Figure - 5: CAINE Forensics tool 

4. SANS SIFT
[image: https://digital-forensics.sans.org/images/siftkit/big-2.jpg]SANS Investigative Forensic Toolkit (SIFT) is one of the leading forensics open source tools, this is Ubuntu based tool with live CD including all tools needed to perform an in-depth forensic investigation (Acquisition of data, analysing data and reporting). This is 64 bit based system with better memory use and have the cross compatibility between Linux and windows, SIFT still offer some of the most powerful open sources tools thanks to its stable Linux OS. The latest version SANS SIFT v3.0 (see Figure -6) [21] contain variety of tools to perform different tasks like MantaRay used for automated forensic processing, The Sleuth kit for files system analysis, ssdeep and md5deep used for hashing, Wireshark for network investigation and more…[22].

Figure -6: SANS SIFT v3.0 Forensics tool [23]

5. ProDiscover 
ProDiscover forensics tool is product developed by ARC Group NY, this comes in two types commercial and free version, the basic version is also considered to be very powerful and used by law 

enforcement agencies and forensics experts, this tool helps to recover all deleted and hidden files in the system investigated by analysing the slack spaces on the drive, it helps create an image to the disk using bit by bit stream [19], it allow the expert to read the disc at sector level and uncover even the Hardware Protected Areas (HPA), it also enable the expert to preview all files, the hidden and deleted without changing anything including Metadata. and it can examine data and cross check data at the files or cluster level so that nothing can be hidden in slack spaces [24].
[image: http://2we26u4fam7n16rz3a44uhbe1bq2.wpengine.netdna-cdn.com/wp-content/uploads/121416_1253_7BestComput2.jpg]
Figure -7: ProDiscover Forensics tool

Computer forensics case study
Terrorist Case Aapproach

 Forensics cases always vary, expert on this field are facing different challenges every day. The mothed may change, different tools can be used to perform different tasks, but the main goal always stay the same, it is to unveil the truth and gather enough evidence to support the case.
It is very important that forensics expert should follow some fundamental rules when investigating, first would be retaining chain of custody at all time to protect the case evidence, second is documenting every piece of evidence and keeping logs about every step and data taken, last would be producing good report with all the finding in good format [2].
In the terrorist case scenario Mr. John should prepare good documentation of all the evidence presented by Mr. Mark Wales, Chain of custody should be maintained at all time, the computer technical details like model serial number name of the owner and time, all in the presence and signed by law representatives [3]. Data acquisition should also be documented, type of tools used to copy the original data of the suspect, the use of two different tools to create bit-stream copy is also good approach to avoid data loss or failure. Encase [25] would be great tools to create a bit stream copy of all drives to ensure that all hidden and deleted data still stored in slack space can be recovered, making 2 copies at least is fundamental approach, Mr. john should work only on one copy and keep the second one in different location.	Comment by Carlene Campbell: 
What are some of the process or method John should have taken other than the listed ones?
Because the computer still on standby mode, the expert may use the same tool EnCase or similar one like ProDiscover [19] to copy volatile data stored on Random Access Memory (RAM) and cache, all “live forensics data” can play crucial role in resolving cases. For example RAM contents can hold encryption keys to cloud locations and other possible data elsewhere [26].	Comment by Carlene Campbell: 
Avoid starting a sentence with a conjunction.
If the computer is password protected some tools like Forensics Toolkit (FTK) [27] can be used to brute force and cracked. 
Having digital images of all the evidence is good approach, data backup is always good strategy when investigating any type of cases.
In relation to the MS Word, Excel, PDF, Images files, video files and audio files, all these types of files can be retrieved using FTK toolkit, the search engine can be used to gather all the files using their extension only (jpg, mp3, avi etc.).
[image: ]
Figure-8: FTK tools search engine [16]

As per the MS outlook contacts emails, messenger chat history, cache files temporary internet files, all this data can be recovered using the outlook search engine and all internet browsing, messenger chat history can be recovered through Windows temporary file thanks to FTK.
preparing list of description of videos found in the suspect computer can be very helpful, this can help the juries going through the evidence easily and support the evidence presented to the court of law [28].	Comment by Carlene Campbell: 
Start a new sentence with capital letter.
Report and Invoice
	Dear Mr. Mark Wales,

After preparing all documentation necessary for this investigation and gathering all the evidence from the suspect computer, the videos, pictures, emails, chat history, internet history, and the contacts retrieved from his computer related to other convicted terrorist, it become clear indication that the suspect is seriously involved in terrorist act, the evidence presented should help the juries making the correct decision.
All evidence will remain confidential throughout the case.

Regards,
John









	Invoice number: 245

	Client 
	Mark Wales

	Date
	28/02/2018

	
	Amount
	Reference

	Call out
Acquisition
Documentation
	£ 200
£ 1200
£ 350
	55

	Report
	£ 350
	25

	Total (include vat)
	£2100


John 
forensicsexpert.com
Telephone: 0289 111 111






Conclusion	Comment by Carlene Campbell: 
Conclusion should summarises some of your key discussions or findings and any future improvements you have identified.
As the world has become more connected, cybercrimes and misuse of computer systems and mobile devices seen dramatic increase, in last two decades computer forensics start to play major role in fighting crimes, this field is still considered by many experts as new and still developing. Forensics tool companies playing major role in keeping up rapid changes of this field. Developing forensics expert and Improving the tools may not be the perfect solution, however it is considered as one of the pillars of gathering forensics evidence. 
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have done good referencing and use credible sources.  You have improve upon your references. (Grade mark: 75.00%)
	[bookmark: totalRIL]20
	[bookmark: markRIL]15

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated Knowledge and good understanding of the research aspects (Grade mark: 86.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]13

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]Very good evaluation of the case study.  Some aspect of the discussion was a bit generic and it would be good if you and outline some of the process John would have used.  Otherwise, well written and appropriate software/tools identified for the case scenario. Try to improve upon your conclusion; see feedback in your report. (Grade mark: 88.33%)
	[bookmark: totalANA]60
	[bookmark: markANA]53

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Well presentable report. Just few minor errors. (Grade mark: 80.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]4

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]85%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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