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1. What it is and why?

   IPv6 is a new addressing structure of IP for the Internet, also known as “Next Generation IP”, created in order to address many of the inefficiencies of the original version of TCP/IP and though it is not yet very implemented in a large number of networks it represents the future of connectivity for LANs and WANs.
  While IPv4 in which 232  provide about 4. 294.000.000, IPv6 in which 2128 provide about  340 trillion, trillion, trillion addresses or  667 sextillion addresses per square meter. 

2. IPv6 structure
                                                                                                                                                                                                                                                                                                                                                                                                                     
                      
                           One  hexadecimal                       one quartet                                                                                                                                  
                                                                                                                                                                                                   
                   2000:f600:8002:5123:acbd:0000:00c3:5100


                                                             8 quartets=32hex=128 bits
                             <---1-----------2-----------3------------4-----------5------------6-----------7-----------8--->
              xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx/x
                             <----1----------2-----------3----><-----1----><-----1-----------2-----------3----------4---->
                                 48 bits                      16 bits                                  64 bits
                                                                                                                                                                IP network prefix
                                   Global routing prefix          Subnet                             Interface ID


“A hexadecimal” has “4 bits” and the value of those four bits, is maxim 16, ranging from 0 to 15 or from 0 to f as follows in next table;   
	  Binary  
	 Bit value
	Hexadecimal

	   0000
	        0
	         0

	   0001
	        1
	         1

	   0010
	        2
	         2

	   0011
	        3
	         3

	   0100
	        4
	         4

	   0101
	        5
	         5

	   0110
	        6
	         6

	   0111
	        7
	         7

	   1000
	        8
	         8

	   1001
	        9
	         9

	   1010
	      10
	         a

	   1011
	      11
	         b

	   1010
	      12
	         c

	   1011
	      13
	         d

	   1110
	      14
	         e

	   1111
	      15
	         f




“A quartet” contain “4 hexadecimals” or “32 bits”.
“A full IPv6 address” contain “8 quartets” or “32 hexadecimals” or “128 bits”


3. Transition from IPv4 to IPv6

According to   https://www.ITFreeTraining.com
[bookmark: _Hlk15576534]
Like any other transaction must take place gradually and, several technologies exist in order to assist in the transition from IPv4 to IPv6.

· 6to4
· ISATAP 
· Toredo

To understand how transition technologies works we must create an analogy.
Let’s say w x y z represent the four octets of the IPV4 address for a better mapping of the values.
 w    x    y      z      octets representation
192. 0. 10. 100   IPv4 octets
 C0  00  0a   64    IPv6 quartet

6 to 4

Nodes have IPv6 and IPv4 addresses
IPv4 address is encapsulated in IPv6 address, Global ID.
IPv6 packets can be routed overIPv4 networks

              xxxx:w.x.y.z:xxxx:xxxx:xxxx:xxxx:xxxx
                           <---------><----------------><----------><------------------------------------------------->
                              16 bits        32 bits           16 bits                           64 bits
                               Prefix        Global ID     Subnet ID                    Interface ID  


ISATAP (Intra-Site Automatic Tunnel Addressing Protocol)

ISATAP is one of the rare instances where the Interface ID is altered.
IPv4 address is encapsulated In IPV6 address, Interface ID.
IPv6 packets can be routed over IPv4 networks


              xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:w.x.y.z
                             <------------------------------------------------><----------------------------------------->
                                                     64 bits  Prefix                                  64 bits Interface ID    

Toredo
    
Allow IPv6 clients to work with IPv4 NAT (Network Address Translation)
IPv6 contains ; Toredo IPv4 server, flags, UDP port, Client IPv4.      

               xxxx:xxxx:w.x.y.z :? ? ? ?:? ? ? ?:w.x.y.z  
                            <--------------------><----------------><---------><---------><---------------->
                                      32 bits                32 bits          16 bits    16 bits         32 bits 
                                      Prefix             Toredo IPv4        flags       UDP       Client Public
                                                                  Server                             port              IPv4


Implementing IPv6, currently is not used in many local networks but gaining ground on the Internet around the globe.
According to Talos Blog- Cisco Talos we can see the deployment of IPv6 over time.
https://blog.talosintelligence.com

[image: Image result for usage of IPv6 over time]

IPv6 imply:
· New ways to distribute IP addresses and configuration
· New ways to implement security and quality of service 
· Old equipment is not compatible or have to be reconfigured 



4. Types of Addresses

a. Purpose of address:   -unicast    1 – 1  - Global address
                                                                               - Link-local
                                                                               - Unique-local       
                                           
                                                    - multicast  1 - many (scalability improved)
                                                    - anycast    1 – nearest node or nodes
                        
      b.   Category of address:  - Public (Global and Link-local addresses)
                                                   - Private (Unique-local addresses)

c. Address assignment:   - dynamic (throw a DHCPv6)
                                              - autoconfiguration: - stateless configuration
                                                                                    - stateful configuration
                                               - manually configured
                                 

d. Flexibility of address: - all IPv6 addresses are “classless”.

a. Purpose of address

Unicast

Global address

- unicast address, assigned by IANA with a predefined global prefix
- it is routable
- prefix range 2001:: 
                                                                
Link-local address

- unicast address, automatically generated for each IPv6 NIC
- used for LAN but can be routed
- prefix range fe80::
 
Unique-local address

- unicast address, valid within a site or organization or between a limited number of sites
- it is not routable
- prefix range fc00::

Every computer will have multiple IPv6 addresses, Global, Link-local and Unique-local).
To get on the Internet every computer needs two IPv6 addresses, (Global address and Link-local address).

Note: Every IPv6 machine: - multiple IPv6 addresses
                                                 - Local-link address is the “Default Gateway”
                                                

Multicast

-multicast means one to many 
-prefix range ff00::

Anycast

-means one to the nearest nodes, for routing table update. 

An example of how IPv6 Anycast works created by; https://www.edge-cloud.net



[image: Image result for ipv6 anycast]


b. Category of address

Public addresses  Global address is globally routable

Private addresses  -Link-local address communicate with nodes on same link (equivalent to IPv4 APIPA).
                                  -Unique-local address assigned by administrator.

c. Address assignment

Dynamic throw a DHCPv6 server.
                      
Autoconfiguration  -Stateless configuration 
                                     -Stateful Configuration

  -Stateless Configuration:
- uses information from neighboring routers
- autogenerated, (randomly generate an address) 
- EUI-64 (Extended Unique Identifier-64). EUI-64 looks at the 48 bits MAC address of the machine, split   the address in half, 24 bits and 24 bits and insert 16 bits to make it 64 bits.

  -Stateful Configuration 
         -uses information through router advertisement and DHCPv6 servers (to get an IPv6 address from an DHCPv6 server, the host uses DUID (DHCP Unique Identifier).  
- DHCPv6 servers provide Global and Unique-local addresses.

Manually configured  (any of the IPv6 address type, Global, Link-local and Unique-local can be manually configured).                                



5. IPv6 Abbreviation

Abbreviation has two main rules:
· Compression
· Suppression

Compression take place when there are one or more consecutive quartets of zeroes.

E.g. 1 

2001:f600:8002:0000:d223:32ff:fe31:33e0  becomes  2000:f600:8002::d223:32ff:fe31:33e0   

Any number of quartets containing zeroes can be reduced to “::” as long as they are in a “consecutive order”.

E.g. 2

2001:0000:0000:0c50:0000:0000:00d9:0005  becomes  2001:0000:0000:0c50::00d9:0005
  
In this case there are two string of zeroes separated by a quartet so, compression (::) can be used once only, to abbreviate quartets of zeroes. 

To further abbreviate the IPv6 another process take place, called suppression.

Suppression take place by removing leading zeroes.

2001:0000:0000:0c50::00d9:0005 becomes  2001:0:0:c56::d9:5

6. Special IPv6 addresses

· Unspecified address
0:0:0:0:0:0:0:0:0 or :: used for source address

· Loopback address
0:0:0:0:0:0:0:0:1 or ::1 used for testing the local IPv6 stack

7. Benefits and Improvements

· Simpler host configuration
· Better prioritized delivery support
· Integrated security and better support for QoS ( Quality of Service)
· Simpler and more efficient addressing structure.
· Redesigned packet headers for efficient processing and extensibility
· Hierarchical and contiguous, provides for better route summarization and smaller, easier to understand routing tables on the global IPv6 internet.
· /64 is the standard and default host prefix length, host always has 64 bits.
· Less complicated network masks, ISPs assigns public IPv6 block as /48. 
    

8. Drawbacks of IPV6

· It will be much harder to remember IP addresses (compared to the IPv4 addresses)
· Cost to upgrade the transition from IPv4 to IPv6
· Time to convert to IPv6
· IPv6 is not available to machines that run IPv4
· Two IP schemes
· Any consumer costs in having to replace an IPv4 machine

Source http://www.ecmod.net

9. Subnetting Ipv6

IPv6 uses CIDR for subnetting.

                               128 bits
<---------------------------------------------------------->
xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx/x
<--------------------><----><---------------------------->
 48 bits        16 bits            64 bits


· when subnetting only the fourth quartet ( 16 bits ) can be manipulated with CIDR
· 64 bits from the Interface ID cannot be modified

Other sources:
CompTIA A+ courses
CompTIA Networking+ courses
https://www.techopedia.com/
https://www.webopedia.com/


                                                                           Part 2.

Assign appropriate IPv6 address for 6 servers located at the University building 
The servers are DNS, Email, Finance, Registry, File server and a Print server.  
Assign appropriate IPv6 address for the link between MP and ISP. 

School of Applied Computing:            690 pcs   (Open Access Lab and Test Centre included) 
School of Engineering:                         388 pcs  
School of Automotive Engineering:   258 pcs 
                                                                 =======
                                                              1.337 pcs                       


1. Analyzing the provided picture and given details we deal with a CAN (Campus Area Network).
2. Based on the number of devices and considering the further growth, most fitted class for subnetting is B.
3. To avoid waste of IP addresses after subnetting, VLSM (Variable Length Subnet Masking) will be performed.
4. For enhanced security  the networks will be setup with Private Ip addresses.
5. Open Access Laboratory and Test Centre will be included in School of Applied Computing for simplified network.


	Location
	Spare 
hosts
	Network address
	Range of usable addresses
	Broadcast address
	Custom subnet mask
	CIDR

	School of Applied Computing
	
 334
	
172.31.0.0
	
172.31.0.1-172.31.3.254
	
172.31.3.255
	
255.255.252.0
	
/22

	School of Engineering
	
122
	
172.31.4.0
	
172.31.4.1- 172.31.5.254
	
172.31.5.255
	
255.255.254.0
	
/23


	School of 
Automotive Engineering

	
252
	
172.31.6.0
	
172.31.6.1- 172.31.7.254
	
172.31.7.255
	
255.255.254.0
	
/23

	First interface

	
	
172.31.8.0
	
172.31.8.1-172.31.8.2
	
172.31.8.3
	
255.255.255.252
	
/30

	Second interface
	
	
172.31.8.4
	
172.31.8.5-172.31.8.6
	
172.31.8.7
	
255.255.255.252
	
/30


	Third interface
	
	
172.31.8.8
	
172.31.8.9-172.31.8.10
	
172.31.8.11
	
255.255.255.252
	
/30
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