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1.0. [bookmark: _Toc236060960]List of Abbreviations
	Abbreviation
	Meaning

	AI
	Artificial Intelligence

	API
	Application Programming Interface

	CEO
	Chief Executive Officer

	CFO
	Chief Financial Officer

	CISA
	Cybersecurity and Infrastructure Security Agency

	CISO
	Chief Information Security Officer

	COO
	Chief Operating Officer

	CSPM
	Cloud Security Posture Management

	CTO
	Chief Technology Officer

	DORA
	Digital Operational Resilience Act

	DPIA
	Data Protection Impact Assessment

	DPO
	Data Protection Officer

	DR
	Disaster Recovery

	EDR
	Endpoint Detection and Response

	GDPR
	General Data Protection Regulation

	GRC
	Governance, Risk and Compliance

	IAM
	Identity and Access Management 

	ICT
	Information and Communication Technology

	IGA
	Identity Governance and Administration

	IoT
	Internet of Things

	ISO/IEC
	International Organisation for Standardisation/ International Electrotechnical Commission

	KPI
	Key Performance Indicator

	MFA
	Multi-Factor Authentication

	NCSC
	National Cyber Security Centre

	NIST
	National Institute of Standards and Technology

	NIST CSF
	NIST Cybersecurity Framework

	NIST SP
	NIST Special Publication

	PAM
	Privileged Access Management

	SaaS
	Software as a Service

	SASE
	Secure Access Service Edge

	SIEM
	Security Information and Event Management

	SSO
	Single Sign-On

	VPN
	Virtual Private Network

	ZTA
	Zero Trust Architecture

	ZTNA
	Zero Trust Network Access
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This assignment examines Zero Trust Architecture and the role it can play in relation to the limits of perimeter-based security and applies the findings to a practical cybersecurity proposal for Aegis FinTech Innovations Ltd. The research reviews Zero Trust principles using National Institute of Standards and Technology Special Publication 800-207, alongside guidance from the UK National Cyber Security Centre, the Cybersecurity and Infrastructure Security Agency and Microsoft. It also considers implementation challenges, including legacy systems, policy complexity, financial cost, regulatory compliance, user resistance and the need for accurate asset, identity and device information. Zero Trust Network Access, Secure Access Service Edge and Identity Governance and Administration are assessed as key technological enablers. 
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2.3. 
2.4. [bookmark: _Toc236060968]Introduction 

In a constantly developing digital environment, securing organisations that depend greatly on technology is becoming increasingly difficult. Traditional perimeter-based security relies on a clear boundary between trusted internal systems and external threats. However, cloud services, mobile devices and remote working have weakened this boundary, encouraging organisations to adopt Zero Trust principles [1]-[3]. This paper critically evaluates Zero Trust Architecture (ZTA), focusing on the principles, implementation challenges and technological enablers, including SASE, ZTNA and Identity Governance. The findings will then be used as evidence for the subsequent CISO proposal. 
2.5. [bookmark: _Toc236060969]Principles of Zero Trust Architecture
When examining the principles of ZTA, organisations can draw on several sources of guidance instead of relying on a single framework. NIST SP 800-207 offers a formal reference architecture [3], while the NCSC presents practical design principles for implementing Zero Trust in enterprise environments [4]. CISA provides a maturity model that can support phased planning [5], while Microsoft presents simplified industry principles, including explicit verification, least-privilege access and assuming breach [6]. These sources complement one another, as NIST’s seven tenets provide the main architectural framework [3], while the other guidance supports implementation and maturity planning [4]-[6].  
NIST first requires organisations to treat data, applications, services, accounts and devices as protected resources, regardless of network location [3]. This moves security away from reliance on the perimeter and more in line with NCSC guidance to protect services and data directly [4]. Communication must also be authenticated, encrypted and monitored, including traffic within the organisation [3]. Although this reduces implicit internal trust, consistent certificate management and monitoring may be difficult across cloud, hybrid and microservice environments. Therefore, this resource-centred approach is better suited to distributed working environments, but its effectiveness depends on an organisation’s ability to apply consistent security controls across its systems and locations. Nadeem’s analysis of Google Cloud Platform shows how Zero Trust principles can be extended to cloud workloads through Titan security hardware, Shielded Virtual Machines, memory encryption and integrated monitoring [7]. These controls help verify that cloud systems have started securely and reduce the risk of provider staff or compromised infrastructure gaining sensitive information. However, organisations still depend on the provider’s security and incident response, meaning that confidential computing reduces rather than completely removes the need to trust the cloud provider [7]. 
Another issue is dynamic, least-privilege access controls. NIST states that access should only be granted on a per-session basis with resources restricted depending on what is requested [3]. This supports ZTNA as it can provide application-level access rather than the broad network access often given by VPNs, lowering the potential for lateral movement if an account has been compromised. When access is requested, signals such as identity, role, device health, location, behaviour and data sensitivity should also be considered [3], moving towards Microsoft’s philosophies of explicit verification and least-privilege access [6], as well as CISA’s importance on adaptive, risk-based decisions [5]. Identity Governance and Administration also help ensure that access is approved and appropriate throughout the user lifecycle, including after role changes or departure. However, these controls depend on accurate identity, device and entitlement data, otherwise dynamic policies may produce inconsistent or ineffective decisions.  
The third major theme within NIST’s tenets is monitoring, posture and continuous improvement. NIST requires organisations to monitor the security posture of owned and associated assets and use this information to improve access decisions [3]. Identity alone is therefore insufficient as the security of the device, workload or service must also be considered. CISA similarly highlights visibility and continuous assessment across identities, devices, networks, applications and workloads [5]. Telemetry from identity systems, cloud platforms, SaaS tools and ZTNA can support threat detection, policy review and continuous improvement. However, posture information may be incomplete for unmanaged or third-party devices, weakening the reliability of the dynamic access decisions. 
Overall, the seven tenets present Zero Trust as an architectural model rather than merely a remote-access solution [3]. Although it is better suited to cloud, SaaS and hybrid environments than perimeter security, its effectiveness depends on accurate asset inventories and usable telemetry [3], reliable identity data [4] and well-designed policies [8]. Without these foundations, organisations risk deploying disconnected controls rather than a coherent Zero Trust Architecture.
2.6. [bookmark: _Toc236060970]Challenges of Zero Trust Architecture
Although ZTA can strengthen security, implementation may become fragmented if organisations deploy selected controls, such as identity and access technologies, without integrating them with encryption, monitoring, policy enforcement and governance [9]. Dynamic Zero Trust policies also require identity platforms, endpoint security, ZTNA, SASE, monitoring tools and policy engines to work together [10]. Where integration is weak, organisations run the risk of creating disconnected controls rather than a coherent architecture [4]. This problem is increased by inaccurate asset inventories and data classification, because effective policies depend on knowing which users, devices, systems, services and datasets require protection [3], [4]. Consequently, successful implementation depends not only on deploying Zero Trust technologies, but also on integrating them with reliable organisational data and consistent governance. 
Organisational complexity and legacy infrastructure can make ZTA difficult to implement. Organisations rarely start from scratch, so existing systems, identities, devices and access policies must be adapted without disrupting operations. Legacy applications may not support modern authentication, granular access control, monitoring or automated policy enforcement, creating migration bottlenecks [9]. This difficulty increases in large-scale cloud, hybrid and Internet of Things (IoT) environments, where more users, devices and resources generate a greater volume of contextual access decisions [10]. Taqvi, Arif and Fahad tested a Zero Trust design for microservices using Kubernetes. They found that mutual Transport Layer Security, workload identities, policy engines and micro-segmentation reduced harmful traffic between applications, limiting attackers moving from one service to another by around 87% [11]. However, the extra security checks and encryption increased response times by 8-12% under moderate use, increasing again to 15% under heavy use [11]. This shows that whilst Zero Trust can reduce the spread of an attack, it can also slow the system down, making access policies more difficult to manage. These technical and demands also create financial issues, particularly for organisations with limited resources. As implementation may require new platforms, integration, migration, training and ongoing management, organisations need evidence that the expected reduction in risk justifies the investment [9], [10]. 
The same controls that make ZTA stronger can also create usability and performance challenges. Measures such as MFA, identity verification, behavioural monitoring and dynamic access policies improve security, but if poorly implemented, they may slow down users, increase login time and generate more helpdesk requests [12]. This can create issues when trying to balance security and usability, as if a system is too strict, it may block legitimate work or encourage users to search for workarounds. However, if it is too relaxed, it may fail to deliver the security benefits of Zero Trust. This supports the view that ZTA should be implemented using a phased approach rather than a single immediate transformation, beginning with identity, asset visibility and access governance before moving towards more advanced controls such as automated policy enforcement, ZTNA, SASE and ongoing monitoring [4], [5]. 
Compliance and auditing can also create challenges. Although ZTA can improve access control, monitoring and visibility, these benefits depend on controls being mapped clearly to legal, regulatory and governance obligations. Otherwise, this can lead to organisations using monitoring tools without sufficient evidence that the controls are working effectively. Research suggests that some ZTA models used do not fully comply with regulatory requirements such as GDPR or recognised guidance such as NIST SP 800-207, limiting their suitability for regulated environments [9].
Human and organisational resistance can also become a major issue because ZTA represents a cultural and operational shift, and not simply a technical change [10]. Employees and administrators need to adapt to new workflows, restrictions around access and authentication requirements, which may create resistance among those who are used to ease of access. NIST emphasises stakeholder buy-in during implementation [3], while NCSC recommends a staged migration based on organisational risk, technology and the needs of the organisation [4]. Clear communication, training, staggered implementation and user buy-in can therefore improve acceptance [13]. However, continuous verification and restrictive policies may cause authentication fatigue, workflow disruption and attempts to bypass controls [10], [14]. Equally, prioritising convenience too heavily may weaken least privilege and context-aware access, resulting in a superficial implementation. ZTA should therefore be introduced through a phased, risk-based programme that takes into consideration usability and effective security and governance.
2.7. [bookmark: _Toc236060971]Technological Enablers 
Technological enablers turn Zero Trust principles into operational security controls. ZTNA, SASE and Identity Governance support resource-level access, consistent security across different environments and continuing management of user’s access. However, these capabilities must operate together across identities, devices, networks, applications and data rather than being treated as separate products [3], [5]. 
ZTNA can help support Zero Trust by replacing broad network access for its uses by taking a more controlled approach where users require access specific to their needs. Where traditional VPNs can be more limiting, ZTNA can restrict authenticated users to services specifically required for their role, lowering the risk of lateral movement. Access can also be adjusted using identity, device posture and other security attributes as risk changes [15], [16]. However, ZTNA is not a complete Zero Trust solution, as poor identity data, inaccurate device checks or weak policy configuration may reproduce existing access-control weaknesses. Legacy systems may not support granular access requirements.  Its effectiveness therefore depends on integration with Identity Governance, device monitoring and clearly designed policies, rather than treating ZTNA only as a VPN replacement. 
SASE supports Zero Trust across cloud, SaaS and remote-working environments by combining networking and security functions in a cloud-delivered model. This brings together the capabilities of ZTNA, cloud access security and wide-area networking whilst allowing organisations to apply more consistent policies across users, devices and cloud services [17], [18]. It also lowers reliance on routing remote traffic through a centralised perimeter. However, migration may require network redesign, policy changes and integration with existing IAM, SIEM and security tools [19]. Combining networking and security may also create organisational complexity where these functions are managed by separate teams. As SASE is commonly delivered by third-party providers, it can introduce provider dependency and concerns around monitoring access and log retention [18]. Organisations should therefore define their identity, access, monitoring and policy requirements before selecting a provider rather than assuming that a SASE product will automatically deliver a complete Zero Trust architecture. 
Identity Governance is essential as authenticating a user does establish if what they’re accessing remains necessary. Industry guidance from IBM and Microsoft shows how digital identities, access requests, assignments, reviews and expiry can be managed through the identity lifecycle [20], [21]. These processes support least privilege by removing unnecessary permissions after role changes, project completion or departure. Identity Governance also links across management with wider governance and audit requirements under ISO/IEC 27001 [22]. However, its effectiveness depends on accurate identity data, clear role definitions, application ownership and regular access reviews [20], [21]. If these processes are poorly maintained, Identity Governance may become a compliance exercise rather than an effective security control. It therefore provides the organisational oversight needed to make sure that access is approved, reviewed and justified throughout the user lifecycle. 
Together, ZTNA, SASE and Identity Governance demonstrate that ZTA depends on integrated technical controls and competent governance. Their success relies on accurate identity and device information, clear access policies and coordinated monitoring. Without these, organisations risk deploying disconnected security products rather than establishing a coherent Zero Trust architecture.
2.8. [bookmark: _Toc236060972]Conclusion
The research indicates that Zero Trust Architecture, if used correctly, could limit the weaknesses that come with traditional perimeter-based security. ZTA replaces implicit trust with resource monitoring that is context-aware and continuous. The guidance examined consistently presents Zero Trust as an adaptable architectural approach rather than a single security product. However, the effectiveness of ZTA can be limited by legacy systems, integration complexity, cost, poor data quality and organisational resistance. Organisations should therefore treat Zero Trust as a phased, risk-based and governed change programme rather than a rapid, one-off technical deployment. ZTNA, SASE and Identity Governance help put Zero Trust into practice; however, depend on how clear the policies are, coordinated monitoring and defined organisational oversight. The findings above form the evidence base for the proposed security architecture, policies, risk controls and governance arrangements for Aegis FinTech.
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4.0. [bookmark: _Toc236060974]Task 2: Work-Based Project: Chief Information Security Officer (CISO) Proposal
4.1. [bookmark: _Toc236060975]Introduction
This project presents a CISO proposal and implementation plan for establishing a dedicated Information Security Unit for Aegis FinTech Innovations Ltd.  As it prepares for Series B funding and EU expansion, it must strengthen how resilient it is against ransomware, identity compromise, cloud security risks and supplier dependency while meeting GDPR and DORA requirements. Drawing on the findings from the preceding research, the proposal recommends a phased approach covering security governance, organisational responsibilities, policies, regulatory compliance, technical architecture, risk management and incident response. 

4.2. [bookmark: _Toc236060976]Recommendations for Board
Based on the research above, it is recommended that the board approve the creation of a dedicated Information Security Unit to strengthen Aegis FinTech’s security, compliance and resilience. NIST SP 800-207 requires controls that are linked across identity, devices, networks, applications and data, rather than isolated security tools [3]. Aegis should therefore adopt a phased Zero Trust model aligned with CISA’s maturity approach and NCSC’s guidance on risk-based migration [4], [5]. The proposed unit should include specialist roles such as Cloud Security Architect, DevSecOps Engineer, Data Protection Officer and Security Operations Lead to support secure cloud adoption, software development, regulatory compliance and incident response. Initial investment should first establish reliable identity, monitoring and recovery foundations through MFA, PAM, Identity Governance, SIEM and resilient backups. Wider ZTNA and SASE deployment should come next once identity, asset and telemetry data are reliable [3], [5], [17]. Due to Aegis developing an AI-powered financial analytics platform and as it prepares for EU expansion, the proposal also recommends policies for AI and cloud use, hybrid working and third-party supplier risk. These measures should be delivered through a 12-month roadmap aligned with GDPR, DORA and board-level cyber governance [23], [24]. Monthly reporting against risks, milestones and KPIs should provide continuing oversight. 
4.3. [bookmark: _Toc236060977]Organisation Chart
3. 
3.1. 
3.2. 
3.3. 
3.3.1. Figure 1: Aegis FinTech Organisational Chart
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Figure 1 shows the proposed Information Security Unit for Aegis FinTech. The CISO reports operationally to the CEO, while the Board of Directors receives regular cyber-risk updates to provide oversight. This allows cyber security it be represented at the executive level rather than being absorbed into the general technology function. The structure reflects the Zero Trust research, as NIST SP 800-207 requires controls to be linked across identity, devices, networks, applications and data [3]. CISA and NCSC further support a phased, risk-based implementation, rather than a single technical deployment [4], [5], with the unit designed as a lean structure for a growing organisation, combining internal leadership with specialist roles. The GRC/Data Protection Officer oversees compliance evidence and data protection, while the Cloud Security Architect designs secure cloud controls and ZTNA/SASE integration. The DevSecOps Engineer embeds security testing into development and the IAM/Identity Governance Engineer manages MFA, access reviews and least privilege. The Security Operations Lead coordinates SIEM/EDR monitoring, ransomware response and incident handling. The Third-Party and Cloud Vendor Risk Manager could initially remain within GRC; however, this could develop in the future into a dedicated role as Aegis grows. This structure supports EU expansion by strengthening accountability for GDPR, ICT risk and resilience [23], [24]. 

4.4. [bookmark: _Toc236060978]Policy Framework Development
The policy framework translates Aegis FinTech’s Zero Trust strategy into practical rules for staff, administrators and suppliers. As established in the research, Zero Trust depends on governance, identity assurance, least privilege, device visibility, secure remote access and continuous monitoring [3]-[5]. The following policies address the risks from AI and cloud adoption, hybrid working and supplier dependency. 




1. 
2. 
3. 
3.1. 
3.2. 
3.3. 
3.4. 
3.4.1. Table 1: Acceptable Use Policy for AI & Cloud Services
	Policy
	Purpose and Scope
	Key Requirements and Controls
	Ownership

	AI and Cloud Acceptable Use Policy
	This policy defines how employees, contractors, developers and analysts may use AI tools, SaaS platforms and cloud services. It applies to AI, SaaS and cloud services, including analytical platforms, APIs and code repositories. Its purpose is to prevent customer data, financial data, source code, credentials or confidential business information from being uploaded to unauthorised AI or cloud services. This reflects the Zero Trust principle that data sources and computing services should be treated as protected resources rather than trusted by location [3].
	Only approved AI, SaaS and cloud services should be used for Aegis business purposes. Sensitive data must be classified before being uploaded, processed or shared. Customer data, credentials, API keys and source code must not be entered into unauthorised AI tools. Access to approved cloud services should use MFA, least privilege, encryption, logging and monitoring. Cloud activity should be subject to access reviews and security monitoring across identity, applications, workloads and data [5], [22].
	The policy should be owned by the GRC/Data Protection Officer, with technical input from the Cloud Security Architect and DevSecOps Engineer. This supports GDPR and DORA readiness by improving control over personal data, cloud services and ICT risk [23], [24].



3.4.2. Table 2: Hybrid Work and Remote Access Security Policy
	Policy
	Purpose and Scope
	Key Requirements and Controls
	Ownership

	Hybrid Work and Remote Access Security Policy
	This policy defines how employees, contractors, executives, developers and third-party users can securely access Aegis systems when working remotely or using hybrid working arrangements. It applies to access from home networks, public Wi-Fi, mobile devices, contractor devices and approved remote-working locations. The purpose is to reduce the risks created by compromised accounts, unmanaged devices and broad VPN access.
	Remote access should use approved devices, MFA, SSO, conditional access and ZTNA where possible. Users should access only the applications and data required for their role, rather than access to the wider network. Device posture, user identity, location, behaviour and resource sensitivity should be used to support dynamic access decisions [3], [15], [16]. Privileged access should be more tightly controlled through least privilege, session logging, access reviews and monitoring. The policy should also include requirements for reporting lost devices, preventing security bypasses and reducing phishing-related credential compromise.
	The policy should be owned by IAM/Identity Governance Engineer, supported by the Cloud Security Architect and Security Operations and Incident Response Lead. The GRC/DPO should provide compliance oversight. This links to Identity Governance as access must be approved, reviewed and removed when no longer needed [20], [21].



3.4.3. Table 3: Third-Party & Cloud Vendor Risk Management Policy
	Policy
	Purpose and Scope
	Key Requirements and Controls
	Ownership

	Third-Party and Cloud Vendor Risk Management Policy
	This policy governs how Aegis assesses, approves, monitors and reviews suppliers that store, process, transmit or access its data or systems. It covers cloud, SaaS, AI and analytics, managed-security, development and financial-data providers, including relevant processors and sub-processors. 
	Suppliers should be risk assessed before onboarding and reviewed again regularly based on data sensitivity, system criticality and operational impact. Contracts should include requirements for data protection, security controls, logging, incident notification, audit evidence, access control, data location, retention and exit planning. This is important as cloud, SASE and managed security services can create provider dependency, monitoring and log-retention risks if they are not properly governed [17], [22]. High-risk suppliers should provide assurance such as ISO 27001 certification, audit reports or equivalent evidence where available [22].
	The policy should be owned by the Third-party and Cloud Risk Manager and supported by the GRC/Data Protection Officer and Cloud Security Architect. The CISO should approve high-risk suppliers and receive escalation as supplier failure could affect GDPR, DORA, ransomware resilience or business continuity [23], [24].



Together, these policies help translate the research carried out into usable governance controls, ensuring that AI and cloud use, remote access and supplier relationships are approved and monitored rather than implicitly trusted. 
4.5. [bookmark: _Toc236060979]Regulatory Compliance Strategy
The regulatory compliance strategy builds on the research above by treating GDPR and DORA compliance as an ongoing governance process rather than a one-off legal checklist. NIST SP 800-207 supports visibility across users, devices, resources and network activity [3], while CISA’s maturity model also supports a staggered approach to implementation [5]. The roadmap aligns these principles with GDPR requirements for personal data governance [23] and DORA requirements for ICT risk management, incident reporting, resilience testing and third-party technology oversight [24]. 
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3.5.1. Figure 2 – GDPR and DORA Compliance Roadmap
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3.5.2. Table 4 - Detailed GDPR and DORA Compliance Milestones
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3. 
4. 
4.1. 
4.2. 
4.3. 
4.4. 
4.5. 
4.5.1. 
Figure 2 provides a high-level roadmap for Aegis FinTech’s EU expansion, progressing from baseline visibility to control implementation, testing and ongoing governance.  Table 4 expands this by separating GDPR actions, including data mapping, DPIAs and processing records [23], from DORA actions such as incident classification and resilience testing, supplier oversight and board-level ICT risk reporting [24]. Together, they identify both the actions required and the evidence Aegis should retain at each stage, allowing for a clear audit trail for regulators as well as board oversight. 

4.6. [bookmark: _Toc236060980]Technical Standards and Architecture
NIST CSF 2.0 is selected as the core security framework for Aegis FinTech as the structure set out in its guidance allows for an organised way to govern, identify, protect, detect, respond to and recover from cyber risks. This is suitable for Aegis as it supports board-level risk communication, prioritises improvement and alignment between security measures and business objectives [25]. The proposed architecture itself is informed by NIST SP 800-207, which emphasises resource-level protection, per-session access, dynamic policy enforcement, ongoing monitoring and telemetry [3]. NIST CSF therefore structures the wider security programme while Zero Trust principles guide the technical architecture. 

1. 
2. 
3. 
3.1. 
3.2. 
3.3. 
3.4. 
3.5. 
3.6. 
3.6.1. Figure 3: Proposed Zero Trust Architecture for Aegis FinTech
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Figure 3 applies this combined approach to Aegis FinTech. Govern establishes CISO accountability, board oversight, policy direction, compliance monitoring and supplier risk management. The Zero Trust access flow begins when a user, device or workload requests access. The identity provider then verifies the identity through MFA and considers contextual information such as device posture and risk signals. A policy decision is made using least-privilege rules before access is granted to a specific application, API, cloud service or dataset. This avoids giving an authenticated user broad access to the wider network. 
The Identify, Protect, Detect, Respond and Recover functions support the wider security lifecycle. Identity creates visibility of assets, identities, data, cloud services and risks. Protect restricts access through IGA, MFA, PAM, ZTNA, network segmentation and encryption. Detect uses EDR, SIEM, CSPM, vulnerability monitoring and logging to locate suspicious activity and cloud misconfiguration. Respond and Recover support incident containment, regulatory communication, immutable backups and controlled restoration. Security telemetry is returned to the identity and policy systems so that access decisions and controls can be reviewed and improved continuously. Together, the architecture addresses Aegis’s identity, cloud, ransomware and supplier risks whilst supporting DORA-aligned resilience [24]. 


4.7. [bookmark: _Toc236060981]Strategic Risk Assessment
A risk assessment was carried out in order to identify and prioritise the primary cyber risks facing Aegis FinTech using a five-point likelihood and impact scale. Each risk was assessed at its inherent level before controls were applied. Verizon’s 2025 Data Breach Investigation Report analysed 12,195 confirmed breaches across 139 countries and found ransomware appeared in 44% of breaches, where compromised credentials were used for access in 22%, and third-party involvement had doubled from the previous year [26]. This supports the prioritisation of identity compromise leading to ransomware, cloud security weakness and third-party supplier compromise. Higher scores indicate a greater need for treatment and board oversight.
1. 
2. 
3. 
3.1. 
3.2. 
3.3. 
3.4. 
3.5. 
3.6. 
3.7. 
3.7.1. Table 5 – Risk Assessment
	Risk No. 
	Risk Scenario
	Potential Impact
	Likelihood
	Impact
	Inherent Score
	Recommended Mitigation and Owner

	1
	Identity compromise leading to ransomware. Phishing or stolen credentials could allow an attacker to access cloud applications, misuse privileges and encrypt critical data. 
	Extended service disruption, data loss, recovery costs, regulatory notification and reputational damage. 
	4 – Likely:  Aegis has a hybrid workforce, cloud services and multiple user identities that may be targeted. 
	5 – Severe: Successful ransomware could disrupt critical financial services and expose sensitive data. 
	20 – Critical
	Enforce MFA, PAM, Identity Governance, ZTNA, EDR, phishing controls and immutable backups. Owner: IAM/Identity Governance Engineer and Security Operations Lead. 

	2
	Cloud misconfiguration or excessive permissions. Incorrect access settings, exposed storage or weak API permissions could expose Aegis data and workloads. 
	Personal or financial data exposure, service disruption, regulatory investigation and loss of customer confidence. 
	4 – Likely: A growing cloud environment increases the possibility of configuration errors and inconsistent permissions. 


	4 – Major: Exposure could affect sensitive information and the AI analytics platform, although it may not stop the entire business. 
	16 – Critical 
	Apply CSPM, least privilege, configuration standards, DevSecOps testing and centralised cloud logging. Owner: Cloud Security Architect. 

	3
	Third-party or supply-chain compromise. A cloud, SaaS or security supplier could be compromised, unavailable or unable to provide sufficient incident evidence. 
	Data exposure, loss of critical services, limited access to logs and failure to meet GDPR or DORA regulations. 
	3 – Possible: Aegis relies on external providers, but the threat depends on suppliers’ own controls. 
	5 – Severe: Failure of a critical provider could affect several systems and disrupt operations. 
	15 – Critical 
	Require pre-contract assessments, security clauses, incident-access requirements, regular assurance reviews and exit planning. Owner: Third-party and Cloud Vendor Risk Manager.




Table 5 identifies identity compromise leading to ransomware as the highest inherent risk because broad access could allow a compromised account to reach several sensitive resources and increase the impact of an attack. Cloud misconfiguration was also prioritised because Aegis’s financial analytics platform depends on cloud services, where policy, integration and monitoring controls may be difficult to apply consistently. Third-party compromise was included as relying on external providers could limit Aegis’s control over service availability, logs and incident evidence. Other risks should continue to be monitored and reassessed while Aegis’s systems, workforce and supplier ecosystem develop. 

4.8. [bookmark: _Toc236060982]Incident Response and Business Continuity
As ransomware is Aegis’s highest risk, it should adopt a structured playbook to contain compromise, preserve evidence, maintain priority operations and restore services safely. Activation indicators include mass file encryption, a ransom note, suspicious privileged activity and SIEM or EDR alerts. The Security Operations and Incident Response Lead should coordinate the operational response, while the CISO manages executive escalation, major decisions and board reporting. Recovery should then follow the agreed business priorities and use verified immutable backups rather than reconnecting potentially compromised systems. 
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3.8.1. Table 6: Ransomware Response Playbook
	Phase
	Key Actions
	Responsibilities and Output

	1. Detection and Activation
	Validate the alert using SIEM, EDR, identity, cloud and application logs. Once validated, classify the severity and open an incident record and activate the response team. Preserve relevant logs and use an approved out-of-band communication channel if email may be compromised. 
	Lead: Security Operations and Incident Response Lead. Output: Confirmed incident, severity level, incident log and response team activation. 

	2. Immediate Containment
	Isolate the affected endpoints, workloads and network segments. Disable compromised accounts, revoke active sessions and tokens, rotate exposed API keys and block known malicious indicators. Preserve the system snapshots and evidence rather than immediately wiping affected devices. 
	Support: IAM Engineer, Cloud Security Architect and Security Operations team. Output: Reduced attack spread and preserved evidence. 

	3. Investigation and Scoping
	Find the likely entry point, affected identities, devices, cloud services, applications and data. Determine whether data was encrypted, deleted or potentially exfiltrated. Identify any affected suppliers and maintain a timeline of actions and evidence. 
	Support: Incident Response Lead, GRC/DPO, legal adviser, cloud team and external forensics where necessary. Output: Confirmed scope and impact assessment. 

	4. Eradication
	Remove malicious files and unauthorised accounts. Patch exploited vulnerabilities, rebuild compromised devices from trusted images and reset affected credentials. Rotate privileged credentials, certificates, secrets and service-account keys where exposure is suspected. 
	Lead: Security Operations and Incident Response Lead. Support: Cloud Security Architect, IAM/Identity Governance Engineer, DevSecOps Engineer and relevant system owners. Output: Malicious access and persistence removed, vulnerabilities remediated and affected systems prepared for restoration. 

	5. Business Continuity
	Prioritise critical services and activate approved manual or degraded operating procedures where systems remain unavailable. Maintain essential customer, supplier and executive communications. Suspend non-essential changes until the environment is stable. 
	Lead: CISO and business-service owners. Output: Priority business activities maintained while affected systems remain unavailable.  

	6. Recovery
	Restore services from known-good immutable backups into a clean environment. Validate integrity, security configuration and functionality before reconnecting systems. Restore services in a controlled order and monitor them closely for renewed malicious activity.  
	Lead: Cloud Security Architect and system owners. Output: Secure restoration of critical services. 

	7. Post-incident Review
	Confirm that systems stable, document decisions and calculate operational impact. Review root causes, control failures, recovery performance and communication effectiveness. Update policies, access controls, monitoring rules, supplier requirements and the playbook. 
	Lead: CISO. Output: Lessons-learned report, remediation plan and Board update. 



It is important to note that any operational responders should not independently communicate with the threat actor or approve a ransom payment. Any decisions made regarding negotiation or payment should be escalated to the CISO, CEO, and Board, along with legal, regulatory, insurance and financial advice. 

3.8.2. Table 7: Ransomware Communication Plan
	Audience
	Owner
	Communication Requirements

	Incident-Response Team
	Incident Response Lead
	Immediate activation through an approved out-of-band channel. Share verified technical facts, assigned actions and decision logs. 

	CISO, CEO and Board
	CISO
	Provide an initial impact assessment, affected services, major risks, decisions required and scheduled status updates. 

	Employees and Contractors
	CISO-approved internal communications
	Give practical instructions such as disconnecting affected devices, avoiding compromised services and reporting suspicious activity. Avoid unverified technical details.  

	Customers and Business Partners
	CEO/communications team with legal and DPO approval
	Communicate confirmed service disruption or data risk clearly, including available support and recovery process. 

	Regulators and Authorities 
	GRC/DPO and legal adviser
	Assess whether GDPR, DORA or contractual reporting obligations have been triggered and submit notifications within applicable deadlines. 

	Cloud and Technology Supplier
	Third-party and Cloud Vendor Risk Manager
	Request incident evidence, containment support, service status, relevant logs and confirmation of supplier recovery actions. 

	Insurer, Forensic Specialists or Police
	CISO/Legal Adviser
	Notify where required by policy, contract or the seriousness of the incident and preserve the chain of evidence. 



Any external communications should therefore be passed on through a designated spokesperson and approved by the CISO, legal adviser and GRC/Data Protection Officer where appropriate. This reduces inconsistent reporting, speculation and disclosure of confidential investigation information while assuring stakeholders receive accurate updates.  

3.8.3. Table 8: Immutable Backup Restoration Procedure
	Recovery Stage
	Required Procedure
	Responsibility/Evidence

	1. Establish a clean environment
	Create an isolated recovery environment using trusted administrator accounts and clean management devices. Do not restore directly into the compromised production environment. 
	Cloud Security Architect and Security Operations Lead: They will approve the recovery environment. 

	2. Select and validate backups
	Choose an immutable recovery point created before the earliest identified attacker activity. Verify integrity, readability and protection from alteration. 
	Backup administrator: They will confirm integrity and audit records. 

	3. Rebuild and remove compromise
	Rebuild affected systems from trusted images, patch exploited vulnerabilities, scan restored data and rotate exposed credentials, tokens and keys. 
	Security Operations, DevSecOps and Cloud Security: They will scan and complete remediation of records.

	4. Restore priority services
	Recover identity and privileged-access services first, followed by monitoring, critical databases, the analytics platform, APIs and supporting services.
	CISO, system owners and Cloud Security Architect: They will approve the restoration sequence.

	5. Validate before reconnection
	Test data integrity, functionality, permissions and security controls. Reapply MFA, PAM, ZTNA, endpoint protection and logging. 
	System owners, IAM Engineer and Security Operations: They will document test results and approval.

	6. Reconnect and monitor
	Return services gradually while monitoring identity, endpoint, cloud and network telemetry. Record recovery times and update the playbook through a lessons-learned review. 
	Security Operations Lead and CISO: They will create a monitoring and recovery report. 



This playbook applies the Zero Trust research by requiring compromised identities, devices and workloads to be contained and re-verified before access is restored. Account suspension, session revocation, ZTNA and workload isolation restrict lateral movement, while SIEM, EDR and cloud telemetry support investigation. Restoration from immutable backups within an isolated recovery environment reduces the reinfection risk, and re-establishes controlled access and security visibility before returning critical services to production. 

4.9. [bookmark: _Toc236060983]Governance and Strategic Roadmap
A Cyber Security Steering Committee should provide executive accountability to Aegis FinTech’s security programme. Chaired by the CEO, it should include the CISO, CFO, CTO/Head of Engineering, COO, Head of Legal and GRC/Data Protection Officer, with specialists attending when required. The CISO should update the committee on security risks, roadmap progress and KPI performance, while the technical, financial, operational, legal and regulatory priorities are overseen by other members of the committee. The committee should meet monthly during the initial implementation period and report the material risks and progress to the Board. This provides oversight of investment, risk acceptance and implementation priorities. 



3.9. 
3.9.1. Figure 4 – Proposed Structure for Cyber Security Steering Committee
[image: ]
Figure 4 shows how executive, financial, operational, legal and regulatory representatives contribute to security decisions rather than leaving them solely to the Information Security Unit. Permanent members should approve major priorities, investment and risk decisions, while technical advisors provide specialist input when required. 

Table 9 presents a phased 12-month roadmap for implementing Aegis FinTech’s security programme. Quarter 1 focuses on the three highest risks identified in the risk assessment, before later quarters expand Zero Trust controls, test resilience and evaluate control effectiveness. 

3.9.2. Table 9 – Twelve-Month Cyber Security Strategic Roadmap
	Period
	Prioritised Initiatives
	Key Deliverables
	KPIs

	Quarter 1: Governance, visibility and critical-risk reduction
	Aegis should establish formal security governance and assign clear ownership of its most significant cyber risks. Immediate controls should then focus on identity compromise and ransomware, cloud misconfiguration and third-party compromise, as these received the highest inherent scores in the risk assessment. 
	The Steering Committee should be established and the risk register formally approved. Aegis should also complete a privileged access and MFA review to assess its critical cloud environments and suppliers. After this, approval of the ransomware playbook and test restoration from an immutable backup will need to be done. 
	All critical risks should have an assigned owner, and all privileged accounts should be protected by MFA. Along with this, all critical cloud environments and suppliers should receive an initial security assessment along with at least one successful immutable-backup restoration test. 

	Quarter 2: Identity, cloud and monitoring controls
	Aegis should strengthen identity governance through the use of access reviews, privileged-access management and improved processes when employees join, move or leave the organisation. A ZTNA pilot should begin for critical applications, while cloud, identity and endpoint security logs should be collected within a central SIEM, allowing Aegis to identify suspicious activity across different systems and investigate related events more efficiently. 
	A formal access review should be completed, with any outdated or unnecessary permissions removed. Aegis should also pilot PAM with selected privileged accounts and ZTNA with selected users and critical applications before wider deployment. Security logs from identity platforms, endpoints and cloud services should be collected within the SIEM to improve threat detection and incident response. 
	At the end of this quarter at least 95% of access reviews should be completed by their deadlines, and all privileged accounts should be managed through PAM. At least 90% of critical systems should provide relevant security logs to the SIEM. 

	Quarter 3: Expansion, testing and resilience
	Aegis should expand ZTNA and SASE controls across additional critical applications and remote-access services. The organisation should also test whether its ransomware response, recovery arrangements and critical supplier dependencies operate effectively during a disruption. 
	ZTNA and SASE coverage should be expanded across prioritised services. A ransomware simulation, backup-recovery exercise and supplier-resilience test should also be completed, with the identified weaknesses recorded within a formal remediation plan. 
	At least 80% of critical applications should be protected through ZTNA or the equivalent resource-level controls. Recovery objectives should also be achieved during testing, and at least 90% of the resulting remediation actions should be completed within their agreed deadline. 

	Quarter 4: Assurance, optimisation and future planning
	Aegis should evaluate whether the controls introduced during the year have reduced its principal risks and then reassess the residual risks, checking its alignment with NIST CSF 2.0. Aegis should also prepare for the next stage of its Zero Trust and regulatory compliance programme. 
	An updated risk register, NIST CSF control review and GDPR/DORA assurance document should be produced. The CISO should also present an annual cyber-security report to the board and submit a proposed Year 2 roadmap and budget. 
	No critical remediation actions should remain overdue without formally approved risk acceptance. Required board reports should receive executive approval. 






The roadmap applies the research above by establishing governance, ownership and visibility across identities, devices, applications, cloud services and suppliers. Quarter 2 introduces Identity Governance, PAM, ZTNA and centralised telemetry to strengthen least-privilege access monitoring. Quarter 3 expands and tests these controls while Quarter 4 supports continued improvement through risk reassessment and future planning. The phased approach also helps reduce the operational disruption associated with implementing multiple Zero Trust controls simultaneously. 

4.10. [bookmark: _Toc236060984]Conclusion
The proposal above presents a phased, risk-based approach for Aegis FinTech to take moving forward to establish a dedicated Information Security Unit. The proposal creates clear ownership throughout, from cloud security and identity governance to compliance, incident response and third-party risk. The Cyber Security Steering Committee then provides wider oversight for executives. The policy framework, GDPR and DORA roadmap along, with NIST CSF 2.0 architecture, translate the research carried out into practical organisational and technical controls. This includes least-privilege access, ZTNA, PAM, centralised security monitoring and stronger cloud and supplier governance. 
Identity compromise and ransomware, cloud misconfiguration and third-party compromise have been prioritised as principal risks for Aegis. The ransomware playbook, communication plan and immutable-backup procedure strengthen its ability to contain incidents, preserve evidence and restore critical services securely. The 12-month roadmap provides a measurable path, from governance and immediate risk reduction to wider control deployment, resilience testing and assurance. 
Overall, the proposal supports Aegis’s financial analytics platform, EU expansion and help prepare for GDPR and DORA. However, successful implementation will depend on accurate asset and identity information, effectively integrated security controls, sustained executive oversight and regular testing. Zero Trust should therefore remain an ongoing organisational improvement programme rather than a one-off technology deployment whilst also providing a defensible basis for future security investment.  
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