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1. Abstract

Ransomware has taken computer viruses to another level of data encryption and extorsion. It has been a hot topic of investigation for companies of all sizes and tech whiz’ alike, with Microsoft© and Apple© leading the charge to stop ransomware and protect their customers as well as their own data. With extensive research which has already been done the aim of this report is to illustrate the truths and myths of ransomware and the best ways to prevent it. Small companies are at the biggest risk due to the lack of background infrastructure in their data backups and their ignorance to real firewalls and prevention of such viruses. For the purpose of the company’s security system this article will show a comparison between slightly older ransomwares and the more recent types to show how it has developed with technology as well as how it may develop in the future. The limitations of this report were the quality of prior and news articles as well as finding the reliability of the author, also most of the information that can be found during research was already published in a report or article. 



2. Introduction 

Computer viruses first came in to fruition back in 1982 when a 15-year-old named Richard Skrenta developed a virus call Elk Cloner as a prank. As the world became more familiar with computer “viruses” they have now developed into Trojans or worms rather than viruses. For this report the number of articles and reports was endless so researching this topic seemed to be only a few clicks away. This follows on nicely onto the problem this report is tackling, how can small business operate without a firewall or any data protection is worrying.













3.1 Viruses and Trojans 
 
3.1.1 Infections on your computers
Most viruses today are transmitted through the internet, with everything allows available through one simple download its easy to see how viruses jump from computer to computer without the users knowing. The biggest myth about viruses is that you get them by simply opening an email, this isn’t strictly true as there has to be an action execute for them to access your data (i.e. opening of an attachment). Trojans on the other hand are vary different, these are a lot worse than your everyday virus as they can delete and copy data as well as disrupt your systems performance. The main thing to remember with a trojan is that it has to be remotely controlled by a hacker, which means there has to be someone on the other end controlling the target computer. Which means that there is a one main way you receive a trojan the “backdoor” meaning there is a way to access the computer without knowing the password or security information. 

3.2 Ransomware 

3.2.1 Protection and prevention 
Ransomware is a type of virus software which encrypts your files. The hackers who use this type of soft ware create a decryption key that the victim can purchase for usually a very large some of money. This type of viral software tends to target business especially small ones that have poor firewalls. The best ways to provent such events happening to your business and home computers you should always keep your anti-virus and system software patches up to date. Also create a unique and different password for each step of your log in steps as well as keeping in the loop with all the new software developments (i.e. don’t still be using windows XP/7 in 2019).
There are many paid anti-virus and anti-malware software out there whether it be BullGaurd© or McAfee©, there are even some free ones that are good protection for your home computers. If your computer des get infected there isn’t much you can do about it you have two options one pay the fee and get the decryption key or don’t pay the fee and lose your encrypted files. 

3.3 CryptoWall Trojan 
    
    3.3.1 Overview and prevention
This ransomware is probably the worst type that has been in the news recently, it came through back in the BitCoin© craze in 2017. This form of ransomware encrypts your files and gives you a timer for receipt of payment in Bitcoin. As in the title page of this report it illustrates a common pop-up when you have the Cryptowall Trojan on your computer asking you for £500 in a certain amount of time. This type ransomware will sift through your files and select the ones which contain original content (I.e. Docx, Jpeg), once it has found the original content it will sit and wait for the content to be backed up into your system this is the point of no return where the ultimatum is set pay the fee or lose the files. 



4. Recommendations
If you are looking to read up more on these topics here are some useful links to look up. 

https://www.csoonline.com/article/3406446/what-is-a-computer-virus-how-they-spread-and-5-signs-youve-been-infected.html
 “What is a computer virus? How they spread and 5 signs you've been infected”           By Josh Fruhlinger 
https://www.csoonline.com/article/3406446/what-is-a-computer-virus-how-they-spread-and-5-signs-youve-been-infected.html
“What is a computer virus? How they spread and 5 signs you've been infected” By Josh Frulinger

https://www.knowbe4.com/cryptowall “CryptoWall Ransomware”

[bookmark: _GoBack]https://home.sophos.com/en-us/security-center/articles/2019/09/ransomware-update.aspx “Ransomware update: cybercriminals are attacking organizations, but that doesn’t mean you’re safe”
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