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[bookmark: _Toc70077504]Abstract
This project is about web security and the most effective methods of security that are used today. Firstly, research has been done on the various methods hackers can use to gain unauthorised access into a website or service. Furthermore, research has been done on the most effective methods of mitigation developers use to secure their webpages and services from these attacks and how effective they are.
The overall aim for this project was find out what the most effective techniques of security for a website are and how they are implemented. The objectives that were done to complete the aims include creating two identical websites where one is secure and the other is not and then testing each one against the researched hacking methods. Usability testing was also conducted to gather data on the websites in general. The usability testing was done with a range of users such as non-tech-oriented people to people who are well versed in technology.
At the end of this project there were some major findings. Some of these include that it is becoming more and more difficult for hackers to infiltrate modern systems without human error. Another finding is that hackers can take advantage of almost anything on a web server which is why web security is so important, so hackers are not successful with their attacks. The overall aim was achieved from looking at all the data gathered from test results and coming to a conclusion.















[bookmark: _Toc70077505]CHAPTER 1 - INTRODUCTION 
This project is about web security and what are the best techniques and methods to use when securing a website or service from hackers attempting to gain unauthorised access. There will be testing done on the functionality of the security features on the website. Usability testing will also be carried out.
[bookmark: _Toc70077506]Aims
There are some aims for this project. The overall research problem that is being answered is what are the best and most effective methods of security for a modern website. One aim is to create two identical websites where one is secure and the other is not and test each website. Another aim is to research the different strategies hackers use to carry out their attacks. This will help the understanding of mitigation techniques because if you know how an attack is carried out then its easier to mitigate it. The final aim is to come to a conclusion on the project question and analyse the findings of the research.
[bookmark: _Toc70077507]Objectives
The first objective to finding out the best techniques of defence against hackers was to do research about the various ways that can by used by hackers to either gain unauthorised access to information or to simply harass and take down a website or service. There will be sources of information about hacking techniques and how dangerous each attack can be. When searching for sources they must be related to the project and they must be relevant, this can be done by checking who the author is, when it was created and if it is referenced by other researchers.
Another objective is to create two basic websites that have features that could be targeted by hackers such as a login system and database. This will be done using a free version of a software called sublime text which supports all the languages I require to complete the aim which are HTML, CSS and PHP. Research will be done on the implementation of features such as login systems and database implementation. The website with no security will be created first which will then be duplicated and built upon to develop the secure version. Before creating the websites, designs must be completed pre-development to avoid any design problems later down the line. A website sitemap will be created to get a simple understanding of the structure of the website. A database design will also be created to make sure that there is no duplicate data and that all the tables are linked.
A further objective is to test all the features of each website by using hacking techniques such as SQL injection. These tests can collect results on how effective these security features are against hackers. Usability tests where participants will complete a set list of tasks to do on the website and then they will answer a questionnaire about the various features and design of the website. Graphs will be created to display the data that is gathered to get a better view and analysis of the findings.

[bookmark: _Toc70077508]Report Structure
In the following chapters there will be a review of the literature that was gathered on the topic. Then there is the research and development methodologies chapter where the development process is discussed. Next is the design and implementation chapters where the various designs of the website and database are talked about and how the implementation of the designs went. Then there is an evaluation of the project and the conclusions.
[bookmark: _Toc70077509]CHAPTER 2 - RESEARCH & REVIEW OF LITERATURE 
[bookmark: _Toc70077510]Introduction
This chapter includes research on the different types of attacks hackers can use and how these methods are carried out. Relevant sources such as books, journals and articles will be used to research each topic. These sources are relevant because they are all about cyber security and some are specifically about one type of attack such as SQL injection. Testing methodologies will also be researched to find the best type of testing to conduct for the project. The sources are trustworthy because they are referenced in other journals about the same topics. The sources will include information on the various types of attacks and the mitigation techniques and how each attack is carried out and how they work.
[bookmark: _Toc70077511]Sources
The first source is a journal that is all about the SQL injection method that hackers use and the counter measures that can be put in place to secure a website. There are 3 authors of this journal, William G.J. Halfond, Jeremy Viegas and Alessandro Orso. The journal is titled “A Classification of SQL Injection Attacks and Countermeasures”. It was published by the Georgia Institute of Technology. This journal was peer reviewed by Adam Shostack who provided valuable feedback and suggestions to improve the paper. This journal is relevant to the project because it includes plenty of information about SQL injection and how it is carried out. It also has information on the countermeasures that can be put into place to stop these attacks. A strength of this journal is that it was released in 2006 which means most information is still somewhat relevant. This project is primarily about SQL injection attacks which means all the information will be detailed and in depth. [1]
	The second source is a book source. This source is titled “SQL Injection Attacks and Defense”. The author is Justin Clarke, and it was published by Elsevier in 2009. The author has over ten years of experience in this field which makes this a reputable source. The fact it was published in 2009 also makes the information still relevant. This source includes plenty of relevant information on SQL which can be helpful for development on the project websites, but it is primarily about SQL injection attacks and defence which makes it appropriate for this project. A disadvantage of this source is that it costs money so it must be bought to read the information but there is a free preview of some of the pages. A strength to this source is that it has won an award from a security blog for being the best book read so this means the information inside is trustworthy and relevant. [2]

	The third source is a journal that was chosen for its information about cross-site scripting. This journal is titled “Detecting Cross-Site Scripting in Web Applications Using Fuzzy Inference System”. The authors are Bakare K. Ayeni, Junaidu B. Sahalu, and Kolawole R. Adeyanju. It was published August 1st, 2018 which makes the information within this source new and relevant. This source contains a plethora of information about the different types of XSS (Cross-Site Scripting) and how it is carried out by hackers. It also talks about the mitigation methods that can be put in place to protect websites. This source was also peer reviewed and was revised on 28th May 2018. The publish date of this journal is a strength because the information is up to date which will help development for a modern website. This source provides many approaches to defence against cross-site scripting which is useful and relevant information for this project. [4]
	The fourth source is another journal. This journal is titled “Cross-Site Scripting (XSS) Attacks and Mitigation: A Survey”. The authors are German Rodriguez, Jenny Torres, and Pamela Flores. This source was published in 2019, this means that the information is relevant and recent. This source has information about Cross-site scripting attacks with a survey and examples of how an XSS attack can occur. This source also talks about the various methods and tools available to counter these XSS attacks. The release date of 2019 for this journal is a strength because the information is new and relevant. [5]
	The fifth source is a journal. It is titled “Review of Recent Detection Methods for HTTP DDoS Attack”. The authors are Ghafar A. Jaafar, Shahidan M. Abdullah, and Saifuladi Ismail. This source has an academic editor called Gianluigi Ferrari which makes this source more reputable because it has been peer reviewed and edited. This journal was published on the 10th of Jan 2019. This source is relevant to the project because it talks about different types of DDoS attacks and the mitigation techniques for detecting them. This source of information is reliable because it was published within the last five years. [11]
	The sixth source is a web article. The article is titled “A DDoS Attack Mitigation Scheme in ISP Networks Using Machine Learning”. The authors are Nguyen Ngoc Tuan, Pham Huy Hung, Nghia Nguyen Danh, Nguyen Van Tho, Trung Van Phan, Nguyen Huu Thanh. This source was published on the 29th of February 2020. This article talks about the use of artificial intelligence as a method of mitigation against DDoS attacks which is a relatively new concept. This article was published very recently which makes it a reliable and up to date source. It briefly explains how DDoS attacks are done then proposes a new solution using artificial intelligence to detect and mitigate these attacks. A weak point of this source is that it is a web article which is usually less reliable than an academic journal or book. [13]



[bookmark: _Toc70077512]Sets of Sources
All of the sources gathered can be grouped into sets based on the content. The first set is about information relating to SQL injection. The sources in this set are the first two sources which contain a journal and a book. The next set is the sources that are relating to cross-site scripting. This set includes the third and fourth sources which contain two journals. Another set is pertaining to DDoS attacks. This set includes the fifth and sixth sources which are both journals. The final set is the other extra sources which include things such as general tech websites and public forums etc.
	The first set of sources both share the fact that they talk about SQL injection. One main difference is that one is an academic journal and the other is a book, so they have different formats of presenting the information. Another main difference is that the book’s main talking point is about the detection and testing for SQL injection attacks while the journal’s main focus discusses detection-focused techniques and prevention-focused techniques and compares them against each other. It also talks about the various ways an attack can be executed. A similarity of each source talks about mitigation of SQL injection attacks in some form or another for example the book talks about software that can be used for detection of an attack while the journal talks about the prevention in the code. The journal has been peer reviewed which can make the content more reliable.
	The second set of sources contain information about cross-site scripting. Both sources are peer reviewed journals which makes them reliable sources. Both sources share similarities in the content within which is cross-site scripting and mitigation methods. One of the sources proposes a solution to detect cross-site scripting attacks using a fuzzy-logic based approach which is a type of artificial intelligence. This source has an academic editor called Youyun Xu which makes this source more reliable because it was peer reviewed and edited. The other source goes more in-depth about cross-site scripting and the many ways it can be carried out by hackers, it also goes into detail about the various software and methods that are available to prevent these types of attacks. 
	The third set of sources are pertaining to information about DDoS attacks. Both sources share the fact that they were published recently which makes them more relevant and reliable. The first source in the set discusses the many ways of DDoS attacks that are possible, and it also looks at the methods of detection and mitigation strategies. On the other hand, the other source proposes a new solution of artificial intelligence. While this source does also discuss DDoS attack methods and mitigation, it has many experiment results of the artificial intelligence algorithms performance which makes this solution a plausible option in the future.
	The final set of sources are the extra sources that contain things such as forums and websites that are tech focused. The sources that are in this set are not considered reliable. These sources are similar in the fact that the information most likely comes from someone with no academic background, but they still might posses some knowledge on the subject from past professional experience. These sources are different in the way they are presented for example, a forum page will present information differently to a tech blog which means the research can be inconsistent. This set of sources was gathered with the purpose of finding relevant information through an informal presentation, but this comes at the cost of being less reliable.
[bookmark: _Toc70077513]Conclusion
	In conclusion, various sources have been collected and analysed. Each source was broken down into sections to help summarise their validity. Their authors, content, publishers, and dates were analysed to decide whether or not said source is relevant to the project. The sources that were journals were all checked for peer reviews which makes the source more credible. Book sources are not usually peer reviewed but still have useful and relevant information. Strong and weak points of each source were analysed so gain a further understanding of how relevant the source is. The relevancy of each source was furthered by looking at the content and how much it related to the project. If the source content was related to the project, then it was a relevant source. If a source was from an older date, then the content may not be up to date which will make that source less relevant to the project. The other sources of information such as the web articles and other webpages were good sources of quick information. These web articles are less trustworthy, but they can still provide good relevant information. The sources were grouped into sets depending on the content within which allows for the similarities and differences to be analysed.
[bookmark: _Toc70077514]CHAPTER 3 - RESEARCH AND DEVELOPMENT METHODOLOGY
[bookmark: _Toc70077515]Research Methodology
This section will identify various research methodologies that helped aid in the creation of this project. There are two primary methodologies that are used when researching, these are qualitative and quantitative. Qualitative researched is mostly focused on analysing words and texts. Quantitative research is based on numerical data that is measured and tested. Each methodology is used for different purposes and projects. There are also mixed methodologies which is a mix between the two methods, hence the name. This project is a development-based project so investigative and action methodologies were be used. This means quantitative research methodologies were used. This project will use investigative methods which comes in when testing the two websites that are created. Non-probability sampling will be used which means that the participant sample is not random such as family and friends. 
This project will also involve participants answering a questionnaire about the testing that was done and on the general aspects of the websites, so this project used mixed methodologies. Mixed methodologies were chosen because it will help gather the most data on the different parts of the project. The advantages of using mixed methodologies such as investigative and survey is that multiple types of results can be gathered so graphs can be created for the numeric data but also user feedback from the questionnaires. The testing methodology that was chosen is white box testing because it allows for the best set of results compared to other testing methodologies such as black box testing.



There are two primary focuses of strategies when researching, these are inductive and deductive strategies. The deductive strategy usually involves the testing of a pre-existing theory. Deductive strategies are commonly associated with quantitative researching. Oppositely, the inductive strategy is where a new theory is created based on the results of a project. Inductive strategies can also be questioning older studies and attempting to recreate the project but from a different perspective with the goal of providing a different solution to the problem. Essentially, Deductive is testing already realised hypothesis and inductive is the creation of new ideas and theories based on the data from project. For this project, the deductive strategy will be used because this project is about testing already established hypothesis. The inductive strategy would not work for this project because there is no new theory being thought up and no new data.
[bookmark: _Toc70077516]Risks & Limitations
There are possible risks and limitations that can affect the project. There are some noticeable risks and limitations that could possibly be a real danger to the project and its development.
	A risk that is a possibility for this project is the failure to back up which would result in a big loss of work. Failing to back up work could be a disaster in the event of something crashing such as the machine itself, the operating system or even the software being used. If something such as a storage device were to get corrupted, then that would result is all work being lost. There are many ways to lower the chances of this risk being a problem such as saving all work to a cloud storage service, separate physical storage device and a separate machine entirely. If this risk were to occur, then the saved work will be brought back from one of the backups.
	A limitation that can be a possibility for this project is finding tasks too difficult. If a task is found to be more difficult than first thought, it can cause time to be lost trying to figure out how to do said task. A way to lower the chance of this limitation becoming a problem is to set tasks that are within the skills and knowledge of the author and to not set tasks that will be too challenging. This does not mean do not bother learning anything new just do not make it too hard for no reason.
	A second risk to this project is the time constraints. There are deadlines for this project that have to be met and not doing so could result in a failed project. It is important that the time is managed correctly for this project to ensure the deadlines are met. If the project falls behind schedule, then that can lead to work being rushed and not completed to a good enough standard. A Gantt chart can be helpful for time management and to minimise this risk’s chances of happening.





[bookmark: _Toc70077517]Development Methodology
There are a few software development methodologies that are used in the real world, these include the ‘waterfall’, ‘agile’, and ‘scrum’ methodologies. The ‘agile’ methodology was the chosen methodology because it works well with the type of project which is iterative development. The agile methodology works for this project because it works on phases, first is the design phase then the development phase then the deliverables phase. The agile methodology will be used for each feature of the website such as the login system. Between each iteration of the development phase comes testing to make sure what is developed so far is working so that the final product is stable. An advantage to the agile methodology is that it is fast paced and can be used to quickly deliver a stable working product.
[bookmark: _Toc70077518]Software Requirements
For this project, one of the software that will be used is called Sublime Text 3 which is appropriate for this project because it has a free version and supports all of the languages that are used for development of this project such as HTML, CSS, and PHP. Any browser will work for this project, but the latest version of Google Chrome will be used for this project. An additional piece of software that was used is called XAMPP which allows development of PHP based websites that make use of database systems. XAMPP is appropriate for this project because it can host web documents and databases in one application which makes it very useful for development. HTML and CSS were used to develop the front-end of the websites whereas PHP was used for the back end of the website.
[bookmark: _Toc70077519]Hardware Requirements
The hardware that is needed for this project include a computer that is capable of web development, which is most computers and laptops because web development does not require a high spec machine. The computer that is being used is the author’s computer which is a high-spec gaming computer so it is definitely powerful enough to complete this project. HTML was used because it is how websites are created at the start. CSS was used to assist the HTML to make the websites look good. PHP was used in development because it allows the implementation of databases using MySQL and they also provide many functions that allow for features such as password encryption and queries.
[bookmark: _Toc70077520]Conclusion
In conclusion, the research and development methodologies were chosen. The research strategy that was chosen was a deductive strategy. The risks and limitations of the project were identified. The development methodology was identified and discussed. The methodology that was chosen was the agile methodology. The resources such as the software and hardware that are required for the project were identified. With all of the methodologies and requirements have been identified, the design and implementation can go ahead.



[bookmark: _Toc70077521]CHAPTER 4 - DESIGN & IMPLEMENTATION
This section of the report is about the overall design and implementation. The project requirements and how they were created will be discussed. System models such as ER diagrams that were used in the designs will be analysed. For this project, prototypes were created as part of development. The problems and successes of the design and implementation phase will be reviewed. Some small snippets of code that was used in the implementation will be shown. The different types of testing that was done on the project will be discussed. The iterative development methodology that was used will be analysed to see how effective it was for the project.
[bookmark: _Toc70077522]Design
[bookmark: _Toc70077523]Requirements
Before creating design for the project, the requirements had to be identified. This is the first part of development. The requirements outline the needs to have an MVP (Minimum Viable Product). First came the requirements for the websites themselves which were simple requirements. The first requirement for the websites is that they must have a navigation bar and multiple pages. These websites do not require mobile design because that is not the targeted goal for the project. The websites should be designed ethically so that people with disabilities can use the websites. The websites should load quickly and be efficient on all devices so that older devices can still access the site. The website will include features such as a login system with a profile page do be able to demonstrate the SQL injection attacks. There will also be a database system linked to the login system and certain pages where there will be a table with contents from the database which also aids in the demonstration of SQL injection. A requirement for the database is to create an ER diagram to design the database before creating it to make sure all the tables are linked and do not have overlapping fields; this also allows development of the database to flow efficiently. Another requirement is that one website will need security features such as the captcha system on the login and sign-up page to demonstrate the bot spam attacks. A further requirement is that the website will need to be SSL encrypted with a valid certificate, this allows for the demonstration of cross-site scripting which can be done through cookies. The use of sessions is also a requirement to demonstrate the general website security. Overall, the website should look appealing to users and be functional and secure. Sitemaps were design for the website architecture and flow. Designing a sitemap allows for development to flow efficiently.
[bookmark: _Toc70077524]Design Methods
The design methods for the website needed to be identified beforehand to ensure that the designs were done correctly. There are a few steps involved in the design methods for websites and applications these are, project definition, project scope, wireframe designs, site structure, website aesthetics, development, testing, deliverables and finally maintaining the product. To start, the project definition and project scope have already been identified in the requirements documentation. The requirements documentation defines the project purpose and gives an idea of what the minimum viable product will look like. The next phase is the wireframe design and the website’s structure. This phase confirms that all the pages and their relationships have been considered. After this comes the aesthetics of the website which is more of an important step than first thought. After a wireframe was designed then the aesthetics such as the colour scheme can be implemented. A darker theme and colour scheme will be used for the website because most people prefer to have a darker visual style which is easier on the eyes and emits less blue light. Most website follow a common layout of the navigation bar at the top then the main content in the body then a footer with some information. The body will contain all the relevant information, tables, and forms. The next phase is the development which is discussed in the implementation section. 
The database design follows a shorter set of steps because there is no visual aspect to a database, but the structure is much more important here. An entity relationship diagram is needed to visualise the structure of the database system to ensure that there is no duplicate data which can break a database system. The database tables will also need to be designed before the ERD.
[bookmark: _Toc70077525]Prototype Designs
From the website prototype designs there is a navigation bar in the header and links to each page. On the right side of the navigation bar is the login and sign in links. These are on the right because they do not include any content or information, they are just forms. The prototype design also includes the dark theme of the website. From looking at the database prototypes the tables have all been designed to have relationships linking them together with primary and foreign keys.
[bookmark: _Toc70077526]Factors & Reasoning
There is valid reasoning behind the chosen theme and colour scheme of the website. A dark theme and colour scheme was chosen because bright colours and whites emit blue light which can be harmful to the eyes by supressing the melatonin in the body which makes you feel tired. By having darker colours this eliminates the risks of blue light causing things such as sleep deprivation.
[bookmark: _Toc70077527]Implementation
This implementation section covers the events that occurred during development of the website and database. The testing will also be carried out and analysed.
[image: ]
This is a sample of a prepared statement that was implemented to mitigate SQL injection attacks. This code was used on the secure version of the website.
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This is a sample of the same code previously mentioned but without the use of a prepared statement. Because of the lack of mitigation techniques, this version of the website is vulnerable and will be shown in the testing section.
[bookmark: _Toc70077528]Problems and Overcoming
During the development life cycle there were a few problems that arose that halted development. One problem that came about was the implementation of the captcha system on the login page. The problem was that the captcha tick box could be ticked but it would not do anything for example if a user typed in their login details but did not check the box it would still log them in instead of reloading the page and not logging the user in. The solution to this was to move the code to a different file because where it was first placed meant that the code would not be executed when the login button is pressed. A second problem that occurred was the encrypted password authentication. When the user signs up their password is then entered into the database after being encrypted but when the user went to login, it would not work. The solution to this problem was that the database varchar size was too small for to fit the encrypted password so when the user’s input was checked against the encrypted password they did not match. This problem was overcome by increasing the varchar length from 150 characters to 300 characters.
[bookmark: _Toc70077529]Testing
There are a few different types of testing that will take place, these include Unit testing, System testing, Usability testing and Acceptance testing. The first testing that took place was the unit testing where if a block of code did not work it was placed into a separate test program where the code was debugged and fixed then placed back into the main project. Some code was purposefully broken to make sure it is working as intended when tested. 
System testing was done to test if the system worked as a whole such as the login and signup system linking to the database correctly and the pages with the tables that are linked to the database displaying the data correctly. System testing also includes the testing of speed and efficiency of the website and its systems.
Usability testing was performed by the author. Each element of the website was tested such as all the links on the navigation bar, the webpages loading and working correctly, the form inputs and buttons. By visiting each page, any flaws in the design and colours could be found and corrected. This test was furthered by changing the browser to ensure that it works on all platforms.
Lastly, acceptance testing was carried out to test if the website works as the user believes it to do. The acceptance test was the last test to be done and if no problems are found then it is a successful test.

[bookmark: _Toc70077530]Conclusion
In conclusion, the design and implementation methods were identified. The design method that was followed was identified and discussed in detail. The requirements and scope of the design were created. The prototype designs were also analysed. The factors and reasoning for choosing some aspects of the website were looked at. In the implementation section the problems that arose during the project were talked about and how they were overcame was identified. The testing of the implementation was also discussed and the different types of testing that was carried out. The next step in this project is the data gathering to get some results.
[bookmark: _Toc70077531]Gathering Data & Results
This section discusses how the data was collected and what were the results. There are a few different types of data such as questionnaire results and theory tests.
[bookmark: _Toc70077532]Testing
[bookmark: _Toc70077533]SQL Injection Tests
One test that was done is the SQL injection test to see if the security is working as intended. The same test was carried out on each website to compare the difference between security and no security. The SQL code that was used is the ' OR ''=' method which is in theory supposed to delete all records in the database. This test will be carried out on the login page of both websites to see which one is affected if any.
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This is the test being carried out on the secure website which you can tell because of the captcha.
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As you can see the database is safe and no records have been deleted from the table. This was done by using prepared statements on the queries that are initialised when a user tries to sign up. This was the expected outcome of this test.
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This is the test being carried out on the unsecure version of the website.
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As you can see before the test is carried out on the unsecure website, the user’s passwords are not encrypted so if another type of SQL injection attack such as one that displays the sensitive records was executed then the passwords would be easily available to hackers.
[image: ]
After this SQL injection was performed on the unsecure website, you can see that the records within have been deleted. This is what the expected outcome of this test equalled.
The SQL injection tests were successful in the sense that the expected outcomes were correct.
[bookmark: _Toc70077534]System Testing
System testing was done by testing the systems of each website to see if they worked as intended. The first system to be tested was the database tables. This test is to see if the databases are correctly linked to the website and display the correct information. This was done by simply going to that page on the website and observing the results.
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As you can see the website database loaded all the records for the games list correctly. This test was a success.
[image: ]
As you can see the website loaded all the review records from the database successfully.
[bookmark: _Toc70077535]Usability Testing
Usability testing is the testing of the websites interface and performance. Testing each website on different browsers is one way to test the usability. Another test is to visit each page on the website to see if they load correctly.
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As you can see the home page works as intended.
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As you can see the games list page works as intended.
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As you can see the reviews page works as intended.
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As you can see the sign-up page works as intended.
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As you can see the login page works as intended.
[image: ]
As you can see the profile page works as intended.
[bookmark: _Toc70077536]Questionnaire Analysis
Question 1
This question shows that just over half of users are between the ages of 18 and 22.
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Question 2
This question shows how easy the users found the layout and navigation of the website to use. 1 being not easy to 10 being very easy. From this graph we can see that all users found it above average and very easy.
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Question 3
This question is about the colour scheme. The results from this question are very spread out which means that some users found the colours very appealing and other didn’t like it at all.
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Question 4
This question is how easy it was to create and account on the website. Most users found it above average, but a small percentage found it less than average.
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Question 5
This question is how easy the user found it to sign into the account they had just created. From these results, it is shown that the users found it very easy to sign into an account with the captchas.
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Question 6
This question is from a scale of 1 being very little trust to 10 being fully trusting of the website to keep passwords and emails safe. From this graph we can see that the results are even. Half of users didn’t trust the website very much but the other half did fully trust it.
[image: ]
Question 7
This question is about how many users passed the tasks successfully. Just over half of the participants completed the tasks while the other either couldn’t complete them or only completed some of the tasks.
[image: ]
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From the various test and results we can see that prepared statements are an effective method of protection from SQL injection attacks. We can also see that the captcha implementation on the login and signup systems are also an efficient method of protection from bots and spam. From the questionnaire we can see that on average, users do in fact feel safer when security features such as encrypted passwords and captchas are in place.
[bookmark: _Toc70077538]CHAPTER 5 – EVALUATION
This chapter of the report will compare the outcomes of the project to the project aims and objective to see if they were met successfully. The first aim of the project was to develop two websites that are identical except one has security measures in place. The first objective to assist in the completion of this aim was to research the various types of attacks that hackers can execute on a website and to research techniques to defend from these attacks. This first objective was met successfully as there was a lot of research done on these areas. The second objective to help complete the aim was to design and prototype the websites such as the requirements, structure and features that will be implemented. Once this was done the implementation was completed. This objective was completed successfully as two identical websites were created where only one had security measures in place. The final objective was to complete a range of testing methods on the websites which included usability tests, system tests, user testing with a questionnaire and testing the security by using hacking methods. This objective was a success because various testing methods were carried out on the project and the user tests and questionnaire were a success and the results were compiled into graphs to better visualise the tests.
[bookmark: _Toc70077539]CHAPTER 6 – CONCLUSIONS AND RECOMMENDATIONS
This section will contain the conclusion and summary of all other sections of this report. Further research recommendations will also be discussed.
[bookmark: _Toc70077540]Conclusions and Summary
In conclusion, the research that was gathered from the literature review was very useful as it was mostly up to date, relevant and trustworthy though there were some studies from non-academic sources, but they still provided good information. To help with the project, methodologies were identified for each aspect such as the research and development. The research methodology was developed by looking at various details such as the strategies, the risks, and limitations of the project. The project requirements were also identified. The project design and implementation were identified by researching and creating prototypes and sitemaps. The implementation phase of the project was also talked about. Details of the implementation phase such as the problems that arose during development and how they were overcame. This phase also discusses the various testing methods that were used to make sure product is up to the project standards and requirements. One the implementation phase was complete the data collection phase could begin. The data was collected from the testing such as the user tasks test which gathers results on the website, and it features and performance. More data was gathered by testing the hypothesis of the website security being effective against hacking methods. The final gathering of findings for the project were outlined in the next phase.



[bookmark: _Toc70077541]Recommendations for Further Studies
From the literature review, there were some topics that could illicit further studies and research. One study was the use of artificial intelligence as a solution to detecting and preventing DDoS attacks. If this research was expanded further, then it could produce an entirely new strategy to this problem. Further studies into the many different types of attacks of each area of a website could be beneficial to a new project for example, there are many ways of executing SQL injection attacks, cross-site scripting attacks and DDoS attacks.
[bookmark: _Toc70077542]CHAPTER 7 – REFLECTION
After the completion of this project, in reflection it is seen as a success because of a few factors. One of these factors for this project being a success is that all the aims and objectives were met. This project was also a success because the purpose of the project was carried out and knowledge was gained on this specific topic. Improvements that could have been made to assist in the success of the project is time management because the amount of work was not anticipated correctly. Some good points of this project were that the design and implementation stages went well.
APPENDICES
Appendix 1
Website wireframe
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Appendix 2
First draft of website sitemap
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Appendix 3
Rough Table design and ERD diagram
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Appendix 4
Diagram of agile development methodology
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Appendix 5
Questionnaire questions
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Appendix 6
Set list of user tasks for testing.
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Appendix 7
Identified requirements for web app.
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