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[bookmark: _Toc223594320]Scope Time Division Calculations (6)

The oscilloscope screen is divided into horizontal divisions, and the time base setting (time per division) determines how much time each division represents.
The time interval between two points on a waveform is calculated using:
Time interval (Δt) = (number of divisions) × (time per division)
To analyse the signal, the natural logarithm of the voltage values is taken: ln(V)
The rate of change of ln(V) with respect to time is calculated using:
dy = ln(V₂) − ln(V₁)
dx = t₂ − t₁
Gradient (dy/dx) is then given by:
dy/dx = (ln(V₂) − ln(V₁)) / (t₂ − t₁)
These calculations are repeated for successive data points to determine the gradient of the ln(V) versus time graph, which is used to analyse the exponential behaviour of the waveform.

[bookmark: _Toc223594321]Function Generator output square wave (6)
[image: ]Figure 1- Input square wave 

[bookmark: _Toc223594322]Capacitor charge and discharge wave marked at correct points. (6)
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Figure 2- Capacitor charge and discharge. With X and y points marked















[bookmark: _Toc223594323]Basic Capacitor Calculations (6)
A capacitor is a device that stores electrical charge. The capacitance (C) is defined as the ratio of the charge (Q) stored on the capacitor to the potential difference (voltage) (V) across it: 
C = Q / V
where:
C = capacitance (farads, F)
Q = charge (coulombs, C)
V = voltage (volts, V)
The energy stored in a capacitor is given by:
E = (1/2) C V²
where:
E = energy (joules, J)
Capacitors can be connected in parallel or in series.
For capacitors in parallel, the total capacitance is:
C_total = C₁ + C₂ + C₃ + ...
For capacitors in series, the total capacitance is found using:
1 / C_total = 1 / C₁ + 1 / C₂ + 1 / C₃ + ...
In a series circuit, the charge on each capacitor is the same.
In a parallel circuit, the voltage across each capacitor is the same.
The relationship between current and voltage for a capacitor is:
I = C (dV / dt)
This means that the current depends on how quickly the voltage is changing.
In an RC (resistor-capacitor) circuit, the voltage changes over time according to exponential functions.
For charging:
V(t) = V₀ (1 − e^(−t / RC))
For discharging:
V(t) = V₀ e^(−t / RC)
The term RC is called the time constant (τ):
τ = RC
After one time constant, the capacitor charges to about 63% of its maximum voltage.

[bookmark: _Toc223594324]Capacitor discharge table (5)
	Time (s)
	Voltage (V)
	ln (V)
	dy = y2 – y1
	dx = x2- x1 
	dy/dx

	
	
	
	dy = ln(V)2-ln(V)1 
	dx = Time2 – Time1
	

	0.000005
	1.600
	0.470003629
	x
	x
	x

	0.00001
	1.271
	0.23948923
	-0.230514399
	0.000005
	-46102.8799

	0.000015
	1.004
	0.003892415
	-0.235596815
	0.000005
	-47119.363

	0.00002
	0.753
	-0.28382286
	-0.287715277
	0.000005
	-57543.0554

	0.000025
	0.565
	-0.57146066
	-0.2876378
	0.000005
	-57527.56

	0.00003
	0.439
	-0.82280039
	-0.251339726
	0.000005
	-50267.9453

	0.000035
	0.282
	-1.26443077
	-0.441630385
	0.000005
	-88326.0769

	0.00004
	0.204
	-1.5901256
	-0.325694828
	0.000005
	-65138.9656

	0.000045
	0.078
	-2.54593135
	-0.95580575
	0.000005
	-191161.15


[bookmark: _Toc223594325]Figure 3- Table showing capacitor discharge

Plot log(V) Gradient (5)
[image: ]
Figure 4- Graph showing the log(v) discharge







[bookmark: _Toc223594326]Gradient Calculations and Compare(8)
[bookmark: _Toc223594327]Gradient Calculations
The gradient of the ln(V) vs time graph is used to determine the capacitance of the capacitor because the discharge relationship V = V₀e^(−t/RC) can be rearranged into ln(V) = ln(V₀) − t/(RC), which matches the straight-line form y = mx + c where the gradient m = −1/(RC). Using values from the table:
· t₁ = 0.000005 s, ln(V₁) = 0.4700
· t₂ = 0.000045 s, ln(V₂) = −2.5459
The gradient is calculated as:
· m = (ln(V₂) − ln(V₁)) / (t₂ − t₁)
· m = (−2.5459 − 0.4700) / (0.000045 − 0.000005)
· m = −3.0159 / 0.000040
· m = −75,397 s⁻¹
The capacitance is then found using:
· C = −1/(mR)
· R = 10,000 Ω (10 kΩ)
· C = 1 / (75,397 × 10,000)
· C = 1.33 × 10⁻⁹ F
· C = 0.00133 µF
This value is much lower than the expected 1 µF, likely due to experimental error, limited precision when reading values from the table, and small variations in the gradient calculation having a large effect on the result.
[bookmark: _Toc223594328]Comparison table
	
	Capacitance
	Delta
	Percentage difference

	Actual
	1 µF
	x
	X

	Marker Calculation
	0.503 µF
	0.497 µF
	49.7%

	Gradient Calculation
	0.00170µF
	99.83µF
	99.83%


Figure5 - Table showing percentage of capacitance
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[bookmark: _Toc223594330]Capacitors are electrical components used in a wide range of electronic devices because they store and release energy quickly. They are used in power supplies to reduce voltage fluctuations and provide a stable output. In timing circuits, capacitors work with resistors to produce delays, such as in timers and flashing lights. They also play an important role in signal processing, where they filter signals by allowing AC to pass while blocking DC. In radios and similar devices, capacitors are used to tune and select specific frequencies. They are also used in electric motors to help with starting. Overall, capacitors are important for controlling electrical energy in many types of circuits. (Wang, H., & Blaabjerg, F. 2014). 
Inaccuracies Question (4)
Measurements taken using an oscilloscope can contain several sources of inaccuracy, and in this case the limitations were further influenced by the quality of the equipment used. The limited time base resolution means that time values can only be read in divisions, which reduces precision. There is also uncertainty when placing cursors or markers on the waveform, as small changes in position can affect the readings. In addition, electrical noise can cause slight fluctuations in the signal, making the graph less smooth and harder to interpret. The oscilloscope screen resolution and sampling rate also limit how accurately rapid changes are recorded, and with lower-quality equipment these limitations can be more pronounced. Finally, tolerances in the components, such as the resistor and capacitor, can affect the calculated results. Together, these factors—combined with the use of less precise equipment—can lead to errors in measurements and affect the accuracy of calculated capacitance.
















[bookmark: _Toc223594331]Risk Question (10)
Protecting a vehicle’s Controller Area Network (CAN bus) (Bozdal M. et al. , 2020) from cyberattacks requires a layered and systematic approach guided by ISO/SAE 21434, the global standard for automotive cybersecurity. Since CAN bus was not originally designed with security in mind—it lacks authentication, encryption, and integrity checks—it is vulnerable to attacks such as spoofing, replay, and message injection. To address these risks, both technical controls and process-driven measures must be implemented.
One of the most important strategies is designing security into the vehicle architecture from the start. ISO/SAE 21434 (Li, Y. et al, 2024) promotes network segmentation, where systems are divided based on trust levels. Safety-critical components like braking or steering are separated from less secure domains such as infotainment. Gateway ECUs act as control points between these segments, filtering and validating messages to stop malicious data from moving across the network.
Another key safeguard is the use of lightweight cryptographic techniques. While CAN bus has limitations in bandwidth and processing power, it can still support measures such as message authentication codes (MACs), counters to prevent replay attacks, and secure key distribution. These techniques ensure that only authorised electronic control units (ECUs) can send valid messages and that data integrity is maintained. (Harel, A. and Hezberg, A. 2019). 
Detection is equally important as prevention. Intrusion Detection Systems (IDS) can be deployed to continuously monitor CAN traffic and identify unusual behaviour, such as abnormal message patterns or unexpected communication IDs. When a potential attack is detected, the system can respond by isolating affected components or triggering alerts.
In addition, secure software and hardware practices are essential. Mechanisms like secure boot ensure that ECUs only run trusted firmware, while hardware security modules (HSMs) protect sensitive cryptographic operations. Regular testing, secure coding practices, and limiting system access rights further reduce the likelihood of vulnerabilities being exploited.
Finally, ISO/SAE 21434 requires a lifecycle approach to cybersecurity. This includes conducting Threat Analysis and Risk Assessment (TARA) to identify and prioritise risks, as well as maintaining a Cybersecurity Management System (CSMS) to handle updates, monitor threats, and respond to incidents throughout the vehicle’s lifespan.
Overall, securing the CAN bus involves combining proactive design, technical defences, real-time monitoring, and continuous risk management in line with ISO/SAE 21434 principles.
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