Securing and Accessing Network Devices with SSH
Part 2)
Step3)

b)  The 2 within 120 means two login attempts within 120 seconds of each other will trigger the block.

The block-for 30 in the command is how long login attempts will be blocked for (30 seconds) if this rule is triggered.

Step6)

a)b)c)
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R1 does accept the Telnet connection and asks for username and password we set earlier. 

d)
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After two failed attempts the connection is closed by the router to prevent further attempts for 30 seconds. 

e)
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f)
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The router is back in normal mode. 

g) It goes straight into privileged EXEC mode and does not ask for the EXEC password. This is possibly because the admin privilege level 15 is high enough to bypass this security check?
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Part4)
Step3)
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I was able to establish a SSH connection to the switch.
Part 5)
Step 2) 
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The SSH version on the switch is v1.99.

To provide multiple users access to the network device I would set up a new user with its associated password and privilege using the command, example:
>username newuser privilege 7 secret userpass
Part 11)
Explain the difference between telnet and SSH
Telnet originates from when the net was first launched in 1969 and has been widely used since.  Telnet is a protocol used to connect to a remote device, it allows a virtual terminal window to be used to configure the remote device over TCP. Telnet uses TCP port 23 by default. One of the weaknesses of Telnet is that it doesn't use any encryption when transferring data, thus all data, passwords and usernames sent between the remote device and the connecting machine is in plain text. This is a security risk as important data can be sniffed by malicious actors as it passes over the internet/intranet in plaintext. [1][2]

SSH is a more modern protocol that was developed by SSH Communication Security Ltd. SSH similarly to Telnet is a protol used to connect to a remote device to configuration using a virtual terminal.  SSH uses port 22 by default and encrypts all data, passwords and usernames sent between the remote device and the connecting machine. SSH also uses a public key for authentication of the connection between the two devices. This means that SSH is a much more secure protocol and protects against such threats as session hijacking, replaying data, IP spoofing and DNS spoofing. Although this added security does increase the overhead of using SSH compared to Telnet, this level of security allows us to use SSH to configure remote devices over the internet without posing a significant security risk to the device or the data. [1][2]
Discuss SSH Encryption standards
The SSH encryption process has several stages that follows the client-server model. Firstly the client initiates the connection by contacting the remote server and the remote server then responds with its public key. Using asymmetrical encryption, SSH shares the public key between server and client to verify the identity of the remote server (authentication) and to set up the encrypted connection. The encrypted SSH connection uses symmetric encryption and hashing algorithms to protect the data that flows between the two endpoints. SSH can then be configured to use a variety of cipher systems, some of these are AES, Blowfish, 3DES, CAST128 and Arcfour with AES as a common default. The hashing algorithm is mainly used for data integrity purposes through HMAC, hash-based message authentication codes. This is used to verify that messages haven't been modified and have been received successfully.  [3] [4]
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