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17 EXECUTIVE SOMMARY

Within this report, a means of developing and Industry 4.0 solution for the CIM System is

described. This solution is called the Automation Browser Application or ABA.

Judgments are made based on typical Web Development design to produce diagnostics pages

that can produce the same level of information as a SIMATIC HMI unit.

The process of configuring a Development Network is shown, as well as how to prepare the

S7-1200 PLC, to handle a web-based application reliably.

Sections of HTML and JavaScript code that makes up the ABA is included in this report, along

with explanation of functionality with PLC Step 7 Programming.




2 INTRODUCTION

What were the aims and

£y £ +h +2
uujcuuvco Or1C o1 uJGuL

This report describes the process of Developing a Webpage application called the ABA, to be

used in conjunction with a PLC Program running on a Siemens S71214C PLC via its

Webserver feature.

The technology and methods used are not entirely typical of traditional PLC programming
disciplines but are typical of traditional Web Development. This report covers the process of

using both disciplines to develop an Industry 4.0 product. You
have

The report introduces AJAX, CSS, HTML and J avaScnpt!ﬂ@'@é#y and how they may be used

to implement the objective set out in the FDS document fortﬁlée Project.

report
not the
project




3 DESIGN

3.1 USER INTERFACE
Based on the conclusions from the Project Definition document, the selected solution for
addressing the requirements for an alternative to the Simatic HMI is the Webpage solution or

Automation Browser Application (ABA).

To make an initial parity to the existing solution, pages will need to be made for each station

in operation, namely:

e Master Station (PLC101)
e Pneumatic Station (PLC102)
e Process Station (PLC103)
e Hydraulic Station (PLC104)

A Launch Page would be beneficial to both 'open' the ABA and serve as index.html, which

should always be the first page to open (Fred Gerantabee, 2007).

Menu Button Logo

Launch Page Message

Menu

Figure 3.1 User Interface Sketch
As per traditional website design, it should be possible to navigate to any page at any time

without using the 'back' button on the browser (Sherry Bishop, 2012).

New Tab

C O G Sear

Figure 3.2 Browser Navigation Buttons




To get around this issue, a navigation bar must be made available on all pages of the ABA.

Asit is expected that the ABA should be accessible on a touchscreen device i.e. phone or tablet,

a means of dynamically re-orienting the content of each page must be implemented.

Menu Button Logo

Page Content

Menu

Page Content

Figure 3.3 Page Mock-up

3.2 NETWORK DATA FLOW

The way data flows around the system is an important consideration, as it determines what

hardware and software technologies are implemented to address the requirements.

For development purposes, a typical Wi-Fi router is sufficient for communication between
PLC and Wireless Devices. Most domestic Wi-Fi routers have firewall protections built-in,

merely requiring minor configuration to get up and running.

The topology for the Network is shown below:

Switch
I
| 1T 1T 173
T T T 7} —
Sipmers 571200 Web Server Firewall
Wi-Fi Extansion Ethemet
WiFi enabied Tablet
PC
Figure 34 Network Topology




Along the network links depicted above, data is transmitted via 'frames' to recipients
according to their unique MAC addresses. To transmit data to another LAN, the frame is
further encapsulated into a 'packet’ which is addressed using an IP address (Charles E.
Spurgeon, 2014).

Ethernet Frame

Destination MAC Source MAC Ethernet Type Data Checksum

Figure 3.5 Ethernet Frame
In the shown example (Figure 3.4), the PLC fills the role of the webserver, which holds the

source webpages and running data for Automation processes carried out by the PLC.

For the browser to load index.html, a request is sent either by clicking a link or entering the
address of the page in the address bar. After receiving the request, the webserver sends the
HTML file as frames to the requesting device. After the whole HTML file is received by the
browser, the file is parsed, to determine if there are other elements required (CSS, JavaScript,
etc) to render the webpage, and if there are, then these elements will also be requested from

the webserver (Campbell, 2014).

Once all the resources are received by the browser, it begins to build the Document Object

Map (DOM)

<html>

<meta> <title> <img> <p>

Figure 3.6 DOM




Next, the browser builds the CSS Object Map (CSSOM). This map describes how styling is
applied to each HTML element.

<body>
Font-size
] 16px \
<body> <body> <body>
Font-size Font-size Font-size
16px 16px 16px
<body> <body>
Font-size Font-size
16px 16px

Figure 3.7 CSSOM
The browser then combines both maps and from them, builds the webpage according to the

'recipe’ of the DOM and the 'rules’ of the CSSOM (Grigorik, 2013).

To load the other pages of the ABA, the whole process repeated, and again if the page is

manually 'refreshed’ by pressing F5.




3.3 PseEupO CODE

Below is the typical code structure for each webpage of the ABA. There will be some

differences according to functionality of each page. Pseudo code does not necessarily fit the

syntax of the final code but helps in laying out how the code will be written (B. B. Agarwal,

2010).

<html> (The opening tag for a webpage, everything in-between is the recipe for the webpage)

<head>

<meta> (the meta tag has coding for initial page scaling)
<stylesheet reference> (tag contains location for the CCS document)
<style>

(additional styling that is not universal to other pages may be placed

between these tags)
</style>

<title>Page Title (Appears on page tab) </title>

</head>

(the content between the head tags is not visible to the user, but contains
information used by browsers to build the page and is also used by search

engines to make the page ‘discoverable’)

<body class=grey>

(the class aspect in this tag is tied to CSS, where the rule of a grey background

is defined and applied to the page)
<div class=bar dark grey>menu button & logo</div>

(the bar attribute applied to the div tag as defined in the CSS, will apply a dark
grey bar across the top of the page. Between the tags, instructions for positioning

of a menu button and logo is written.)

<nav class=sidebar> (nav tag declared with CSS rule for a ‘sidebar’ applied)




<link>Pagel</link>
<link>Page2</link>
</nav>
<div class=main>

(between the ‘main’ div, is the canvas for the code unique to the page to

tulfil the purpose of the page.)
<header>Page Title (if required) </header>
<div class=quarter>

(a box on the page that takes up 25% of the space for the ‘main’
div. Any content put between these tags will not stretch the box

beyond 25%. A rule called ‘third” could limit box size to 33%.)
</div>
</div>

<script>JavaScriptLibrary js</script> (Add-on libraries should be called at the
end of the page, to give the browser opportunity to build the webpage, before

applying scripted programming)

<script>pageScript.js</script> (To maintain readability of code, additional and
unique scripting for the webpage should be kept in a separate JavaScript file.

This also makes it easier to apply code to other projects.)
</body>

</html> (Closing of html tag)




34 SECURITY

During development, the LAN will be kept ‘offline’ so that no connection of the Internet is
possible. It should be noted that all devices should have some form of anti-virus or anti-
malware software installed as individual devices will likely at some point be connected to the

Internet.

Regarding testing and development of the ABA by downloading code to the CIM System,
existing security measures established by the Network Administrators of Coleg Sir Gar will

apply as dictated by the Network Security Policy.




4 DEVELOPMENT

4.1 BUDGETING

Below is a spreadsheet detailing what components have been acquired as per the WBS

document. Costings have been avoided where equipment and software as acquired on-loan or

through self-donation.

Project Lead:

EmyrWyn Dyer
Materials

1 Research

1.1 |Hardware Require ments

1.2 |Software Requirements

2 Specification

2.1 [PLC Peripherals

2.2 [Networking Standards

2.3 |Programming Languages

3 Design

3.1 |Unser Interface

3.2 |Network Data Flow

3.3 |Pseudo Code

3.4 |Security Policy

4 Development

4.1 |Hardware

4.1.1 [Network Config

£ 3499

Donated spare router

4.1.2 |User Access

4.1.3 [PLC Re-config

1

£ 291.60

£291.60|

PLC on-loan for develop ment

4.1.4 | Documentation

4.2 |Software

4.2.1 [PLC Program

1

£133.24

£ 13824

™

Lapto pwith TIA Software on-loan for development

4.2.2 [Jquery/ AJAX Coding

™

Open Source, no licence-fees

4.2.3|GUI Cs5 Styling

5 |implement

£ 200.00

5.1 |Hardware

5.1.1|Install 7 Memory Card

1

£ 168.00

£ 169.00

£ 16500

£ 169.00

3100

e mory card expansion for s71214C PLC

5.1.2 |Connect Nework Devices

5.2 |Software

5.2.1 [Download New PLC Program to PLC

5.2.2 |Download ABA to PLC

3 Test

6.1 |Hardwae

6.11 [Network Reliability/Res ponse

6.1.2 [System Performance

6.2 [Software

6.2.1 |Fidelity of Shown Data

6.2.2 |Interface Response

7 Documentation

7.1 |Network Setup Guide

7.2 |Coding Utility Guidance

7.3 [Blank Page Templates for Development

£ 165.00

Figure 4.1 Budget Sheet




4.2 NETWORK CONFIGURATION

NETGEAR l m

Wireless-N 150 ADSLY + Modem Router

Block Sites LAN Setup

Firewall Rules

LAN TCPAP Setup

|P Address
E-mall 1P Subnet Mask 2
X RIP Direction Noni
Router Status RIP Version o
At
Devices Access Router Management Interface on additional port 2220

Backup Settings (NAT-tisabled mode only)

Sot Password
# Use Router as DHCP Server

Starting IP Address

Diagnostics

Rovter Upgrade Ending IP Address

WAN Address Reservation

171 " Address [ Dovice Rame T

I - | 1 [ 192.168.0.190 | STI14C190 |
Add Edit | Delete

Remot .
Management Apply | Cancal

Figure 4.2 1P Address reserved for PLC
DHCP has been enabled, where all network devices use an IP address allocated by the router
save for the PLC. The PLC has a static address set on the PLC itself. To ensure that there are
no addressing conflicts, the router has the PLC’s address reserved according to the PLC’s MAC
Address (Soper, 2014). As access to hardware and software such as Network Switches and
Server hardware required for more advanced Network Management is made difficult due to
lockdowns issued by the British Government as a result of the COVID-19 Global Pandemic
(Rigby, 2020), implementation of User Access protocols have not been possible under the

circumstances.
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4.3 PLC RE-CONFIGURATION

To ensure no unexpected issues arose during development, only minor settings were changed
when setting up the PLC. The IP address was kept the same with accommodations made
through IP Addressing with the Router. Start-up was modified as per guidance for installing

the S7 Memory Card before any programming was uploaded to the PLC (Siemens, 2014).

PUT2714CDUDUDC]

J General H 10 tags H System constants II Texts

Web server access [A
DI 14iDQ 10

5 Startup
b A2
»
»

g (e Comparison preset to actual S
Startup configuration: |5tanup CPU even ifmismatch [v]
Cycle

Communication load

Configuration time: | 60000 ms |

[W] 0Bs should be interruptible
Systern and clock memory

Lo B )

~ Web server
General
Automatic update

User management
w Userdefined pages
Advanced
Overview of interfaces lv_

<] [ B

l oK ] f Cancel !

|
Figure 4.3 Warm Restart Setting
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4.4 PLC PROGRAM

Because of issues surrounding the COVID-19 Pandemic of 2020, access to the CIM System
located at Coleg Sir Gér was no longer possible due to lockdown of businesses for the sake of

public safety (Coleg Sir Gar, 2020).

To mitigate the problem, a Developmental PLC Program was written, to provide Inputs and
Outputs that development of the ABA could continue. it
would

44.1 Function Gens have

The first step was to produce suitable outputs for the ABA/tW&€would change over time. To
d
achieve this, a Counter was created using Timers that would, trigger after a set time of 5

seconds. The result would output to the 'webdata' data block{Cas shown in Figure 4.4.

know
ol o L EER-Ht1 818 =0 CLARY Gy ==t’2.’§-. " =
PLC
. . 4 mm = o]
S~ progr
am
2 . would
o be
o™ doing.
" 8 =
v Network 2:
e
oo
- [ mG At (nt)
n Q _u:_. Q=N
.( L
Figure 4.4 Function Call 1

Four other Function Calls would be written similarly to provide similar Counter operations,

but with different time delays set (1, 2 and 10 seconds).
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Projoct Test » PLC_32

|
(v okl &, EOEo|Bt @1 EL[(S]| CGEREP s G &
|
| R
[+ oot B 4 -t = 41
| = Block tithe:
|*  Network1:

wie

Ton

Time LR

W02 Tagl"
gt =8N (a8 -
T Q -

| Metwork2:

was

Timerg"

wF

e W01 2

LI “Tag7 ADD
Tagh — i 1 - PTG it (ing)
o Lol [ —x Q—IEN
wneny
*1MZ_Oneshatt®
“weebdate” “wabdata®
courterd — gy oy — tounter
W Mo —

Figure 4.5 Function Call 4
A fifth Function Call was written to produce Chart data in the form of a Triangular Wave. This

was achieved by setting maximum count limits of 100 to -100, where once a maximum count

was reached, the direction (countup, countdown) would change.

€] + Program blocks » Fun

;-fi-i;' ¢ 0, EEBDBEtEE CGARD Gl Gl &7 G

¥ e

|4r 4 o= — 2

v Network2: Semple Cousser and angle wave generter

Output is presested uing o be chart prodiuced weth Chart s

PG Ao (et}
ax ] 0
wnon e

HZ_Oneshot®

L our

e o

DD
Ao ety
LT
“webdata’ “wabdata®

B our - mangleTa

“webdan’
manguecion — g o

Figure 4.6 Triangle Wave
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All the variables stored within ‘webdata’ were set as integers.

Project Test » PLC_2 [CPU 1214C DUDC/DC] » Program blocks » webdata [DB1]

g @ B, B E ° Keepsctslvelues [gg Snapshot ™ . Copysnapshots tostartvalues B & " = |
webdata
Name Data type Start value Retain Accessiblef.. writa.. Visiblein . Setpoint  Com..

1 4@ v Static

2 ﬂl L counter 1 Int flj m 8 8 E m

3 QI- web_ok .Int m ﬂ R g O

4 l@s  counten Int (] [ v ! O

5 @Oes counter2 Int B g 8 B D

6 @n counter3 Int D g E g D

7 @s  mynt Int O =] ! 7 O

8 4= count_continuous Int D E E E D

9 @s trianglewave Int ] ) ~ I a8
104+ triangleDirection Int 0 v Vv v ]
1@ Motor PWM int B8 v 2 -~ 8

Figure 4.7 'webdata' Datablock
44.2 Input-Output Interfacing
To send Analogue data to the ABA, a Function call called ‘Input-Output Interfacing’ was
written to read in Voltage data that is manually adjusted via a Potentiometer. Using the

Analogue readings, a gauge graphic could be animated in the ABA.

t v PLC_2 [CPU 1214C + Program blocks +

Mg L, EREErErEEE et s Gl £T &
Input-Output Interfacing
Hame Dot type Oefoultvalue  Comment
I @ gt

1 @ - oupat

Ak i = (T} 2

= Block tithe:
*  Network 1:
cowv e
uiink 10 Rwal Auda (el
EN ENO (2] BN —
e our -
"N —
o w
L
[
Auste (Real)
EN END
*analogue’ junk — sy ouT — “Analogue” junk *Anslogue" jurk
.0 — i 81E

Figure 4.8 10 Interfacing
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It is not clear what part the DC motor is
playing in this project
By reading the Voltage values produced by the potentiometer, the DC motor current is then

calculated using % = [ where R = 0.03 as shown in Figure 4.9.

Project Test » PLC_2 [CPU 1214C DUDUDC] *» Program blocks * Input-Output Interfacing [FC7]

Wl # @ L, EEEEBr TR LN G Gl & T
Name Data type Default value Comment

—lIC ]

4k Ak == 7 =

~ Block title:
P Network 1:
*  Network 2:
o
Auto (Real)
EN END
"Analogue” "analogue” "de
'Oc'.l nUoMeter mator current
valtage’ — pgy our — ma”
03— M2

Figure 4.9 Current Output

Volts are also expressed as a percentage by multiplying the Potentiometer Voltage by 10.

€_2 [CPU 1214C D C] v Program blocks * Ingut-Outpat Interfacing [FC7]

MdFE e L EREpBt s HE 2@ B s Gl
Irput Qutput Interfacing
Hame Data ype Oefauhvalue  Comment
e et
2 - W
3 @ oupa

N . IS

= Block tithe:
P Network 1:
b Network
b Network 3:
*  Network 4:
M
Huto (haah
N
Analogue” “Analcgue” pot_
patentiometer U — vohs_percent
voltnge” — gy
e

Figure 4.10 Voltage Percent
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44.3 SCL Alarm Conditions

Although not implemented in the ABA, alarm conditions were added to the PLC Program via
SCL, where current levels would trigger conditional statements and set 7 Boolean variables
accordingly. This feature could be used to build a segmented gauge in the ABA with segments

made using animated PNG indicators.

Project Test » PLC_3 [CPU 1214 C] » Program block:

#E B L EfB s IR RN PN fTT 6
SCL alarm conditions
same o ype Detauitvsin  Comement
11 @~ inpw
i - [}
|? @~ Output

E3 R ror. war

.4 oy

Anaiogue® .Alarm2 1= Lp

Figure 4.11 SCL instructions

ect Test » PLC_2 [CPU 1214C DUDUDC] » Program blocks » Analogue [DB10]

‘?} ‘1‘;; e E " keepactualvalues e Snapshot .ﬁ M, Copysnapshots to startvalues | (& L
Analogue

Name Data type Start value Retain Accessible f.. Writa_. Visiblein . Setpoint
1 @ v Static
2 als input channel 0 | Real T B ~ ~ =] 0
3 OT input channel 1 .Ilznl D B B B IT\
4 @ junk Real =] ~ ! ~ =)
5 @n potentiometer voltage Real =) ~ ™~ ! 0
6 4@ =  potvolts_percent Real = ~ ~ ~ 0
7 @-w» Alarm1 Bool =] 8 B B =)
B @-n» Alarm2 Bool B B B B (]
5 @ Alam3 Bool =) ~ ~ ! 8
10 Qs Alarma Bool =] = = =) 0
MNl@e= Aams Bool B ! = =] 0
12l@e  Aarms ool =] v = ! 0
13.@s  Aemo Bool =] 2 v ~ 0
14 @) = dc motor current ma Real =] E g E =

Figure 4.12 Analogue variables
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Again, a DC motor's voltage is being controlled but
there is no explanation of the practical setup

44.4 Motor Speed Control and Webserver Enable

Along with the Function Calls in the ‘Main’ Organisation Block, the Motor Speed Control is
configured, using the PWM variable stored in the “webdata’ Data Block. The PWM variable
will be adjustable via the ABA.

» Network 8: SCLalarm conditions Call
¥  Network 9: Motor Run Control

“DB11
“CIRL_PWW\_DEBE"
CTRL_PWM
EN ENO

265 BUSY —iFalse

"Local~Pulse_1" PWM STATUS 620
o .4

“Motor RUN®

—— ————censsLe

*  Network 10: Motor Speed Control
Motor Speed PWMvariable i1s adjustable via Webpage.

MOVE
EN —

HWI000 “webdata®.
“Motor Speed i oumn Motor_PWh

PV IN

Figure 4.13 Motor Control in Main

The Webserver is also enabled in ‘Main’ as shown in Figure 4.14.

»  Network 5: Functiongen 5 Call
¥  Network 6: WebserverEnable

ENO
*webdata®.web_
RET_VAL — K

Figure 4 .14 Webserver Enable
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Default tag table [653]
PLC tags

m -
n
UA PCUA

ql Tagl Bool %M100. 1 se True True True
@l Tag2 [Bool [%M100.2 |False [True (True |[True
4@  HZ Oneshorz (ool %M1003 [False [True [True [True
.¢| Tag3 isool %AM100.4  [False El’rue True [True
q[ Tagd 1Bool %M100.5 [False ETM True [True
qu 1HZ_OneShot3 Bool '%M100.6 [False True (True [True
@ Tags Sool JM100.7 rue |True [True
cl Tagé Bool '%M101.0 rue [True [True
ﬂl 1HZ_OneShot4 Bool %M101.1 tue [True [True
¢| Tag? Bool %M101.2 se (True |True |[True
‘@ Tag8 [Bool %M101.3  [False [True |True |[True
q[ op ;nnnl %Q0.0  |Fake [rm. True [True
q] Clock_10Hz ]nool %MO.0  [False [‘I‘M True [True
q[ Clock_SHz }sool %MO.1 [False {rm. True [True
-II[ Qock_2.5Hz Bool .2 False True [True [True
‘@ Qock 2Hz Bool 3 m Tue |True |True
4@ Cock_1.25Hz Bool r m rue |True |True
4@ dock_1Hz Bool 5 alse True [True |True
ql Clock_0.625Hz ilbol %MO.6  [False E‘r-u. True [True
q[ Clock_0.5Hz ilbol %MO0.7  [False ['r:u. True |True
ql 1HZ_OneShot1 ;lbol %M100.0 [False ['rm [True [True
q[ op2 ]&ml %00.1 Falze frm True [True
ql op3 Ilhol %Q0.2 False Fm True [True
q[ 1HZ_OneShot lllnol %M101.4 [False Erme True [True
q[ Clock_Byte 1|me %MBO False [ruue [True [True
@ ipo [Bool %I0.0 False [True [True [True
q[ ip? ]nool %0, 1 Falze i'l'tue True [True
a[ ip2 iBnoI %i0.2 False E'l'rue True [True
4][ ip2 Bool %03 False E'I'lue True [True
a[ A0 Ulnt ®WEs  [False !Ttue True [True
a[ T Ulnt ®IWEE  |False Eflue True [True
n[ Motor Speed FWM  |Word ®OW1000 |False [r-ue True [True
‘@ Motor RUN ool 0.4 False [True [True [True
‘@ Motor PWM output [Bool %Q1.1 False [True [True [True

Figure 4.15 Default Tag Table




45 ABA

Following typical website design, pages are broken up into components where sensible and
stored in appropriate folders. By following this rule, webpage resources are easier to locate and

manage (Sherry Bishop, 2012).

User Files/ABA

[ index.html J [ pagel.html J [ page2.html ]

css images js
[ style.css ] [ logo.webm ]

Figure 4.16 Typical Folder Hierarchy
To develop the ABA, the Atom text editor was chosen to build the ABA due to the packages
that could be used to aid in development such as ‘Emmet’ which allows for streamlined coding,

and ‘atom-live-server’ which allows for testing of server side script without needing to upload

to a Webserver.

4.5.1 CSS Styling

To write an entire Cascading Stylesheet document takes time, so to ensure that a viable product
was delivered in a timely manner, a template that was freely available from w3schools.com
was used and modified according to preference. The styling was geared towards a simplified
appearance that would not detract from the information presented on screen. This styling is

also tied to a JavaScript file (sidebar.js), that produces a side menu for navigating a website.
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Figure 4.17 Colouring in w3 css

Additional CSS Styling is included in separate files for the Raleway font selected for the pages,

and for the Chart.js JavaScript feature.

4.5.2 Index
The index page serves two purposes for the ABA, which is to function as the launch page for

the ABA and to be used as a template to build other pages.

The file starts with an opening <htmI> tag and <head> tag. Between the head tags, the pre-

liminary elements for building the webpage are placed.

In the <meta> tags, a rule is applied to set the width of the screen or ‘viewport’ to the ‘device-
width” which would vary depending on whether the user was viewing the page on a desktop
browser or a browser in a mobile device. Additionally, the initial zoom level of the page is set

tol.

Two CSS files are linked to the page with additional styling placed between <style> tags to
apply the Raleway font styling to the body text and headings.

The Body has a Grey colour applied, and between the Body tags the first <div> container of
the page to be added is a Dark Grey top bar with a Menu Button on the left and a Coleg Sir Gar

logo on the right.
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Figure 4 18 index uml lines 1 to 29

The next section of code to be added is the <nav> or Sidebar. Within the Sidebar, a dark grey
colouring is applied with links for other pages listed. Additionally, when the width of the screen
is reduced, the Sidebar is collapsed to accommodate smaller screens, so to pull the list of pages
back up, the Menu button on the Top bar must be clicked to bring up the Sidebar. To collapse

the Sidebar again, the user clicks the Close button which only appears on a reduced screen size.
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Figure 4 19 index html lines 31 to 54

A similar rule is also applied for Mobile Devices or Small Screens.

Figure 4 20 index html lines 56 to 59




The opening and closing div tags shown from lines 62 to 79, is the space where unique content
for the ABA pages is placed. In this instance, a header is placed with the text ‘Welcome’.
Underneath the header a div container is placed that takes up a quarter of the screen space with
a blue background and white text. A message is placed in the container using a <p> tag,

informing the user of the function of the Sidebar.

Figure 4 21 index html lines 61 to 79
At the end of the HTML file, links are added for jQuery and the Sidebar JavaScript code. The
reason for adding the JavaScript files last, is so that code is only executed after all the design

elements have had an opportunity to load. After the script linking, the body tag is closed out
and then the html tag itself.

Figure 4 22 index html lines 82 to 86
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4.5.3 ‘Master’ Page

Atthe top of the page, AWP Variables are added. AWP commands allow direct communication
with the CPU of the PLC. To ensure reliable operation of the AWP commands, it is
recommended that the file size of the HTML files do not exceed 64KB (Siemens, 2012), which
is why the recommended file structure of the ABA shown in Figure 4.16 is important. The
AWP Variables shown in Figure 423 are legacy elements from previous development via The
CIM System. Although continuing development via the CIM System ceased, the Variables

were retained for future potential development later.

Figure 4 23 plc101master iml lines | to 8

As the page is built on index.html, modifications are required. The Sidebar is modified to
highlight the current page by altering the link’s background colour to blue and disabling the

link to prevent unnecessary reloading of the page.

Figure 4.24 plc101 master html lines 36 to 58




The Master PLC page has an appropriate header applied, to indicate the current page loaded,

with a heading size of <h5>.

Below the header, a container which takes up 25% percent of the available screen space is
created with an orange background. The container serves as a placeholder for an alert box. It
is intended that should any system faults be detected by the PLC; a variable could be added to
the PLC program to record the number of faults. Where the value 50 is on line 78, the

hypothetical ‘Fault’ PLC tag could be placed instead.

Figure 4.25 ple101 master himl lines 65 to 83
In the Variables container shown in Figure 4.2, two methods of showing a PLC tag on page are
included. On line 90, The PLC tag is added in plain text, which would be replaced on-screen
by the value held in that variable on the PLC. On line 93, the table cell has an id applied to it
with a placeholder value of 2. The id on line 93 is used in plclOlmaster.js to alter the

placeholder value of ‘2’ to reflect the value stored in the PLC tag.

Figure 4.26 plc101 master umli lines 85 to 96




The div container in Figure 4.27 is a panel which takes up the entire screen width. Two
components are featured within this panel, which are a Chart and Controls. The components
are positioned using two div containers, where the Chart takes up two thirds of the panel, and
the controls are set to take up a third. The Chart is placed using a <canvas> tag with appropriate

id. The controls are two buttons that push either a 1 or a 0 to the ‘HMI CIM Start’ PLC tag.

Figure 427 plc10Imaster html lines 98 to 119

At the end of the html file, links to three additional JavaScript files are included which are

Chart.bundle .min js, plc10 Imaster js and plc101chart.js.

Figure 4 28 plc101master html lines 122 to 129




The JavaScript file plc 101 master.js is written to read the contents of a json file called CIMcond
every 200 milliseconds which contains a PLC tag stored as a json variable. The read json

variable is then pushed to line 93 in plc 101 master. html

Figure 4.30 CIMcond json
The script for plc 101chart.js starts with the instruction to only execute once the page has loaded
completely. On line 5, the updatelnterval is set so that the Chart updates every 1 second. On
line 6, the number of values on the x-axis is 20. Line 12 applies the contents of the variable

triChart to a html canvas asset with the id of #triChart.

"LOADED");

u ri I.-J d te T nterva l

numberkElements

Figure 431 plc101chart js lines 1 to 13

29




Lines 15 to 35 of Figure 4.32 show the configuration of the Chart asset presented on
plc101master.html, where the time is formatted as shown on line 21, the y-axis starts at 0, and

the legend is disabled.

commo

Figure 432 plc101 Chart js lines 14 to 35
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Further configuration is shown in Figure 4.33 which specify that a line chart is used, with

additional font styling exclusive to the chart specified.

triChartInstance Chart(triChart,

ytions,

Figure 4.33 plci01 chart js lines 36 to 54
The script shown in Figure 4.34 handles the addition of the current PLC tag value and

increments the previous value by shifting.

ount nur

triChartInstance.

triChartInstance.

Figure 4.34 plcl101 chart js lines 56 to 68
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Lines 70 to 76 of plclOlchart.js are used to pull the current PLC tag value stored in

plc101tri.json to add to the scrolling line chart.
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454 ‘Pneumatic’ Page
Asthe pages are stored in a Webserver (PLC), advantage can be taken of server-side ‘includes’,

where entire webpages are added to the current page by adding a line as shown in Figure 4.37

Figure 437 plcl102 pneumatic html line 1
To change the state of a variable on the PLC, the variables need to be formatted as shown in

Figure 4 38. if the variables are used by more than one page, it is more effective to have a

repository of variables to call from.

Figure 4 .38 I0Write html
Aswith the ‘Master’ page, the links in the Sidebar are modified to disable the link to the current

page and change the background colour to highlight the current page.

Figure 439 plc]02pneumatic html lines 52 to 57
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A div container for counters is added to the webpage. Lines 81 and 86 are table headings.

Figure 4 40 plc102pneumatic himl lines 76 to 87

Lined up underneath the previous table headings, plc tags are listed across the table, with ids
linked to facilitate updating via scripting. Additional cells are added for ‘LED’ lamps which
are added through scripting.

Figure 441 plc102 pneumatic hitml lines 88 to 115
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In Figure 4.42, another table is made for displaying the binary states of the input switches

attached to the PLC with on-screen LEDs that change depending on the associated input state.

Figure 442 plci02pneumatic iuml lines 117 to 147

In a div container set to take up 66% of screen width, a gauge is added as identified by the id

‘gl

Figure 443 plc102 pnewmatic html lines 149 to 161
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Three additional scripts are added to the page being, raphael.2.1.0.min.js which is used for
gauge animations, justgage.l.0.1.min.js which is a development of the Raphael JavaScript
library, and plc102pneumatic js for page exclusive scripting.

Figure 4 44 plc102pneumatic.html lines 164 to 171

In the script, the json array IOCounter is polled for values which are stored in the id attributes

in lines 5 to 16 and would keep polling every 700ms.

1)
1
‘1
3').text(result["ip3"]

Figure 445 plc102pneumatic js lines 1 to 16
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Conditional statements are written for the id attributes shown in Figure 4 .45, which tie the

Boolean values of the associated PLC tags to the LED icons.

Figure 4 46 plc102 pneumatic js lines 76 to 86
The gauge ‘gl’ is initialised with a random integer value, which would then be replaced with

the current value for the potentiometer reading in the PLC as found in the file *IOresult2.html.

Figure 447 plc102pneumatic js lines 88 to 111

Figure 448 10result2 himl

The LED icon assets used are only 3 by 2 pixels in size at 0.1KB. When used, they are

magnified in html code.

Figure 4 49 led0.png (green) and led ! png (red)
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4.5.5 ‘Process’ Page
As before, the current page is highlighted in the Sidebar.

Figure 450 plc103process.html lines 53 to 56
In Figure 4.51, an id attribute for Motor_PWM is placed along with a text box and button for

setting a new PWM value.

Figure 4 51 plc102 process html lines 74 to 95

In Figure 4.52, a gauge is added, so show the current Motor Speed.

Figure 4 .52 plc103process lines 97 to 114
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Like the ‘Pneumatic’ Page, the same JavaScript files are used except for plc103process.js.

Figure 4.53 plel103process.tml lines 117 to 124
In the script shown in Figure 4.54, every 1 second, the 10Counter json file is read for two
variables which are, Motor_PWM and Motor RUN. There is also a conditional statement
stipulating which LED icon is applied to the html asset called #img9, depending on the state of
Motor RUN.

Figure 454 plc103process js lines 1 to 15
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The gauge on the ‘Process’ Page is initialised with a random integer and then refreshed with

value held in the PLC tag stored in IOresult.html, every 1 second. Script shown in lines 33 to

40 of Figure 4.55 handle the updating of the Motor Speed PWM tag in 10write html using a

setvar method.

Figure 455 plc103process js lines 17 to 41

Figure 4.56 10result] hom!




5 IMPLEMENTATION

The IP addresses of the all
5.1 DEVICE CONNECTION 1/ stations were

On initial connect to the router, the PI2C ‘}E?ﬂ.lég& WY 3 ddress of 192.168.0.190. Provided
that the address isn’t already taken by another device, the connection should establish. With
the connection made, the PLC address is manually added to the list of reserved addresses, to
ensure that no other device is allocated the same IP address while the PLC is powered down.

Reservation is achieved by tying the IP address to the PLC’s MAC address.

e + = 9 x
&« © A& Notsecurs | 1921680.1/startht Q-2 O i
NETGEAR ﬂ

|

*  LAN Setup

LAN TCPAP Setup
.

Acorss Router Managemen! inteilace on soofions! pot 2222
NAT-35a01¢ Mo only

¥ Use Rouser a5 DHCP Server
Startng IP Asdress

=11 S I S 1 prT |

Add | Edn | Delsie

Apply || Canced

Figure 5.1 DHCP enabled and IP address reserved
As access to hardware and software such as network switches and dedicated server
management software required for more advanced network management is made difficult due
to the emerging global issues, implementation of User Access policies have not been possible

for this implementation at this time (Coleg Sir Gér, 2020).

5.2 MEMORY CARD

The S§7-1200 memory card can be used in 4 different ways depending on firmware versions
used on the PLC. The memory card can be used to update PLC firmware in an offline state
(firmware mode), it can be used as a shuttle for a new version of the PLC Program if the PLC
is not networked (transfer mode), and it can also be used as default program storage on a PLC

(program mode) (Siemens, 2014).
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To accommodate for the large cumulative size of various JavaScript libraries, the use of the

memory card as expanded program storage, avoids detrimental performance in the PLC.

By default, the memory card is configured as a “program’ card, but to ensure reliable operation,

the following steps are taken.

1. Delete card contents, which will be replaced by new files by the download later.

- * DiweTasls  SIMATIC MC (0T o x
s - o e Manage (-]
4w  SMATICME @ - S p
UseeFiles
Useiles -
& Onedrve Recipes
SMATICS7S
W This PC 7 08.5%
3 10 Ctjects
2w
= Pature
B Voo Delete Multiple tems x
ke Loeal Disk ()
= SIMATIC MAC (D l Are you sure that you want to permanently delete these 4 items?
e SIMATIC M () LAY
P ™ . e Mo

Figure 5.2 Before Deletion Figure 5.3 Deletion Prompt

2. Change Start-up to “Warm Restart - RUN".

PLC_2 TCPU T 214C DODTDC] X

| General I 10 tags L System constants " Texts |
Web server access _A_ -
DI 14iDQ 10 L)
A2

»

»

» High speed counters (HSC) Startup after POWER ON: [ TUNER ET SV
]

Pulse generators (FTOIFW) Comparison preset to actual

Startup Startup CPU even if mismatch v
ke — ¥ Configuration time: | 60000 ms |
Communication load N g 085 should be intermuptible
System and clock memory _
- Web server i
General I

Automatic update
User management

w Userdefined pages

Advanced
Overview ofinterfaces w
< n >

[ oK 1 cancel |
™ |

Figure 5.4 Warm Restart

3. Connect Memory Card to TIA Portal and ensure card is set to Program mode

Your report is written as an instruction manual, you are telling your
reader what to do. Rather, you should be explaining what has
been done to achieve the project outcome.
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Memory card "(G:) SIMATIC MC [Unknown]* %

Storage medium Used space: \21001216 Bytes | |T

\:] Write-protected

Card characteristics

Name: |SD card (G:)
File system: |FAT32

[ ]

Capacity: | 33559040 Bytes |
| | '
“ Serial number: | SMC_S501e69740¢
r Usable for: [HMI,PLC 1x00
»
PLC card mode
Cord tpe:
[v]

| oK 1 | Cancel !

Figure 5.5 Set to Program Mode

Power down PLC.

Insert memory card into card slot.

Power up PLC.

*--‘IEJ\M#

. Download Project files to PLC.
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5.3 ADDING FINAL ABA T0 PLC PROGRAM
The finalised ABA files are added to the PLC Program by pointing to the source directory in

the PLC Project files, which is usually ‘User Files’. The Default HTML page, which is the first

to open is also specified, which should be index.html. Once both are selected, the blocks are

generated.

PLC_2 [CPU 1214C DUDTDC]

v v v v

[€

J General " 10 tags " System constants

” Texts

Web server access
DI 14iDQ 10
Al2
High speed counters (HSC)
Pulse generators (PTOIPYWIM)
Startup
Cycle
Communication load

System and clock memory
Web server

(. mmEr |

General
Automatic update
User management
+ Userdefined pages
Advanced
Overview of interfaces |7
| i 2]

User-defined pages

HTML directory: | \UzerFiles |

Default HTML page:
Application name:

Status:

>  Advanced

|index.hrm| | [
|28A

| Generate blocks

[ Delete blocks |

Files with dynamic content:
‘Web DB number:

Fragment DB start number:

| _htm;.html;.json

|333

[334

Figure 5.6 Generate Blocks

Generating Web DBs ...

9%

Create fragment 32 of 32.

Web Control DB is being created: DB 333 ...

Remaining time in seconds: 20

Figure 5.7 Block Generation




Figure 5.8 ABA Files
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54 DOWNLOADING PLC PROGRAM

Before downloading to the PLC, a connection is made to ensure a download can proceed. As

is shown in Figure 5.9, the PLC was ready for a download.

Totally Integrated Automation
PORT,

Fraject  Edit  Veew Insert Ol Options  Tools  Window  Help
AL

G iR swepcior & K im X D SEGER &

i ¥ GooMies iy [N B 3

Devices Options %
i} e =
£

| Find and replace
- | hojectTest o~ . 2
I Add new device ]
o Devices & nowarks &
H

* [ AL_2[cPU 12106 0C0GDE) B ) =
Y Device configuration
% Orlinw & dingnartics
w gl Program blocks ]

I Aodnew block
o Main [0B1]
S Function gen 1 [FCT]
& Function gen 2 JFc3|
o Functien gen 3 [FC3|
4 Function gen 4 [fc4]
& Function gen 5 [FCS]
& InpuaOusput inerec

& SCLelerm conditionz . )
@ Aralogue [DB10] O
@ vwebdan [DB1) Ofw
[ . >
| Detalls view
Modide |

Hame
I Device configuration
% Online & diagnostics

o Program bk

* -unquaou B resources

Figure 5.9 PLC in blank state due to empty memory card

No major issues surfaced during upload.

Status ! Target Message Actiocn
M @& v pPc2 Ready for loading. Load 'PLC_2"
H ~ Protection Protection from unauthorized access

Devices connected to an enterprise network or directly to the
internet must be appropriately protected against unauthorized
access, e.g. by use offirewalls and network segmentation. For
more information about industrial security, please visit

- http:iiwww siemens_comiindustrialsecurity

o » Device configurati... Delete and replace system data in target Download to device
(V] » Software Download software to device Consistent download
[v] Text libraries Download all alarm texts and text list texts to device Consistent download.

<] >
Refresh |

| Finis | E Load f | Cancel

Figure 5 10 PLC ready for download
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A successful download was achieved as shown in Figure 5.11.

Totally Integrated Automation

Project Edit Mew Inent Online  Options Tooks Window Help
G b swepajet & N w o X D0t SENEEQR S PORTAL
Davices Options >
W S )
w | Find and replace 8
* | Project Test He ~ —
- |-
A& networks E
* AL 2o inacecoone @ - H
Y Davics cont 2
% Online & dagn
» g Program bl ®
W A e black
°
°
e
°
& Function gen 4 [FC4| ]
& Function gen § [FC5] L ]
& InpurOutputintedeci. @
°
] L
@ webdan [DBT] L
< L) »
| Dotails view
Module |
Harme
I Oevice configuration -
%/ online & diagnostics [
i ey v 3 | Languages & resources
4 Portal wiew Cheerview !
Figure 5.11 Program downloaded
B stotior x | - 8 x
€ C @ Notsscurs | 192.168.0.190/Port & 0
SIEMENS $7-1200 station_2 | PLC_2
File Browser
[y ok
+ Start Page
Hama size Changed Detete Raname
+ igentincaton ) Datalogs 03:07:24 am TATRONS
) Reipes 030724 am TNTR0TS
+ Duagnostic Bufler
) System voums inmmEson o119zzm 48202 -
LOG AZTHE 095298 pm DZB201%

» heoduse In

» Communication

» Variable Sialus

ot i
&1 J0BsTE

512

095218 pm 102B2019
021420 pm 4242020

+ Flle Browser

+ User Pages

¥ Infroduction

Diractony operations:

Choose fie o file chosen

Figure 3.12 Memory Card Programmed
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6 TESTING AND RESULTS

6.1 TEST

Test No.:001 Date of Test:24/04/2020

Test | Test Description Target Actual | Pass/Fail and

Step Comment

1 Does the ABA start? Tested by opening | ABA Opens | Figure | Pass —
Address/Shortcut to ABA. 6.1 Index.html

opens.

2 Measure response time between the PLC | =or<1 Figure | Pass — Features
and User Input and Feedback to ABA second 4.54 refresh at time

specified in
code i.c.
1000m:s.

3 There should be at least 1 page per CIM | 1 Page Figure | Pass— Station
System Station. Are all Stations minimum 6.2, Pages created,
represented in the ABA? per Station | Figure | but content

63, does not

Figure | necessarily

6.5 reflect CIM
System.
Hydraulics
Page was
duplication of
Process
Control Page

4 Readings displayed are accurate to values | Values are | Figure | Pass —
read and stored in the PLC. Achieved by | within 19% | 6.2, Readings are
comparing ABA to online connection to Figure | reflective of
PLC through Step7. 6.3 PLC input

states.
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Do the Security Measures perform as Login N/A Fail — Feature
expected? rejected not
Security measure rejects login attempts implemented.
after failure.
Does the ABA at any point lose Continuous | Figure | Pass — No
connection to the CIM System? Connection | 6.2 connection lost
Measured by desynchronization of values at any time.
between PLC and ABA.
When Operating are there any failures to | No N/A Pass — No
proceed. (CIM System stops without unexpected unexpected
warning) stoppages stoppages
during testing
When ABA is running, are there any Starts and N/A N/A — Test
failures to Start or Stop the CIM System? | Stops on could not be
command conducted via

the CIM
System as no

access possible
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6.2 RESULTS

The following are screengrabs taken from the CIM System running.

= S7-1200 stmtion 2 X B OM System - Auto

3 C (@ Notsecure | 192.168.0.190/aw;

fdehtmi * 8

Stations
Master
Preumatics

Process Control

Hydraulics

Figure 6.1 index html

The Chart feature on the Master page would fill to 20 values and shift along to add updated

values.

- 571200 ststion 2 % | CMSystem - Automatic Browse: X g (M System - dutomsbcfrowss X o - 8 x

“ C (@ Mot secure | 192.168.0.190/awp/ABA/plc 101 master hitm| * 8

Preumatics
Process Control
!
Hydratics Variables
Chart Confrols
Triangle Wave CIM Start
~ CIM Stop
0 S -
-
3 — R N
0 . —
—
» e =l
] ey
1%
10
5 -

Figure 6.2 Master Page
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Some minor issues occurred in lining up the counters with headings, however the inputs and

tied LED icons functioned well.

| = 57-1200 station 2 X | i O System - Atomatc Browse: X g O System - dutomsticBrowse X - o x
C @ Notsecure | 192.1680.190, BA/pic 1DZpreumatic him &t @
Pneumatic Control
Stations
Counters
Master
— Counter1: Counter2: Counter3: Counterd:  Counter
Process Control states
Hydraulics
10 24 5 '] 1111 mma
Sensor Inputs
o
Input0 state: -
' L
Input1 state:
o ||
Input2 state:
1 L
Input3 state:
Figure 6.3 Pneumatics Page
EEMNEEE JcEh
i Name Address Display format Monitor value M|
"Analogue” pot_v... Floating-point nu... 27.11389
"ip0” %I10.0 Bool [3 FALSE
“ip1” %I0.1 Bool TRUE
"ip2" %I0.2 Boal [3 FALSE
*ip3” %103 Bool TRUE
[ Bl <add ney

Figure 6.4 Corresponding 10 in Watch Table
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- 571200 station_2 X | i M Sysiem - Avtomatic Browse: X O System - AutomabcBrowss X o

“ @ @ Mot secure | 192.168.0.190/ awg

Process Control

Stations

Controls

WMaster

Preumabcs

Process Control

Hydraukes

Set PWM

Status

Duty Cycle % .

1

Figure 6.5 Process Control Page

A difficulty arose in testing the Duty Cycle for a DC motor, as a Motor could not be sourced
in a reasonable amount of time. A substitution was attempted using LEDs; however, this was

unsuccessful, possibly due to insufficient protection for LED devices.
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52 02@Q - [SIE B AP Bt 1520 O @@ - [ AP Bty

® 192.168.0.190/awp/ABA/Ind (@ # @ 192.168.0.190/awp/ABA/INd (@ #

Menu

Welcome
Stations

To tor a Station, select one of the options

from the

Master

on the left. When using a smalle

ek ‘Ranu' ta ahow list of Statlans
click ‘'Menu’ to show list of Station Prneumatics

Process Control

Hydraulics
<4 ] | <4 @ |
Figure 6.6 index htmi on Mobile Device Figure 6.7 index html with Menu open
2 mOSE - [CER LN RIS 152 MmO W - @ % ¥4 018%

® 192.168.0.190/awp/ABA/plc (@) 3} Menu

Master

Variables

Chart

Alerts

Triangle Wave

Variables M

ch \s‘{ﬁ*{éﬂ{é‘{f{@ﬁ#{@ﬁé{&f
art I M . R, R n:’ o
Triangle Wave Controls
olee oo o soesea—ss—80-0r ool e
CIM Stop
~ o~ o R o~ A~ L&A A AR
<4 [ ] | <4 L |
Figure 6.8 Master Page on Mobile Device Figure 6.9 Master Page Scrolled
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You have demonstrated a smooth running system but the original
brief required a mimic of the CIM system conveyor. It is a shame
that you didn't build that screen and simulate the data from the

7 EVALOATION ANOTHE WIDER TSSUES'

does no origina

7.1 REFLECTING ON FDS

To determine the level of success, a review of the FDS and comparison with the final product
is carried out.

7.1.1 Hosting

It was specified that the ABA be hosted via the S7-1200 PLC itself with PLC Program and
ABA stored on a Memory Card. The final product met this goal by storing the ABA as
DataBlocks within the PLC Program itself (Figure 5.6) and implementation of the Memory
Card (Figure 5.12).

71.2 Browser
It was specified that at minimum, that the Google Chrome browser should work with the ABA.
Through testing, it can be confirmed that this goal was achieved on both the Desktop version

(Figure 6.1) and the Mobile version (Figure 6.6) of Google Chrome.

7.1.3 Displaying Data

The ABA had to show variables accurately and without observable flicker. The Graph feature
on the Master page animated as smoothly as possible without flicker and showed a readable
chart. Regarding the Pneumatics page, difficulties were encountered in sourcing appropriate
test equipment because of the lockdown imposed by the British Government on businesses.

(Rigby, 2020)

7.1.4 Controllability and Response

While it was decided that the ABA could be compared to the HMI Screens of the CIM System,
this has not been possible due to lack of physical access to the CIM System. In lieu of the
original comparison, a visual observation of changes on the Pneumatics page compared to a
Watch Table set up in TIA Portal was carried out instead, and changes were observed to be

close to simultaneous.

7.1.5 Virtual LAN

During development, a Separate LAN from the CIM System was established using a Netgear
N300 Wireless Router, which permitted communication between a Laptop running TIA Portal
and other Mobile Devices. Due to lack of access to more sophisticated networking hardware at

the time, a virtual LAN was replaced with a dedicated LAN.
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7.1.6 Password Protection
While Password Protection was not implemented into the ABA itself, the Siemens S7-1200

PLC has built-in password protection to protect against unauthorised access.

7.1.7 Meeting Budget

The only purchase made for the Project was a 12MB SIMATIC Memory Card at £169. All
other procurements were either on-loan from Coleg Sir Gir (PLC and Laptop) or self-owned
(Wireless Router). As the budget was set at £200, cost has been successfully minimised by

coming in £31 underbudget.

7.2 HEALTH & SAFETY
At all points during the development of the ABA, Health & Safety guidance as dictated by

legislations such as:

e Health and Safety at Work Act (1974)
e Electricity at Work Regulations (1989)
e Display Screen Equipment Regulations (1992)

Also followed were the BS 7671:2001 standards for electrical installations, which aided in

adhering to the previously mentioned legislations.

As a great deal of the development of the ABA took place in a Home environment, it was
advantageous as it provided a level of safety in working, and aided in the building of a viable

Working from home environment, ideal for self-employed individuals.

7.3 PRODUCT SAFETY

By mitigating perceptible flicker, risk of causing epileptic seizures is only determinant using
display screen equipment by the end user, of which fell outside the boundaries of the
specification. As the development of the ABA utilised technologies developed by other
developers and manufacturers, product safety in general lies mostly with Siemens as there have

been no hardware modifications made to the PL.Cs design and specification.

74 DEVELOPMENT RISK
Not perceived as a Development Risk was the event of a Global Pandemic which led to

widespread lockdowns (Coleg Sir Gir, 2020). The result of the lockdown was loss of physical
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access to the CIM System to facilitate development. To address the issue,a PLC was procured

and utilised to continue development.

7.5 ENVIRONMENTAL CONSIDERATIONS

To minimise unnecessary use of electrical power, use of locally hosted webservers allowed
development of the ABA to continue with the PLC in a powered down state until testing was
required. Additionally, most hardware used, was sourced from storage, and re-used, avoiding

unnecessary purchasing and use of electronics resources.

7.6 GANTT CHART

BB R B R R B L B B L B A B R L E B R E E R L I E E R R E E B E L ]
Slala(= 222222222 =2|a|alalala|alasla|a|lalalala|a|lalala|2]|a]a
sla|la|(a|lala|lg|s|s|s|g|a|s|(as|la|a|a|(z|=|2|2(s(a|a|a|(2s|es|(=|2|2(2|2|28|2]|2
alalalalalala|alalalalalalalalalalalalalalalalalalalala|lalalalalsa|ala
o) o [ [ e ) o R e o) e (R et e [ o ) I e [ IR e et e (R R I (] I I e e [
agla|s|s|a|s|a|a|a|a|a|qa|~a|da|la|a|a|a|a|la|a|a|a|la|a|lalala| S|S0 a
22|22 === (=21 =21 2]=1=2 22121221 2=21212)1=2(=2)1=21212121 222121552
gl F|ala|ldm| ||| a|a|e| sl s|als(e]||a|s|=|a|ag|e|m|ls|=|a|las|=|F| S| &
= e = = olala =l I I g e g = = R -
Task /Week 1] 3[ 3] 4] 5 & 7| 8| 9 10f 11| 13| 13| 14 15[ 16| 17| 1&( 19| 20| 21| 23 23( 24| 25| 26( 37 28 9| 30( 31 33| 33| 34| 35
Logbook o s s i s
diia “ Al L
Project Proposal s
Problem Research and
Constraints s
- Planning and Work Based
E Structure
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and Test Plan bkt
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Design
Programming and Configuration| S T o
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t
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=
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Deadlines were mostly met, however once events occurred where access to the CIM System
became impossible (Coleg Sir Gar, 2020), timely completion of tasks drifted as solutions to

development problems had to be found.
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8 CONCLUSIONS AND RECOMMENDATIONS

Despite successes in producing and sourcing assets to be used in the development of the ABA,

a solution tailored for the CIM System was not achieved during the Project.
Elements that have been successful include:

e The identification of additional software suitable for developing webpages (Atom Text
Editor).

e The overall appearance of the pages, displaying information with reasonable fidelity
and no observable running errors.

e Application of Charts (Chart.js) and Gauges (JustGage.js) and updating graphics via
AJAX.

e Building a usable webpage template that can be modified to develop further
(index_html).

e Configuration of a Network to develop the ABA.

e Reliability via the Google Chrome browser across multiple Internet Enabled Devices

With these successes considered, development of the ABA with the CIM System could be
continued via a remote working and communication via Video Conferencing and e-mail with

those capable of accessing the CIM System to implement changes.
To develop further, the following can be undertaken:

e Implement Sliders included in jQuery to adjust values.

e Implement Progress Bars as Gauges for fluid or temperature levels.

e Anerror logging/diagnostics page, where errors can be formatted for download.
e Retention of Chart data for downloading as csv files.

e Buffer clear option to restart Chart trending.
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10 GLOSSARY OF TERMS

AJAX — Asynchronous JavaScript and XML. The XML element has been supplanted by JSON.
<body> </body> — Used to contain the visible content of a page.

<br/> — Used to break up a paragraph.

class — Multiple Classes can be applied to HTML elements, to apply CSS Styles.

Comments — Used to explain HTML code without affecting the rendering of a webpage. In

HTML a comment is formatted as <!-—Comment -->, while in JavaScript a // is used.
<div> </div>— A container or division of a webpage href — links that point to pages via URLs.
<head> </head> — Contains metadata and links to stylesheets.

Headings — Just like a Word document, heading styles can be applied to text. There are six

heading styles that can be applied.
href — Links that point to pages via URLs.
HTML — Hyper Text Markup Language.

<html> <html> — As a tag, everything that falls between the opening and closing of the tag,

defines the webpage.

Hyperlinks — Another term for links. Can be clicked to navigate to another page.

ID — A HTML can have an id attribute to allow modification through scripting.

<img src="name.png’/> — Used to embed an image in the page

JavaScript — A scripting language used in conjunction with HTML.

JSON - JavaScript Object Notation. Standard file format for storing data as an array.

<li> </li> — Item in a list.

<link /> — Used to connect other documents such as stylesheets and scripts to the webpage.
<ol> </ol> — Ordered Lists. Items added between tags have numberings applied.

<p> </p>— A Paragraph.




<table> </table> — A Table. Rows are identified with a <tr> tag, Cells are identified with a

<td> tag, table headings with <thead> and table body with <tbody>.
<title> </title> — The name of the webpage should be placed here.

<ul> </ul>— Unordered Lists- Items added between tags have bullet points applied.
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Project Design, Implementation and Evaluation

GRADEMARK REPORT

FINAL GRADE GENERAL COMMENTS

64/100

Instructor

PAGE 1

PAGE 2

PAGE 3

PAGE 4

PAGE 5

PAGE 6

PAGE 7

PAGE 8

Text Comment. This should summarise all that was planned and completed in the project,
together with a statement on success. You have written it as an introduction to the report.

QM Spelling

Spelling error

PAGE 9
Text Comment. What were the aims and objectives of the project?
Text Comment. You have introduced the report not the project.
PAGE 10
PAGE 11

PAGE 12




PAGE 13

PAGE 14

PAGE 15

PAGE 16

PAGE 17

PAGE 18

PAGE 19

PAGE 20

PAGE 21

Text Comment. It would have helped here to know what this PLC program would be doing.

PAGE 22

PAGE 23

PAGE 24

Text Comment. Itis not clear what part the DC motor is playing in this project

PAGE 25

PAGE 26

Text Comment. Again, a DC motor's voltage is being controlled but there is no explanation of
the practical setup

PAGE 27

PAGE 28

PAGE 29

PAGE 30

PAGE 31

PAGE 32

PAGE 33




PAGE 34

PAGE 35

PAGE 36

PAGE 37

PAGE 38

PAGE 39

PAGE 40

PAGE 41

PAGE 42

PAGE 43

PAGE 44

PAGE 45

PAGE 46

PAGE 47

PAGE 48

Text Comment. The IP addresses of the all CIM stations were 10.13.90.101 onwards

PAGE 49

Text Comment. Your report is written as an instruction manual, you are telling your reader what
to do. Rather, you should be explaining what has been done to achieve the project outcome.

PAGE 50

PAGE 51

PAGE 52

PAGE 53

PAGE 54

PAGE 55




PAGE 56

PAGE 57

PAGE 58

PAGE 59

PAGE 60

PAGE 61

Text Comment. You have demonstrated a smooth running system but the original brief

required a mimic of the CIM system conveyor. It is a shame that you didn't build that screen and
simulate the data from the PLC. Your use of a completely different PLC program is good but does not
relate to the original FDS.

PAGE 62

PAGE 63

PAGE 64

PAGE 65

PAGE 66

PAGE 67

GRADING FORM: NEW CSG-RUBRIC

EMYR 604

DYER

1. ENGAGEMENT WITH LITERATURE

( )

Judicial use and critical evaluation of technical




literature in the design of the project: There is good
evidence of reading from a range of sources with
some critical evaluation. (3/5) Extent of reading,
range of credible sources and use of Harvard
method: The range is not extensive but the sources
are credible., in addition the list included wider issues
such as the current Covid-19 crisis. (3/5) Total = 6/10

2. KNOWLEDGE AND UNDERSTANDING

(

i#

Advanced knowledge and critical understanding
demonstrated in the design of the project: The design
is very good in terms of the development of smooth
data transfer and display from the webserver to the
PC display. An excellent understanding of the
principles of programming using HTML and
JavaScript was demonstrated throughout the project.
(7/10) Total = 7/10

3. COGNITIVE AND INTELLECTUAL

[

yi

Testing and analysis of result: Good evidence of
testing and analysis of results within the limitations
brought about by the Covid-19 restrictions imposed
after lock-down. An 8-stage test procedure was
tabulated although results were mainly categorised
as pass/fail. Additional screenshots were also
included showing some samples of CIM output while
the program was running. (6/10) Critical evaluation of
the project outcomes: Review given of the
requirements of the FDS in some detail though
evaluation could have been more judicial in terms of
the front end of the delivered solution. The final
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product does not relate directly to the FDS. A brief
evaluation of each aspect of the program was
included and some explanation was offered for
shortfalls in the expected performance. Wider issues
such as H&S and environmental (6/10) Conclusions
and recommendations: Generally good, honest set of
conclusions with recommendation for completing the
requirements of the FDS. (6/10) Total = 18/30

4. PRACTICAL APPLICATION

[

y"’ Formulation of innovative and creative design

solution to the project problem: Project solution is
innovative and provides a good method of display of
internal PLC data for use on the webserver. (7/10)
Deployment method, use of material, tools,
equipment and techniques in the construction of the
project: Professional approach adopted with use of
suitable software for a robust and secure solution.
Extensive use of software development environment.
(3/5) Quality of the final product or system: Smooth
running of the ABA shows high quality results but the
CIM system mimic was not implemented. Final
implementation into the college CIM was not possible
due to Covid-19 restrictions. (7/10) Use of test
equipment and presentation of results of the project:
Good use of testing methods with PLC and software.
(3/5) Management of the design process: Basic
Linear Gantt chart show some project management,
working within the restrictions imposed by Covid-19
rules. (2/5) Total = 22/35

5. TRANSFERABLE SKILLS

22
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Iﬁ Executive summary, acknowledgements and

introduction: Summary is more of an introduction to
the report rather a summary of the project. Good
acknowledgements but the introduction should
explain the aims and objects of the project.
Acknowledgements were included thanking
contributors. (2/5) Quality of the report: Generally
well written with few errors. High quality figures. The
report was well presented and was written in a
professional style. (4/5) Word count : Declared as
5555. Word count was within limits, no penalty
imposed. (5/5) Total = 11/15
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